| ntegrated Services Directory

USER GUIDE

InterMail Mx Version 5.1
March, 2000

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT



Software.com, Inc.
www.software.com

525 Anacapa Street 10 Maguire Road, Suite 400
Santa Barbara, CA 93101-1603 Lexington, MA 02421-3130
Tel: (805) 882-2470 Tel: (781) 274-7000
Fax: (805) 882-2473 Fax: (781) 674-1080

The InterMail software is a copyrighted work of Software.com, Inc.
© 1993-2000 Software.com, Inc. All rights reserved.

InterMail includes software that is copyright © 1990, 1993, 1994, The Regents of the University of California. All rights
reserved. This code is derived from software contributed to Berkeley by Mike Olson.

SmartHeap, portions copyright © 1991-1997, Compuware Corporation.

InterMail incorporates a derivative work of the SSL Plus: SSL 3.0 Integration Suite Toolkit, copyright © 1996, 1997,

Consensus Development Corporation. SSL Plus: SSL 3.0 Integration Suite is atrademark of Consensus Development
Corporation, which reserves al rights thereto.

Portions of the SSL Plus: SSL 3.0 Integration Suite Toolkit software are based on SSLRef™3.0, which is copyright
© 1996, Netscape Communications Corporation. SSLRef ™ was devel oped by Netscape Communications Corporation and
Consensus Devel opment Corporation.

The MD5 Message-Digest algorithm used in InterMail is a copyrighted work of RSA Data Security, Inc., copyright
© 1991-1992, RSA Data Security, Inc. All rights reserved.

InterMail incorporates a derivative work of the BSAFE cryptographic toolkit, copyright © 1992-1996, RSA Data Security,
Inc. All rights reserved.

BSAFE is atrademark of RSA Data Security, Inc.
The RSA Public Key Cryptosystem is protected by U.S. Patent #4,405,829.

The Regular Expression Routines used in InterMail are copyright © 1992-94, Henry Spencer. All rights reserved. This
softwareis not subject to any license of the American Telephone and Telegraph Company or of the Regents of the University
of California.

The InterMail LDAP code is derived from software that is copyright © 1992-1996 Regents of the University of Michigan.
All rights reserved. Redistribution and use in source and binary forms are permitted provided that this noticeis preserved and
that due credit is given to the University of Michigan at Ann Arbor. The name of the University may not be used to endorse or
promote products derived from this software without specific prior written permission. This softwareis provided “asis”
without express or implied warranty.

The Integrated Services Directory User Guide is a copyrighted work of Software.com, Inc.
© 1997-2000, Software.com, Inc. All rights reserved.

No part of this documentation may be reproduced or transmitted in any form or by any means, electronic or mechanical,
including photocopying, recording, or information storage and retrieval systems, for any purpose other than personal use,
without the express written permission of Software.com, Inc.

This copyrighted work contains trade secret information of Software.com, Inc. Use, transfer, disclosure, or copying without
the express written permission of Software.com, Inc., is strictly forbidden. Information in this document is subject to change
without notice and does not represent a commitment on the part of Software.com, Inc.

INTERMAIL, SOFTWARE.COM, and SOFTWARE.COM THE INTERNET INFRASTRUCTURE COMPANY are
registered trademarks, and POST.OFFICE and WEBEDGE are trademarks, of Software.com, Inc. and are registered
trademarks in various countries around the world.

NETSCAPE is aregistered trademark of Netscape Communications Corporation.
OPENVIEW is aregistered trademark of Hewlett-Packard Company.

WINDOWS NT isaregistered trademark of Microsoft Corporation.

SQL*NET isatrademark and ORACLE is aregistered trademark of Oracle Corporation.
SUN is aregistered trademark of Sun Microsystems, Inc.

VERITAS is aregistered trademark of Veritas Software Corporation.

Other product, brand, and company names mentioned herein may be trademarks, registered trademarks, or service marks of
their respective holders.

Integrated Services Directory User Guide, InterMail Mx Version 5.1
Document number: MISD-000310



Table of Contents

P EIACE .. e Vil
S 1 o T 1V o3 1 oY IR 1
ROIE OF tNEISD ...ttt ettt e e e s re e e e e e seeseeeneenaeeens 1
FEAIUIES OF tNEISD ...ttt sttt eeeeeesee e 3
oz = T T A = 0 = S 3
SECUNLY FOBIUIMNES .......viiviieieie ettt ettt ettt ettt e e s et aeesa e s te s b e e teentesresreennennenes 4
DIrECtONY Dala ACCESS ...eoviiviieeesteste st eteste s e e ae e e e esaestestesseesbestesseestestessaessestesseeseensessensens 4

I o 7= S T o= T 4

I N =10 = o RSP 6

2. DITECIOTY SEBIVEI ..ot e e e e e e e eees 7
Server Architecture and INfOrMation FIOW ............ccviiiiiiiieienesee e 7
Sz ol = 0 0= SRS 8
Rea0-Through REQUESES ......ueiiieeee ettt et te ettt sre e sre et e see e 8
WIte-Through REQUESES ......ocee ettt st s 9

DireCt WIite REQUESES. ... .ei e ceecite ettt st stee s te e s te e e st esnee s ntesraesnaesneesneesneennns 9
Directory Access Control INfOrMation...........cccveceiieiieeiie st 9
Updates to the Directory Cache Database...........cccvceieeieieiee s 11
ConfigUIration OPLIONS.........coeiieeiesie e eesie et e e eteesae e te e s e s e e e e sresre e s eaesreeneensesreeneas 12

S 1 1 01RO 15

3: Directory Cache SEerver ... 17
Server Architecture and INfOrmMation FIOW ..o 17
READ REQUESES ..ottt sttt st e esbe e eaeestestesneestensesteenseneesreeneas 19
Read-Through REQUESES ........ecuiiiece ettt s sne 19
WIte-Through REQUESES .....cocueeiiee ettt ettt e aeenreenrens 19

S A= Y 1ol o a2 (o] o T 20
LS 0 o (T 20

S Y1 @] = 1o o TSRS 21
Directory Cache Database INitialiZation.............ccocveiiiiiiesiesi e 21
CommUNICatioNS ProtOCOIS.........ccviirieriiieiisiesiisie e e 22

RME QUENES ..ottt ettt ettt sttt e e te e te e te e sae e e beenne e nneenras 22

I @ U= =S 23

E N Ll 10 1= F T (=t (] o S 23
ConfigUuIration OPLIONS.........cceiieeieie e eeee ettt e e ste e st e e e tesre e e e tesreeseessesresreenseseens 24

S = S 0k USSR 31

4: Replicating and Partitioning Data ..............cceeeieiiiiieeeeeeeeeeeeeeeeeeeeviiineens 35
Overview of Replication and Partitioning ..........cccceveriierniensin e 35
;o) 1o 11 o o S 35

e UL 0) 1T o PSSR 36
Planning your RepliCation DESIGN ........ccveiiiiiiecie e st se e e 37
Defining a Replication AQreEMENT .........cceeiviiiiieie ettt sne s 39
Storage of Replication AQreaMENES.........cccieieerier et e 40

Confidential and Proprietary, © Software.com, Inc. 2000 i



Integrated Services Directory User Guide

Chaining Directory Cache SEIVEX'S........ccoiv it e 40
Chaining Scenarios INvolving ROULING LIStS......ccccovevieiee v 41
Configuration Keys Used for Replication Agreements..........cccecveeeceevvieeviesesceeseenne 42
Setting Up aReplication AQreemMENt .........ccceiiiieiiie s esese et e st sre e 43
Examples of Replication AQreemMENtS..........coeieeieiiieeiiese e ste et 44
Replicating a Complete Copy of the Directory Database ..........cccoceeveeveevcieccieccieene. 44
USING @REDIICASEL .....coiee ettt et st r et ete e nneesras 46

L L] oo [ 7= g 11 oo SRS 47
Using Partitioning with Multiple Replication Agreements..........ccccceveeeeveseseesieenns 50
Using Replica Sets With Partitions...........ccccovieeieiiiiiiece e 53
Using Application Partitioning.........c.cceceieiieiise ettt s 57

5: Customizing the Directory Schema .........cccovvvviiiiicciiiiiieeeeeeeeee, 59
Customizing ODJECE ClaSSES.........eeiiieiierecree st e e ste et et b e e e teeneespeenas 60
ADOUL OBJECE CISSES .....ocuveiieieceee ettt st se et s ene e sne e 60
ADSIraCt ObJECE CIASSES ....viivieiieiiiticieese ettt ettt se e s sre e sre s 62
Structural OBJECE CIASSES .....cccvvieiiecieece et 62
AUXIlTary ODJECE ClaSSES ......uciceiiiiiiiie e seeseesreeseesraeseeste e e sneesresseeeseesnsesneens 63
Creating ObJECE ClaSSES......covciiiiieerieeiteesiesteesteste e sesseesreesee s besneestesseesreesneesneesnnes 63
CUStOMIZING AHITDULES .....ccee ettt et et re e e r e e reenes 65
ADOUL ATITDULES ...t 65
Adding NeW AHDULES..........ooeee et 67
Defining aNew Attributein the Schema ... 68

Adding a New Attribute to an Object Class Y ou Created Previoudly ................. 69
Adding a New Class-0f-Service AfIHDULE ......cccvveeiiiecie e 71
Defining Attribute CONSLIAINES ........ccieeiierie et see s e e e e 73
SChEMA ChECKING.......ciieieceicees e ettt b e s re et e aesreene s 74
POSt-CUSIOMIZALTION TASKS......eeveiiriiieeeie sttt st st e e enas 74
6: CUStOMIZING the DIT oo e e 77
About INterMail” S TNItIAl DIT ..oeeeeeiiee et e 77
About the ADMINISEratioN TIEE.. ..ot eee s 79
About the APPIICELION TIEE......cceecice et 80
CUSIOMIZING DIT ENLIES...vecveeie ettt sttt et st s senesreeaenesreene s 80
PN (o 1 gTo J L0 1 =11 TS 81
Adding OrganiZations...........cccceviieiierieesieseesee e sre e s eeeree e s tesreeseesressneesneesnseennens 82
Adding Organizational UNItS...........cccceeiiieiieiin e ses e ee s s enee e e 83
Modifying Access Control Information RUIES...........cccceeievien v 84
Adding AdMINIStrative GrOUPS .......cceiueeieiesieeieeeste st see st se e eraesee e e ssaesse e 86
X (o 1 gTe I7AN 0 [0 411 g TES (0] £ TS 88
Adding AAMINiStrative POIICIES ......cceeiieiie et e e 89
Adding Attribute CONSITAINTS .......cceeieeiierie e e s e see e e 92
Modifying Attribute CONSLIAINTS .........c.ccciiieeiecie e re e saee e 93
Modifying Class-of-Service AttrBULES .........ccv e o7}
AddiNg COS AHITDULES ......ccveceeeie et st a e e 96
Adding AllOCEHON RUIES.........ceeiicieeiecte st 96
Defining AdMINiStrative ROIES.........cocie et s 97
Adding AdMINiStrative REAIMS.......cceiiiicie ettt ettt 98

Confidential and Proprietary, © Software.com, Inc. 2000



Table of Contents

7: Directory Schema Tables ... 99
Tables Defining LDAP ObjECt ClIASSES.......ccueiieiiiiieiesie et ste et ste e e sre e sre e eneas 100
BAMINATTOCALTON ...t 101
BAMINATTOCCOUNES......ceiiieieeiirie ettt sttt sb e 102
=0 |04 TH 1T (0T o 1SR 103
AOMINPOLICY ... s e st et e e s re e ste et e e teere e resnnesnnens 103
AAMINREBIM......ei ettt st et e s e aeseesteeneeseeneenneas 104
AAMINREBIMSPEC......c.eiitiitiee et ae e b e e nbesaesrennnas 105
BAMINROIE. ...ttt 105
BOMINROOL ...ttt st st e e b 106
=0 |0 a T = = O SR PR 106
AAMINUSEIPIES ...ttt e see e e 107
BlIBS. .ttt ettt re et et e be et et e eteerenseenaeeaeereereeeeneenreas 107
F=To] o 1= 0] 0] = (] SRS 107
PPl CALTIONPIOCESS......ccteiiiieceesie ettt ra e ae s tesreenbesaesreeneas 108
CErtifiCatiONAULNONLY ... eenre 108
CErtifiCati ONAULNOIITY -V 2......oeiee ettt ettt e re s 109
(o T2 1010 1= 0o | = 1 YRS 109
o0 1 11 1Y/ 109
CRLDISLITDULIONPOINT ...ttt 110
(06 @ o] = o ST SPRP 110
VIR ..ttt b et b et e ettt e 110
o [0 1SS 111
0 o 3= o S PRSSRSS 112
0 5 SRR 113
OFOUPOFNGITIES .....ovieieitecteete ettt ettt ettt e e e e s tesneesaestesteereenbesaesreennas 114
groupPOfUNIQUENGIMES.......ccueeieiiecieeteee sttt te st ae e s reeseesaenrenneas 114
LTS (@0 = o] o SRS 115
oo Y20 SRS 116
L0 T= T T3¢ = o S 117
MAIILOCAIUSEIPIEFS ...t 117
MNBIHUSES ...ttt sttt b et s et nb e 117
MAIHUSEIPIEFS ...t e 118
(o (0= 011 o] o SRS 120
Organi ZatiONAIPEISON .........veeiiiieceese et see et e te et e e b e enreerean 121
Organi ZatiONAIROIE..........cecvie e e e e reeenes 122
Lo Tgor= 0Tz (0] 0! L0 Lo 123
72 11 (o VS SPSSRSO 124
01 £ ] 1 [P PRSPPSO 125
FEPIAGIEEMENT ... e e et e et e saeesateeeesneeentesaeeensesnnesnnens 125
FESIAENTIAIPEISON......c.eeeee et s e e e sne e 126
S o100 11 o TSP 127
5o 001 110 | = (0o | SRS 127
SUDSCREIMIAL ...ttt b ettt bttt 127
1] PSPPSR 128
USErSECUritYINfOrMELION ........eeieeiee et s e reas 128
Tables Defining LDAP AttHDULES .........oiiiiece ettt e 128

Confidential and Proprietary, © Software.com, Inc. 2000 %



Integrated Services Directory User Guide

Vi

8: Directory Configuration KeYS ........c.iiiiieiiiiiiiiie e 185
Sample ConfiguIration K@Y ........coueie ettt ne e 185
InterMail Servers and PrOCESSES..........oiireieieiirie s e 186
Common Server CONfiQUIaLioN ........ccvceeeviereeiee e eeete e 187

Individual Server Configuration ..........ccccceevienieeniee s 187

Impact of Configuration Key Changes.........ccceveeieeiiieie e seesee e stee e s 187
Directory Configuration KEYS........ucieeiiieiie e ecesee e ee st ste e sse e s s e seesresneeenens 188

9: Directory Management UtIlItieS ..........ccoovviiiiiiiiiii e 235
g r=Totela U= oo o S 236
g0l = 237

g0 (oo ] 011 o] S 238
Syntax for iMADCONEIO ..........cccuiiiere e e re e sree 238
Available imdbcontrol OPEratioNnS ..........ccccvieereseieeee e 239
DOMEIN OPEFALIONS ....ccveeieieiiieieeie e ee et ereeste s sreesse e sreeaesresneenes 239

ACCOUNE OPEFBLIONS ...veeieieiieceeie sttt e ree sttt ste et aesae st e aeaesbesaeeesreeneenaenrens 240

Mail DElIVErY OPErationS .......cccceeeeiieiieeiieseesieeeeeseesseeseeseeseseeeseesresreesneeens 241

SMTP AliaS OPEratiONS .....cccvevieeiieeiiesieeseesieeseesteesteesteesteesseesreesaeesseesneessesssenas 241

Class Of SErvice OPEralions .......ccceeieeveeiieree e see e seesseesee e sae e neeseeeees 241

DOMEIN OPEFALIONS.......c.ccuiiieiesieeeeeseese et s e e s te e s e st e s reere e tesresaeessesrenseeneens 242
ACCOUNE OPEFBLIONS.....ceieieiteeteeie st sttt st e e sre s be e ae e s seesbesresaeestesresneesrennenreenes 247

Mail DeliVery OpErationS.........ccccviieiieeieieseeeeiee st eseeee e sreere et te e ense s sneens 260

SMTP AlIaS OPEratiONS......cc.eeiieeiieieesieesieeseeseesteesreesteestessteesresssessressaeessessseessesssnnas 264

Class Of SErVIiCE OPEralioNS........cceeiieeieeiieesiesiesee e sessee e seesseesreeetesaeeeresnresnsens 266

L0 = (P 268

L pe g o] (0] o= ST 269
L0 165 o 270

g e TNl = =S 270

0] o =01 o TSN 271
IMIABPSh OPLIONS .......oeceiie e e e s et eaesneeenre s 272

SpeCial VariablES ....cueeieeie e 276

Using imldapsh Instead of imdbCoNtrol ...........cccceveveieiie v 276

g1 o 3= 0T S 278

L] 1Yo = o 279

0 =T o (o S 280

[0 F= 100 (= = = SN 282

L0 F= 000 o [ Y20 USRS 283

Lo F=To .00 [ (o[ IS 285

L0 F=T 01 == TS 286

A License INTOrmation ... 289
GlO S S AN ittt e a 297
1 a L0 1= PP 303

Confidential and Proprietary, © Software.com, Inc. 2000



Preface

Welcome to the InterMail Mx Integrated Services Directory (I1SD)!

The Integrated Services Directory User Guide contains conceptual information about
the architecture of the Integrated Services Directory (I1SD), directory configuration
keys, the directory schema, the Directory Information Tree (DIT), and directory
management utilities. It also contains procedures to help you customize the ISD
architecture, schema, and DIT to the meet the unique needs of your site.

Intended Audience

This guide assumes that you are experienced with the UNIX operating system at a
system administration level, and that you have an understanding of databases as well
as of networking protocols and related technology.

Organization

Thismanual is organized as follows:

Chapter 1, Introduction, provides an overview of the role and features of the
InterMail Mx 1SD, and includes a brief overview of the LDAP directory data
mode!.

Chapter 2, Directory Server, describes the architecture and function of the
InterMail server that maintains the authoritative master copy of the Directory
database and is responsible for all communication with it.

Chapter 3, Directory Cache Server, describes the architecture and function of the
InterMail server that services all requests for end-user authentication and
InterMail account information during message delivery, retrieval, and storage.

Chapter 4, Replicating and Partitioning Data, provides practical guidancein
planning areplication design for your site.

Chapter 5, Customizing the Directory Schema, provides guidelines to help you
extend the |SD schema for your unique application.

Chapter 6, Customizing the DIT, provides detailed instructions to help you
customize the DIT for your site.
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®  Chapter 7, Directory Schema Tables, defines the data that can be stored in the
ISD by describing the object classes and attributes that make up the LDAP
schema.

* Chapter 8, Configuration Keys, describes all configuration keys relating to the
Directory server and Directory Cache server.

*  Chapter 9, Directory Management Utilities, describes the syntax and usage of all
ISD management commands.

Conventions

Convention

Description

Example

$ at the start of astring

An environment variable (set
at the time of installation)

$spool Di r

monospace type

¢ Commands
« Directory and file names
¢ Hostnames

¢ Configuration keys and
their values

o Utility names

i mdbcont r ol command
cron utility
Set thiskey tot r ue.

<angl e brackets>ina
command

A required variable

i thoxget <address>

[square brackets] ina
command

An optional parameter

inctrl [-verbose]

| (avertical bar) between
optionsin acommand

Exclusive options, of which
you can use only one

i mpwdhash -a [ nd5- po| uni x]

{braces} around optionsina
command

A list of options, one of which
isrequired

i msegdel ete {<nsglD>...|-
all}

... (ané€llipsis) after an
optional entry in acommand

An option for which you may
have multiple entries

i mbucket screate [<cl...cn>]

bol df ace in an example

User input

venus% i nservctr| stop

viii
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Preface

Related Documentation

This manual is one of a set. Other manualsin this set are;

InterMail Mx Reference Guide, which contains background information about the
InterMail servers and databases, configuration keys, administrative utilities,
APIs, and event messages.

InterMail Mx Operations Guide, which provides instructions for the operation
and administration of the InterMail system.

InterMail Mx Installation Guide, which provides instructions for installing
InterMail.

InterMail Mx Upgrade Guide, which provides instructions for upgrading from
previous versions of the InterMail product.

InterMail Mx Migration Guide, which provides instructions for migrating to
InterMail from the Post.Office, Sendmail, and Netscape messaging products.

Questions and Comments

Your feedback isimportant to us! To suggest improvements or make comments on the
content of this manual, please send e-mail to InterMail.Manual @Software.com.
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Introduction

The InterMail Mx Integrated Services Directory (1SD) isthe heart of the InterMail
system. It isthe definitive source of all InterMail account information, and is accessed
during all message delivery, message storage, and message retrieval operations. The
ISD supportsthe Lightweight Directory Access Protocol (LDAP), whichisan Internet
standard for client-server interaction.

This chapter provides an introduction to the ISD. It covers:

Role of the ISD
Features of the ISD
Directory data access
LDAP basics

LDAP standards

Role of the ISD

The ISD playsacentra rolein all interactions among the mail serversin the InterMail
system. It provides the account information necessary for message delivery and
retrieval, such as:

Username
Password

E-mail address
Mailbox identifier

Host information

The ISD is composed of the following parts.

Confidential and Proprietary, © Software.com, Inc. 2000
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* Directory Cache server
* Directory Cache database

These components work together to authenticate users and to provide account
information during all message delivery, storage, and retrieval operations.

Figure 1 shows the components of the ISD.

Client computer

Directory
Cache
server

Directory
Cache
server

Directory
Cache
database

Directory
Cache
database

Directory
server

I

Directory database

Figure1 Components of the Integrated Services Directory

The Directory database is the authoritative source of al directory data.

The Directory server isthe only server to communicate directly with the Directory
database. It relays account information between the Directory database and each
Directory Cache server. It can read through to the Directory database at any timeto
reguest new account information.

The Directory Cache servers automatically update their account information by
contacting the Directory server at configurableintervals. Each Directory Cache server
responds to requests for account information by checking its cache. If it cannot find
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Introduction

the requested information there, it reads through to the Directory server to obtain the
most current information from the Directory database.

Each Directory Cache database contains alocal copy of all or part of the Directory
database.

Features of the ISD

This section introduces some important features of the ISD, including:
* Scaability features
®*  Security features

Scalability Features

The InterMail Mx ISD can scale efficiently to service millions of accounts. The most
important contributor to the scalability of the InterMail Mx ISD isits distributed
architecture, in which multiple Directory Cache servers running on local host
machines communicate with a single Directory server that encapsulates the Directory
database. Other contributors to the scalability of the ISD are replication and
partitioning.

Distributed architecture—You can have as many Directory Cache servers as your
system requires to run most efficiently, and you can add more as your organization
grows. This eliminates bottlenecksto the Directory database, ensuring rapid responses
to the other InterMail servers by not burdening the Directory server with read
requests.

Replication—The Directory Cache servers can automatically replicate data from the
Directory server, and storeit in their local caches. Replication enables continuous
operation if a server failsto operate. It also enables the query load to be balanced
among several Directory Cache servers. Replication agreements define filters that
determine which attributes and entries from the Directory database are replicated to a
particular Directory Cache database. For a detailed discussion of data replication, see
Chapter 4.

Partitioning—The partitioning feature enables you to designate a specific Directory
Cache database and its associated server for a specific purpose. For example, you can
designate individual local Directory Cache databases to hold account information for
each of your regional offices. Alternatively, you can designate one Directory Cache
database to hold frequently requested information and designate its server to respond
to read-only queries. A replication agreement specifies which Directory Cache server
maintains which database entries. For a detailed discussion of data partitioning, see
Chapter 4.

Confidential and Proprietary, © Software.com, Inc. 2000 3
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Security Features

The ISD includes a number of security features. It enables you to restrict the set of IP
addresses that can communicate with the Directory server or with a particular
Directory Cache server, and to control whether anonymous binding is permitted.

In addition, all read and write requests to the Directory Cache servers and the
Directory server go through Access Control |nformation (ACI) filters, which you set
with LDAP commands. These filters determine whether a particular user is alowed to
access or modify information in specific parts of the directory. For detailed
information on ACI filters, see Chapter 2.

Directory Data Access

You can access and manipulate 1SD data using command line directory management
utilities and application programming interfaces (APIs). You can access and
manipulate |SD servers by using configuration keys.

You can access the directory management utilities from the UNIX command line to
query the ISD and to add, modify, or delete ISD data. Directory management utilities
aso enable you to export data from the I SD to athird-party directory, import LDIF
(LDAP Data Interchange Format) data from aforeign directory into the ISD, store
passwords in a hashed format, and perform other complex operations.

You can use the C and Perl API libraries to create programs that create, read, modify,
or delete ISD data.

You can control the behavior of the Directory server and Directory Cache server by
using configuration keys to modify the values of configuration options in the
Configuration database. For information on configuration keys, see Chapter 8.

LDAP Basics

The I1SD uses LDAP (Lightweight Directory Access Protocol), the Internet industry-
standard protocol for remote access and integration of diverse directory services.
Using LDAP eliminates the need for gateways or connectors to convert datato
proprietary protocols or message formats, and it enables the Directory Cache servers
to answer queries from any LDAP client or server, in addition to answering RME
gueries from other InterMail servers.

The LDAP-based object-oriented data model and schema allow the ISD to be easily
integrated with your other applications and enable you to access and extend your
existing directory schema for use with the InterMail system.

The LDAP model has eight features for performing directory-related tasks:
* |nformation model

* Schema

4 Confidential and Proprietary, © Software.com, Inc. 2000



Introduction

*  Naming model

®  Security modd

®  Functiona model

*  Protocol

* Application program interface

* LDIF (LDAP Datalnterchange Format)
Each of these is described briefly below.

Information model—The LDAP information model defines the kind of data that can
be stored in adirectory. LDAP directories are populated with entries, which are
collections of attributes and their values. For example, adirectory entry representing a
person named John Doe could have an attribute called sn (surname) with the value
Doe.

Thismodel is extensible, meaning that new types of information can be added to an
LDAP directory. However, LDAP sets constraints on these entries so that they are
compatible with other LDAP directories.

Schema—An LDAP schemais a collection of object classes and their attributes. It
sets the rules for what can be stored in the directory, such as which attributes are
associated with a particular object class, and the syntaxes of those attributes. It also
defines the structure of the datain the Directory Information Tree (DIT).

Naming model—The LDAP naming model specifiesthat directory entries must be
hierarchical and organized in an inverted tree structure. Each entry has a unigue name,
called a distinguished name (DN). The distinguished name consists of alist of the
names of all the parent entries in the directory back to the directory root. The first
entry typically represents the most specific name, such asthe user ID, followed by the
group name, followed by the company name, followed by the name at the top of the
DIT. For example,

dn: ui d=j ohndoe, ou=engi neering, dc=software, dc=com

Thisisthe opposite of operating system paths, in which the most general name comes
first, and the most specific filename comes last.

Security model—The LDAP security model described how directory information is
secured against unauthorized access by an authentication process called binding,
coupled with a system of Access Control Information (ACI) filters.

The LDAP client provides the user’s distinguished name and a password to the LDAP
server. The LDAP server then locates the distinguished name in the directory and
checks whether the given password matches the password stored in the directory for
this client. If it matches, the client is authenticated, and the privileges granted to that
user are enabled. The ACI filters are a set of rules that protect the information in the
directory by specifying who can and cannot read or modify a particular entries. The
Directory server enforces these rules by allowing or denying access to the specified
user.
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Functional model—The LDAP functional model comprises eight basic functional
operations that you can perform on directory data:

* bi nd and unbi nd begin and end, respectively, the exchange of authentication
information between LDAP clients and the directory server.

* add, del et e, and nodi fy apply to individual directory entries.
® sear ch locates specific entriesin the DIT.

* conpar e allows client applications to test the accuracy of information against
information in the Directory database.

* nodi f yRDNalows you to change the distinguished name of an entry.

Protocol—The LDAP network protocol specifies the interaction between clients and
servers and determines how LDAP queries and responses are carried over the IP
network.

Application program interface (API)—The LDAP API supplies a standard set of
function calls and definitions to allow customized software programs to access and
interact with the directory.

L DAP Data Interchange Format (LDIF) - LDIFisan ASCII text file format used to
describe directory entries and operations on those entries. It enables you to create,
modify, and delete Directory entries, and to import and export data among any LDAP
directories. LDIF fileslook like the following example:

dn: uid=j ohndoe, ou=engi neering, dc=software, dc=com
obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: inetO gPerson

cn: John Doe

sn: Doe
ui d: j ohndoe
mai | : j ohndoe@of tware. com

t el ephoneNunber: 781 123 4567

Thetechnical specification for LDIF can be found at http://search.ietf.org/internet-
drafts/draft-good-Idap-Idif-05.txt.

LDAP Standards

The LDAP models and protocols are set out in a series of Internet Engineering Task
Force (IETF) Requests for Comments (RFC) and Internet Drafts. These may be found
on the IETF Web site http://www.ietf.org.

The IETF isan international organization of network researchers and designers who
work on improving Internet architecture and Internet protocols.

The LDAP protocoal, version 2, is specified in RFCs 1777-1779, 1823, and 1960.
LDAP version 3, which isthe latest version of the protocol, is specified in RFCs 2251-
2256.
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The Directory server, acomponent of the Integrated Services Directory (1SD),
maintains an authoritative master copy of the Directory database. The Directory server
isthe only client of the Directory database; as such, the Directory server isresponsible
for all write requests to the Directory database, as well as for storage of replication
information that is read by the Directory Cache servers. For detailed information on
the Directory Cache servers, see Chapter 3; for information on replication, see
Chapter 4.

This chapter covers:

®  Server architecture and information flow
* Directory access

* Updatesto the Directory Cache database
®  Server configuration options

*  Sever datistics

Server Architecture and Information Flow

The Directory server (process namei ndi r ser v) communicates with the Directory
database by means of the SQL*NET protocol, and with the Directory Cache servers
and remote clients by means of the LDAP protocol.

The Directory server contains application intelligence logic to ensure that database
provisioning rules are enforced as the Directory database is modified. These
provisioning rules dictate, for example, that each SMTP address must be unigque and
its domain be represented by an entry, that each domain rewrite rule must reference a
valid domain, and so on. Provisioning rules are described in Chapter 7.

In addition, all read and write requests to the Directory server go through Access
Control Information (ACI) filters, which determine whether the user making the
request is allowed to access or modify information. ACI rules are described in
“Directory Access Control Information” on page 9.
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Figure 2 illustrates, and the following text describes, how information flows through
the Directory server. The numbered steps in the text correspond to the numbersin the
figure.

RME Servers
(POP, IMAP, MTA)

LDAP
Client

Workstation

Directory Cache Server Directory
Cache

Database

Directory Server

Directory
Database

Figure 2 Information flow through the Directory server

Read Requests
The flow for read requests (Figure 2) isasfollows:

1. Under normal conditions, the Directory Cache server answers read requests from
aclient, thus lightening the load on the Directory server.

Read-Through Requests

Read-throughs apply only to RME clients. The flow for read-through requests
(Figure 2) isasfollows:

1. (@) TheDirectory Cache server can be configured to read through to the Directory
server under the following conditions:

— The RME client requests an entry that is nhot present in the Directory Cache
database.
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— Anauthentication request to the Directory Cache server fails.
The Directory Cache server contacts the Directory server.

2. The Directory server contacts the Directory database using the SQL* NET
protocol to obtain the requested information.

3. TheDirectory server relays the information to the Directory Cache server.

Write-Through Requests
The flow for write-through requests (Figure 2) is asfollows:

1. (a) The Directory Cache server contacts the Directory server using the LDAP
protocol.

2. TheDirectory server updates the Directory database.

Direct Write Requests

Clients adding or updating large numbers of accounts are typically configured to
bypass the Directory Cache server and communicate directly with the Directory
server. Thisis done for efficiency in provisioning large numbers of accounts.

The flow for direct write requests to the Directory server is asfollows:

1. (b) A remote LDAP client contacts the Directory server directly using the LDAP
protocol.

2. TheDirectory server updates the Directory database.

Directory Access Control Information

The Directory server protects the information in the Directory database by enforcing
Access Control Information (ACI) rules, which specify who can and cannot read or
modify agiven entry.

Each ACI ruleis stored in the Directory schema as an attribute of the entry to which it
applies, and has the following components:

* |dentity of the user or group of users accessing the data
* Directory objects the user or group can access
®* Permissions

I dentity of the user: The user or group of users whose accessis being defined is
identified by abind distinguished name (bi ndDN), which uniquely identifies the entry
in the LDAP directory, and by a bind type (bi ndType), which could be a person, an
organizational unit, or any other administrative group.

Directory objects: The directory objects for which accessis being defined can
include entries and attributes, each represented by atarget distinguished name
(t ar get DN).
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Permissions. The access rightsthat the user hasfor the specified directory objects can
include read access (ar ), write access (aw), and the administrative right to delegate
read or write access to another user (aar and aaw, respectively).

Usage

aci rul e: <bi ndDN, bi ndType, obj ect d ass, attri bute, real m permi ssi ons>

Where:

bi ndDN

bi ndType

obj ect d ass

attri bute

real m

10

I's a distinguished name that uniquely identifies the user in the
directory. A null value (" ") indicates all users.

Example 1: cn=John Doe, ou=engi neeri ng
Example2: ou=docunent ati on

Can be you, agroup, or asubtree of the DIT.
Values:
sel f

group
subtree

Isthe object classin the Directory schemathat you want to access.
A null value (" ") indicates all object classes.

Note: For alist and description of InterMail object classes, see
Chapter 7.

Example 1. person
Example 2: or gani zat i onal Uni t

isthe attribute in the Directory schema that you want to access.
A null value (" ") indicates all attributes.

Note: For alist and description of InterMail attributes, see
Chapter 7.

Example 1. user Password
Example 2: t el ephoneNunber

Specifies whether the rule applies only to the entry specified, or
aso to all of its child entries.

Values:

entry

children

Note: Children are entries at a lower level in the DIT than the
specified entry.
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per m ssi ons Are the access rights to be allowed or denied.

Values:

ar alowsread access only

aw allows write access only

aar alowstheright to delegate read access to another user
aaw alowsthe right to delegate write access to another user

Example 1

The following example would allow John Doe in the engineering department to read
and change his own password:

aci rul e: <cn=John Doe, ou=engi neering, self, "", userPassword, entry,
ar +aw>

Example 2

The following example would allow all the members of the documentation group to
read all of the telephone numbersin the Directory, athough they could not change any
of them:

aci rul e: <ou=docunent ati on, group,"", t el ephoneNunber, children, ar>
Example 3

The following example would allow anonymous read access to all object classes and
attributes the Directory:

acirule:<*“,subtree,””,””, children, ar>

Updates to the Directory Cache Database

The Directory server maintains a change log that is read by the Directory Cache
servers to update their Directory Cache databases. This log contains all additions,
deletions, and modifications made to the Directory database over the period of time
set by the | ogAgeHour s configuration key. The Directory Cache server uses an
update thread to keep track of the last change number it read from the changeloginits
most recent update cycle.

You control the configuration of the change log through the following keys:
® /*/indirserv/changelLog

® /*/indirserv/expChgLogComitSize

* /*/imdirserv/| dapBackend

e /*/imdirserv/logAgeHours

* /*/indirserv/| ogExpireHours

e /*/indirserv/witeChangelog
* /*/imdircacheserv/chgLogPageSi ze
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Configuration Options

The following configuration keys are useful for controlling or modifying the behavior
of the Directory server. For afurther discussion of these keys, aswell as for
information on configuration keys that can be applied to all servers, see Chapter 8.

Configuration Key Name Description

changelLog Specifies the distinguished name where the change
log entries are stored.

Caution! Do not change this key once you have set
up your database. You could lose changesthat arein
the old change log.

creat eEnt r yAudi t Isaflag that indicates whether operational attributes
(creat eTi mest anp and cr eat or sNane) are to be
created for audit purposes for every LDAP entry.

def aul t Changel ogTabl espace | Indicatesthat | M CHALG YYYYMVDDHHMVSS tables
areto be stored in a tablespace other than the one
installed by the InterMail Oracle installation utility.

di r RVEPor t Isthe number of the port on which the Directory
server listens for RME requests.

expChgLogConmi t Si ze Specifies the maximum number of changelog entries
stored in the Oracle rollback segment storage area
after they are deleted. When this number is reached,
the del etions become permanent.

| dapAl | ocRoot Overri de Determines whether allocation maximums can be
overridden by a user logged in as the root
distinguished name.

| dapAl | ocRul eDN Specifies the distinguished name for the entry
containing the allocation rules for the InterMail
administrator.

| dapMaxBat chQOper at i ons Specifies the maximum number of operations that

can be run in batch mode before an automatic
commit is performed.

This configuration key is used in batch mode asa
safeguard against clients that do not issuef | ush
requests regularly, thereby causing server-side
resource utilization to grow without bounds.

| dapCosCacheNMaxCount Defines the maximum number of COS constraint sets
kept in the memory cache.
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Configuration Key Name

Description

| dapCosCacheMaxSi zeKB

Specifiesthe maximum size, in kilobytes, of the COS
constraint memory cache.

| dapSchemaCheck Specifies whether newly added or modified objects
are validated against the LDAP schema.
| ogAgeHour s Specifies the number of hours that entries will be

kept in the change log before being automatically
del eted.

| ogExpi r eHour s

Specifies the number of hours that entries will be
kept in the change log before being automatically
del eted.

| ogNunirabl esLi m t

Specifies the maximum number of
IM_CHGLOG_YYYMMDDHHMMSS tables the
Directory server maintains in the database at steady
State.

max Cur sor sPer Conn

Defines the maximum number of database cursors
that a connection can retain between LDAP
operations.

nmodi f yEnt r yAudi t

Indicate whether operational attributes
(modi f yTi mest anp andnodi fi er sNane) aretobe
created for audit purposes for every LDAP entry.

or acl eConnect Wi t

Defines the timeout period, in seconds, for an
operation waiting to obtain an Oracle connection.

pri mar yDbNunConnect i ons

Defines the number of Oracle connectionsin the pool
available for LDAP operations.

Note: For Oracle licensing purposes, the backend
also uses one permanent connection for
bookkeeping.

wri t eChangelog

Indicates whether changesto the LDAP directory are
to be logged in the change log.

Note: Thismust be set tot r ue to enable replication.

/*/inmdbcontrol/
def aul t Di r Server

Specifiesthe LDAP server (either the Directory
server or the Directory Cache server) to which

i mdbcont rol connectsif the host and port are not
specified on the command line.

Thisisani ndbcont r ol key.
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The following configuration keys are common to both the Directory server and the
Directory Cache server and are described in Chapter 3, where the Directory Cache
server isfully described.

®* anonBi ndAccess

® attributeAliasingEnable
¢ defaul tDirServer

¢ dirRmeConnecti ons

®* dirRreMaxSecondaryCal | s
®* initlndicesFall back

® | dapAccessLi st

®* | dapACl CacheMaxCount

® | dapACl CacheMaxSi zeKb

® | dapAsyncOperation

® | dapAsyncSearch

®* | dapBackend

®* | dapBat chTi neout Ms

® | dapdientTi meout

® | dapConfigDn

® | dapEnabl eAut oAdm nG oup
® | dapEnt r yCacheMaxCount

® | dapEnt ryCacheMaxSi zeKb
® | daplndices

® | dapl ndi cesConfi gRdn

® | dapOperationLimt

* | dapPort

®* | dapRoot DN

®* | dapRoot Pwd

® | dapSchenmabDn

® | dapSchemaFil e

® | dapSizeLinit

® |dapTineLinit

® nunLdapConnecti ons
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® partition

® rootBi ndAccess

Statistics

Statistics files contain information about system performance. The Directory server
writes the following statisticstoi ndi r serv. st at :

Event

Description

St at ChgLogEntri es

Net number of change log entries added to or removed
from the Oracle change | og table since the Directory server
was started.

St at Or acl eAt tr Nanes

Number of attribute names used in the Oracle index tables.

St at Or acl eConnect

Number of Oracle connections or reconnections performed
by the Directory server since it was started.

Note: Thisisnot the number of connections currently open.

St at Or acl eCursors

Number of Oracle cursors currently in use by the Directory
server. This can be used to measure the load on and
resource requirements of this server.

St at Or acl eEnt Fet chs

Number of entries fetched from the Oracle database.

St at Oracl eEntri es

Net number of entries added to or deleted from the Oracle
database since the Directory server was started.

Stat Oracl eEnt Wites

Number of entries written to the Oracle database. This
includes new entries as well as updates of existing entries.

St at Or acl el dxFet chs

Number of cursor fetches by the Directory server from the
Oracleindex tables.

Note: A single fetch may return more than one row.

St at Or acl el dxRowsFet ched

Total number of rows fetched from the Oracle index tables.

Note: Compare this number with
St at Or acl el dxFet chs to get the average number of
rows retrieved per fetch.

Compare this number with St at Or acl el dxW it es to
get theratio of writesto reads.

Stat Oracl el dxWites

Number of inserts or updates made by the Directory server.
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All statisticsreported ini ndi r cacheser v. st at for the Directory Cache server are
asoreportedini mdi rserv. st at for the Directory server. These statistics are listed
in Chapter 3.
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The Directory Cache server, a component of the Integrated Services Directory (1SD),
services all requests for end user authentication and InterMail account information
during message delivery, retrieval, and storage. It contains a copy of all or part of the
Directory database in itslocal Directory Cache database, and is capable of servicing
the same read and write requests as the Directory server.

An InterMail Mx system can contain as many Directory Cache servers as necessary,
athough only one can reside on any single host machine.

This chapter covers:

®  Server architecture and information flow
®  Server synchronization

* Filestructure

®*  Server operation

*  Server configuration options

®*  Server dtatistics

Server Architecture and Information Flow

The Directory Cache server (process namei ndi r cacheser v) communicates with
remote clients and with the other components of the ISD by means of the LDAP
protocol. It communicates with the InterMail POP, IMAP, and Message Transport
Agent (MTA) servers by means of the RME protocol.

The Directory Cache server modifies account informationinitsloca cache by
communicating with the Directory server to receive updates from the Directory
database.

You can configure a Directory Cache server to be authoritative or non-authoritative. In
authoritative mode, no read-throughs to the Directory server are allowed. In non-
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authoritative mode, a read-through to the Directory server takes place whenever the
requested information is not found in the local cache.

Replication and partitioning can be used together to ensure continuous operation when
aserver or host machine is temporarily out of service.

Directory information can be replicated on several host machines. The Configuration
database stored on each host contains alist of all hosts on which Directory Cache
servers run. When queried by aclient, the host initially tries the first entry onits list
(the primary Directory Cache server). If communication with this server fails, the host
goes to the next one on the list, and so on, until it finds one that is active. For a
detailed discussion of replication, see Chapter 4.

In addition, directory information can be partitioned among multiple caches residing

on different hosts. Partitioning enables directory data to be distributed by geographic
location, by organization, by function, by frequency of use, or by any other means you
choose. For adetailed discussion of partitioning, see Chapter 4.

The Directory Cache server stays current with the Directory server using an update
thread that reads change logs from the Directory server. The Directory Cache database
stores a change number that determines the last change applied in the previous update

cycle.
Figure 3illustrates, and the following text describes, how information flows through

the Directory Cache server. The numbered stepsin the text correspond to the numbers
in the figure.

RME Servers
(POP, IMAP, MTA)

Workstatio

Directory
Cache
Database

Directory Server

Directory
Database

Figure 3 Information flow through the Directory Cache server
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Read Requests
The flow for read requests (Figure 3) isasfollows:

1. (a) A remote client using the LDAP protocol or (b) an InterMail server using the
RME protocol (and thus acting as an RME client) contacts the Directory Cache
server.

2. The Directory Cache server checksitslocal Directory Cache database for the
requested information. If it finds the information, it returnsit to the LDAP client
(6a) or RME client (6b).

Read-Through Requests

A reguest reads through from the Directory Cache server to the Directory server if it
comes from an RME client and any of the following conditions are true:

*  Theaccount information requested is not in the Directory Cache database.
®* Theaccount has any status other than Act i ve.
®* The password supplied does not match the account password.

The Directory server retrieves the latest account information from the master
Directory database.

The flow for read-through requests (Figure 3) is as follows:

1. (b) AnlinterMail server using the RME protocol (and thus acting as an RME
client) contacts the Directory Cache server.

Note: Read-through operations do not occur for LDAP clients.

2. The Directory Cache server checksitslocal Directory Cache database for the
reguested information.

3. If the Directory Cache server does not find the information requested, it contacts
the Directory server.

The Directory server consults the Directory database to obtain the information.

The Directory server (a) relays the information to the Directory Cache server,
which (b) updates itslocal Directory Cache database with the new information.

6. (b) The Directory Cache server returns the information to the RME client. If the
information was not found, the Directory Cache server sends alookup failure
message to the RME client.

Write-Through Requests
The flow for write-through requests (Figure 3) is as follows:
1. (a) A remote client using the LDAP protocol contacts the Directory Cache server.

2. (&) The Directory Cache server contacts the Directory server, using LDAP.

Confidential and Proprietary, © Software.com, Inc. 2000 19



Integrated Services Directory User Guide

3.
4,

(a) The Directory server writes the new information to the Directory database.

(a) The Directory Cache server writes the new information to itslocal Directory
Cache database.

Server Synchronization

The Directory Cache server is synchronized with the Directory server as follows:

1

Using the LDAP protocol, the Directory Cache server updates the Directory
server at configurable intervals, such as every 60 seconds.

The Directory server retrieves updates of all changes since its previous request
from the master Directory database.

Using LDAP, the Directory Cache server retrieves the new information from the
Directory server.

The Directory Cache server writes the new information to its local Directory
Cache database.

File Structure

The Directory Cache server contains the following directories:

20

ent ry, which contains all the latest LDAP entry data.

Theent ry directory containsthe subdirectories0, 1, 2, 3, and so on, the number
of subdirectories being configurable with the | dapNunEnt r yDbFi | es
configuration key. Each subdirectory containsadb fileand al og file.

Thedb fileisthe Directory Cache database. Thel og fileis created asthe
Directory cache database is modified. Log files are numbered consecutively as
they are created until a checkpoint is reached, causing the oldest filesto be
deleted. This checkpoint is set with the dbLogFi | eMaxSi zeKb configuration

key.

ent ry. ol d, which holdsthe previous ent r y directory, replaced when the
Directory Cache database was last synchronized with the Directory database.

i ndex, which contains the attribute indexing information. Attribute indexing is
discussed later in this chapter.

Thei ndex directory contains a subdirectory for each indexed attribute, such as
aci rul e, adnmi npol i cydn, cn, dn, donmai nnane, and so on. Each of these
indexed attribute subdirectories contains another layer of subdirectories, called 0,
1, 2, 3, and so on, the number of subdirectories being configurable with the

| dapNum ndexDoFi | es configuration key. Each numbered directory contains a
db fileand al og file similar to those in the ent r y directory.
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* index.old, which holdsthe previous generation of index information, replaced
when the Directory Cache database was last synchronized with the Directory
database.

Server Operation

This section covers:
* Directory Cache databaseinitialization
*  Communications protocols

* Attributeindexing

Directory Cache Database Initialization

Each host that runs a Directory Cache server maintains alocal Directory Cache
database in Berkeley db format.

You can initialize the Directory Cache databases by doing either of the following:
® Usingthei ndi r make andi ndi r sync utilitiesto:

— Create and initialize a new Directory Cache database with thei ndi r make
command

Caution! Thei ndi r make command does not preserve existing data. Use with
caution.

— Copy Directory database information from the Directory server using the
i mdi r sync command

®  Copying the Directory Cache database from another, active Directory Cache
server. Thisinvolves:

— Shutting down the source Directory Cache server using thei nser vectr|
utility. For more information on this command, seethe list of general
administration utilitiesin the InterMail Mx Reference Guide.

— Making atarball of the $| NTERMAI L/ db/ ent ry and the $| NTERVAI L/ db/
i ndex directories on the source Directory Cache server.

tar cvpf entry.tar $I NTERMAI L/ db/entry
tar cvpf index.tar $I NTERMAI L/ db/i ndex

Note: You may restart the source Directory Cache server after you complete this
step.

— Moving thefiles to the new Directory Cache server using FTP.
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Note: The supplier (source) Directory Cache server and the consumer (destination)
Directory Cache server must have the exact same replication agreement; that
is, they must manage the exact same datain order for this operation to be
successful. For more information on replication agreements, see Chapter 4.

— Untarring the files on the new Directory Cache server.

tar xvpf /$I NTERMAI L/ db/entry
tar xvpf /$I NTERMAI L/ db/i ndex

— Starting the Directory Cache server using thei nservctrl utility.

For more information on directory management utilities, see Chapter 9.

Communications Protocols

22

The InterMail servers communicate with the Directory Cache servers through an
RME protocol interface. They communicate with third-party programs through the
LDAP protocal.

RME Queries

The RME (Remote Method Execution) protocol is a high-performance, extensible
object-oriented communications protocol used for InterMail component integration. It
isnot available asa public interface. RME is typically used for read-only access to the
ISD. The most common RME requests to a Directory Cache server are for the server
to:

®* Look up account information

* Authenticatealogin

Both of these requests are handled by a single RME query, which sends the primary
SMTP address, the POP/IMAP username, or an SMTP dlias.

A successful query returnsthe “ Success’ status along with the requested account
information. Unsuccessful queries, which return no information, can have these
statuses:

* Bad password
*  Non-existent account
*  Account in maintenance mode

* Account locked
Alias queries, which are requests for the account information for a specific alias,
return success only if the supplied addressis an SMTP alias or the primary SMTP

address. Primary SMTP queries and POP queries return success only if the supplied
addressis aprimary SMTP address or a POP address, respectively.
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When a gquery to a hon-authoritative Directory Cache server fails, either because the
information is not in the Directory Cache database or because the password is
incorrect, the Directory Cache server reads through to the Directory server. If it finds
newer information, it updates the Directory Cache database with that information.
This means that a query to a non-authoritative Directory Cache server never fails
because of out-of-date information.

The Directory Cache server is multi-threaded. Each RME query uses its own thread,
creating threads dynamically for new connections, and destroying them when
connections close.

LDAP Queries

LDAP (Lightweight Directory Access Protocol) isthe Internet industry standard for
directory access and integration. The ISD complies with LDAPv3 standards, which
may be found in RFC 2251 through RFC 2256 at http://www.rfc-editor.org/
rfcsearch.html. All InterMail directory datais accessible through the object-oriented
LDAP data model, which supports extensible object types. For a description of the
LDAP data objects stored in the ISD, see Chapter 7.

A client accesses the |SD by communicating with the Directory Cache server or the
Directory server, depending upon the configuration selected with the

/*1'i nmdbcontrol / def aul t Di r Ser ver configuration key. Thereisno direct access
to the master Directory database. The Configuration database specifies alist of
preferred serversaclient will contact, in order of preference. If communication failsto
the first server on the list, the communication libraries automatically fail over to the
next available server and continue to operate.

Users of LDAP clients access the Directory database through the InterManager GUI,
thei M dapsh command, or the LDAP API. Chapter 1 describes these methods of
accessing Directory data.

Attribute Indexing

Indexing attributes improves the efficiency of directory searches by eliminating the
need for the Directory Cache server to scan the entire database. You use the

| dapl ndi ces configuration key to index attributes that you intend to usein searches,
listing the LDAP attributes to be indexed and the index type. The Directory Cache
server then builds the index for you.

The syntax for the| dapl ndi ces key isasfollows:
/*/imdircacheserv/|dapl ndices: [attributeNane i ndexType]
There are several types of attribute indexes (i ndexType):

* Theequality index( eq) isthe most efficient index type. For a search to be
successful, the exact value of the specified string must be matched. For example,
if you specify / */ i ndi r cacheser v/ | dapl ndi ces: [nmail eq],an SMTP
addresssuch asmai | = j ohn. doe@of t war e. comwould be returned only if
every character matched your search query.
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Thereverseindex (r ever se) searches attributes in reverse, matching their
suffixes. It is useful with strings containing wildcards. For example, if you
specify / */ i mdi r cacheser v/ | dapl ndi ces: [mmil reverse] andthen
search for all addresses with the suffix sof t war e. com the suffix is matched
first, and al attributeswithmai | = * @of t war e. comwould be returned.

The uniqueindex (uni que) matches attributes for which all values are unique for
each entry, asin aprimary SMTP address. This can be used to prevent entries
containing the same attribute-value pairs from being created more than once. For
example, you want each user to have aunique SMTP address, suchasmai | =

j ohn. doe@of t war e. com If you specify, / */ i ndi r cacheser v/

| dapl ndi ces: [nmmil edq, uni que], the Directory Cache server lists all

mai | =<*> entries in the Directory Cache database. You can look at these to
ensure that you do not assign the same address to more than one person.

The presenceindex (pr es) determines whether or not an attribute is present in an
entry, no matter what its value is. For example:

/*/imdircacheserv/|dapl ndices: [mail pres]
The approximate index (appr ox) matches strings phonetically. For example:
/*/imdircacheserv/|dapl ndices: [mail approx]

The substring index (sub) searches for patternsin strings. For example, / */
i ndi rcacheserv/ | dapl ndices: [mail eq, sub] would return successful
searches on all users at sof t war e. comwith the partial name “j doe”:

mail = j*.doe@oftware. com

Configuration Options

The following configuration keys are useful for controlling or modifying the behavior
of the Directory Cache server. Keys marked with aplus sign (+) aso apply to the
Directory server. For further discussion of these keys, and for information on
configuration keys that can be applied to all servers, see Chapter 8.

Configuration Key Name

Description

anonBi ndAccess

+

Determines which users can have anonymous
bind access, which allowsthem to log in and
authenticate without providing a password.

attribut eAl i asi ngEnabl e

Isaflag that enablesyou to use an aiasfor the
name of a Directory database attribute. Thisis
useful if your application has a different name
for an attribute that has the same function as
an InterMail Directory database attribute.

24
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Configuration Key Name

Description

attributeSel ection

Groups together attributes used by a specific
directory application. This key is used to
select particular attributes during replication.

cacheAl waysReadThru

Specifies whether the Directory Cache server
always reads through to the Directory when
looking for account information, instead of
first reading from the local cache.

cacheAut hori tati veFor MTA

Specifieswhether information in the Directory
Cache database is considered authoritative for
account queries from the MTA.

cacheAut horitati veOnDbFai |

Specifies whether the Directory Cache server
is considered authoritative or non-
authoritative.

If it is authoritative, it operates independently
of the Directory server, even when lookups
fail initslocal Directory Cache database.

If it is non-authoritative, alookup failure

resultsin aread-through to the Directory

server to search for the information in the
master Directory database.

cacheDi sabl eReadThr us

Specifies whether read-throughs to the master
Directory database are disabled, causing the
Directory Cache server to be the authoritative
source of information.

This key takes precedence over the
cacheAut horitati veFor MrA and
cacheAut horitati veOnDbFai |
configuration keys.

cacheDi sabl eWiteThrus

Specifieswhether write-throughs to the master
Directory database are disabled, causing the
Directory Cache server to be the authoritative
source of information.

If thiskey issettot r ue, no write-throughsto
the Directory server take place.

cacheReReadl nt er val

Specifies the number of seconds the systemis
to wait before checking to see if the cache
needs to be switched. The cache needsto be
switched if i ndi r sync isrun to create a new
cache.
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Configuration Key Name

Description

chai ni ngl nfo

Provides the names of Directory Cache
servers to be contacted by an index Directory
Cache server to answer arequest from an
RME client. Maps the replication area
specification specified by r epl Ar eaSpec to
the host serving that specification.

checkPoi nt | nt erval

Specifiesthe time interval, in seconds,
between runs of the checkpoint thread.

Dataiswritten to the disk at these intervals so
that it will be available in the event of aserver
crash.

checkPoi nt Retryl nt erval

Represents the number of seconds the system
should wait before retrying a checkpoint that
has failed (typicaly, whent xn_checkpoi nt
returns DB_| NCOVPLETE).

chglLogPageSi ze

Defines the number of entries to be read from
the change log at onetime.

dbLogFi | eMaxSi zeKb

Defines the maximum size of a database log
file, which is used for crash recovery.

dbSuppr essFsync
+

Controlswhether the cachefiles and cachefile
logs will synchronize when modified.

def aul t Bi ndDN

Specifiesthe distinguished name used by tools
such asi mibcont rol and API that cannot
bind to the LDAP server but need
communicate with the Directory Cache server.

def aul t Bi ndPasswor d

Specifies the password used with the
configuration key def aul t Bi ndDN.

di r CachePor t

Defines the port number on which the
Directory Cache server listens for RME
requests.

di r RneConnecti ons

Specifies the size of the connection pool
between the Directory Cache server and the
other InterMail servers.

di r RneHost

Specifies the name of the host running the
Directory Cache server in builds using only
one Directory server.
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Configuration Key Name

Description

di r RneHost s

Lists the hosts that are running the Directory
Cache server where the RME port is available
for use.

di r RmeMaxSecondaryCal | s
+

Caution! This key should be modified only
with vendor and/or technical support.

i ndexThr eadSnoozePeri od

Specifies the number of seconds the index
thread should wait before checking to seeif it
needs to create additional indexes.

i nitlndicesFall back

+

Specifieswhether the server should read index
information from the Configuration database
during Directory Cache database initialization
if an index entry in the Directory database is
corrupted.

If thiskey issettof al se, an error message
appears and the server is not initialized.

| dapAccessLi st

+

Lists the | P addresses all owed to connect to
the LDAP server. A valueof 0. 0. 0. 0 means
al IP addresses are alowed.

| dapACl CacheMaxCount
+

Specifies the maximum number of target
entriesin ACI @ obal Cache.

| dapACl CacheMaxSi zeKB
+

Specifiesthe size limit of the ACI rules stored
in ACl d obal Cache.

| dapAsyncQper ati on

Enables/disables full asynchronous operation.
In full asynchronous operation, asingle LDAP
connection can perform multiple operations at
the same time. Each operation is executed in a
separate thread, allowing operations to
overlap.

Note: If asynchronous operations are used,
you must ensure that entry dependency
constraints are met. For example, a parent
entry must be created before you can begin an
operation that creates a child entry.

| dapAsyncSear ch

Enabl es/disables asynchronous search
operations. In asynchronous mode, asingle
LDAP connection can perform multiple
searches simultaneoudly. Each search request
is executed in a separate thread, allowing the
searchesto overlap.
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Configuration Key Name

Description

| dapBackend

+

Caution! Do not change the value of this key
without first consulting your InterMail vendor.

Specifies the backend databases run by the
server. These can be the Oracle database (or a)
and/or the Oracle change logs (or achgl og).

Note: If the directory is split up among
multiple backends, the portions of the DIT in
the listed backends should not overlap. The
code chooses the backend databases in the
order listed. If thereis overlap in the portions
of the DIT that the backends hold, and you list
a more generic suffix first, the other backends
will never be called.

| dapBat chTi neout M5

+

Specifies the timeout period, in milliseconds,
that a server in batch mode will wait before
doing an automatic commit of the requests it
has received.

| dapBi ndThr uEnabl e

Enabl es/disables the binding of a Directory
Cache server to the master when the bind
distinguished name object is not found locally.

| dapd i ent Ti neout
+

Specifiestheidle client connection timeout
value.

| dapConfi gbn

+

Specifies the distinguished name of the
configuration node in the LDAP directory.

Caution! Do not change this value without
consulting your InterMail vendor.

| dapDbEnt ryCacheSi zel nKB

Defines the size, in kilobytes, of the database
cache for the LDAP entries.

| dapDbEnt r yPageSi zel nKB

Specifies the database page size, in kilobytes,
for the LDAP entriesin the Directory Cache
server.

| dapDbl ndexCacheSi zel nKB

Defines the size, in kilobytes, of the database
cache for the LDAP indices.

| dapDbl ndexPageSi zel nKB

Specifies the page size, in kilobytes, for the
LDAP index database.
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Configuration Key Name

Description

| dapDebugW it eEnabl e

Enables/disables the Directory Cache server
debug mode. In this mode, datais written
directly to the cache, with no write-through to
the Directory server.

| dapEnabl eAut oAdni nGr oup

+

Specifies whether the system tries
automatically to determineif the user
attempting to bind to a server belongsto an
InterManager administration group. If so, it
enables the corresponding InterM anager

group privileges.

| dapEnt r yCacheMaxCount

+

Specifies the maximum number of LDAP
entriesin the entry cache. (The entry cacheis
an in-memory cache on top of the Sleepycat
database cache.)

| dapEnt r yCacheMaxSi zeKb
+

Specifies the maximum size of LDAP entries
in the entry cache.

| dapl ndi ces

+

Lists LDAP attributes to be indexed for the
Directory Cache server, and how they areto
be indexed. You must index all instances of
the attribute, since there is no means of
limiting the index to a particular object class.
Note: The Directory Cache server builds the

index for you. You do not haveto run a utility
to build the index.

| dapl ndi cesConfi gRdn
+

Specifies the relative distinguished name of
theindices storage node.

| dapMast er Host s

Lists the hosts on which the master Directory
server is running.

| dapNurEnt r yDbFi | es

Specifies the number of files comprising the
LDAP entry database.

| dapNum ndexDbFi | es

Specifies the number of files comprising the
LDAP index database.

| dapQper ati onLinit
+

Defines the number of allowable LDAP client
operations per connection.

| dapPort

Specifies the number of the port on which the
Directory server or Directory Cache server
listens for LDAP requests.

Confidential and Proprietary, © Software.com, Inc. 2000

29



Integrated Services Directory User Guide

30

Configuration Key Name

Description

| dapRepl i cati onAgr eenment

Lists the replication agreements for the server.

| dapRoot Dn

+

Specifies the root distinguished name for the
server.

Note: Do not set this configuration key on a
per-host basis. To change the key, modify only
the/ */ conmon/ | dapRoot DN version of the
key, and then restart all Directory servers.

| dapRoot Pwd

+

Specifies the password for the root entry on
the server.

Note: Do not set this configuration key on a
per-host basis. To change the key, modify only
the/ */ common/ | dapRoot Pwd version of the
key, and then restart all Directory servers.

| dapSchemabDn

+

Specifies the distinguished name of the
schema entry. Once the data is provisioned,
this key should not be changed.

| dapSchemaFi | e

+

Specifies the path of the schemaconfi g file.
Paths are either absolute or relative from

$1 NTERMAI L. Schema changes must be made
with care, acording to the documented
guidelines.

| dapSer ver Host s

Lists the hosts running the Directory server.
The C API uses this key.

| dapSi zeLimit Specifies the maximum number of entries
returned from a search operation when the
Directory server is being used with less than

+ root privileges.

| dapTi meLimit Sets atime limit, in seconds, on Directory

+

Cache server search operations.

| ogi nAl i ases

Specifies whether the system uses alias
addresses, instead of the attribute user Logi n,
to authenticate users.

loginFilter

A list of r egex substitution filters that are
applied, in sequence, to every name supplied
in a POP authentication query before the name
islooked up in the Directory database.
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Configuration Key Name

Description

nmast er Sear chRoot

Specifies the base entry to be used for
searches on the master server.

nunmLdapConnecti ons

+

Represents the number of connections
maintained in the pool between the client and
the Directory Cache server.

partition

+

Defines a partition LDAP object. This object
contains the definitions of the partitionsin the
‘partition’ attribute. i ndi r cacheser v or

i mdi r ser v usethese definitionsto assign the
partitionNane attribute to objects.

repl AreaSpec

Defines replication area specifications by
referring to partition and attribute selection
definitions. The names assigned to replication
area specifications are referred to in the

r epl Ar ea attribute of areplication
agreement.

r oot Bi ndAccess
+

Determines whether you can log in and
authenticate if you do not log inasr oot .

updat eThr eadRet r yPeri od

Specifiestheretry interval after afailure
occurs during an update.

/*/imdbcontrol /defaul tDirServer

Specifiesthe LDAP server (either the
Directory server or the Directory Cache
server) towhichi mdbcont r ol connectsif
the host and port are not specified on the
command line.

Thisisani ndbcont rol key.

Statistics

Statistics files contain information that measures system performance. The Directory
Cache server writes the following statistics in the table below to

i ndi rcacheserv. stat.

Event Description
St at Accunul at edConnecti ons Total number of connections madetoi ndi r cacheser v.
St at Accunul at edReadThr us Number of read-through requeststoi ndi r ser v and the
Directory database.
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Event

Description

St at Aut hReadThr us

Number of read-through requeststoi ndi r ser v and the
Directory database in which authentication succeeded.

St at BadPasswor dRet ur ns

Number of validation requests, including read-throughs and
authoritative cache lookups, that returned the error BAD
PASSWORD, meaning that the input password or SMTP
address wasincorrect.

St at Byt esSent

Number of bytessent toi ndi r serv.

St at Cachedl t enlocks

Number of items currently locked in the entry cache of
i mdi r cacheser v. Thisisthe number of itemsin use.

St at Cachedl t ens

Number of items stored in the entry cache of
i mdi r cacheserv.

St at Cachedl t enSSi ze

Total size, in bytes, of the items cached in the entry cache of
i mdi r cacheserv.

St at Connecti ons

Number of current connections.

St at CosCachel t enlLocks

Number of items currently locked in the class-of-service
constraint cache. Thisis the number of itemsin use.

St at CosCachel t ens

Number of class-of-service constraint sets kept in the
Directory Cache database.

St at CosCachel t enfi ze

Total size of the class-of-service constraint cache in bytes.

St at Ent ri esSent

Number of data entries sent to the client.

St at Fai | edConnecti ons

Number of failed connections. Connections fail when an
attempt to create a socket for the client fails, typically because
it has reached the maximum number of connections.

St at Fai | edSear ches

Number of search requests that failed due to an error (not
because the information was not there).

St at | nacti veRet urns

Number of requests that returned an account status of Deleted,
Suspended, L ocked, or Maintenance.

St at LookupFai | edRet ur ns

Number of validation requests in which lookup fails.

St at OKPasswor dRet ur ns

Number of validation requests that returned a successful
lookup.

St at QpsConpl et ed

Number of operations (read-throughs and write-throughs)
completed successfully by i mdi r cacheser v.
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Event

Description

Stat Qpslniti ated

Number of operations (read-throughs and write-throughs)
requested by i ndi r cacheserv.

St at Queri esFail ed

Number of queriesthat failed due to unknown status or to a
problem generating a class-of-service.

Note: St at | nacti veRet ur ns, St at BadPasswor d, and
St at LookupFai | ed are not included here.

St at Queri esProcessed

Number of queries processed.

St at Queri esSucceeded

Number of queries that succeeded.

St at ReadThr usFai | ed

Number of read-throughstoi ndi r ser v that failed.

St at Recent Updat es

Number of updates from the Directory database.

St at UnknownUser Ret ur ns

Number of user validation requests that returned the error
UNKNOWN USER.

St at Updat eTi e

Number of seconds spent processing updates from the
Directory database.

StatWiteQperations

Number of write operations requested, including add, delete,
and modify operations.

StatWitesFail ed

Number of failed write-throughs to the Directory server.

Stat WitesProcessed

Number of write-throughs processed to the Directory server.

Stat WitesSucceeded

Number of successful write-throughs to the Directory server.

St at Wit esUnknownUser

Number of write-through requests that returned the error
UNKNOWN USER.
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This chapter discusses the concepts of replication and partitioning and provides
procedures for replicating data at your site.

This chapter covers:

*  Overview of replication and partitioning
*  Planning your replication design

*  Defining areplication agreement

®  Setting up areplication agreement

*  Examples of replication agreements

Overview of Replication and Partitioning

This section explains the concepts of replication and partitioning.

Replication

Replication is the process by which directory datais copied from the Directory server
to one or more Directory Cache servers, which can be located on different host
machines. An InterMail Mx system typically includes at |east two Directory Cache
servers.

A replicaset isaset of identical Directory Cache serversthat are interchangeable for
satisfying client requests because they contain the same directory data. A replicasetis
specified asalist of host names. A client first tries to communicate with the Directory
Cache server on the first host on the list. If that host is unavailable, it tries the other
hosts in order. All clients can use the same replica set, or you can define multiple
replica sets, where each replica set contains a portion of the data (see“ Partitioning” on
page 36). Using replica sets enables you to:

*  Spread the request load across several host machines

*  StoreDirectory information locally for local requesting clients
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Ensure continuous operation if one server or host machine fails

Figure 4 illustrates the concept of areplica set.

Directory
Clients

Directory Database

[ |

& Lo
4—

| |
Replication l H;:__l_-l
! T I I
T 1

Failover

Directory Cache Servers Directory Server
forming a Replica Set

Figure 4 Replica set

You specify areplicaset using the| dapSer ver Host s and di r RmeHost s
configuration keys for the LDAP and RME protocols, respectively. These keys are
described in Chapter 8.

Partitioning

Directory information can be divided, or partitioned, among different Directory Cache
serversresiding on different hosts. There are two basic types of partitioning:

36

Application partitioning, which separates different directory applications across
different Directory Cache servers. For example, one Directory Cache server could
be dedicated to mail delivery, while another could be dedicated to looking up and
updating white-page information such as names and addresses. Each of these
Directory Cache servers could then be replicated (copied) for load balancing and
failover capability.

Object partitioning, which is used to increase system scalability and to enable the
directory to hold more data without overwhelming one host machine. In this
scheme, database entries belong to one partition only. For example, Directory
data could be partitioned by:

— Geographic location
— Organization
— Function

— Protocol
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Note:  You can combine application and object partitioning by splitting the directory
into two application-based partitions, and further splitting each of these by
site or other partitioning criterion of your choice.

Planning your Replication Design

You design the replication and partitioning scheme for your site based on:
* C(Client data needs

®  System utilization

*  Quality-of-service requirements of each client application

The following table shows the impact of client data needs, system utilization, and
quality-of-service requirements on the replication design for three different types of
Integrated Service Directory (ISD) clients:

*  End-user address book e-mail clients, which perform LDAP queries for white-
page information

* |nterMail servers, which perform RME queries for e-mail-related account
information

* InterManager clients, used by administrators to maintain directory information
with LDAP
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Replication Client Data System Quality-of- Resulting
Design Basis Needs Utilization Service Replication
Requirements Design
End-user address | * Accountentries | « Moderate load ¢ Low-availability | « Regional
book clients only « Range of queries requirements partitioning
e Small set of « Read only ¢ Moderate ¢ OneDirectory
attributes response times Cache server
per partition
¢ Only white-
page datais
replicated.
InterMail servers | © Account and e Heavy load e High- e Partitioning
domain entries | , Simple queries availability based on
- Mostattributes | . Reed only requirements mailbox ID
¢ Fast response e Three
times Directory
servers per
replica set
 All account
and domain
datais
replicated.
InterM anager e All directory e Light load ¢ Moderate- * No
clients entries « Complex queries availability partitioning
« Allatributes | . Reads and writes requirements « TwoDirectory
» Slow response servers per
times replica set
« All datais
replicated.
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Figure 5 illustrates replication designs for these three types of Directory clients, al in
use within asingle InterMail installation.

LDAP Enduser Clients

InterMail Servers

Inter M anager Servers

1
: — Whitepages
: For East

Directory Cache Server

" : — Whitepages

| For West
Directory Cache Server
Whitepages Directory Configuration
(2 replica sets, each with 1 server)

I ]
: : Ihhr—| Accounts
T <=500000
=

Directory Cache Server

T ! T E‘-—I Accounts
I tLh'—‘_l, >500000
=

Directory Cache Server

Mail Server Directory Configuration
(2 replicasets, each with 3 servers)

|
o I"'..'___ll Full Replica

Directory Cache Server

InterManager Directory Configuration
(1 replicaset with 2 servers)

Replication

Figure 5 Replication designs for three types of Directory clients

Defining a Replication Agreement

A replication agreement is the vehicle used to partition and replicate directory data
among different Directory Cache servers. The agreement is established between a
supplier server, which supplies the information to be replicated, and a consumer
server, which isthe destination for the replicated data. In InterMail, the supplier isthe
Directory server and the consumer is a Directory Cache server.

Directory Server

The replication agreement specifies which Directory database entries are copied to
and maintained by a particular Directory Cache server. Each Directory Cache server
uses its replication agreement as a“filter” when retrieving updates from the Directory
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server change log, storing only those entries that match the replication agreement.
Entries that match afilter specification are directed to a particular Directory Cache
database while being “filtered out” of the others.

Replication agreements al so specify:

*  Attributesto be replicated to the consumer server
®  Supplier server hostname and LDAP port number
* Updateinterval, in seconds

* |dentity and password the consumer server uses to connect to the supplier server
to receive updates

Storage of Replication Agreements

Replication agreements are defined in the Configuration database and then loaded and
stored as LDAP entries in the Directory Cache database. You use thei ndi r sync
utility to copy these agreements from the Configuration database to the Directory
Cache database. For more information on directory management utilities, see
Chapter 9.

Whenever you modify areplication agreement, you must run thei ndi r sync utility.
If you do not, you will receive awarning that the replication agreementsin the
Configuration database and the Directory Cache database do not match, and data
replication will not work properly.

To modify areplication agreement:

1. Shut downthe Directory server and the Directory Cache server, using thei nct r |
administrative command. For the syntax of this command, see the InterMail Mx
Reference Guide.

2.  Maodify the replication agreement by modifying the appropriate configuration
keys. For more information, see “ Configuration Keys Used for Replication
Agreements’ on page 42.

3. Runi mdi r sync to copy the new replication agreement to the Directory Cache
database.

4. Restart the Directory server and the Directory Cache server using thei nctrl
command.

Chaining Directory Cache Servers

40

Ideally, you define replication agreements so that a single Directory Cache server can
satisfy each client query. In some cases, however, this may not be possible. For
example, to improve scalability, you might create a replication design in which each
Directory Cache database holds a portion of the data and routes information for the
rest of the data. In such a case, the Directory Cache server answers some requests
locally, uses the routing list information to contact the other Directory Cache servers
for requests that require access to the data on those servers, and returns the combined
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results to the client after the other servers in the chain have completed their searches.
This process is known as chaining.

You use the chai ni ngl nf o configuration key to specify the chaining sequence. To
do this, you provide the following information:

* Name of the host of the first Directory Cache server to be contacted by an RME
client server to respond to a query

* Name of the set of Directory database entries to be mapped to a host in the chain

* Names of the host machinesin the chain in the order they are contacted

For detailed information on this key, see Chapter 8.

Note: Chaining can be used only for RME queries, such as those made by the POP,
IMAP, Message Transport Agent (MTA), and Message Store (MSS) servers.
LDAP queries, such as those made by Web servers, are answered by the
Directory Cache server receiving the request.

Chaining Scenarios Involving Routing Lists

When you partition data, you can dedicate one Directory Cache server solely to
chaining, so it acts as a router to the Directory Cache server controlling the attributes
you are searching for. Alternatively, each Directory Cache server can control all of the
attributes for a portion of the data, holding only the routing attributes for the data
partitioned to other Directory Cache servers. For example, a Directory Cache server
could control all data accessed by POP servers, aswell as indexed attributes for data
controlled by other Directory Cache servers. Figure 6 illustrates these aternatives.

Routing List for
Database 2

Routing List for
Database 1

Database 1 data

Database 2 data

Routing List for
both databases

Database 1 data

Database 2 data

Two Directory Cache servers, each
controlling arouting list of the data stored
in the other’s Directory Cache database.

Three Directory cache servers,
one containing arouting list only,
the others containing data only.

Figure 6 Sample chaining configurations
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Configuration Keys Used for Replication Agreements

Thefilters used to partition data are defined and stored within the Configuration
database on all Directory Cache server host machines. The configuration key

| dapRepl i cati onAgr eenent definesthe partitions to be used for a particular host
machine. It also references several other configuration keys to define the filters to be
used for a particular Directory Cache server host machine. These keys are:

® attributeSel ection
® partition

® repl AreaSpec

Each of these configuration keys is described briefly below. For detailed information
on these Directory Cache server configuration keys, see Chapter 8.

IdapReplicationAgreement

Thel dapRepl i cati onAgr eenent key defines an LDAP entry describing the
compl ete replication agreement between one or more Directory Cache servers and the
Directory server. Theattri but eSel ecti on, partition,andrepl AreaSpec
configuration keys enable you to define areplication area once, and then refer to it in
replication agreements for all Directory Cache serversin areplica set.

Note: You can have only one replication agreement per Directory Cache server.

attributeSelection

Youusetheattri but eSel ecti on key to select the set of attributes for each
partition, assign a name to the partition, and specify whether those attributes are to be
filtered into or out of the replicated entries. An attribute set definition can be used by
any Directory Cache server.

partition

Youusethepartiti on key to definethe selection criteriafor entriesin the Directory
Information Tree (DIT) to be included in each partition. A partition definition can be
used by any Directory Cache server.

replAreaSpec

42

You usether epl Ar eaSpec key to label the set of attributes and entriesto be copied
to the consumer server. You specify the replication area by referring to an attribute
selection name and a partition name. A replication area definition can be used by any
Directory Cache server.
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Setting Up a Replication Agreement

Figure 7 illustrates, and the following text describes, the stepsinvolved in creating a
replication agreement. The numbered list in the text corresponds to the stepsin the
figure.

Step 1 Step 2

attributeSelection partition

Step 3

replAreaSpec

A A A4

Step 4 Step 4 Step 4
IdapReplication IdapReplication IdapReplication
Agreement Agreement Agreement
Y Y Y
Step 5 Step 5 Step 5
chaininglnfo chaininglnfo chaininginfo

Figure 7 Creating replication agreements

Figure 7 depicts the steps you follow to create a replication agreement:
1. UsetheattributeSel ecti on configuration key to:
a. Choose the attributes you want to group.

b. Namethe group.

Note: The name of the attribute group is referenced as the replication agreement
nameinthel dapRepl i cat i onAgr eement configuration key.

c. Specify whether the group is used to filter the grouped attributes into or out
of the replicated entries.

2. Usethepartition configuration key to define the partition name and the
selection criteriafor entriesto include in each partition.
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Usether epl Ar eaSpec configuration key to specify the attribute group names
and the partition names you want to include in each replication area.

Usethel dapRepl i cati onAgr eement configuration key to assign replication
areas to the Directory Cache server.

Usethechai ni ngl nf o configuration key to specify which host machine should
be contacted for queries about a particular entry.

Note: For load balancing purposes, you can use the di r RmeHost s configuration

key to assign a particular Directory Cache server to an RME client, such asa
POP, IMAP, MTA, or MSS server. To assign a particular Directory Cache
server to an LDAP client, such as WebEdge, InterManager, or the InterMail
APIs, usethel dapSer ver Host s configuration key. For detailed information
on these Directory configuration keys, see Chapter 8.

Examples of Replication Agreements

This section provides examples of some of the ways replication agreements can be
created for an InterMail Mx installation. It covers the following scenarios, in
increasing order of complexity:

Replicating the entire Directory database, in which one Directory Cache database
contains a complete copy of the Directory database

Using areplicaset, in which each Directory Cache server has the same replication
agreement

Using chaining, in which one Directory Cache server holds index information
only

Using partitioning, in which directory datais partitioned among several Directory
Cache servers using several replication agreements

Using replica sets with partitions, in which directory datais partitioned and each
partition is replicated.

Using application partitioning, in which directory datais partitioned by
application.

Replicating a Complete Copy of the Directory Database

In this example, there is only one Directory Cache database, and it contains a
complete copy of the Directory database. The Directory Cache server isrunning on a
host named Host 1, and the update interval is 60 seconds. Figure 8 depicts this
configuration.
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Directory
Cache

Directory Database Database
(Host 1)

Figure 8 Replicating a complete copy of the directory database

This example illustrates the default replication agreement for a new installation.
Because areplication areais not defined, all entries are replicated.

To define the replication agreement:
1. Specify your attribute selection criteria.

The Directory Cache database holds a complete replica of all the datain the
Directory database. Therefore, you do not usetheat t ri but eSel ect i on
configuration key.

2. Define your partitions.

The Directory Cache server copiesthe entire Directory databaseinto its Directory
Cache database. Therefore, you do not usethe par ti ti on configuration key.
3. Specify your replication area.

All objects and attributes in the Directory database are to be copied to the
Directory Cache server. Therefore, you do not usether epl Ar eaSpec
configuration key.

4. Set up your replication agreement.

The replication agreement indicates that all entries are to be copied from the
Directory server to the Directory Cache server on Host 1 with an update interval
of 60 seconds. You set up the replication agreement using the

| dapRepl i cati onAgr eement configuration key, asfollows:

/ Host 1/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: defaul t Replicati onAgreenent ]
[updatel nterval : 60]

5. Set up your chaining configuration.

Chaining is not used in this example.
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Using a Replica Set

46

In this example, areplica set is used, meaning that each Directory Cache database
contains identical entries and each Directory Cache server has the same replication
agreement (Figure 9). This configuration increases the availability of the Integrated
Services Directory (I1SD) by supporting Directory Cache server failover. Only the
attributes used by the MTA and M SS servers are replicated in this example.

T
e

Directory
Cache
Database
(Host 1)
~

; 0y
Directory Database 3

Directory
Cache
Database
(Host 2)
~

Figure 9 Using areplica set

Thedi r RmeHost s configuration key specifies which host each client should contact
first, aswell as abackup host, in order to distribute the load evenly across Directory
Cache servers. In this example, you have two client MTA servers, d i ent Aand

d i ent B. Thedi r RmeHost s key isset asfollows:

/Client A MTA/ di r RmeHost s: Host 1, Host2
/ClientB/ MITA/ di r RmneHosts: Host2, Hostl

With this setting, one MTA client contacts Host 1 first. If Host 1 isnot available, it
contacts Host 2. The other MTA client contacts Host 2 first. If Host 2 isnot available,
it contacts Host 1.

To define the replication agreement:
1. Specify your attribute selection criteria.

Usetheat tri but eSel ect i on configuration key to specify the attributes for
this group. Define MTA_MSS_ATTRS as the name of the group that selects the
attributes required for the MTA and MSS servers:

/*/1inmdi rcacheserv/attributeSel ection:

[ MTA_MBS_ATTRS :: include (objectC ass $ mail AlternateAddress $
mai | Aut oRepl yHost $ mai | For war di ngAddr ess $mai | Snt pRel ayHost $

mai | Forwarding $ mail DeliveryOption $ muail Aut oRepl yMode $

mai | MaFilter $ mail Snt pAuth $ nail Snt pAccess $ nmil Snt pSsl Access $
mai | Quot aBounceNotify $ nmail Boxld $ mail BoxStatus $

mai | MessageStore $ mai |l Quot aTot KB $ mai | Quot aMaxMsgKB $

mai | Quot aMaxMsgs $ mai | Quot aThr eshol d) ]
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Note: /*/indicates that this attribute selection appliesto all Directory Cache
server host machines.

2. Defineyour partition.
Usetheparti ti on configuration key to define the partition:

[ */ common/ partition:
[ Nane: al | Obj ects BASE: root FILTER (objectd ass=*)]

3. Specify your replication area.

Usether epl Ar eaSpec configuration key to construct the replication area from
the attribute group defined in step 1.

/*/i ndi rcacheser v/ repl AreaSpec:
[ MTA_MSS :: PARTITION al | Obj ects ATTR SEL: MIA_MSS_ATTRS]

4. Set up your replication agreement.

Usethel dapRepl i cati onAgr eement configuration key to identify the data
that the Directory Cache serversrunning on Host 1 and Host 2 are to copy from
the Directory server:

/ Host 1/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: RepSet]

[updatel nterval : 60]

[repl Area: MIA_NMSS]

/ Host 2/ i ndi r cacheser v/ | dapRepl i cati onAgr eenent :
[cn: RepSet]

[updatel nterval : 60]

[repl Area: MIA_NSS]

5. Set up your chaining configuration.

Chaining is not used in this example.

Using Chaining

In this example, one Directory Cache server functions as a router server, controlling
only chaining information. The other Directory Cache servers control only data. The
chaining process routes the data from the router server to other Directory Cache
servers.

The router server isthe primary server that clients will contact. It holds chaining
information for every object in the Directory database, and chains requests to the
Directory Cache serversthat hold the requested data. Assume that this server is
running on host Host Rout er . Figure 10 depicts this configuration.
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Figure 10  Using chaining

Thedi r RmeHost s configuration key specifies which host each client should contact
first, aswell as abackup host, in order to distribute the load evenly across Directory
Cache servers. In this example, you have two client MTA servers, d i ent Aand
ClientB. Thedi r RmeHost s key is set asfollows:

/Cient AV MTA/ di r RmeHost s: Host Rout er

/CientB/ MTA/ di r RmeHost s: Host Rout er

With this setting, all MTA clients contact the router server first. The router server then
chains each request to either Host 1 or Host 2, depending on which one contains the
data being sought.

To define the replication agreement:
1. Specify your attribute selection criteria.
In this example, you define three different attribute selection criteria:

— MIA_MSS_ATTRS is the name of the group that selects the attributes required
for MTA and MSS servers.

— MIA_MSS_ROUTER_ATTRS isthe name of the group that selectsthe attributes
for the routing of account information. This kind of group is useful when a
server contains routing information for al accounts, yet holds only a subset
of accounts or no account data at al.

— NON_LEAF_ATTRS isthe name of the group that selects the attributes for the
non-leaf objects. Non-leaf objects are directory entries that have child entries
below them in the Directory Information Tree (DIT) hierarchy. The non-leaf
objects must be replicated in order for any leaf objects below them to be
replicated.

Usetheat tri but eSel ecti on configuration key to define the attribute

selection criteriaas follows:

/*/indircacheserv/attributeSel ection:

[ MTA_MBS_ATTRS :: include (objectCass $ mail AlternateAddress $
mai | Aut oRepl yHost $ mai | For war di ngAddr ess $mai | Snt pRel ayHost $

mai | Forwarding $ mail DeliveryOption $ mail Aut oRepl yMbde $
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mai | MaFilter $ mail Snt pAuth $ nail Snt pAccess $ nmil Snt pSsl Access $
mai | Quot aBounceNotify $ nmail Boxld $ mail BoxStatus $

mai | MessageStore $ mai | Quot aTot KB $ mai | Quot aMaxMsgKB $

mai | Quot aMaxMsgs $ mai | Quot aThr eshol d) ]

[ MTA_MSS ROQUTER _ATTRS :: include (objectd ass $

mai | Al t er nat eAddress $ nmai | For war di ngAddress $ mai | Boxl d) ]

[ NON_LEAF_ATTRS :: include (objectd ass)]

2. Defineyour partitions.
In this example, you define three partitions:

— | owcontains accounts with amai | Box!| D value of less than or equal to
500,000.

— hi gh contains accounts with amai | Box| d value of greater than 500,000.

— non- | eaf definesa partition to replicate non-leaf objects, meaning
directory entries that have child entries below them in the DIT. Non-leaf
entries must be replicated in order to successfully replicate their child entries.

Note: This configuration represents a growing organization that has added so
many new mailboxes that another Directory Cache server is heeded to
relievetheload. All new entries, identified by amai | Box! d vaue greater
than 500,000, are handled by the second Directory Cache server.

Usetheparti ti on configuration key to define the partitions:

[ */ comron/ partition:

[ Nane: | ow BASE: dc=com FI LTER: ( mai | Boxl d <= 500000) ]

[ Nane: hi gh BASE: dc=com FI LTER (mail Boxld > 500000) ]
[ Nane: non- | eaf BASE: r oot

FI LTER: (| (obj ect cl ass=dormai n) (obj ect cl ass=r eal nrs)
(obj ectcl ass=dcObj ect) (objectC ass=organi zati on)
(obj ectcl ass=organi zational Unit))]

3. Specify your replication areas.

Usether epl Ar eaSpec configuration key to construct replication areas from the
attribute groups and partitions you just defined:

[ */1mdi rcacheser v/ repl AreaSpec:

[ MTA_MBS_LOW:: PARTITION: |ow ATTR SEL: MIA_MSS_ATTRS]

[ MTA_MBS_HI GH :: PARTITION: high ATTR_SEL: MIA_MSS_ATTRS]
[ MTA_MSS LOW ROUTER :: PARTITION. | ow

ATTR_SEL: MTA_MSS_ROUTER_ATTRS]

[ MTA_VMBS_H GH_ROUTER :: PARTI TI ON:  hi gh ATTR_SEL:
MIA_MSS_ROUTER_ATTRS]

[ NON_LEAF :: PARTITION. non-|eaf ATTR_SEL: NON_LEAF_ATTRS]
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4. Set up your replication agreements.

Usethel dapRepl i cati onAgr eement configuration key to identify the data
that the router server isto copy from the Directory server:

/ Host Rout er /i mdi r cacheser v/ | dapRepl i cati onAgreenent:
[cn: Router]

[updatel nterval : 60]

[repl Area: MIA_MSS LOW ROUTER]

[repl Area: MIA_MSS H GH ROUTER]

/ Host 1/ i ndi r cacheser v/ | dapRepl i cati onAgr eenent :
[cn: RALow

[updatel nterval : 60]

[repl Area: MIA_MSS LOW

[repl Area: MIA_NMSS_NON_LEAF]

/ Host 2/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: RAH gh]

[updatel nterval : 60]

[repl Area: MIA_MSS HI GH]

[repl Area: MIA_NMSS_NON_LEAF]

5. Set up your chaining configuration.

The router server uses the chai ni ngl nf o configuration key to contact another
Directory Cache server to answer arequest. Set the chai ni ngl nf o key as
follows:

[ */'1 mdi r cacheser v/ chai ni ngl nf o:

[ MTA_MBS_LOW ROUTER : Host 1]

[ MTA_MBS_HI GH ROUTER :  Host 2]

When the Directory Cache server on Host Rout er encountersan object that hasa
partitionName value of | ow the Directory Cache server maps the
partitionNanme valueto one of its replication area names, in this case
MIA_MsS_LOW ROUTER. It uses this nameto find thelist of Directory Cache
server hosts serving the corresponding replication area specification
(MTA_MBS_LOW and then queries one of these hosts depending on availability. In
this example, there is only one host, Host 1.

Similarly, the Host Rout er Directory Cache server contacts the Directory Cache
server on Host 2 for objectswhose par ti ti onNane attribute valueis hi gh.

Using Partitioning with Multiple Replication Agreements

In this example, routing information and the data itself are both stored on each of the
serversin each partition. One Directory Cache server, running on Host 1, holds all the
datafor objectsin partition | owand all routing information for datain partition hi gh.
The other Directory Cache server, running on Host 2, holds all the datafor objectsin
partition hi gh and all routing information for datain partition | ow. Figure 11 depicts
this configuration.
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Figure 11  Using partitioning with multiple replication agreements

Thedi r RmeHost s configuration key specifies which host each client should contact
first, aswell as abackup host, in order to distribute the load evenly across Directory
Cache servers. In this example, you have two client MTA servers, d i ent Aand
ClientB. Thedi r RmeHost s key is set asfollows:

/Client A MTA/ di r RneHosts: Host1, Host?2
/ClientB/ MTA/ di r RneHosts: Host?2, Host1l
With this setting, one MTA client contacts Host 1 first. If Host 1 isnot available, it

contacts Host 2. The other MTA client contacts Host 2 first. If Host 2 is not available,
it contacts Host 1.

To define the replication agreement:
1. Specify your attribute selection criteria.
In this example, you define three different attribute selection criteria:

— MIA_MSS_ATTRS is the name of the group that selects the attributes required
for MTA and MSS servers.

— MIA_MSS_ROUTER_ATTRS isthe name of the group that selectsthe attributes
for the routing of account information. This kind of group is useful when a
server contains routing information for al accounts, yet holds only a subset
of accounts or no account data at al.

— NON_LEAF_ATTRS isthe name of the group that selects the attributes for the
non-leaf objects. Non-leaf objects are directory entries that have child entries
below them in the Directory Information Tree (DIT) hierarchy. The non-leaf
objects must be replicated in order for any leaf objects below them to be
replicated.
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Usetheat t ri but eSel ect i on configuration key to define the attribute
selection criteriaas follows:

/*/1inmdi rcacheserv/attributeSel ection:

[ MTA_MBS _ATTRS :: include (objectC ass $ mail Al'ternateAddress $
mai | Aut oRepl yHost $mai | For war di ngAddr ess $nai | St pRel ayHost $

mai | Forwarding $ mail DeliveryOption $ mail Aut oRepl yMode $

mai | M aFilter $ mail Snt pAuth $ mail Snt pAccess $ nmil Snt pSsl Access $
mai | Quot aBounceNotify $ mail Boxld $ nmail BoxStatus $

mai | MessageStore $ mai | Quot aTot KB $ mai | Quot aMaxMsgKB $

mai | Quot aMaxMsgs $ mai | Quot aThreshol d) ]

[ MTA_MBS ROQUTER _ATTRS :: include (objectd ass $

mai | Al t er nat eAddress $ nmai | For war di ngAddress $ mai | Boxl d) ]

[ NON_LEAF_ATTRS :: include (objectd ass)]

Note: /*/indicates that this attribute selection appliesto all Directory Cache
server host machines.

Define your partitions.
In this example, you define three partitions:

— | owcontains accounts with amai | Box| D value of lessthan or equal to
500,000.

— hi gh contains accounts with amai | Box| d value of greater than 500,000.

— non-| eaf definesa partition to replicate non-leaf objects, meaning
directory entries that have child entries below them in the DIT. Non-leaf
entries must be replicated in order to successfully replicate their child entries.

Note: This configuration represents a growing organization that has added so
many new mailboxes that another Directory Cache server is heeded to
relievetheload. All new entries, identified by amai | Box!| d value greater
than 500,000, are handled by the second Directory Cache server.

Usetheparti ti on configuration key to define the partitions:

[ */ common/ partition:

[ Nane: | ow BASE: dc=com FI LTER: ( mai | Boxl d <= 500000]

[ Nane: hi gh BASE: dc=com FILTER: (nail Boxld > 500000]
[ Nane: non- | eaf BASE: r oot

FI LTER: (| (obj ect cl ass=dormai n) (obj ect cl ass=r eal nrs)
(obj ectcl ass=dcObj ect) (objectC ass=organi zati on)
(obj ect cl ass=or gani zati onal Unit))]

Specify your replication areas.

Usether epl Ar eaSpec configuration key to construct replication areas from the
attribute groups and partitions you just defined:
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[ */i ndi rcacheser v/ repl AreaSpec:

[ MTA_ MBS LOW:: PARTITION: |ow ATTR SEL: MIA MSS_ATTRY]

[ MTA_MSS HI GH :: PARTITION: high ATTR SEL: MIA_MSS_ATTRS]
[ MTA_MSS_LOW ROUTER :: PARTITION: |ow

ATTR_SEL: MTA_MSS_ROUTER_ATTRS]

[ MTA_MBS_HI GH_ROUTER :: PARTI TI O\t hi gh ATTR SEL:
MIA_MSS_ROUTER _ATTRS]

[ NON_LEAF :: PARTITION: non-leaf ATTR SEL: NON_LEAF ATTRS]

4. Set up your replication agreements.

Usethel dapRepl i cati onAgr eement configuration key to identify the data
that the Directory Cache serversrunning on Host 1 and Host 2 are to copy from
the Directory server:

/ Host 1/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: RALowRout eFor Hi gh]
[updatel nterval : 60]
[repl Area: MIA_MSS_LOW
[repl Area: MIA_MSS_H GH ROUTER]
[repl Area: NON_LEAF]
/ Host 2/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: RAH ghRout eFor Low]
[updatel nterval : 60]
[repl Area: MIA_MSS_HI GH|
[repl Area: MIA_MSS_LOW ROUTER]
[repl Area: NON_LEAF]
5. Set up your chaining configuration.
Set the chai ni ngl nf o key asfollows:

/ Host 1/ i ndi r cacheser v/ chai ni ngl nf o:
[ MTA_MBS_H GH_ROUTER: Host 2]

/ Host 2/ i ndi r cacheser v/ chai ni ngl nf o:
[ MTA_MSS_LOW ROUTER: Host 1]

Using Replica Sets with Partitions

In this example, directory datais partitioned and each partition is replicated. Such a
configuration combines the benefits of scalability and availability by using both
replication and partitioning. Figure 12 depicts this configuration.
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Figure 12  Using replica sets with partitions

Thedi r RmeHost s configuration key specifies which host each client should contact
first, aswell as abackup host, in order to distribute the load evenly across Directory
Cache servers. In this example, you have four client MTA servers, d i ent A,
ClientB,dientC and CientD.

/Cdient A MTA/ di r RmeHosts: Host1, Host2, Host3, Host4
/ CientB/ MTA/ di r RmeHosts: Host 2, Host3, Host4, Hostl
/Cientd MITA/ di r RmeHosts: Host 3, Host4, Host1, Host2
/ClientD MITA/ di r RmeHost s: Host4, Host1l, Host?2, Host3

With this setting, one fourth of the MTA clients contact Host 1 first. If Host 1 isnot
available, they contact Host 2. If Host 2 is not available, they contact Host 3, and so
on. One fourth of the MTA clients contact Host 2 first. If Host 2 isnot available, they
contact Host 3. One fourth of the MTA clients contact Host 3 first, and one fourth of
the MTA clients contact Host 4 first.

To define the replication agreement:
1. Specify your attribute selection criteria.
In this example, you define three different attribute selection criteria:

— MIA_MSS_ATTRS isthe name of the group that selects the attributes required
for MTA and MSS servers.
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— MIA_MSS_ROUTER_ATTRS isthe name of the group that selectsthe attributes
for the routing of account information. This kind of group is useful when a
server contains routing information for al accounts, yet holds only a subset
of accounts or no account data at al.

— NON_LEAF_ATTRS isthe name of the group that selects the attributes for the
non-leaf objects. Non-leaf objects are directory entries that have child entries
below them in the Directory Information Tree (DIT) hierarchy. The non-leaf
objects must be replicated in order for any leaf objects below them to be
replicated.

Usetheat tri but eSel ecti on configuration key to define the attribute
selection criteriaas follows:

/*/indircacheserv/attributeSel ection:

[ MTA_MBS_ATTRS :: include (objectCass $ mail AlternateAddress $
mai | Aut oRepl yHost $ mai | For war di ngAddr ess $mai | Snt pRel ayHost $

mai | Forwarding $ mail DeliveryOption $ mail Aut oRepl yMbde $

mai | MaFilter $ mail Snt pAuth $ nail Snt pAccess $ nmil Snt pSsl Access $
mai | Quot aBounceNotify $ nmail Boxld $ mail BoxStatus $

mai | MessageStore $ mail Quot aTot KB $ nmi | Quot aMaxMsgKB $

mai | Quot aMaxMsgs $ mai | Quot aThr eshol d) ]

[ MTA_MSS ROUTER _ATTRS :: include (objectd ass $

mai | Al t er nat eAddress $ mai | For war di ngAddress $ mai | BoxI d) ]

[ NON_LEAF_ATTRS :: include (objectd ass)]

Note: /*/indicates that this attribute selection applies to all Directory Cache
server host machines.

Define your partitions.
In this example, you define three partitions:

— | owcontains accounts with amai | Box!| D value of less than or equal to
500,000.

— hi gh contains accounts with anmai | BoxI d vaue of greater than 500,000.

— non- | eaf definesa partition to replicate non-leaf objects, meaning
directory entries that have child entries below them in the DIT. Non-leaf
entries must be replicated in order to successfully replicate their child entries.

Note: This configuration represents a growing organization that has added so
many new mailboxes that another Directory Cache server is needed to
relievetheload. All new entries, identified by amai | Box! d vaue greater
than 500,000, are handled by the second Directory Cache server.

Usetheparti ti on configuration key to define the partitions:

[ */ comron/ partition:

[ Nane: | ow BASE: dc=com FI LTER: (mai | Boxl d <= 500000]

[ Nane: hi gh BASE: dc=com FILTER (nail Boxld > 500000]
[ Nane: non- | eaf BASE: r oot
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FI LTER (] (obj ect cl ass=dommai n) (obj ect cl ass=r eal rs)
(obj ectcl ass=dcOhj ect) (objectC ass=organi zati on)
(obj ect cl ass=or gani zati onal Unit))]

3. Specify your replication areas.

Usether epl Ar eaSpec configuration key to construct replication areas from the
attribute groups and partitions you just defined:

/*/indircacheserv/repl AreaSpec:

[ MITA_ MSS LOW:: PARTITION |ow ATTR SEL: MIA_MSS_ATTRS]

[ MTA_MSS HI GH :: PARTITION: high ATTR SEL: MIA_MSS _ATTRS]
[ MTA_MSS_LOW ROUTER :: PARTITION: |ow

ATTR_SEL: MTA_MSS_ROUTER_ATTRS]

[ MTA_MBS_HI GH_ROUTER :: PARTI TION: hi gh ATTR SEL:
MIA_MSS_ROUTER_ATTRS]

[ NON_LEAF :: PARTITION non-leaf ATTR SEL: NON_LEAF_ATTRS]

4. Set up your replication agreements.

Usethel dapRepl i cati onAgr eement configuration key to identify the data
that datathat the Directory Cache servers running on Host 1, Host 2, Host 3,
and Host 4 areto copy from the Directory server:

/ Host 1/ i ndi rcacheser v/ | dapRepl i cati onAgr eenment :
[cn: RALowRout eFor Hi gh]

[updatel nterval : 60]

[repl Area: MIA_MSS_LOW

[repl Area: MIA_MSS_H GH ROUTER]

/ Host 2/ i ndi rcacheser v/ | dapRepl i cati onAgr eenment :
[cn: RALowRout eFor Hi gh]

[updatel nterval : 60]

[repl Area: MIA_MSS_LOW

[repl Area: MIA_MSS_H GH ROUTER]

/ Host 3/ i ndi rcacheser v/ | dapRepl i cati onAgr eenent :
[cn: RAH ghRout eFor Low]

[updatel nterval : 60]

[repl Area: MIA_NMSS_HI GH|

[repl Area: MIA_MSS_LOW ROUTER]

/ Host 4/ i mdi r cacheser v/ | dapRepl i cati onAgr eenent :
[cn: RAH ghRout eFor Low

[updatel nterval : 60]

[repl Area: MIA_NMSS_HI GH|

[repl Area: MIA_MSS_LOW ROUTER]

5. Set up your chaining configuration.
Set the chai ni ngl nf o configuration key as follows:

/ Host 1/ i ndi r cacheser v/ chai ni ngl nf o:
[ MTA_MBS HI GH_ROUTER: Host 3, Host 4]
[ Host 2/ i mdi r cacheser v/ chai ni ngl nf o:
[ MTA_MBS _HI GH_ROUTER: Host 4, Host 3]
/ Host 3/ i ndi r cacheser v/ chai ni ngl nf o:
[ MTA_MBS_LOW ROUTER: Host 1, Host 2]

/ Host 4/ i ndi r cacheser v/ chai ni ngl nf o:
[ MTA_MBS_LOW ROUTER: Host 2, Host 1]
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Using Application Partitioning

In the previous examples, accounts were partitioned based upon their mailbox ID
numbers. This example illustrates application partitioning, in which mail retrieval
(IMAP), mail retrieval (POP), and white-page (WP) information are partitioned on
different Directory Cache servers.

Assumethat the Directory Cache server controlling the IMAP datarunson host i map;
the Directory Cache server controlling the POP data runs on host hpop; and the
Directory Cache server controlling the white-page data runs on host hwp. Figure 13
depicts this configuration.

Directory Cache server IMAP
(Host imap)

Directory Cache server POP
Directory Database (Host hpop)

Directory Cache server WP
(Host hwp)

Figure 13  Using application partitioning

Thedi r RmeHost s configuration key specifies which host each client should contact
first, aswell as a backup host, in order to distribute the load evenly across Directory
Cache servers. In this example, IMAP clients contact host i map, POP clients contact
host hpop, and all other clients contact host hwp.

To define the replication agreement:
1. Specify your attribute selection criteria.

Usetheat tri but eSel ecti on configuration key to specify the attribute
selection criteriafor the three groups:

/*/imdi rcacheserv/attri buteSel ection:

[IMAP :: include (objectclass $ maillmpAccess $
mai | | mapSsl Access) ]
[POP :: include (objectclass $ mailBoxld $ mail BoxStatus $

mai | Password $ mai | Passwor dType $ mai | PopPr oxyHost $

mai | PopAccess $ nmai | PopSsl Access) ]

[WP :: include (objectclass $ cn $ sn $ givenNane $ street $
I $c¢c $mil $ telephoneNunber $ title $

facsim | eTel ephoneNunber $ descri ption)]

2. Defineyour partitions.
The partition P1 includes all mail user accounts:

[ */ common/ partition:
[P1 :: Base: dc=com Filter: (objectclass=mail User)]
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3. Specify your replication areas.

Usether epl Ar eaSpec configuration key to construct the replication areas for
the three groups:

/*/imdircacheserv/repl AreaSpec:

[IMAP :: Partition: P1L ATTR SEL: | MAP]
[POP :: Partition: P1 ATTR SEL: POP]
[WP :: Partition: P1 ATTR SEL: WP]

Set up your replication agreements.

Usethel dapRepl i cati onAgr eement configuration key to identify the data
that the Directory Cache servers running on the three hosts are to copy from the
Directory server:

[ hmt a/i mdi r cacheser v/ | dapRepl i cati onAgr eenent :
[cn: RAI map]

[updatel nterval : 60]

[repl Area: | MAP]

[ hpop/i mdi r cacheser v/ | dapRepl i cati onAgr eenent :
[cn: RApop]

[updatel nterval : 60]

[repl Area: POP]

/ hwp/ i nmdi r cacheser v/ | dapRepl i cati onAgreenent:
[cn: RAwp]

[updatel nterval : 60]

[repl Area: WP]

Set up your chaining configuration.

Thereisno chaining in this example.
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The directory schema defines rules for the structure and values of the data that can be
stored in the Directory database, and sets the rules that the Directory server and its
clients use during search and update operations. In LDAP-based directories such as
the InterMail Mx Integrated Services Directory (1SD), the schemais composed of
object class and attribute definitions.

The standard InterMail 1SD schema should meet most of your site-specific needs, and
you should use the standard schema elements to structure as much of your data as
possible. However, you can customize this schema by defining new object classes and
attributes for your unique application.

Caution! Do not delete or change any standard schema object classes or attributes,
and do not add new attributes to standard object classes. To group new
attributes, define new object classes as described in “ Creating Object
Classes’ on page 63. In order to modify the schema, you must have a
good understanding of LDAP schema concepts, the standard 1SD schema,
and the types of queries and modifications you will be making to your
data.

This chapter provides guidelines to help you customize the ISD schema. It covers.
*  Customizing object classes

*  Customizing attributes

®  Schema checking

®  Post-customization tasks

The LDAP schemais stored in the cn=schema entry in the Directory database. This
entry contains the subschena object class. The two main attributes of this class are
called obj ect Cl asses and at t ri but eTypes. These are multi-valued attributes
that define the object classes and attributes in the schema. For more information, see
Chapter 7.
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Note: For general information on schema design, see Chapter 7 of the textbook
Understanding and Deploying LDAP Directory Services by T. Howes, M.
Smith, and G. Good.

Customizing Object Classes

This section describes the types of LDAP abject classes used in the standard 1SD
schema and details the procedure for defining new object classes to meet the unique
needs of your organization.

About Object Classes

Object classes are used to group entries in a directory. They facilitate searches by
providing ameansfor adirectory client to retrieve a subset of directory entriesthat are
instances of a particular object class. The ISD contains three types of object classes:

* Abstract
*  Structurd
* Auxiliary

An LDAP object classis defined by:

* A unique object identifier (OID)

* A namethat uniquely identifies the class
* Aclasstype

* Mandatory attributes

*  Optiona attributes

For example, the InterMail auxiliary object class mai | Domai n is defined as follows:

<O D for SWCOW>. 2.2. 2.4 NAME ' nail Domai n’ AUXI LI ARY
MJST (domai nName $ domai nType )
MAY (mai |l Rel ayHost $ mail RewriteDomain $ mail W1 dcardAccount) )

Where:
<O D for SWCOW Is1.3.6.1.4.1. 2415
Note: For information on obtaining an OID for
your organization, see“ Creating Object Classes’
on page 63.
.2.2.2.4 Represents the portion of the OID for the

mai | Donwi n object class.
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mai | Donai n Isthe class name.
Note: Names are case-insensitive.

AUXI LI ARY Isthe classtype.
domai nNane and domai nType Are mandatory attributes.
mai | Rel ayHost, Are optional attributes.

mai | Rewri t eDonmi n,
and nmai | W1 dcar dAccount

For more information on the format of object class definitions, see RFC 2252, which
you can find at http://www.rfc-editor.org/rfcsearch.html.

Object classes are structured hierarchically, meaning that many of them are derived
from other object classes. Understanding the object class hierarchy is crucial to
defining new object classes correctly, since a child object class inherits all of the
attributes of all of its superior (or ancestor) classes.

Figure 14 summarizes the hierarchy of the abstract and structural object classesin the
InterMail 1SD schema:

®* top issuperior to al the other object classes.
®* top istheparent class of per son.
* person isthe parent class of or gani zat i onal Per son.

® organi zati onal Person isthe parent class of i net Or gPer son.

The dotted arrows show how the auxiliary object classes mix in with the structural
object classes. For example, adni nTar get and mai | Domai n can be mixed in with
the domai n structural object class.

For applications using LDAP, you can create additional combinations of object classes
to define new directory objects. The ISD schema contains many object classes that
you can use to create directory objects for your application. Chapter 7 describes these
object classes.
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Abstract Object Class Structural Object Classes Auxiliary Object Classes

top
hierarchy mix-in

capSubErtry -

v

v

. adminTarget
domain _——— — i A
mailDomain

organization P— —————————
dcObject

A

organizationalUnit }4— _—— — — adminTarget
dcObject

—»‘ person H organizationalPerson inetOrgPerson —I— —
mailUserPrefs
L 4 mailLocalUserPrefs
- - - - - - - - adminUserPrefs

adminPolic: }‘_ o mailUserPrefs
¢ mailLocalUserPrefs

adminRealm }4— _———— = adminAllocation

v

\ 4

\ 4

Y

adminRealmSpec ‘

groupOfNames ’—»{ adminGroup ‘

} adminRole ‘

v

Y

Figure 14 InterMail object classes

Abstract Object Classes

Abstract object classes are rare. They are superclasses used to group the other object
classes, and they define attributes common to subordinate object classes. Thet op
object classis an abstract class.

Structural Object Classes

Structural object classes define entriesin the Directory Information Tree (DIT). All
Directory database entries must include at least one structural class, but may also have
auxiliary classes mixed in. The following InterMail object classes are structural
classes:

® adni nGoup
® adninPolicy

62 Confidential and Proprietary, © Software.com, Inc. 2000



Customizing the Directory Schema

adm nReal m

adm nRol e

domai n

gr oupOf Nanes

i net Or gPer son

organi zati on

or gani zat i onal Per son
organi zat i onal Uni t
person

| dapSubEntry

Auxiliary Object Classes

Auxiliary object classes, also called “mix-in" classes, add related attributesto a
structural class entry. An auxiliary object class can be mixed in with any structural
object class. The following InterMail object classes are auxiliary classes:

adm nAl | ocati on
admi nTar get

adm nUser Prefs
dcnj ect

nmai | Domai n

mai | Local User Prefs
mai | User

mai | User Pref s

subschema

Creating Object Classes

You create new object classes with the standard LDAP utility | dapnodi f y, described
in Chapter 9. When you create a new object class, you are modifying the schema
object entry (cn=schema) by adding avalueto the obj ect Cl asses attribute.

Each new object class definition must follow these rules:

The name must be unigue.

The object identifier (OID) should be a number assigned to your organization by
the Internet Assigned Numbers Authority (IANA). You can find aform for
reguesting an OID at http://www.isi.edu/cgi-bin/iana/enterprise.pl.

The new object class cannot be superior to any existing object class. If it were, it
would change the characteristics of everything below it in the hierarchy.

An dias can be added to an attribute definition using the
attribut eAl i asi ngEnabl e configuration key described in Chapter 8.
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To define anew structural object class caled newcl ass:

1

Create an LDIF file to define the new object class. For example:

dn: cn=schenma
changeType: nodify
add: obj ectd asses

obj ectd asses: ( <O D#> NAME <newcl ass> SUP <par ent cl ass>

STRUCTURAL

MUST (<mandatory_attri butel> $ <mandatory_attribute2> $

<mandat ory_attri but e3>)

MAY (<optional _attributel> $ <optional _attribute2>))

Where:

cn=schema

changeType: nodify

add: obj ectd asses

obj ect d asses:

<O D#>

NAME <newc| ass>

SUP <par ent cl ass>

STRUCTURAL

MUST

(<mandatory_attributel> $
<nmandat ory_attri bute2> $
<mandat ory_attri but e3>)

I's the distinguished name of the LDAP object
being modified, in this case the schema.

Tellsthe Directory server to modify theschena
object.

Tellsthe Directory server to add a new attribute
valueto theobj ect O asses attribute.

Note: Adding a new object class always involves
modifying (adding a value to) the

obj ect Ol asses attribute of theschema
object.

Defines the name of the schema attribute being
modified as obj ect O asses.

Isthe OID of the new object class. Use anumber
assigned to your organization by the Internet
Assigned Numbers Authority (IANA).

Defines the name of the new object class as
<newcl ass>.

Defines the superior (or parent) object class of
<newcl| ass> as<par ent cl ass>. You can
determine the parent object class by looking at
Figure 14.

Defines <newc| ass> asastructural object
class.

Lists the attributes that must be defined for this
object class, separated by $. Thislist must be
enclosedin ().
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MAY (<optional _attributel>  Liststheoptional attributes for this object class,
$ <optional _attribute2>)) separated by $. Thislist must be enclosed in ().

Note: The technical specification for LDIF can be found at http://search.ietf.org/
internet-drafts/draft-good-ldap-1dif-05.txt.

Give the LDIF file aname.
3. Usethel dapnodi fy command to modify the obj ect O asses attribute:

- D <nanager Bi ndDN> - w <passwor d>
| dapnodi fy -f <class_filenane.ldif>

Where:

- D <manager Bi ndDN> -w Arethelogin parameters, that is, the

<passwor d> distinguished name used for binding to the
directory and the password.

-f <class_fil ename> Tells the Directory server to read the entry

modification from thefile
<class_fil enane.|dif>.

Customizing Attributes

This section describes the characteristics of the LDAP attributes used in the standard
ISD schema and details the procedures for defining new attributes.

About Attributes

An attribute is information describing one trait of adirectory entry. It can belong to
one or more abject classes. Each attribute in an object has a name and one or more
values. For example, inaper son directory object, thet el ephonenunber attribute
can have values such as <123- 456- 7890> and <321- 7654>.

In the schema, each attribute is described in terms of the following characteristics:
*  Whether the attribute has a single value only or can have multiple values
®*  Thesyntax to which the values must conform

®  Matching rules for attribute values in searches

The attribute value is the actual data associated with the attribute in a Directory
database entry. The attribute must follow the syntax rule specified in the attribute
definition. For example, for an attribute having the syntax i nt eger , the values must
be digits. The LDAP protocol places no restrictions on the format, length, or type of
data associated with attributes. However, some attributes have constraints placed on
them to limit their size or the number of valuesthey may have.
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Attributes in the ISD can follow any of the syntax ruleslisted in RFC 2252, section
4.3.2, which you can find at http://www.rfc-editor.org/rfcsearch.html. The ISD
schema represents each of these syntax rules with a numeric string.

The syntax rules encountered most often in the ISD, and their numeric strings, are:

Syntax Rules Associated Numeric String
Boolean 1.3.6.1.4.1.1466.115.121. 1. 7
Directory string 1.3.6.1.4.1.1466.115.121.1.15
Distinguished name 1.3.6.1.4.1.1466.115. 121. 1. 12
Generalized time 1.3.6.1.4.1.1466.115. 121. 1. 24
A5 string 1.3.6.1.4.1.1466. 115.121. 1. 26
Integer 1.3.6.1.4.1.1466. 115. 121. 1. 27
Numeric string 1.3.6.1.4.1.1466.115.121. 1. 36
Octet string 1.3.6.1.4.1.1466. 115.121. 1. 40
Printable string 1.3.6.1.4.1.1466. 115. 121. 1. 44

In LDAP searches, aserver compares an attribute value with the value in its search
filter according to the matching rule defined for the attribute. For example, if an
attribute has the matching rule casel gnor eMat ch, the Directory server ignores the
case when it compares the value in the search filter with the value stored in the
database. The matching rule thus playsarolein whether the search or authenticationis
successful.

Matching rules used for the attributes in the |SD include:
®* booleanMatch

* caseExactMatch

* caselgnorelASMatch

* caselgnoreMatch

* distinguishedNameMatch

* integerMatch

* numericStringMatch

* objectldentifierMatch

* octetStringMatch
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For example, the ISD schema defines the attribute domai nNare like this;

attributetypes: (1.3.6.1.4.1.2415.2.2.1.4

NAME ‘ domai nNane’

EQUALI TY casel gnoreMat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26 {255} SI NGLE- VALUE)

Where:
attribut et ypes: Signifiesthat you are defining an attribute.
1.3.6.1.4.1.2415.2.2. 1. 4 Isthe OID number for this attribute
NAME * domai nNang’ Defines the name of the attribute as
domai nNare.
EQUALI TY casel gnor eMat ch Defines the matching rule (EQUALITY) this
attribute must follow as casel gnor eMat ch.
SYNTAX Defines the syntax of this attribute as

1.3.6.1.4.1.1466.115.121.1.26 | A5stri ng, asshown in the table on page 66
and in RFC 2252.

{255} Constrains the maximum number of characters
this string can have to 255.

SI NGLE- VALUE Means that this attribute can have only one
value.

For more information regarding the domai nNane attribute, see the description of the
mai | Donai n object classin Chapter 7. For an alphabetical list of all the attributesin
the InterMail Directory database, also see Chapter 7.

Adding New Attributes

You can add a new attribute to the I1SD schema by doing any of the following:
* Defining anew attribute in the schema.
* Adding anew attribute to an existing object class you previously defined.

* Adding anew class-of-service attribute to the mai | Local User Pr ef s object
class. Initially empty, this object class is used to group new attributes that define
user preferences. These new attributes are treated just like the attributesin the
mai | User Pr ef s object class described in Chapter 7.

Caution! Do not add new attributes to existing standard object classes. You may
add attributes only to mai | Local User Pr ef s and to object classes that
you have defined yourself.
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Defining a New Attribute in the Schema

To define a new attribute in the schema:

1.

Create an LDIF file to define the new attribute. For example:

dn: cn=schema

changeType: nodify

add: attributeTypes

attributeTypes: ( <O D#> NAME <newattri bute> EQUALI TY
<mat chi ngrul e> SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. <#>
[ SI NGLE- VALUE| MULTI - VALUE] )

Where:

dn: cn=schema Represents the distinguished name of the
LDAP object being modified as cn=
schena.

changeType: nodify Tellsthe Directory server to modify the
schenma object.

add: attributeTypes Tellsthe Directory server to add a new
attribute called at t r i but eTypes to the
schena object.

Note: Adding a new attribute always
involves modifying the attribute

attri but eTypes of the object class
schema. For more information on this
attribute, see Chapter 7.

attri but eTypes: Defines the name of the schema attribute
being modified asat t ri but eTypes.

<Q D#> Isthe OID of the new attribute. Use a
number assigned to your organization by
the Internet Assigned Numbers Authority
(IANA).

NAME <newattri but e> Defines the name of the new attribute as
<newat tri but e>.
Note: You listed <newat t ri but e>asa
mandatory or optional attribute of the
object class <newc| ass> when you
defined this new object class.

EQUALITY <mat chi ngrul e> Defines the matching rule for

<newat t ri but e>, for example,
casel gnor eMat ch.

Confidential and Proprietary, © Software.com, Inc. 2000



Customizing the Directory Schema

SYNTAX Defines the syntax for
1.3.6.1.4.1.1466. 115. 121. 1. <#> <newattri but e>.

Note: Replace # with the appropriate
number as defined in RFC 2252 and on
page 66.

[ SI NGLE- VALUE| MULTI - VALUE] Defines<newat t ri but e> asasingle- or
multi-valued attribute.

Note: If you do not include this
parameter, a multi-valued attributeis
assumed.

Givethe LDIF fileaname.

3. Usethel dapnodi f y command to modify theat t ri but eTypes attributein the
schema:

- D <manager Bi ndDN> -w <passwor d>
| dapnodi fy -f <attrib_filenane.ldif>

Where:
- D <manager Bi ndDN\N> - w Arethe login parameters, that is, the distinguished
<passwor d> name used for binding to the directory and the

password.

-f <attrib_filename.ldif> Tellsthe Directory server to read the entry
modification from the file
<attrib filenane.ldif>.

Adding a New Attribute to an Object Class You Created Previously
To add a new attribute to an object class that you have previously defined:

1. Create an LDIF fileto add the new attribute.
a. Delete the previously-defined object class.

Note: Make sure you have an up-to-date backup copy of the schema before you
delete any parts of it.

b. Redefine the object class with the new attribute.

Note: You can add optional attributes to an object class you created previously,
but you cannot add mandatory attributes.
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You perform these two steps with a single modify request. For example:

dn: cn=schenma

changeType: nodify

del ete: objectd asses

obj ect Cl asses: (<O D#> NAME * <cust onOC>' SUP <par ent OC>
[ STRUCTURAL | AUXI LI ARY | ABSTRACT]

MUST (<mandatory_attr1> $ <mandatory_attr2>)

MAY (<optional _attr1>))

add: objectd asses

obj ect O asses: (<O D#> NAME ‘ <custonDC' SUP <par ent OC>
[ STRUCTURAL | AUXI LI ARY | ABSTRACT]

MUST (<mandatory_attr1> $ <mandatory_attr2>)

MAY (<optional _attrl> $ <optional _attr2>))

Where:

dn: cn=schena Is the distinguished name of the LDAP
object being modified, in this case the
schema.

changeType: nodify Tells the Directory server to modify the
schenma object.

del ete: objectd asses Tells the Directory server to delete
obj ect Cl asses from the schema.

obj ect O asses: Signifies that the name of the schema
attribute being deleted isobj ect O asses.

Note: Deleting an object class entails
modifying the attribute called

obj ect O asses of the object class
schema. For more information, see
Chapter 7.

<O D#> Isthe OID of the object class being
modified. Use a number assigned to your
organization by IANA.

NAME ¢ <cust on0C>’ Defines the name of the object class being
modified as <cust omOC> (enclosed in* *).

SUP <par ent OC> Signifies that the name of the superior (or
parent) object class of <cust onOC> IS
<par ent OC>.

[ STRUCTURAL | AUXI LI ARY | Specifies whether the object class being
ABSTRACT] modified is structural, auxiliary, or abstract.
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MUST (<mandatory attri> $
<mandat ory_attr2>)

MAY (<optional _attr1>)

add: objectd asses

obj ect d asses:

(<optional _attrl> $
<optional _attr2>)

Givethe LDIF file aname.

Listsall of the attributes that must be
defined for this object class, separated by $.
Thislist must be enclosed in ().

Lists the existing optional attribute for this
object class, which must be enclosed in ().

Separates the del et e and add operations.

Tellsthe Directory server to add the
obj ect Cl asses attribute to the schema.

Signifiesthat obj ect Cl asses i sthe name
of the schema attribute being added.

Lists the optional attributes for this object
class, separated by $. Thislist must be
enclosed in (). <opti onal _attr2>isthe
new attribute you are adding.

Note: You must respecify the existing
attributes in addition to the new attributes.

3. Usethel dapnodi fy command to modify theat t ri but eTypes attribute:

- D <manager Bi ndDN> -w <passwor d>
| dapnodi fy -a -f <attrib_filenane.ldif>

Adding a New Class-of-Service Attribute

To add a new class-of-service attribute to the mai | Local User Pr ef s abject class:
1. Create an LDIF fileto add the new COS attribute:

a. Deletethenmi | Local User Pref s object class.

b. Redefinethemai | Local User Pr ef s object class with the new attribute.

You perform these two steps with a single modify request. For example:

dn: cn=schenma
changeType: nodify
del ete: objectd asses
obj ect d asses:
NAME ‘ nmi | Local User Pref s’
SUP top AUXI LI ARY)

add: objectd asses

obj ect d asses:
“mai | Local User Prefs’
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Where:

dn: cn=schenma States that the distinguished name of the
LDAP object being modified is
cn=schenm, meaning that you are
modifying the schema.

changeType: nodify Tells the Directory server to modify the
schena object.

del ete: objectd asses Tells the Directory server to delete
obj ect Cl asses from the schema.

obj ect O asses: Signifies that the name of the schema
attribute being deleted isobj ect O asses.
Note: Deleting an object class entails
modifying the attribute called
obj ect A asses of the object class
schema. For moreinformation, see
Chapter 7.

1.3.6.1.4.1.2415.2.2.2.12 Isthe OID of the mai | Local User Pref s
object class.

NAME * mai | Local User Pref s’ Signifies that the name of the object class
being modified ismai | Local User Pref s.

SUP t op Specifies that the superior (or parent) object
classof mai | Local User Pref s ist op.

AUXI LI ARY Specifiesthat mai | Local User Prefs isan
auxiliary object class.

- Separates the del etion step from the addition
step.

add: obj ectd asses Tells the Directory server to add
obj ect Cl asses to the schema.

obj ect O asses: Signifiesthat obj ect Cl asses isthe name
of the schema attribute being added.

MAY <mai | NewPr ef > Tellsthe Directory server that
mai | Local User Pr ef s has one optional
attribute called <mai | NewPr ef >.

Note: You must respecify any existing
attributes that you may have defined
previoudly in addition to adding the new
attributes.
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Givethe LDIF file aname, such as <attrib_filename.ldif>.

3. Usethe | dapnodi fy command to modify theatt ri but eTypes attribute:
- D <manager Bi ndDN> -w <passwor d>
| dapnodi fy -a -f <attrib filenane.ldif>

Defining Attribute Constraints

You may wish to add constraints to some of the attributes you define. Attribute
constraints are used to:

* Limit the number of charactersin astring

* Limit the number of attribute valuesto asingle value
* Limit attribute values to arange of values

* Limit attribute values to specific choices

To limit the number of charactersin the value of an attribute, insert a number enclosed
in braces after the syntax numeric string in the attribute definition. For example:

attributeTypes: ( <attribute O D> NAME <attribute_ name>
EQUALI TY <mat chi ng_rul e> SYNTAX <1. 2. 3. 4.5. 6. 7{256} >
SI NGLE_VALUE )

Where:

{256} Is the maximum number of charactersin the value of this attribute.

To limit the number of attribute values to one, insert the term SI NGLE- VALUE after
the syntax definition, as shown in the previous example.

To limit attribute values to arange of numbers, insert the term X- VAL UE-

CONSTRAI NT followed by * RANGE, <range of val ues>' into the attribute
definition. For example:

attributeTypes: ( <attribute_O D> NAME <attribute_ nane> EQUALITY
<mat chi ng_rul e> SYNTAX <1.2.3.4.5.6.7> SINGLE_VALUE

X- VALUE- CONSTRAI NT * RANGE, 0- 1" )

To limit attribute va ues to specific choices, insert the term X- VALUE- CONSTRAI NT
followed by * CHO CE, <choi ceA, choiceB, choiceC’ . For example:
attributeTypes: ( <attribute_O D> NAME <attribute_ name> EQUALITY

<mat chi ng_rul e> SYNTAX <1.2.3.4.5.6.7> SINGLE_VALUE
X- VALUE- CONSTRAINT ‘CHO CE, A/ D, S,L,MP)

This attribute can have any one of thevaluesA, D, S, L, M or P.
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Schema Checking

Schema checking is the process of checking a newly created or modified LDAP entry
before writing it to the Directory database to ensure that all data added to the
Directory database complies with the rules defined in the schema.

When the Directory server isinitialized, thei ndi r make utility:

1. ReadsthelSD schemafromtheschena. | di f file

2. Writesthe schemainthecn=schenma entry inthe Directory database.
When the Directory server comes up, it:

1. Readsthe schemafrom the Directory database.

2. Usesthe schemato check new and modified data beforeit is added to the
Directory database.

The Directory server checks all new and modified Directory database entries against
the schema to ensure that:

* Each entry contains the mandatory attributes of all specified object classes and
their superior object classes.

* Each entry contains only the mandatory and optional attributes specified in the
object class definitions. No other attributes are allowed.

* Each attribute has the syntax and number of values (single or multiple) specified
in the schema definition file.

* Attributes conform to their constraints.

The schema checking processis turned on by default for the Directory server. The
| dapSchemaCheck configuration key should alwaysremain settot r ue.

Schema changes made in the Directory server are automatically replicated to all
Directory Cache servers.

Note:  Schema checking enforces the rules for schema entries. When you provision
data, it ensures that attributes and their values comply with schema
definitions, but it does not tell you whether your definitions make sense. For
example, if you create a new object class, schema checking cannot tell you
whether it is placed properly in the object class hierarchy. If you create a new
attribute, schema checking cannot tell you whether it is defined correctly for
your purpose.

Post-Customization Tasks

74

After you add new attributes to the schema, they are referenced and utilized by the
Directory server and the Directory Cache serversin various ways:
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* Replication agreements specify which Directory database entries are copied and
maintained by a particular Directory Cache server. For more information on
replication agreements, see Chapter 4.

*  Attribute indexing improves the efficiency of directory searches by limiting them
to indexed attributes. For more information on attribute indexing, see Chapter 3.

*  Access Control Information (ACI) rules protect directory entries from
unauthorized tampering. You specify ACI rules for a specific object class or
attribute in order to allow or deny read or write access by a user or group of users.
For more information on ACI rules, see Chapter 2.

¢ Allocation rules define the attributes used to count and limit services, such as the
number of accounts or the number of userswith certain types of access. For more
information on allocation rules, see Chapter 6.

You must be sure to consider these factors when you customize the |SD schema.
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A Directory Information Tree (DIT) isthe hierarchical structure dictated by the LDAP
standard to organize directory entries. It takes the form of an inverted tree, with the
root at the top and the branches and leaves below it. InterMail includes an initial DIT,
which is created with the scriptinthei nit _dit. | di f filewhen InterMail is
installed. You can customize InterMail’sinitial DIT to meet the needs of your
organization.

This chapter provides guidelines to help you customize the InterMail DIT. It covers:
*  About InterMail’s Initial DIT
® Customizing DIT Entries

About InterMail’s Initial DIT

TheInterMail DIT representsthe structure of the Directory database. Each entry in the
DIT has adistinguished name (DN) that uniquely identifiesit within the tree, and a
relative distinguished name (RDN) that uniquely identifiesit among its peers at the
same nodein thetree. An entry’s DN consists of achain of the RDNs of each nodein
its path, in the form of <attribute name> = <attribute value> pairs separated by
commas. The leaf entry is on the left, with the remaining RDNs going up through the
tree to the root on the right.

Note: Thisstructure isthe opposite of that of filesin an operating system, where the
path goes from the highest-level directory on the left down to the specific
name on the right.

Figure 15 shows InterMail’s initial DIT.
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Root
Administration Application
Tree Tree
adminRoot domain
cn=admin root dc=<com>
adminPolicy
cn=full
adminPolicy domain
cn=default dc=<isp>
adminRole
cn=roleSPA
adminRealm | | organizationalUnit
cn=site ou=administration
adminAllocation
cn=allocCounts
person
adminGroup mail=root@<isp.com>
cn=site owner
organization

o=consumer

Figure 15 InterMail’s Initial DIT

InterMail’sinitial DIT is separated into two parts, the administration tree and the
application tree. The administration tree, which is the branch on the left side, contains
account management information such as class of service, administrative group, and
access control privileges required for InterMail administration. The administration
tree component of the initial DIT defines the minimum set of entries necessary to run
InterMail.

The application tree, which isthe branch on the right side, contains the information
that is returned to users as a result of Directory database queries, such as person
entries, organizations, and domains.

Theinitial DIT consists of only the skeletal information structure. You customize the
DIT by adding leaf nodes to the bottom of the tree structure.
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About the Administration Tree

Thefollowing tablelists the object classes and distinguished namesin theinitial DIT's
administration tree, and a description of what each represents.

Object Class

Distinguished Name

Description

adm nRoot

cn=adm n root

Thisentry isthe structural root of the
administration tree. It also contains the
allocation rules, which determine the attributes
to be counted and the maximum values of those
attributes.

adm nPol i cy

cn=full

Thisentry definestheinitial class of servicethat
has the maximum (full) set of permissions. A
class of serviceis aset of access permissions,
quotas, and default preferences for a group of
users. You can modify the full class of service or
create new classes of service from it. You can
associate new accountswith thisadmi nPol i cy
or any other newly created adni nPol i cy.

adm nPol i cy

cn=def aul t

Thisentry defines the default class of service,
which isused only if an account has no

admi nPol i cy assigned. You should not modify
the default admi nPol i cy entry.

adm nRol e

cn=r ol eSPA

This entry defines the role associated with the
Supervisory Provider Administrator.

Note: Theinitial DIT also defines other
administrative roles. Their common names (cn)
are: rol ePA, rol eSCSR, r ol eCSR, r ol eSQA,
rol eOA, rol eQUA, r ol eGA, and r ol eHOH. See
“ Defining Administrative Roles” on page 97 for
more information on these roles.

adm nReal m

cn=site

This entry defines the realm associated with the
site provider licensing InterMail. All other
realms are subordinate to thisone in the DIT.

adm nAl | ocati on

cn=al | ocCount s

This entry defines the maximum values for
attributes whose values you wish to count, as
well as data on current usage.

Note: Theinitial allocation entries are specified
intheinit_all ocations.|dif file notthe
init-dit.ldif file

adm nG oup

cn=site owner

This entry defines the administrative group for
role SPA to which administrators can be added.
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About the Application Tree

Thefollowing tablelists the object classes and distinguished namesin theinitial DIT's
application tree, and a description of what each represents:

Object Class DN Description

domai n dc=<con® Thisentry definesthelast part of the domain
name for commercia e-mail accounts. For
example, for Software.com, you would use
dc=com.

domai n de=<i sp> This entry defines the first part of the

domain name for e-mail accounts. This
represents the organization that has licensed
InterMail. For example, if an organization
called ISP.com licenses InterMail, this entry
would be dc=I SP.

organi zati onal Unit

ou=adm ni stration

Thisentry contains the person entriesfor the
first administrator created when the
directory isinstalled.

per son

mai | =r oot @i sp. conp

Thisentry contains the person entries that
correspond to the super user administrator.

organi zati on

o=consuner

Thisentry contains the person entriesfor the
consumer (non-business) mail customers of
the ISP,

The entriesin the InterMail application tree are constructed from the object classes
described in Chapter 5.

Customizing DIT Entries

You can customize the DIT to meet your organization’s unigque needs by modifying
the DIT in the following ways. The order of thislist corresponds to the sequence of
actions most commonly used by administrators.

*  Adding domains, organizations, and organizational units to the application tree

*  Madifying the Access Control Information (ACI) rules

*  Adding administrative groups

®* Adding administrators to an administrative group

* Adding administrative policies (classes of service)

*  Adding attribute constraints to an existing administrative policy

*  Maodifying attribute constraints

80
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* Modifying or adding class-of-service attributes

*  Modifying the allocation rules specifying which attributes are counted

*  Defining administrative roles

Caution!

You may add leaf entries only. You may modify only those entries that

you make yourself. Do not delete any entriesin theinitia DIT.

Adding Domains

You add new domainsto your DIT in order to set up mail accounts for anew customer
or to provide an additional network address for an existing customer.

To add anew domain:

1. Create an LDIF fileto add the new domain:

dn: dc=<isp> dc=<con
dc: <isp>

objectd ass: top

obj ect d ass: domain

obj ect d ass: nai | Domai n
obj ect d ass: organi zati on

domai nNanme: <ConpanyA>. <conp

domai nType: <L>
0: <ConpanyA>

Where:

dn: dc=<i sp>, dc=<con»
dc: <isp>

objectd ass: top

obj ectd ass: donmin

obj ect d ass: nai | Donmai n
obj ect d ass: organi zati on
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I's the distinguished name of the new domain.

I's the domain component representing the
name of the ISP or other company.

Arethe object classes containing the attributes
you are adding.

domai n isthe structural object class that
identifies the owner of a network address. It
containsthe dc attribute.

t op isthe parent class of donai n.

mai | Donai n isan auxiliary classthat is
mixed-in with domai n to create aDNS
domain name for an InterMail e-mail address.
It containsthe domai nNane and domai nType
attributes.

or gani zat i on isthe structural object class
that identifies the company or other top level
ingtitution. (It contains the o attribute.)
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domai nNare: I's the compl ete domain name you are adding.
<ConpanyA>. <conp

domai nType: <L> Defines the new domain as aLocal domain.
o: <CompanyA> | dentifies the organization that owns the new
domain.

Note: Thisisan optional attribute.

Note: The technical specification for LDIF can be found at http://search.ietf.org/
internet-drafts/draft-good-ldap-1dif-05.txt.

Save this LDIF file.

3. Usethe | dapadd command to add the new domain:

| dapadd -D <bi nddn> -w <password> -f <filename>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication

-f <fil ename> Specifies the name of the LDIF file you just created as the source

of anew entry in the Directory database.

Adding Organizations

82

You add a new organization when you add accounts to the Directory database for a
new customer. You can enter the new organization as a domain component (see
“Adding Domains’ on page 81), or you can enter it aan or gani zat i on entry, as
follows:

To add anew or gani zat i on entry:

1. Create an LDIF fileto add the new organization:
dn: o=<isp>, dc=<isp> dc=com
0: <isp>

objectd ass: top
obj ect d ass: organi zation

Where:
dn: o=<i sp>, I's the distinguished name of the new organization.

dc=<i sp>, dc=com

0: <isp> Is the name of the new organization.
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obj ectCl ass: top Isthe parent object class of or gani zat i on
obj ect Cl ass: Isthe object classthat corresponds to a company or other top level
organi zati on institution.

SavethisLDIFfile.
3. Usethel dapadd command to add the new organization:

| dapadd -D <bi nddn> -w <password> -f <filename>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication

-f <fil ename> Specifies the name of the LDIF file you just created as the source

of anew entry in the Directory database.

Adding Organizational Units

You add a new organizational unit when you want to group person entries by
department, regional office, or any other characteristic.

To add a new organizational unit:
1. Create an LDIF fileto add the new organizational unit:

dn: ou=<new_ou>, dc=<i sp>, dc=<con®
ou: <new_ou>

objectd ass: top

obj ect d ass: organi zational Unit

Where:

dn: ou=<new_ou>, dc=<isp>, cd=<conm®> |sthe distinguished name of the new
organizational unit.
Note: In this example, we add the new
organizational unit underneath a domain
component. You can also add organi zational
units underneath an organization or under
other organizational units.

ou: <new_ou> Is the name of the new organizational unit.

obj ect Cl ass: top I's the parent object class of
organi zational Unit.
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obj ect Cl ass: organi zational Unit Isthe object class that correspondsto a

Save this LDIF file.

department, regional office, or other
subdivision of an organization.

3. Usethel dapadd command to add the new organizational unit;

| dapadd -D <bi nddn> -w <password> -f <fil ename>

Where:

- D <bi nddn>

-w <passwor d>

-f <filenanme>

Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

Uses <passwor d> as the password for simple authentication

Specifies the name of the LDIF file you just created as the source
of anew entry in the Directory database.

Modifying Access Control Information Rules

Theinitial DIT defines Access Control Information (ACI) rules that specify who can
and cannot read or modify aparticular DIT entry. These rules take the following form:

aci Rul e: <bi ndDN>,

<per m ssi ons>

Where:

bi ndDN

bi ndType

obj ect d ass

attribute

<bi ndType>, <objectd ass>, <attribute>, <scope>,

Is a distinguished name that uniquely identifies the user in the
Directory. A null value ("") indicatesther oot user.

Can be yourself, agroup, or asubtree of the DIT.

Values:
sel f

group
subtree

Isthe object classin the Directory schemathat you want to access.
A null value (" ") indicates al object classes.

Note: See Chapter 7 for a list and description of InterMail object
classes.

Isthe attribute in the Directory schemathat you want to access. A
null value ("") indicates all attributes.

Note: See Chapter 7 for a list and description of InterMail
attributes.
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scope Specifieswhether the rule applies only to the entry specified, or to
all of its child entries also.
Values:
entry
children

per i ssi ons Are the access rights to be allowed or denied
Values:
ar to alow read access
awto allow write access
aar to allow read access and the right to delegate read access to
another user
aawto allow write access and the right to delegate write access to
another user

Theroot entry of theinitial DIT contains the following ACI rules:
ACIRule 1

aci Rul e: <"cn=site owner,cn=site, cn=adnmin root", group,"",

"", children, aar +aaw>

This rule gives the members of the site owner administrative group permission to
delegate read and write access to all abject classes and attributes for al Directory
database entries.

ACI Rule 2
aci Rule: <"",sel f,"","", children, ar>

Thisrulegivesall usersread accessto all object classes and attributes in the entries for
their own accounts.

The other ACI rules are part of the entry to be modified. For example;

dn: cn=full, cn=adm n root

cn=full

obj ectclass: top

obj ectcl ass: admi nPol i cy

obj ectcl ass: mmil UserPrefs

aci Rule: <"", subtree,"","",entry, ar>

Thisrule gives all users whose accounts have the highest class of service (called
full) read accessto all object classes and attributesin thisadmi nPol i cy.

You can add, delete, or modify ACI rules with thel dapnodi fy utility. When you
defineanew ACI rule, you are modifying the value of the aci Rul e attributein an
entry.

You add anew ACI rule when you want to alow or disallow a particular user or group
of usersto read or modify a particular DIT entry.
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To add anew ACI rule:
1. Create an LDIF fileto add the new ACI rule

dn: <entry to be nodified>

changeType: nodify

add: aciRule

aci Rul e: <bi ndDN>, <bi ndType>, <objectC ass>, <attribute>, <scope>,
<per m ssi ons>

Where:

dn:<entry to be nodified> Is the distinguished name (DN) of the
entry you want to modify (called the
t ar get DN).

changeType: nodi fy Indicates that you are modifying an entry.

add: aci Rule Indicatesthat you areaddinganaci Rul e
attribute to the DIT.

aci Rul e: <bi ndDN>, <bi ndType>, Isthe new ACI rule.

<obj ect O ass>, <attri but e>,
<scope>, <per m ssi ons>
Savethis LDIFfile.
3. Usethel dapnodi fy command to add the new ACI rule:

| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should
be a DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple
authentication.

-f <fil ename> Specifies the name of the LDIF file you just created as the

source of anew entry in the Directory database.

Adding Administrative Groups

You add a new administrative group to create a new set of administrators whose role
and privileges are different than those of existing administrative groups within the
same realm.

It isrecommended that you add a new administrative group through the InterManager
GUI. However, you can also add a new administrative group using the standard LDAP
utility | dapadd described in Chapter 9.
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To add a new administrative group:
1. Create an LDIF fileto define the new administrative group:

dn: cn=<new& oup>, cn=site, cn=adm n root
cn: <new& oup>

objectd ass: top

obj ect d ass: groupO Nanes

obj ect d ass: adni nG oup

adm nRol eDN: <adm nRol eDN>

adm nAl | owedAdmi nPol i cyDN:  <admi nPol i cyDN>
menber: <nmenber DN>

Where:

dn: cn=<new& oup>, cn=site, I's the distinguished name of the new

cn=adni n root administrative group.

cn: <newd oup> Is the common name of the new
administrative group.

obj ectCl ass: top Are the ancestor object classes of the

obj ect d ass: groupOf Nanes adni nG oup object class. Thismeansthat the
admi nG oup object classis derived from
gr oupO Nanes andt op, andinheritsthe
characteri sti cs of thesetwo object
classes.

obj ect O ass: adnmi nG oup Is the object class for administrative groups.

adni nRol eDN:  <adni nRol eDN\> Isamandatory attribute of the admi nG oup
object class. It describes the generic
privileges of this administrative group by
specifying the distinguished name of a
corresponding adni nRol e for this group.
Example:
adm nRol eDN:  <cn=r ol ePA, cn=adni n
r oot >

adni nAl | owedAdni nPol i cyDN: I's the distinguished name that determines the

<adni nPol i cy DN> class of service for an account in the group.

You can specify multiple

adm nAl | owedAdmi nPol i cyDNs to
represent different classes of service for
various accounts in the administrative group.

Example:

adm nAl | owedAdni nPol i cyDN:
<cn=full, cn=adm n root>

represents the highest level class of service,
having a full range of permissions.
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menber: <menber DN> | dentifies the person entries (members) of this
administrative group.
Example:
nmenber: <mail =r oot @ sp. com

ou=admi ni stration, dc=isp, dc=conp
Savethis LDIFfile.

3. Usethel dapadd command to add the new administrative group:

| dapadd -D <bi nddn> -w <password> -f <filename>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication

-f <fil ename> Specifies the name of the LDIF file you just created as the source

of anew entry in the Directory database.

Adding Administrators

88

You add a member to an administrative group when you add personnel having the
same rol e as the other members of the group, or when you create a new group. For
example, for a new department, you might add a new customer service representative
or anew organizational unit administrator.

To add an administrator to an administrative group, use the standard LDAP utility
| dapnodi fy, described in Chapter 9.

Note: Thisexample assumes that the person entry for the new administrator already
exists, and gives him new administrative permission.

To add a new administrator:
1. Create an LDIF fileto add the new administrator:

dn: cn=<groupNane>, cn=site, cn=admi n root
changeType: nodify

add: nmenber

menber: <newPer son>

Where:

dn: cn=<groupNane>, cn=site, Is the distinguished name of the administrative
cn=adm n root group <gr oupNane>.

changeType: nodify Indicates that you are modifying an entry.
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add: menber Indicates that you are adding a person to the
administrative group.

member:  <newPer son> I's the distinguished name of the new member of
the administrative group.
SavethisLDIFfile.
3. Usethel dapnodi fy command to add the new administrator:

| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication.

-f <fil ename> Specifies the name of the LDIF fileyou just created as the

source of anew entry in the Directory database.

Adding Administrative Policies

Administrative policies represent classes of servicein the DIT. You add a new
adni nPol i cy entry to create a new class of serviceif you want to define a new
combination of access permissions and services for a group of users.

Note: Thefollowing list of admi nPol i cy attributes represents the default class of
service, which has full administrative permission.

To add anew administrative policy:
1. Createan LDIF fileto define the new admni nPol i cy:

dn: cn=<newPol i cy>, cn=adm n root
cn: <new Policy>

objectd ass: top

obj ect d ass: admi nPol i cy
obj ectd ass: mmil UserPrefs
mai | Aut oRepl yMode: <N>

mai | Del i veryQpti on: <P>
mai | Forwar di ng: <0>

mai | | mpAccess: <all >

mai | | mapSsl Access: <al |l >
mai | | nt er Manager: <1>

mai | | nt er Manager Ssl : <1>
mai | LdapAccess: <all >

mai |l MaFilter: <0>

mai | M aFi | t er Per User: <0>
mai | Parent al Control : <1>
mai | PopAccess: <all >
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mai | PopSsl Access: <all >

mai | Quot aBounceNotify: <1>

mai | Quot aMaxMsgKB: <100>

mai | Quot aMaxMsgs: <1000>

mai | Quot aThreshol d: <70>

mai | Quot aTot Kb: <10000>

mai | Sel f Care: <1>

mai | Sel f CareSsl: <1>

mai | Snt pAccess: <1>

mai | Snt pAut h: <0>

mai | Snt pSsl Access: <1>

mai | Webnai | Access: <1>

mai | Webnai | UseSi gnat ur e: <1>

<list of admi nAttributeConstraints>
description: <text description of this admnistrative

pol i cy>

Where:

dn: cn=<newPol i cy>, Is the distinguished name of the new

cn=adni n root administrative policy.

cn: <new Policy> Is the common name of the new administrative
policy.

obj ectCl ass: top Is the parent object class of adni nPol i cy.

obj ect d ass: admi nPol i cy Isthe object class that contains the
administrative policy.

obj ectd ass: mail UserPrefs Is the object class that contains mail user

preferences for a class of service.
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mai | Aut oRepl yMode: <N> Are the mail user preference attributes that

mai | Del i veryOption: <P> define the services enabled for the default class
mei | Forwar ding: <0> of service, which has full administrative

mai | | mpAccess: <al | > permission. For the definitions and possible

mai | | mapSsl Access: <all >
mai | | nt er Manager: <1>

mai | | nt er Manager Ssl : <1>
mai | LdapAccess: <all >

mai | MaFilter: <0>

mai | M aFi |l ter PerUser: <0>
mai | Parent al Control : <1>
mai | PopAccess: <al |l >

mai | PopSsl Access: <al | >
mai | Quot aBounceNoti fy: <1>
mai | Quot aMaxMsgKB: <100>
mai | Quot aMaxMsgs: <1000>
mai | Quot aThr eshol d: <70>
mai | Quot aTot Kb: <10000>
mai | Sel f Care: <1>

mai | Sel f CareSsl: <1>

mai | Smt pAccess: <1>

mai | St pAut h:  <0>

mai | St pSsl Access: <1>

mai | Webnmai | Access: <1>
mai | Webnmai | UseSi ghat ure: <1>

values of these attributes, see Chapter 7.

<list of Isalist of attributes that specify who can modify
admi nAttribut eConstraint specific class-of-service attributes for an
attributes> account. For more information, see “Adding

Attribute Constraints’ on page 92.

description: <text Isatext description of the new administrative
description of this policy.
adm nistrative policy>

2. SavethisLDIFfile.

Usethe | dapadd command to add the new administrative policy:

| dapadd -D <bi nddn> -w <password> -f <fil enane>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication

-f <fil ename> Specifies the name of the LDIF file you just created as the

source of anew entry in the Directory database.
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Adding Attribute Constraints

Theadmi nAttri but eConst rai nt attributes of theadni nPol i cy structural object
class specify who can modify specific class-of-service attributes for an account. Class-
of-service attributes control access permissions, mailbox quotas, and user preferences,
and are found inthe mai | User Pr ef s auxiliary object class. For definitions and
syntaxes of these object classes and attributes, see Chapter 7.

You add a new attribute constraint to an existing class-of-service (caled f ul | inthis
example) when you want to define anew set of access permissions for a user or group
of users. You do thisusing the | dapnodi f y utility.

To add a new attribute constraint;
1. Create an LDIF file to add the new attribute constraint:

dn: cn=full, cn=adm n root

changeType: nodify

add: adm nAttri but eConstraint

admi nAttri buteConstraint: 1, <access-|evel > <attri bute-
nane>, <constr ai nt >, <val ue>

Where:

1 Isthe version number to keep track of changes.

<access- | evel > Isthe access level an administrator must have to modify the value
of an attribute. Accesslevels are listed in teh table on page
page 98.

<attri but e- name> Isthe name of the attribute to be constrained.

<constrai nt > Is one of the following:
MODI FY, meaning the value may be modified
NO_MODI FY, meaning the value may not be modified
RANGE, meaning the value must be within the specified range
CHQ CE, meaning the value is one of the specified choices

<val ue> Specifies the choices for the CHO CE option.

Specifies arange of values for the RANGE option.

SavethisLDIFfile.
3. Usethel dapnodi f y command to add the new constraint:

| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>
Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.
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-w <passwor d> Uses <passwor d> as the password for simple authentication

-f <fil ename> Specifies the name of the LDIF file you just created as the source
of anew entry in the Directory database.

There are anumber of default access constraintsintheinit _dit. 1 dif file. For
example, the following constraint specifies that an authenticated user with no
administrative permission (access level 10) is not allowed to modify the flag enabling
access to the standard SMTP service:

adm nAttri buteConstraint: <1,10, mail Sm pAccess, NO_MODI FY>

The following constraint specifies that a Group Administrator (access level 100) has
the authority to enable or disable account access to the SMTP service:

adm nAttri buteConstraint: <1,100, nail Snt pAccess, CHO CE, 0, 1>

The following constraint specifies that a Group Administrator has the authority to
control account access to the SSL-encrypted IMAP service:

adm nAttributeConstraint: <1,100, maill mapSsl Access, CHO CE, al I,
trusted, none>

Theadni nAttri but eConst rai nt attribute also defines the range of mail quota
values for the number of messages that can be accepted in an account’s mailbox, the
maximum size of a message, the maximum total storage space for messages, and the
point at which awarning to del ete some messages appears. For example, thefollowing
constraint specifies that a Group Administrator has the authority to set the maximum
size of amessage that can be accepted into an account’s mailbox at any level between
0 and 100 kilobytes:

adm nAttri buteConstraint: <1, 100, mail Quot aMaxMsgKB, RANGE, 0- 100>

Modifying Attribute Constraints

Administrators with permission to modify attribute constraints can give permission to
lower level administrators to modify specific class-of-service attributes.

To modify an existing attribute constraint in an administrative policy:
1. Create an LDIF file to modify the attribute constraint:

dn: cn=rol eSPA, cn=adm n root

changeType: nodify

del ete: adm nAttri but eConstraint

admi nAttri buteConstraint: <version>,

<access-| evel >, <attri but e- nane>, <constrai nt >, <ol d_val ue>

add: adm nAttri buteConstraint

adm nAttri buteConstraint: <version, access-| evel,
attri but e- nane, constrai nt, new val ue>
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Where:

dn: cn=rol eSPA, cn=adm n root

changeType: nodify
del ete: adm nAttri buteConstraint
adm nAttri buteConstraint:

<version, access-| evel ,attri bute-
nane, constraint, ol d_val ue>

add: adm nAttributeConstraint

adm nAttri buteConstraint:
<version, access-| evel ,attri bute-
nane, constrai nt, new_val ue>

I's the distinguished name of the
administrative role whose permissions you
are modifying.

Indicates that you are modifying an entry.

Indicates that you are deleting an
admi nAttri but eConst rai nt attribute.

Isthe old value of the
admi nAttri but eConstraint attribute
that you want to delete.

Is a separator between operations.

Indicates that you are adding an
adm nAttri buteConstrai nt
attribute.

Is the new value of the
admi nAttri but eConstraint attribute
that you want to add.

SavethisLDIFfile.

3. Usethel dapnodi fy command to modify the attribute constraint value:
| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>
Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a

DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication.

-f <fil ename> Specifies the name of the LDIF fileyou just created as the

source of anew entry in the Directory database.

Modifying Class-of-Service Attributes

The default values of the class-of-service attributes for the highest class of service
(caled ful | becauseit hasthe full set of access privileges) are initialized in the
init_dit.ldif file Thedefinitionsand possible values of these attributes are
described in Chapter 7.

You modify class-of-service attribute val ues when you want to change the permissions
or the mail user preferences for a class-of-service.

94 Confidential and Proprietary, © Software.com, Inc. 2000



Customizing the DIT

To modify class-of-service attribute val ues:
1. Create an LDIF fileto define the attribute values to be modified:

dn: cn=full, cn=adm n root
changeType: nodify

del ete: <attri buteNane>
<attributeNane>: <old _val ue>

add: <attri but eNanme>
<at tri but eNane>: <new val ue>

Where:

dn: cn=full, cn=adnin root Isthe distinguished name of the administrative
policy caledful I .

changeType: nodify Indicates that you are modifying the entry.

del ete: <attri but eNanme> Indicates that you are deleting the value of an
attribute.

<attribut eName>: <ol d_val ue> Isthe value of the attribute that you are
deleting.

- I's a separator between operations.

add: <attribut eName> Indicates that you are adding the value of an
attribute.

<attribut eName>: <new val ue> Isthe value of the attribute that you are
adding.

SavethisLDIFfile.
3. Usethel dapnodi f y command to modify the attribute val ues:

| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication.

-f <fil ename> Specifies the name of the LDIF file you just created as the source

of anew entry in the Directory database.
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Adding COS Attributes

Adding a new COS attribute requires making a change to the Directory schema. The
mai | User Pr ef s object class contains pre-defined class of service related mail
attributes that specify user preferences for POP, IMAPR, WebEdge, and SMTP access.
Thermai | Local User Pr ef s object classis defined to contain any custom mail
attributes that you wish to create for your organization. For information on how to do
this, see Chapter 5.

Adding Allocation Rules

Theinitial DIT defines allocation rules that specify attributes to be counted, such as
the total number of accounts, the number of accounts able to use a certain feature, the
number of domains, and so on. These rules take the following form:

adni nAl | ocRul es:
1, <attri but eName>, <numAttri but e>, <nmaxAttri but e>, <val uecount =#>

Where:

1 Isthe version number, which is used to keep track of rule
changes.

attri but eNane Isthe name of an attribute used in the application tree entry.

numAttri bute Isthe name of the attribute in the admi nAl | ocat i on
object class that specifies the current number of the thing
you are counting.

maxAttri bute Isthe name of an attributein theadmni nAl | ocat i on object
class that specifies the maximum number of the thing you
are counting.

val uecount =# Isalist of values and their counts.
Note: For Boolean attributes, the syntax is:
*=hoolean

where* isequal to 1 if True, and equal to O if False.
For integer attributes, the syntax is:

*=integer

where * isthe integer value.

To add anew allocation rule;
1. Create an LDIF fileto add the new alocation rule;

dn: cn=adm n root

changeType: nodify

add: adm nAl | ocRul es

adm nAl | ocRul es: 1, <newAttribute>, <numAttri bute>,
<maxAttri but e>, <val ueCount =1>
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Where:

dn: cn=admin root Isthe distinguished name of the structural root
of the administration tree.

changeType: nodify Indicates that you are modifying a schema
entry.

add: admi nAl | ocRul es Indicates that you are adding an allocation
rule.

admi nAl | ocRul es: <1, Defines the new allocation rule.

newAttribute, numAttribute,
maxAttri bute, val ueCount=1>
Save this LDIF file.

3. Usethel dapnodi fy command to add the new allocation rule:

| dapnodi fy -D <bi nddn> -w <password> -f <fil enane>

Where:

- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
DN as defined in RFC 1779.

-w <passwor d> Uses <passwor d> as the password for simple authentication.

-f <fil ename> Specifies the name of the LDIF fileyou just created as the

source of anew entry in the Directory database.

Note:  You must also modify the Directory schema object classadni nAl | ocati on
to add the new attributes numat t ri but e and maxAt t ri but e. For
instructions for adding attributes to the Directory schema, see Chapter 5.

Defining Administrative Roles

InterMail’sinitial DIT specifies the access control privileges for several InterMail
administrative roles. The accessLevel attributeintheadni nRol e entry
numerically represents the access level of arolein the DIT in order to show therole
hierarchy. Roles with higher access levels have more privileges to create and modify
Directory database entries than do roles with lower access levels. Members of each
role can create and delete administrative groups with lower access levels.

Note:  You should not modify the access level of arole.
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The predefined administrative roles and their access levels are:

Role Access Level
Supervisory Provider Administrator (SPA) 900
Provider Administrator (PA) 800
Supervisory Customer Service Representative (SCSR) 700
Customer Service Representative (CSR) 600
Supervisory Organization Administrator (SOA) 500
Organization Administrator (OA) 400
Organizational Unit Administrator (OUA) 300
Group Administrator (GA) 100
Head of Household (HOH) 50
Authenticated User (no administrative permission) 10
Anonymous L ogin (non-authenticated user) 1

Note: If youloginasr oot , you bypassall attribute constraint checks and have
permission to change any directory data. Use root access only if the task
cannot be performed by any of the other roles.

Adding Administrative Realms

We recommend that you use the InterManager GUI if you wish to add a new
adm nReal m
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The Integrated Services Directory (1SD) schema defines the rules for the structure and
values of the datathat can be stored in the Directory database and the Directory Cache
databases. It setsthe rules that the Directory server and its clients use during account
provisioning and during search and update operations. All serversand utilities read the
schemafromtheschenma. | di f file, whose pathname is specified in the
Configuration database on each host machine. The Directory server and the Directory
Cache servers write the schema as an entry in their databases.

In LDAP-based directories such asthe ISD, the schemais composed of attribute and
object class definitions. An attribute isinformation describing one trait of a Directory
database object. An object classisa collection of attributes that defines atype of data.
For example, auser’s common name, surname, and password are represented by the
cn, sn, and user Nane attributesin the per son object class. For a detailed
explanation of object classes and attributes, see Chapter 5.

TheISD schemais extensible; that is, you can add attributes and object classestoitin
order to meet the unique needs of your organization. For instructions on how to
customize the schema, see Chapter 5.

This chapter defines the LDAP object classes and attributes in the |SD schema. It
presents this information in two types of tables:

* Tables defining object classes
* Tables defining attributes, which are listed alphabetically

Note: TheISD schemais subject to change without notice by Software.com. Never
make changes to the Directory database directly. Instead, use the| dapadd
and | dapnodi fy utilitiesto customize the schema. For instructions on how
to do this, see Chapter 5. For adiscussion of the APIs, see the InterMail Mx
Reference Guide.
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Tables Defining LDAP Object Classes

An object classis defined in the ISD schema by:

100

A name that uniquely identifies the object class

An object identifier (OID)

A classtype (structural, auxiliary, or abstract)

Mandatory attributes
Optional attributes

For example, the InterMail auxiliary object class mai | Domai n isdefined in the
schena. | di f fileasfollows:

obj ect cl asses:

NAME ‘ mai | Domai n’
SUP top AUXI LI ARY
MUST ( domai nNane $ donai nType )

MAY ( nail Rel ayHost $ mail RewriteDomain $ nmil Wl dcardAccount ) )

Where:

obj ect cl asses

1.3.6.1.4.1.2415.2.2.2.2

NAME ‘ mai | Domai n’

SUP top

AUXI LI ARY

MJST (donai nNanme $
domai nType )

MAY ( nmi |l Rel ayHost $
mai | Rewri teDomain $
mai | W1 dcar dAccount )

(1.3.6.1.4.1.2415.2.2.2.2

Indicates that an object class is defined.

Isthe OID.

Note: You can request OlDs for your organization
from the Internet Assigned Numbers Authority
(IANA), using the form at URL

http: //www.isi.edu/cqi-bin/iana/enter prise.pl

Defines the name of the object class as
mai | Domai n.

Indicates that the parent object class of
mai | Domai nist op.

Defines mai | Domai n as an auxiliary object
class.

Lists the mandatory attributes of the
mai | Domrai n object class, separated by $.

Lists the optional attributes of the mai | Domai n
object class, separated by $.

This section aphabetically lists and defines each of the object classesin InterMail.
The mandatory attributes within each object class are listed alphabetically in atable,
followed by an alphabetical list of the optional attributes. LDAP standard object
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classes and attributes are noted by areference to the RFC and paragraph number in
which they are defined, for example, RFC 2256 paragraph 5.4. You can find the RFCs
at http://www.rfc-editor.org.

adminAllocation
Class Type: auxiliary
Parent Class: t op
Related Structural Classes: adni nReal m adni nAl | ocCount s

This object classis used to set numerical limits for licensed or allocated features used
within an admi nReal mobject, such as number of users, storage space, number of
organizations, number of accounts with POP service enabled, number of accounts
with IMAP service enabled, and number of accounts with WebEdge enabl ed.

Attributes have prefixes of max, num or used. max indicates the upper limit, while
numand used indicate the amount currently used. When anai | User objectis
created or updated, the currently-used attributes for the newly enabled featuresfor that
account are incremented from the corresponding adni nAl | ocat i on object. When
features are disabled, the corresponding currently-used attributes of

admi nAl | ocati on are decremented. If the feature enabled causes the alocation to
reach its maximum limit, the update is denied.

Attribute Name Mandatory/Optional
adminAllocSubtots Optional
adminMaxDomains Optional
adminMaxIMAP Optiona
adminMaxIM APSSL Optiona
adminM ax| nterM anager Optiona
adminMaxMailingLists Optional
adminMaxPOP Optional
adminMaxPOPSSL Optional
adminMaxRealms Optional
adminMaxSelfCare Optional
adminMaxSMTP Optional
adminMaxSM TPSSL Optional
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Attribute Name Mandatory/Optional
adminMaxStorageK B Optional
adminMaxUsers Optiona
adminMaxWebMail Optional
adminNumDomains Optional
adminNumIMAP Optional
adminNumIMAPSSL Optional
adminNumlnterManager Optiona
adminNumMailingLists Optiona
adminNumPOP Optiona
adminNumPOPSSL Optional
adminNumRealms Optional
adminNumSelfCare Optional
adminNumSMTP Optiona
adminNumSM TPSSL Optional
adminNumUsers Optional
adminNumWebMail Optiona
adminPolicyDNUsed Optional
adminUsedStorageK B Optional

adminAllocCounts
Class Type: structural
Parent Class: t op

This object classis used internally for tracking allocations.

Attribute Name Mandatory/Optional

cn Mandatory
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adminGroup
Class Type: structural
Parent Class: gr oupOf Nanes

This object class defines the permissions associated with a group of administrators.
Themenber attribute of the gr oupOf Nanmes class identifies the person entries of the

group.

Attribute Name Mandatory/Optional
adminRoleDN Mandatory
adminAllowedAdminPolicyDN Optional
adminAllowedDomains Optional
adminAttributeConstraint Optional
adminParentDomains Optional
adminSuperiorAttributeConstraint Optional

contactinfo Optional

member Optional

adminPolicy
Class Type: structural
Parent Class: t op
Auxiliary Classes: mai | Local User Prefs, mai | User Prefs

This object class represents a class-of-service, and contains attribute values
representing the mail policy for an end-user.

Theadmi nAttri but eConstrai nt attribute defines the rules governing who may
change an admi nPol i cy attribute and what values those attributes may be assigned.

Classes of service are described in the InterMail Mx Operations Guide.

Attribute Name Mandatory/Optional
cn Mandatory
adminAttributeConstraint Optional
adminParentAdminPolicy Optional
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Attribute Name Mandatory/Optional
adminProvisionOnly Optional
adminTemplateOnly Optional
description Optional

adminRealm

104

Class Type: structural

Parent Class: t op

Auxiliary Classes: admi nAl | ocati on

This object classisthe basic building block of administrative control in the Integrated
Services Directory (1SD). Objectsin this class are created and maintained through the
InterManager GUI. The Directory server enforces the access privileges described.

Theadni nGr oup objects directly beneath an admi nReal mobject define groups of
people with administrative privileges within the scope of the adnmi nReal mobject.

Attribute Name Mandatory/Optional
cn Mandatory
adminApprovedSendersList Optional
adminAttributeConstraint Optiona
adminParental RejectAction Optiona
adminPolicyGrantDN Optional
adminSuperiorAttributeConstraint Optional
adminTargetDN Optiona

billingld Optional

contactinfo Optional
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adminRealmSpec

Class Type: structural

Parent Class: t op

This object class contains the default values for realm related entries. It providesa
template for realm creation in the InterManager GUI.

Attribute Name

Mandatory/Optional

adminReamType Mandatory
adminDefaultCreatedGroups Optiona
adminDomainSpecControl Optional
adminMinAllowedAccessl evel Optiona
adminTargetObjectClass Optional

adminRole

Class Type: structural
Parent Class: t op

Auxiliary Classes. none

This object class defines the access control privileges for associated InterMail
administrative groups. These objects are defined in the Configuration database
(confi g. db) and are read-only on the server.

Attribute Name Mandatory/Optional
adminAccessL evel Mandatory

cn Mandatory
adminAllowedCreateClasses Optional
adminAllowedUpdateClasses Optional
adminCreatePeerAdminGroup Optional
adminCreatePeerAdminPolicy Optional
adminCreateRealm Optional
adminCreateSubAdminGroup Optional
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Attribute Name Mandatory/Optional

adminCreateSubAdminPolicy Optional

adminDefinePeerAdminPolicyAttribute | Optional

adminDefineSubAdminPolicyAttribute | Optional

adminDel etePeerAdminGroup Optional

adminDel etePeerAdminPolicy Optional

adminDeleteRealm Optional

adminDel eteSubAdminGroup Optional

adminDeleteSubAdminPolicy Optional
adminRoot

Class Type: structural
Parent Class: t op

This object classis the structural root of the administration tree, containing policies,
roles, realms, and administrative groups.

Attribute Name Mandatory/Optional
cn Mandatory
adminAllocationRules Optional
adminPolicyDefaultDN Optional

adminTarget
Class Type: auxiliary
Parent Class: t op

Related Structura Classes. domai n, i net Or gPer son, or gani zat i on,
organi zati onal Uni t

This object class is mixed with each of the InterMail structural object classesin the
application tree of the DIT in order to identify the realm associated with each.

Attribute Name Mandatory/Optional

adminRealmDN Mandatory
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adminUserPrefs
Class Type: auxiliary
Parent Class: t op
Related Structural Class. i net Or gPer son, person

This object class can be mixed in with any i net Or gPer son. It specifies additional
attributes that can be used by the InterManager GUI.

Attribute Name Mandatory/Optional
adminLastLogin Optiona
adminPreferredLocale Optional
labeledURI Optional

alias
Class Type: structural
Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.2.

Attribute Name Mandatory/Optional

aliasedObjectName Mandatory

applicationEntity
Class Type: structural
Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.13.

Attribute Name Mandatory/Optional
presentationAddress Mandatory

cn Mandatory

description Optional

I Optional

0 Optional

ou Optional
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Attribute Name

Mandatory/Optional

seeAlso

Optional

supportedA pplicationContext

Optional

applicationProcess

Class Type: structural

Parent Class: t op

Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.12.

Attribute Name Mandatory/Optional
cn Mandatory

description Optional

I Optional

ou Optional

seeAlso Optional

certificationAuthority

108

Class Type: auxiliary

Parent Class: t op

Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.17.

Attribute Name Mandatory/Optional
authorityRevocationList Mandatory
CACertificate Mandatory
certificateRevocationList Mandatory
crossCertificatePair Optional
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certificationAuthority-V2
Class Type: auxiliary
Parent Class: certificationAuthority
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.20.

Attribute Name Mandatory/Optional

deltaRevocationList Optiona

changeLogEntry
Class Type: structural
Parent Class: t op
Auxiliary Classes. none
This object classis used to store LDAP change logsin the Directory database.
Thisisan LDAP standard object class, described in draft-good-1dap-changel og-00.txt.

Attribute Name Mandatory/Optional
changeNumber Mandatory
changeType Mandatory

targetDN Mandatory

changes Optional
deleteOIdRDN Optional

newRDN Optional

newSuperior Optional

count ry

Class Type: structural
Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.3.

Attribute Name

Mandatory/Optional

Cc

Mandatory
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Attribute Name Mandatory/Optional
description Optional
enhancedSearchGuide Optiona

cRLDistributionPoint
Class Type: structural
Parent Class: top
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.21.

Attribute Name Mandatory/Optional

cn Mandatory

authorityRevocationList Optional

certificateRevocationList Optional

deltaRevocationList Optional
dcObject

Class Type: auxiliary
Parent Class: t op
Related Structural Classes. or gani zat i on, or gani zat i onal Uni t

Thisisan LDAP standard object class (RFC 2247 paragraph 5.1) that identifies
domain component objects.

Attribute Name Mandatory/Optional

dc Mandatory

device
Class Type: structural

Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.15.

Attribute Name Mandatory/Optional

cn Mandatory
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Attribute Name Mandatory/Optional
description Optional
I Optional
0 Optional
ou Optional
owner Optional
seeAlso Optional
serialNumber Optional

dmd
Class Type: structural

Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.22.

Attribute Name Mandatory/Optional
dmdName Mandatory
businessCategory Optional
description Optional
destinationlndictor Optional
enhancedSearchGuide Optional
facsimileTelephoneNumber Optional
internationall SODNNumber Optional

I Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postOfficeBox Optional
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Attribute Name Mandatory/Optional
preferredDeliveryMethod Optional
registeredAddress Optional
seeAlso Optional
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
userPassword Optional
x121Address Optional

domain
Class Type: structural
Parent Class: t op
Auxiliary Classes: admi nTar get , mai | Donmai n

Thisisan LDAP standard object class (RFC 2247 paragraph 5.2) that identifies the
owner of anetwork address. The domain name of an account isincluded in its primary
e-mail address. For example, sof t war e. comis adomain name.

Attribute Name Mandatory/Optional
dc Mandatory
businessCategory Optional

description Optional
destinationlndicator Optional
enhancedSearchGuide Optiona
facsimileTelephoneNumber Optional

internationall SDNNumber Optional
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dsA

Attribute Name

Mandatory/Optional

I Optional
o] Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postal OfficeBox Optional
preferredDeliveryMethod Optional
registeredAddress Optional
seeAlso Optiona
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
userPassword Optiona
x121Address Optiona

Class Type: structural

Parent Class: appl i cationEntity

Thisisan LDAP standard object class defined in RFC 2256 paragraph 7.14.

Attribute Name

Mandatory/Optional

knowledgel nformation

Optional
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groupOfNames
Class Type: structural
Parent Class: t op
Auxiliary Classes: none

Thisisan LDAP standard object class (RFC 2256 paragraph 7.10) that specifiesthe
names of members in an administrative group.

Attribute Name Mandatory/Optional
cn Mandatory
businessCategory Optional

description Optional

member Optional

o} Optional

ou Optional

owner Optional

seeAlso Optional

groupOfUnigueNames
Class Type: structural
Parent Class: t op
Thisisan LDAP standard object class defined in RFC 2256 paragraph 7.18.

Attribute Name Mandatory/Optional
cn Mandatory

uniqueM ember Mandatory
businessCategory Optional

description Optional

o} Optional

ou Optional

owner Optional
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Attribute Name Mandatory/Optional
seeAlso Optional
inetOrgPerson

Class Type: structural
Parent Class: or gani zat i onal Per son

Auxiliary Classes. admi nTar get , admi nUser Pref s, mai | Local User Pr ef s,
mai | User, mai | User Prefs

Thisisan LDAP standard object class (Internet Draft http://search.ietf.org/internet-
drafts/draft-smith-Idap-inetorgperson-03.txt) that represents people who are
associated with an organization.

Attribute Name Mandatory/Optional
audio Optional
businessCategory Optional
carLicense Optional
departmentNumber Optional
displayName Optional
employeeNumber Optional
employeeType Optional
givenName Optional
homePhone Optional
homePostal Address Optiona
initials Optional
jpegPhoto Optional
labeledURI Optional
mail Optional
manager Optional
mobile Optional
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Attribute Name Mandatory/Optional
o] Optional
pager Optional
photo Optional
preferredLanguage Optiona
roomNumber Optional
secretary Optional
uid Optional
userCertificate Optional
userPKCS12 Optional
userSMIMECertificate Optional
x500Uniquel dentifier Optional

locality
Class Type: structural
Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.4.

Attribute Name Mandatory/Optional
description Optional
enhancedSearchGuide Optional
I Optional
seeAlso Optional
st Optional
street Optional
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mailDomain
Class Type: auxiliary
Parent Class: t op
Related Structural Classes: donai n

This object class specifies a DNS domain name for InterMail e-mail addresses and
related attributes. It is used to add mail-related attributes to donmai n entries.

Attribute Name

Mandatory/Optional

domainName Mandatory
domainType Mandatory
mailRelayHost Optional
mailRewriteDomain Optional
mailWildcardA ccount Optional

mailLocalUserPrefs
Class Type: auxiliary

Parent Class: t op

Related Structural Classes. adni nPol i cy, i net Or gPer son

This object classis for extended attributes only; it is delivered empty. Customers
define new class-of-service attributes and user preferences here. These custom
atributes are treated just like the attributesin mai | User Pr ef s.

mailUser
Class Type: auxiliary

Parent Class: t op

Related Structural Classes. i net Or gPer son

This object class adds mail-related attributes to the per son object class. It can be
mixed with object classes, such asr esi dent i al Per son,
or gani zat i onal Per son, and so on.

Attribute Name

Mandatory/Optional

adminPolicyDN

Mandatory

mail

Mandatory
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Attribute Name Mandatory/Optional
billingld Optional
mailAlternateAddress Optiona
mail AutoReplyHost Optional
mailboxId Optional
mailboxStatus Optional
mail ForwardingAddress Optional
mailLogin Optional
mailMessageStore Optional
mailPassword Optional
mailPasswordType Optional
mail POPProxyHost Optional
mail SMTPRelayHost Optional

mailUserPrefs
Class Type: auxiliary
Parent Class: t op
Related Structural Classes. adni nPol i cy, i net Or gPer son

This object class contains class-of-service-related mail attributes, including
permissions for POP, IMAP, WebEdge, and SMTP access.

Attribute Name Mandatory/Optional
mailAllowThesel ps Optional
mail AutoReplyM ode Optional
mai| By passA uthentication Optional
mailDeliveryOption Optional
mailForwarding Optional
mailIMAPA ccess Optional
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Attribute Name

Mandatory/Optional

mailIMAPSSL Access Optional
maillnterM anager Optional
maillnterManager SSL Optiona
mailL dapAccess Optional
mailM TAFilter Optional
mailM TAFilterPerUser Optional
mail Parental Control Optional
mail POPA ccess Optional
mail POPSSL A ccess Optional
mailQuotaBounceNotify Optiona
mailQuotaM axM sgK B Optional
mailQuotaM axM sgs Optional
mailQuotaT hreshold Optional
mailQuotaTotK B Optiona
mail SelfCare Optional
mail SelfCareSSL Optional
mail SMTPA ccess Optional
mailSMTPAuth Optional
mail SMTPSSL Access Optiona
mailWebMail Access Optiona
mailWebM ail AddressBookLimit Optional
mailWebMail AddressBookListLimit | Optional
mailWebMail AttachLimit Optional
mailWebMail AttachSizel imit Optional
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Attribute Name Mandatory/Optional
mailWebMail ConfirmDel ete Optional
mailWebMailM sgAttachLimit Optiona
mailWebM ailUseSignature Optional

organization

120

Class Type: structural
Parent Class: t op
Auxiliary Classes. admi nTar get , dcObj ect

Thisisan LDAP standard object class (RFC 2256 paragraph 7.5) that corresponds to
an entire company or other top-level ingtitution. Organizations are typically created
when a company initially purchases an initial set of e-mail accounts and services.
Organizations are containers for organizational units and e-mail accounts.

Attribute Name Mandatory/Optional
0 Mandatory
businessCategory Optional
description Optional
destinationlndicator Optiona
enhancedSearchGuide Optiona
facsimileTelephoneNumber Optional
internationall SODNNumber Optional

I Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postOfficeBox Optiona
preferredDeliveryMethod Optional
registeredAddress Optional
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Attribute Name Mandatory/Optional
seeAlso Optional
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
userPassword Optional
x121Address Optiona

organizationalPerson
Class Type: structural
Parent Class: per son
Auxiliary Classes. none

Thisisan LDAP standard object class (RFC 2256 paragraph 7.8) that describes an
employee within an organization.

Attribute Name Mandatory/Optional
destinationlndicator Optional
facsimileTelephoneNumber Optional
internationall SDNNumber Optional
I Optional
ou Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postal OfficeBox Optional
preferredDeliveryMethod Optional
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Attribute Name Mandatory/Optional
registeredAddress Optional
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
title Optional
x121Address Optiona

organizationalRole

122

Class Type: structural

Parent Class: t op

Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.9.

Attribute Name Mandatory/Optional
cn Mandatory
description Optional
destinationlndicator Optional
facsimileTelephoneNumber Optional
internationall SDNNumber Optional

I Optional
ou Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postOfficeBox Optional
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Attribute Name Mandatory/Optional
preferredDeliveryMethod Optional
registeredAddress Optional
roleOccupant Optional
seeAlso Optional
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
x121Address Optional

organizationalUnit
Class Type: structural
Parent Class: t op
Auxiliary Classes. admi nTar get , dcObj ect

Thisisan LDAP standard object class (RFC 2256 paragraph 7.6) that identifies a
group within an organization, such as a department within a company. This object
classis used as a convenience for subdividing an organization and is optional.

Attribute Name Mandatory/Optional
ou Mandatory
businessCategory Optional

description Optional
destinationlndicator Optional
enhancedSearchGuide Optiona
facsimileTelephoneNumber Optional

internationall SDNNumber Optional
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Attribute Name Mandatory/Optional
I Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postOfficeBox Optiona
preferredDeliveryMethod Optional
registeredAddress Optional
seeAlso Optiona
st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optional
telexNumber Optional
userPassword Optiona
x121Address Optiona
partition

Class Type: structural
Parent Class: t op
Auxiliary Classes. none

This object classis used internally to define partitions in the Configuration database.

Attribute Name Mandatory/Optional
cn Mandatory
partition Optional
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person
Class Type: structural
Parent Class: t op

Auxiliary Classes: admi nTar get , mai | User, mai | User Pref s,
mai | Local User Prefs

Thisisan LDAP standard object class (RFC 2256 paragraph 7.7) that corresponds to
an individual user within an organizational unit. A person object specifiesinformation
such as a person’s name, password, and telephone number.

Attribute Name Mandatory/Optional
cn Mandatory

sn Mandatory

description Optional

seeAlso Optional
telephoneNumber Optional

userPassword Optional

replAgreement
Class Type: structural
Parent Class: t op

Auxiliary Classes: none

This object classis used internally to store replication agreements defined in the

Configuration database.

Attribute Name

Mandatory/Optional

cn Mandatory
updatel nterval Mandatory
consumer|dentity Optional
consumerPassword Optional
lastChangeNumber Optional
replArea Optional
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Attribute Name

Mandatory/Optional

supplierReference

Optional

residentialPerson

126

Class Type: structural

Parent Class: per son

Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.11.

Attribute Name Mandatory/Optional
I Mandatory
businessCategory Optional
destinationlndicator Optional
facsimileTelephoneNumber Optional
internationall SDNNumber Optional
physicalDeliveryOfficeName Optional
postalAddress Optional
postalCode Optional
postOfficeBox Optional
preferredDeliveryMethod Optional
registeredAddress Optional

st Optional
street Optional
telephoneNumber Optional
teletexTerminal I dentifier Optiona
telexNumber Optional
x121Address Optional

Confidential and Proprietary, © Software.com, Inc. 2000



Directory Schema Tables

scConfig
Class Type: structural
Parent Class: t op

This object class represents a configuration object.

Attribute Name Mandatory/Optional
cn Mandatory
scAttributel ndexinfo Optional

scConfigRoot
Class Type: structural
Parent Class: t op

This object class represents the configuration root.

Attribute Name Mandatory/Optional

cn Mandatory

scCacheDirDbStatus Optional
subschema

Class Type: auxiliary

This object classis used to store the LDAP schemain the Directory database. It is
defined in RFC 2252 paragraph 7.2.

Attribute Name Mandatory/Optional
attributeTypes Optional
ditContentRules Optional
ditStructureRules Optional
matchingRules Optional
matchingRuleUse Optional
nameForms Optional
objectClasses Optional
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top
Class Type: abstract

Thisisan LDAP standard super object class (RFC 2256 paragraph 7.1) from which all
structural object classes are derived. This object class ensures that all LDAP entries
contain an obj ect Cl ass value.

Attribute Name Mandatory/Optional

objectClass Mandatory

userSecuritylnformation
Class Type: auxiliary
Parent Class: t op
Thisisan LDAP standard object class, defined in RFC 2256 paragraph 7.19.

Attribute Name Mandatory/Optional

supportedAlgorithms Optional

Tables Defining LDAP Attributes

An attribute is defined in the ISD schema by:

* A namethat uniquely identifies the attribute
* AnOID

* A matchingrule

* A syntax type

* Anindication of whether the attribute can have only a single value or multiple
values

® Congtraints on the attribute values
For example, theschema. | di f file defines the attribute domai nType asfollows:

attributetypes: ( 1.3.6.1.4.1.2415.2.2.1.5

NAME * domai nType’

EQUALI TY caseExact Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.44 {1} SI NGLE- VALUE
X- VALUE- CONSTRAI NT ‘CHO CE, L, R N 1" )

Where:

attributetypes Indicates that an attribute is defined.
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1.3.6.1.4.1.2415.2.2.1.5

NAME * domai nType’

EQUALI TY caseExact Mat ch

SYNTAX
1.3.6.1.4.1.1466. 115. 121. 1. 44

{1}

SI NGLE- VALUE

X- VALUE- CONSTRAI NT
‘CHOCE, L,R N I’

Isthe OID.

Note: You can request Ol Ds for your
organization from the Internet Assigned
Numbers Authority (IANA), using the form at
this URL:

http: //www.isi .edu/cgi-bin/iana/enter prise.pl

Defines the name of the attribute as
donai nType.

Defines the matching rule for this attribute as
caseExact Mat ch, meaning that uppercase
and lowercase letters are deemed different.

Note: For a list of matching rules used in
equality filters, see section 8 of RFC 2252,
LDAP v3 Attribute Syntax Definitions. The URL
is.

http: //www.r fc-editor.org/rfcsearch.html

Defines the syntax of this attribute as Printable
String.

Note: For a list of syntax types and their
respective object identifiers, see section 4.3.2 of
RFC 2252.

Constrains the maximum number of characters
in the printable string to 1.

Constrains the value of this attribute to asingle
value.

Constrains the value of this attribute to one of
these single character choices. L, R, N, or 1.

This section aphabetically lists and defines each of the attributes associated with the
LDAP object classes in the ISD schema, including their values, matching rules, and

syntax types.

For the distinguished name syntax type, the description in the following tables may

include any of three additional features:

* DN mapping—Indicates that the attribute references other entries. If the
distinguished name of any of the referenced entries is changed, the distinguished
name of this mapped attribute is automatically changed by the Directory server.

*  Attribute indexing—Indicates that the attribute is indexed. You can index
attributes that you search for often in order to speed up the search process. For
more information on attribute indexing, see Chapter 3.
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* Enforcement of referential integrity—Indicates that the entry this attribute
references cannot be deleted until the distinguished name reference is removed
from the attribute's value.

For more information on the object classes associated with each attribute, see “ Tables
Defining LDAP Object Classes’ on page 100. For more information on the matching
rules and attribute syntaxes used in InterMail, see “ Tables Defining LDAP Attributes’
on page 128.

Attribute Name Definition Object Classes

aciRule Access control information rule, which N/A

specifies who can and cannot read or (Directory operational
modify a given directory entry. Each ACI attribute)

rule has the following components:

« |dentity of the user accessing the data

 Directory objects the user can access

» Accessrightsthis user has for the
specified objects

Single or Multiple Value: Multiple

Syntax type: Directory String

Example:

aci Rul e: cn=John Doe

ou=engi neering, self, “*“,
user Password, entry, ar+aw
would allow a user named John Doe to read

and change his own password.

Note: For more information on ACI rules,
see Chapter 2.

adminAccessLevel Account access level for members of an adminRole
administrative group.

Single or multiple value: Single
Matching rule: integerMatch
Syntax type: Integer

Default value: 900

adminAllocRules Single or multiple value: Multiple adminRoot
Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string

adminAllocSubTots Single or multiple value: Multiple adminAllocation
Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string
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Attribute Name Definition Object Classes
adminAllowedAdminPolicyDN List of distinguished names of adminGroup

admi nPol i cy objectsthat can be used in

creating or updating accounts.

Single or multiple value: Multiple

Matching rule: distinguishedNameMatch

Syntax type: Distinguished name
adminAllowedCreateClasses List of object classesthat can be created by | adminRole

members of an administrative group.

Single or multiple value: Multiple,

typically chosen from the following list:

adm nAl | ocati on

adm nG oup

adm nPol i cy

adm nReal m

adm nRol e

adm nTar get

domai n

gr oupd Nanes

i net OrgPerson

mai | Dorrai n

mai | Local User Prefs

mai | User

mai | User Prefs

organi zati on

or gani zat i onal Per son

organi zati onal Unit

per son

Matching rule: caselgnoreMatch

Syntax type: Directory string
adminAllowedDomains List of domain name patterns that can be adminGroup

used by members of an administrative group
creating new e-mail accounts.

Patterns have the following form:
[*.] [domain-component . ] domain-
component . top-level-domain
Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: 1A5 string
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Attribute Name Definition Object Classes

adminAllowedUpdateClasses List of object classesthat can be updated by | adminRole

members of an administrative group.
Single or multiple value: Multiple,
typically chosen from the following list:
adm nAl | ocati on

adm nG oup

adm nPol i cy

adm nReal m

adm nRol e

adm nTar get

domai n

gr oupOF Nanes

i net OrgPerson

mai | Domai n
mai | Local User Prefs
mai | User

mai | User Prefs

organi zati on

or gani zati onal Per son
organi zati onal Unit

person

Matching rule: caselgnoreMatch

Syntax type: Directory string

adminApprovedSendersList List of SMTP addresses that may send adminRealm

messages to the accounts with
mai | Par ent al Control enabledina
realm (which typically represents afamily).

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string

132
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Attribute Name

Definition

Object Classes

adminAttributeConstraint

Constraint on how an administrator can
modify the value of an LDAP attribute. The
syntax for specifying a constraint is:
<version, access-level, attribute-name,
constraint [, value...] >

Where:

ver si on isthe syntax version number to
accommodate future changes.

access-| evel isthelevel that an
adm nRol e must have to use this
constraint.

at t ri but e- nane isthe name of an
attribute.

const rai nt hasone of the values listed
below.

Single or multiple value: Multiple, chosen
from the following list:

« MODI FY, meaning that thevalueis
unconstrained.

* NO_MODI FY, meaning that no
modification is adlowed. Thisisthe
default value.

* RANGE, meaning that the value must be
within a specified range.

e MULTI PLE_VALUE_LI M T, specifying a
limit on the number of values an attribute
may have.

e CHO CE, meaning that the value is one of
the specified choices.

Matching rule: caselgnoreMatch
Syntax type: Directory string
Examples:

<1, 10, mailQuotaThreshold, RANGE, 10-
50>

<1, 50, mailForwarding, NO_MODIFY >
<1, 100, mail Forwarding, CHOICE, 0, 1>

adminGroup

adminPolicy
adminRealm
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Attribute Name Definition Object Classes

adminCreatePeerAdminGroup Distinguished names of roles for which an adminRole

administrator can create administrative
groups.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity
Example: cn=rolePA, cn=admin root

adminCreatePeerAdminPolicy Flag that enables members of this adminRole

administrative role to create mail policy
objects within their own realm.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Default value: TRUE

Matching rule: booleanMatch

Syntax type: Boolean

adminCreateRealm Flag enabling members of this adminRole

administrative group to create new realms
beneath the current realm. The

admi nTar get DN of the new realm may
contain only children of the nodesin the
admi nTar get DN of the current authority.

Singleor multiplevalue: Single, one of the
following:

» TRUE (members of this role can create
new authorities)

e FALSE (members of thisrole cannot
create new authorities)

Default value: TRUE
Matching rule: booleanMatch
Syntax type: Boolean
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Attribute Name

Definition

Object Classes

adminCreateSubAdminGroup

Distinguished names of administrative roles
for which groups can be created in
subordinate realms.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity
Example: cn=rolePA, cn=adminRoot

adminRole

adminCreateSubAdminPolicy

Flag that enables members of thisroleto
create mail policy objectsin a subordinate
authority.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Default value: TRUE

Matching rule: booleanMatch

Syntax type: Boolean

adminRole

adminDefaultCreatedGroups

Administrative groups to be created for a
new realm.

Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

« Enforcement of referential integrity
Example:

adm nDef aul t Cr eat edGr oups:

cn=r ol eSPA, cn=adm n r oot

creates a new administrative group for the
site provider administrator role in a new
realm.

adminRealmSpec
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Attribute Name

Definition

Object Classes

adminDel etePeerAdminGroup

Distinguished names of roles for which
administrative groups in the administrator’s
realm can be deleted by an administrator.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity
Example: cn=rolePA, cn=admin root

adminRole

adminDel etePeerAdminPolicy

Flag that enables members of this
administrative role to delete mail policy
entries within their own realm.

Singleor multiplevalue: Single, one of the
following:

Values:

TRUE

FALSE

Default value: TRUE

Matching rule: booleanMatch

Syntax type: Boolean

adminRole

adminDeleteRealm

Flag that enables members of this
administrative group to delete realms. They
may delete only realms beneath the current
realm that have no child entries remaining.

Singleor multiplevalue: Single, one of the
following:

* TRUE (members may delete realms)

* FALSE (members may not delete realms)
Default value: TRUE

Matching rule: booleanMatch

Syntax type: Boolean

adminRole
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Attribute Name

Definition

Object Classes

adminDel eteSubAdminGroup

Distinguished names of roles for which
administrative groups may be deleted in
subordinated realms.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminRole

adminDeleteSubAdminPolicy

Flag that enables members of thisroleto
delete mail policy objectsin a subordinate
authority.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Default value: TRUE

Matching rule: booleanMatch

Syntax type: Boolean

adminRole

adminDomainSpecControl

Single or multiple value: Single
Matching rule: booleanMatch
Syntax type: Boolean

adminRealmSpec

adminLastLogin

Time stamp of thisadministrative user’s last
login to the InterManager GUI.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch
Syntax type: Directory string

adminUserPrefs

adminMaxDomains

Maximum number of domains that may be
created.
Single or multiplevalue: Single

Matching rule: integerMatch
Syntax type: Integer

adminAllocation

adminMaxIMAP

Maximum number of IMAP4 user licenses.
Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation
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Attribute Name Definition Object Classes
adminMaxIMAPSSL Maximum number of IMAP4 users with adminAllocation
SSL enabled.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminM ax|nterM anager Maximum number of accounts that have adminAllocation
InterManager enabled.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminMaxMailingLists Maximum number of mailing liststhat can | adminAllocation
be created from an admni nAl | ocat i on
object.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminM axPOP Maximum number of POP3 userslicensed. | adminAllocation
Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminM axPOPSSL Maximum number of POP3 userswith SSL | adminAllocation
enabled.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminMaxRealms Maximum number of adni nReal ns. adminAllocation
Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminMaxSelfCare Maximum number of accounts that have adminAllocation
SelfCare enabled.

Single or multiple value: Single
Matching rule: integerMatch
Syntax type: Integer
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Attribute Name

Definition

Object Classes

adminMaxSmtp

Maximum number of accounts that are
permitted to send mail using SMTP
protocol.

Single or multiple value: Single

Matching rule: integerMatch
Syntax type: Integer

adminAllocation

adminMaxSM TPSSL

Maximum number of SMTP licenses with
SSL enabled.

Single or multiplevalue: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminMaxStorageK B

Maximum storage space, in kilobytes, that
can be allocated to all accounts combined.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminMaxUsers

Maximum number of licensed users.
Single or multiplevalue: Single
Matching rule: integerMatch

Syntax type: Intege
Default value: 1000

adminAllocation

adminMaxWebMail

Maximum number of accounts that have
WebEdge enabled.

Single or multiplevalue: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminMinAllowedAccessLevel

Minimum accesslevel an administrator may
have in order to create a specified realm.
Single or multiple value: Single

Matching rule: integerMatch
Syntax type: Integer

adminRealmSpec

adminNumDomains

Current mumber of realms created or
allocated.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation
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Attribute Name Definition Object Classes

adminNumIMAP Current number of IMAP4 users. adminAllocation
Single or multiple value: Single
Matching rule: integerMatch
Syntax type: Integer

adminNumIMAPSSL Current number of IMAP4 users with SSL adminAllocation
enabled.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminNumlnterM anager Current number of accounts with adminAllocation
InterManager enabled.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminNumMailingLists Number of mailing lists currently alocated | adminAllocation
from any adni nAl | ocat i on object.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminNumPOP Current number of POP3 users. adminAllocation
Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminNumPOPSSL Current number of POP3 users with SSL adminAllocation
enabled.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminNumRealms Current number of realms created or adminAllocation
alocated.

Single or multiple value: Single
Matching rule: integerMatch
Syntax type: Integer
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adminNumSelfCare

Current number of accounts that have
SelfCare enabl ed.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminAllocation

adminNumSmtp

Current number of accounts that have
SMTP access enabled.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminNumSM TPSSL

Current number of SMTP licenses with SSL
enabled.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminAllocation

adminNumUsers

Current number of accounts created or
alocated within this realm.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminNumWebM ail

Current number of accounts created or
allocated that have WebEdge enabled.

Single or multiplevalue: Single
Matching rule: integerMatch

Syntax type: Integer

adminAllocation

adminParentAdminPolicy

Distinguished name of the parent

admi nPol i cy entry. Thisadni nPol i cy
must have a smaller or equal humber of
permissions than the parent policy.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

« DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminPolicy
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adminParental RejectAction Flag to control the handling of messages adminRealm

that are blocked by parental control. Thisis
typically used by family mailbox groups
only.

Singleor multiplevalue: Single, one of the
following:

» D (drop) causes the messages to be
discarded. Thisisthe default value.

e F (forward) causes the messagesto be
forwarded to the head of the household.

Matching rule: caselgnoreMatch
Syntax type: Directory string

adminParentDomains List of fully-qualified domain names. New | adminGroup

mai | Donai n objects must have domains
subordinate to a parent domain.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: 1A5 string

adminPolicyDefaultDN Mail policy used for any account in which adminRoot

the admi nPol i cy object classis not
specified.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminPolicyDN Distinguished name of the mail policy mailUser

object for anmmi | User object.
Single or multiplevalue: Single

Constraint: The LDAP object pointed to by
this attribute must exist in the directory.

Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

« DN mapping

« Attribute indexing

» Enforcement of referential integrity

Example: adminPolicyDN: cn=full,
cn=admin root
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adminPolicyDNUsed

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminAllocation

adminPolicyGrantDN

List of distinguished names of

admi nPol i cy objects. Used astemplatesto
create new admi nPol i cy objectsfor the
admi nReal m

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

Default value: cn=ful | , cn=admi nRoot

adminRealm

adminPreferredLocae

Internationalization locale, meaning the
language and time and date representation
preferred by this administrative user. Thisis
used in the InterManager GUI.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch
Syntax type: Directory string

adminUserPrefs

adminProvisionOnly

Flag which, if set to TRUE, constrains the
admi nPol i cy sothat it can be used only to
provision accounts. If set to FALSE, it can
be used as atemplate for a derived

admi nPol i cy object.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Matching rule: booleanMatch

Syntax type: Boolean

adminPolicy
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adminRealmDN Distinguished name of the realm with adminTarget
administrative control over an application
entry.

Single or multiplevalue: Single
Default value: cn=site, cn=admin root

Constraint: Must refer to an existing
admi nReal mobject.

Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminRealmType Type of realm. adminReal mSpec
Singleor multiplevalue: Single, one of the
following:

provi der

org

ou

famly

Matching rule: caselgnoreMatch

Syntax type: Printable string

adminRoleDN Distinguished name of the adni nRol e for adminGroup
the admi nGr oup. Describes the generic
privileges for the group.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminSuperiorAttributeConstraint Set of attribute constraints on updatesto this | adminGroup
administrative group or realm by adminRealm
administratorsin a group having superior
authority.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch

Syntax type: Directory string
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adminTargetDN

List of distinguished names of thetop of one
or more directory subtrees over which an
admi nReal mobject has control.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

« Attribute indexing

» Enforcement of referential integrity

adminRealm

adminTargetObjectClass

Type of application tree entry to create
when creating a new realm.

Single or multiple value: Multiple, from
the following:

provi der

org

ou

famly

Matching rule: caselgnoreMatch
Syntax type: Printable string

adminRealmSpec

adminTemplateOnly

Flag which, if set to TRUE, constrains the
admi nPol i cy sothat it can be used only as
the template for derived admi nPol i cy
objects. If set to FALSE, it can be used to
provision an account.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Matching rule: booleanMatch

Syntax type: Boolean

adminPolicy
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adminUsedStorageK B

Storage space, in kilobytes, currently
alocated to accounts. Thisisthe sum of the
mai | Quot aTot KB attributes for all
accounts in the adminRealm that maintains
alocation data. If there are subordinate
realms that maintain allocation data, the
sum includes the mai | Quot aMaxKB value
for those subordinate realms (but not for any
subordinates of subordinates).

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

adminAllocation

aliasedObjectName

Used if the entry containing this attribute is
anadlias.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

RFC: 2256 paragraph 5.2

dias

attributeTypes

Single or multiple value: Multiple

Matching rule
objectldentifierFirstComponentMatch

Syntax type: Attribute type description
RFC: 2252 paragraphs 5.1.6 and 6.1

subschema

audio

Allows the storage of soundsin the
directory.

Single or multiple value: Multiple

Constraint: Maximum number of
charactersin string is 250,000.

Matching rule: octetStringMatch
Syntax type: Octet string
RFC: 1274 paragraph 9.3.45

inetOrgPerson

authorityRevocationList

To be stored and requested in binary form,
as
aut hori tyRevocati onLi st; bi nary.

Single or multiple value: Multiple
Syntax type: Certificate list
RFC: 2256 paragraph 5.39

certificationAuthority
cRLDistributionPoint
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billinglD Customer-specified identifier for billing adminRealm
purposes. mailUser
Single or multiplevalue: Single
Matching rule: caseExactMatch
Syntax type: Directory string
businessCategory Type of business performed by an dmd
organization. domain
Single or multiple value: Multiple groupOfNames
Constraint: Maximum length of the string groupOfUmqueNames
. inetOrgPerson
is 128 characters. 2
_ organization
Matching rule: caselgnoreMatch organizational Unit
Syntax type: Directory string residential Person
RFC: 2256 paragraph 5.16
c Two-letter 1SO 3166 country code. country
Single or multiplevalue: Single
Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.7
cACertificate Attribute to be stored and requested in certificationAuthority
binary form, ascACerti fi cat e; bi nary.
Single or multiple value: Multiple
Syntax type: Certificate
RFC: 2256 paragraph 5.38
carLicense Vehicle license plate or registration. inetOrgPerson

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.1

certificateRevocationList

Attribute to be stored and requested in
binary form, as

certificateRevocationLi st; bi nary.

Single or multiple value: Multiple
Syntax type: Certificate list
RFC: 2256 paragraph 5.40

certificationAuthority
cRLDistributionPoint
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changelLog Distinguished name of the entry that dseRoot
contains the set of server changelog entries.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

changeNumber Number that uniquely identifies a change changel ogEntry
made to adirectory entry.

Single or multiple value: Single
Matching rule: caselgnoreMatch
Syntax type: Printable string

changes Set of changesto be applied to an entry. changel ogEntry
Single or multiple value: Multiple
Matching rule: none

Syntax type: Octet string

changeType Type of change to be made to an entry. changel ogEntry
Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
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cn

Common name, representing the name of an
object.

* Inadmni nPol i cy, cn isthe name of the
policy.

* Inadm nReal m it isthe name of the
realm.

* |nadni nRol e, it isthe name of therole.
Default value: r ol eSPA

e Inadm nRoot , itisthe name of the entry
at the root of the DIT.

e IngroupOf Nanes, it isthe name of the
group.

e Inpartition,itisthe nameof the
partition.

* Inperson, itisthefull name of the
person.

e Inrepl Agr eenent , it isthe name of the
replication agreement.

Single or multiple value: Multiple

Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: 2256 paragraph 5.4

adminAllocCounts
adminPolicy
adminRealm
adminRole
adminRoot
applicationEntity
applicationProcess
cRL DistributionPoint
device
groupOfNames
groupOfUniqueNames
organizationalRole
partition

person

repl Agreement
scConfig
scConfigRoot

consumerldentity

Distinguished name the consumer
(Directory Cache server) usesto bind to the
supplier (Directory server) to read
changelog entries.

The default value is the value of

| dapRoot DN configuration variable of the
Directory server.

Single or multiple value: Single

Default value: The value of the
| dapRoot Pwd configuration variable of the
Directory server

Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

repl Agreement
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consumerPassword

LDAP password used by the consumer
(Directory Cache server) to bind to the
supplier (Directory server).

Single or multiplevalue: Single

Constraint: Maximum length is 128
characters.

Matching rule: octetStringMatch
Syntax type: Octet string

repl Agreement

contactinfo

Contact information in free-form text.
Typically contains white pages information
such as telephone numbers.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Printable string

adminGroup
adminRealm

createTimeStamp

Attribute that should appear with each entry,
representing the date and time when the
entry was created.

Single or multiple value: Single
Matching rule: generalizedTimeMatch

Ordering: generalized Time
OrderingMatch

Syntax type: Generalized time
RFC: 2252 paragraph 5.1.1

N/A
(Directory operational
attribute)

creatorsName

Attribute that should appear with each entry,
representing the distingui shed name of the
user who created it.

Single or multiplevalue: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

* DN mapping

RFC: 2252 paragraph 5.1.3

N/A
(Directory operational
attribute)

crossCertificatePair

Attribute to be stored and requested in
binary form, as
crossCertificatePair;binary.

Single or multiple value: Multiple
Syntax type: Certificate pair
RFC: 2256 paragraph 5.41

certificateAuthority
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dc

Domain component. The value of the dc
attribute is a string holding one component
of adomain name.

Single or multiplevalue: Single
Matching rule: caelgnorel ASMatch

Substrings matchingrule:
caselgnorel A5SubstringsMatch

Syntax type: 1A5 string

dcObject
domain

deleteOldRDN

Flag indicating whether the old relative
distinguished name (RDN) should be
retained as an attribute of the entry whose
RDN was modified.

Singleor multiplevalue: Single, one of the
following:

TRUE

FALSE

Matching rule: booleanMatch

Syntax type: Boolean

changel ogEntry

deltaRevocationList

This attribute is to be stored and requested
in binary form, as

del t aRevocati onLi st. bi nary.
Single or multiple value: Multiple
Syntax type: Certificate list

RFC: 2256 paragraph 5.54

certificationAuthority-V2
cRLDistributionPoint

departmentNumber

Department within an organization.
Single or multiple value: Multiple
Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.2

inetOrgPerson
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description

Description of an object; the descriptionis
readable by humans.

Single or multiple value: Multiple

Constraint: Maximum length of string is
1024 characters.

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.14

adminPolicy
applicationEntity
applicationProcess
country

device

dmd

domain
groupOfNames
groupOfUniqueNames
locality
organization
organizationalRole
organizational Unit
person

destinationl ndicator

Destination used for telegram service.
Single or multiple value: Multiple

Constraint: Maximum length of the string
is 128 characters.

Matching rule: caselgnoreMatch
Syntax type: Printable string
RFC: 2256 paragraph 5.28

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person

displayName

Preferred name of a person to be used when
displaying entries.

Single or multiple value: Single
Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.3

inetOrgPerson

distinguishedName

Base attribute from which the attributes
with Distinguished name syntax inherit.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch

Syntax type: Distinguished name
RFC: 2256 paragraph 5.50

N/A

ditContentRules

Single or multiple value: Multiple

Matching rule:
obj ectldentifierFirstComponentMatch

Syntax type: DIT content rule description
RFC: 2252 paragraphs 5.4.3 and 6.11

subschema
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ditStructureRules

Single or multiple value: Multiple

Matching rule
integerFirstComponentMatch

Syntax type: DIT structure rule description

RFC: 2252 paragraphs 5.4.1 and 6.33

subschema

dmdName

Specification of adirectory management dmd

domain (DMD), which isthe administrative
authority that operates the Directory server.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.55

domainName

Complete domain associated with a
mailDomain object.

Single or multiple value: Single
Constraints:

e Must be unique.

e Maximum length is 255 characters.
Matching rule: caselgnoreMatch
Syntax type: 1A5 string

Example: sof t war e. com

mailDomain
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» Local domain — an authoritative domain
for which InterMail claims exclusive
control. The InterMail systemisthe
ultimate destination for mail addressed to
alocal domain. Mail addressed to non-
existent recipients within alocal domain
is considered undeliverable, and is
returned to the sender.

* Non-authoritative (semi-local) domain
—allows the mail system to accept mail
for the domain and relay it to another
mail host if the recipient is not
recognized. The other mail host is
specified in the mai | Rel ayHost
attribute.

Thisdomain typeis used, for example,
during migration of e-mail accountsfrom
alegacy mail system to InterMail, or to
define domains for which your siteis
used as a backup.

* Rewrite domain — definesarule for
rewriting the recipient address of
incoming mail. It must be associated with
alocal or non-authoritative domain.

If the domain of the recipient addressis
defined as arewrite domain, the address
is rewritten to include the address of the
associated loca or non-authoritative
domain.
This domain type allows accounts to
receive messages addressed to the same
user in multiple domains without
requiring SMTP aliases for each account.
Singleor multiplevalue: Single, one of the
following:

e L (for local domains)

* N (for non-authoritative domains)
* R(for rewrite domains)
Matching rule: caseExactMatch
Syntax type: Printable string

Attribute Name Definition Object Classes
domainType Domain type. There are three types of mailDomain
domains:
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employeeNumber

Numerical identification of an employee
within an organization.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.4

inetOrgPerson

employeeType

I dentifies type of employment for a person.
Single or multiple value: Multiple; any
value may be used, such as:

Contract or

Enpl oyee

Intern

Tenp

Ext er nal

Unknown

Matching rule: caselgnoreMatch
Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-
03.txt; paragraph 5.5

inetOrgPerson

enhancedSearchGuide

Attribute used by X.500 clients to construct
search filters.

Single or multiple value: Multiple
Matching rule: none

Syntax type: Enhanced Guide
RFC: 2256 paragraph 5.48

dmd

domain

locality
organization
organizational Unit

facsimileTelephoneNumber

Fax telephone number.

Single or multiple value: Multiple
Matching rule: none

Syntax type: Facsimile telephone number
RFC: 2256 paragraph 5.24

country

dmd

domain

organization
organizational Person
organizationalRole
organizationalUnit
residential Person

givenName

First name of a person.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.43

inetOrgPerson
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homePhone

Home tel ephone number for a person.

Single or multiple value: Multiple, with
each following the format for international
telephone numbers

Matching rule: telephoneNumberMatch
Syntax type: Telephone number
Example: +44 71 123 4567

RFC: 1274 paragraph 9.3.16

inetOrgPerson

homePostal Address

Home address for a person.
Single or multiple value: Multiple

Constraint: Limited to up to 6 lines of 30
characters each.

Matching rule: caselgnorelListMatch
Syntax type: Postal address
RFC: 1274 paragraph 9.2.29

inetOrgPerson

initials

Initials of a person’s given name and/or
middle name.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.44

inetOrgPerson

international | SDNNumber

Single or multiple value: Multiple

Constraint: Maximum length of the string
is 16 characters.

Matching rule: numericStringMatch
Syntax type: Numeric string
RFC: 2256 paragraph 5.26

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person

jpegPhoto

One or more JPEG images of aperson using
the JPEG file interchange format.

Single or multiple value: Multiple
Matching rule: none

Syntax type: JPEG

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.6

inetOrgPerson
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Name of alocality, such asacity, county, or
other geographic region.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: 2256 paragraph 5.8

applicationEntity
applicationProcess
device

dmd

domain

locality
organization
organizational Person
organizationalRole
organizational Unit
residential Person

labeledURI

Storage location for Uniform Resource
Locators (URL) and other types of Uniform
Resource Identifiers (URI) in adirectory
entry. The syntax is:

<URI >/ <| abel >

Where| abel describes the resourceto
which the URI points.

Single or multiple value: Multiple
Matching rule: caseExactMatch
Syntax type: Directory string

Example: http:// ww. sof t ware. conl
Sof t war e. com hone page

RFC: 2079

adminUserPrefs
inetOrgPerson

lastChangeNumber

Number of the last change written to the
change log.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch
Syntax type: Printable string

repl Agreement

mail

Primary SMTP e-mail address for a person.
The value of this attribute uniquely
identifies a user.

Single or multiple value: Single

Constraint: The maximum number of
charactersin the string is 256.

Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string

Example:
mail: j ohn. doe@of t war e. com

RFC: 822

inetOrgPerson
mailUser
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mail AllowThesel ps Specification of a set of 1P addresses from mailUserPrefs

which a user is alowed to access the POP
and IMAP servers (and the SMTP server if
SMTP authentication is required).

Thelist of 1P addresses is of the form:
D.D.D.D[/ N

Where:

e Disanumber from 0 to 255.

e Nisanumber from 0 to 32.
Single or multiple value: Multiple

Constraint: Maximum lengthis 64
characters.

Matching rule: caselgnoreMatch
Syntax type: Printable string

mailAlternateAddress Alternate e-mail addresses for the recipient. | mailUser

Single or multiple value: Multiple

Constraints:

» Eachvaueof thisattribute must uniquely
identify a user.

* Thedomain part of an address must exist
asadomai nNare attribute of a
mai | Donai n object. It must be local or
non-authoritative.

¢ The maximum number of charactersin
the string is 256.

Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string
Example: ni ckname@of t war e. com

RFC: Section 3.2 of Internet Draft http://
search.ietf.org/internet-draft-lachman-ldap-

mail-routing-03.txt.

mail AutoReplyHost MSS host that stores the user’s auto-reply mailUser

message.
Single or multiple value: Single, which
can be any valid host name

Constraint: Maximum length is 255
characters.

Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string
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mail AutoReplyMode

Attribute that returns the account’s auto-
reply message to the sender, unlessthe
valueis set to None.

Singleor multiplevalue: Single, one of the
following:

* N (nhone) means that the message is not
returned.

* R(reply mode) sends the auto-reply
message every time mail is sent to the
account. Used to automatically distribute
sales information, directions, and so on.

* E (echo mode) isthe same asRepl y, but
also includes the sender's original
message as a MIME attachment to the
auto-reply message.

 V(vacation mode) sends only one copy of
the auto-reply message to each sender
during the defined vacation period, even
if that sender sends multiple messages to
the account.

Default value: N
Matching rule: caselgnoreMatch

Syntax type: Printable string

RFC: Section 10 of Internet Draft http://
search.ietf.org/internet-draft-lachman-ldap-
mail-routing-03.txt.

mailUserPrefs

mailbox!d

Internal identifier for the account’s mailbox.
Uniquely identifies the user.

Single or multiplevalue: Single

Constraint: Maximum length is 38
characters.

Matching rule: caseExactMatch
Syntax type: Numeric string

mailUser
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mailboxStatus Status of the user's mailbox. mailUser
Singleor multiplevalue: Single, one of the
following:

* A (active) status is the most common
account status; messages are sent and
received normally.

« M(maintenance) status means that the
mailbox is temporarily unavailable. For
example, if the database is shut down for
reorganization, the mailboxes in that
database cannot accept new messages
and cannot answer client requests for
mail. Arriving messages are queued for
delivery when the status of the account is
reset to active.

S (suspended) status prevents access to
the account’s mailbox, usually because
bills have not been paid. Incoming mail is
returned to sender.

* L (locked) statusisidentical to S
(suspended) status.

* D (deleted) status halts mail activity for
the account. Mail is treated as
undeliverable. Client requests to access
the mailbox through the POP or IMAP
server are rejected with an unknown
username/password error. The account
may be restored by resetting its status.

« P (proxy) statusis used when migrating
accountsto anew mail system. Incoming
mail is redirected to the proxy MTA
(mai | SMTPRel ayHost ) defined for the
account. Client requeststo retrieve
messages through the POP or IMAP
server are redirected to the account’s
proxy POP or IMAP server
(mai | POPPr oxyHost ).

Constraints: The string can have only one
character.

Default value: A
Matching rule: caseExactMatch
Syntax type: Printable string
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mail By passA uthentication

Flag to allow login using a stored password
for SelfCare and WebEdge.

Single or multiplevalue: Single
Default value: 0
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailDeliveryOption

Flag to set the delivery option. When
forwarding is enabled, local delivery can be
enabled or disabled. When forwarding is
disabled, Nisnot avalid value.

Singleor multiplevalue: Single, one of the
following:

* N(meaning | ocal Del i veryOf f)
e P (meaning | ocal Del i ver yOn)
e S(meaningl i st Server)

e E(meaningl i st Expl oder)
Default value: P

Constraints; Accounts that use P are
subject to mailbox quotas.

Matching rule: caselgnoreMatch
Syntax type: Printable string

RFC: Section 10 of Internet Draft http://
search.ietf.org/internet-draft-lachman-ldap-
mail-routing-03.txt.

mailUserPrefs

mail Forwarding

Flag to enable/disable mail forwarding by
the MTA to the addresses listed in
mai | For war di ngAddr ess.

Singleor multiplevalue: Single, one of the
following:

e 1 (enabled)

* 0 (disabled)

Default value: 0

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs
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mail ForwardingAddress

Specification of the SMTP addressesto
which mail isto be forwarded.

Single or multiple value: Multiple

Constraint: Maximum length is 256
characters.

Matching rule: none
Syntax type: 1A5 string

RFC: Section 10 of Internet Draft http://
search.ietf.org/internet-draft-lachman-ldap-
mail-routing-03.txt.

mailUser

mailIMAPAccess

Flag to control account access to standard
(unencrypted) IMAP service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailUserPrefs

mail| MAPSSL Access

Flag to control account access to the SSL
encrypted IMAP service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailUserPrefs

maillnterM anager

Flag to enable account access to the
InterManager Web interface.

Singleor multiplevalue: Single, one of the
following:

e 1 (enable)

e 0 (not enabled)

Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs
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maillnterManager SSL

Flag to enable account access to the SSL -
encrypted InterManager Web interface.

Singleor multiplevalue: Single, one of the
following:

e 1 (enable)

e 0 (not enabled)

Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mailL dapAccess

Flag to control account access to standard
LDAP service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailUserPrefs

mailLogin

Login name. This could be the POP name,
the IMAP name, or the Mail User Agent
name. This name uniquely identifies the
user.

Single or multiplevalue: Single

Constraint: Maximum length is 129
characters.

Matching rule: caselgnoreMatch
Syntax type: Directory string

mailUser
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mailM essageStore Name of the host to which auser's messages | mailUser
are delivered, and from which mail is
retrieved by the POP and IMAP servers.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch
Syntax type: 1A5 string

RFC: Section 10 of Internet Draft http://
search.ietf.org/internet-draft-lachman-ldap-
mail-routing-03.txt.

Note: A mailbox is needed by an account
only if it uses the local delivery method.
Accounts using forwarding delivery do not
use a mailbox.

mailMTAFilter Flag to enable/disable SIEVE filtering of mailUserPrefs
incoming messages by the MTA. This
attribute can be used to prevent the delivery
of unsolicited commercial e-mail (spam) to
an account.

Singleor multiplevalue: Single, one of the
following:

e 1 (enabled)

e 0 (not enabled)

Default value: 0

Matching rule: integerMatch
Syntax type: Integer

mailM TAFilterPerUser Indication that a per-user filter is allowed. mailUserPrefs
Singleor multiplevalue: Single, one of the
following:
e 1 (alowed)

* 0 (not allowed)

Default value: 0

Matching rule: integerMatch
Syntax type: Integer
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mailParental Control

Flag to enable parental control for an
account.

Singleor multiplevalue: Single, one of the
following:

e 1 (parental control is enabled)

0 (parental control is not enabled)
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mailPassword

Password for the account login.
Single or multiple value: Single

Constraint: Maximum lengthis 64
characters.

Matching rule: caseExactMatch
Syntax type: Directory string

mailUser

mailPasswordType

Storage method in the directory for a mail
password.

Singleor multiplevalue: Single, one of the
following:

 C(clear, meaning the password is not
encrypted)

» M(Message Digest 5 (MD5) encryption)
e U (standard UNIX encryption)

» H(Secure Hash Algorithm (SHA1)
encryption)

e S (SHA1with salt (SSHA1) encryption)

e 1 (custom password type that allows you
to implement your own hashing
algorithm for passwords)

e 2 (another custom password type)
3 (another custom password type)
e 4 (another custom password type)
5 (another custom password type)
Matching rule: caselgnoreMatch
Syntax type: Printable string

Note: This attribute should not be updated
unlessthemai | Passwor d attributeis set at
the same time.

mailUser

Confidential and Proprietary, © Software.com, Inc. 2000

165




Integrated Services Directory User Guide

Attribute Name

Definition

Object Classes

mail POPA ccess

Flag to control account access to the
standard POP3 service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailUserPrefs

mail POPProxyHost

Host of an external POP server to which the
mail system will proxy. Used during
migration of accounts from one mail system
to another.

Single or multiple value: Single

Constraint: Maximum length is 255
characters.

Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string

mailUser

mai| POPSSL A ccess

Flag enabling account access to the SSL -
encrypted POP service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailUserPrefs

mailQuotaBounceNotify

Flag to control whether the MTA delivers a
notification message to a mailbox when a
message is rejected due to quota constraints.

Singleor multiplevalue: Single, one of the
following:

* 1 (notification on)

2 (notification off)

Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs
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mailQuotaM axM sgK B

Maximum size, in kilobytes, of a message
that can be accepted in an account’s
mailbox.

Single or multiplevalue: Single
Default value: 100
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mail QuotaM axM sgs

Maximum number of messages that can
exist in an account’s mailbox.

Single or multiplevalue: Single
Default value: 1, 000
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailQuotaThreshold

Percentage of the mailbox quota that, when
reached, triggers a warning notification to
the user to del ete some messages.

Single or multiple value: Single, which
can be a number from 0 to 100

Default value: 70
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailQuotaTotK B

Maximum message storage space, in
kilobytes, in an account’s mailbox.

Single or multiplevalue: Single
Default value: 10, 000
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailRelayHost

Name of another mail host to accept
messages for a non-authoritative domain if
the primary host does not recognize the
recipient.

Single or multiplevalue: Single
Constraints:

e Used only if donai nType isN.

e Maximum length is 255 characters.
Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string

mailDomain
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mailRewriteDomain New domain name for a recipient’s e-mail mailDomain
address.
Single or multiplevalue: Single
Constraints:

e Used only if donai nType isSR.

e Maximum length is 255 characters.
Matching rule: caselgnoreMatch
Syntax type: 1A5 string

Example: accor dance. comwould map to
sof t war e. comif sof t war e. comwere
specified as the value of this attribute.

mail SelfCare Flag enabling account access to the mailUserPrefs

SelfCare Web interface. If itissetto 1, users
can view and modify some of their account
attributes.

Singleor multiplevalue: Single, one of the
following:

* 1 (access enabled)

* 0 (access not enabled)
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mail SelfCareSSL Flag enabling account access to the SSL - mailUserPrefs

encrypted SelfCare Web interface.

Singleor multiplevalue: Single, one of the
following:

1 (access enabled)

0 (access not enabled
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

168

Confidential and Proprietary, © Software.com, Inc. 2000




Directory Schema Tables

Attribute Name

Definition

Object Classes

mail SM TPA ccess

Flag enabling account access to the standard
(unencrypted) SMTP service. Used only
when mai | SMIPAut h is enabled.

Singleor multiplevalue: Single, one of the
following:

* 1 (access enabled)

0 (access not enabled)
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mailSMTPAuth

Flag controlling whether clients are required
to authenticate themselves before sending
mail through SMTP.

Singleor multiplevalue: Single, one of the
following:

* 1 (authentication required)

* 0 (authentication not required)
Default value: 0

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mail SMTPRelayHost

Host of an external SMTP server through
which messages are to be relayed.
Analogous to mai | POPPr oxyHost .

Used during migration of accounts from one
mail system to another.

Single or multiple value: Single

Constraint: Maximum length is 255
characters.

Matching rule: caselgnorel ASMatch
Syntax type: 1A5 string

mailUser
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mail SMTPSSL Access Flag enabling account access to the SSL - mailUserPrefs
encrypted SMTP service. This attribute is
meaningful only when mai | SMTPAut h is
setto 1.

Singleor multiplevalue: Single, one of the
following:

* 1 (access enabled)

0 (access not enabled)
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailWebMail Access Flag enabling account access to the mailUserPrefs
WebEdge service.

Singleor multiplevalue: Single, one of the
following:

al |

trusted

none

Default value: al |

Matching rule: caselgnoreMatch

Syntax type: Printable string

mailWebM ail AddressBookLimit Maximum number of address book entries mailUserPrefs
that a user may define.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer

mailWebMailAddressBookListLimit | Maximum number of e-mail addresses mailUserPrefs
allowed in asingle address book entry. This
limits the size of personal distribution lists.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer
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mailWebMail AttachLimit

Maximum number of file attachments that
can be stored on the server while new
messages are composed with the WebEdge
client. When thislimit is reached, the user
must send or cancel a message.

Single or multiplevalue: Single

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mailWebMailAttachSizeL imit

Maximum size of file attachments that can
be sent through the WebEdge interface.

Single or multiple value: Single
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailWebM ail ConfirmDel ete

Flag causing a prompt for confirmation to
appear before amessage is deleted in the
WebEdge interface.

Singleor multiplevalue: Single, one of the
following:

e 1 (prompt appears)
* 0 (prompt does not appear)
Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs

mailWebMailM sgAttachLimit

Maximum number of filesthat can be
attached to a single message in the
WebEdge interface.

Single or multiplevalue: Single
Matching rule: integerMatch

Syntax type: Integer

mailUserPrefs

mailWebMailUseSignature

Flag enabling automatic insertion of
signature text at the end of anewly
composed message.

Singleor multiplevalue: Single, one of the
following:

« 1 (insertion enabled)

* 0 (insertion not enabled)
Default value: 1

Matching rule: integerMatch
Syntax type: Integer

mailUserPrefs
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mailWildcardA ccount

An e-mail account within amail domain
that isto receive all mail sent to non-
existent addresses within that domain.

Single or multiplevalue: Single
Constraints:

e Used only if donai nType isL.

e Maximum length is 64 characters.
Matching rule: caselgnoreMatch
Syntax type: 1A5 string

Example: If this attribute had a value of

j ohn. doe@of t war e. com any message
sent to a non-existent address within

sof t war e. comwould be delivered to

j ohn. doe@of t war e. com

mailDomain

manager

Manager of an object represented by an
entry.

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

RFC: 1274 paragraph 9.3.10

inetOrgPerson

matchingRules

Single or multiple value: Multiple

Matching rule
objectldentifierFirstComponentMatch

Syntax type: Matching rule
RFC: 2252 paragraphs 4.5 and 5.1.8

subschema

matchingRuleUse

Single or multiple value: Multiple

Matching rule
objectldentifierFirstComponentMatch

Syntax type: Matching rule use description
RFC: 2252 paragraphs 5.1.9 and 6.19

subschema

member

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

« DN mapping

« Attribute indexing

» Enforcement of referential integrity

RFC: 2256 paragraph 5.32

groupOfNames
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mobile

Mobile telephone number associated with a
person.

Single or multiple value: Multiple,
following the format for international
telephone numbers.

Matching rule: telephoneNumberMatch
Syntax type: Telephone number
Example: +44 71 123 4567

RFC: 1274 paragraph 9.3.31

inetOrgPerson

modifiersName

Attribute associated with each entry,
representing the distinguished name of the
user who last modified the entry.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name, with:

« DN mapping

RFC: 2252 paragraph 5.1.4

N/A
(Directory operational
attribute)

modifyTimestamp

Attribute associated with each entry,
representing the date and time the entry was
last modified.

Single or multiplevalue: Single
Matching rule: generalizedTimeMatch
Syntax type: Generalized time

RFC: 2252 paragraph 5.1.2

N/A
(Directory operational
attribute)

name

Attribute supertype from which string
attribute typestypically used for naming are
formed.

Single or multiple value: Multiple

Constraint: Maximum string length is
32,768 characters.

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.42

N/A

nameForms

Single or multiple value: Multiple

Matching rule
objectldentifierFirstComponentMatch

Syntax type: Name form description
RFC: 2252 paragraphs 5.4.2 and 6.22

subschema
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newRDN

New relative distinguished name (RDN) of
an entry whose RDN was modified.

Single or multiplevalue: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

changel ogEntry

newSuperior

New parent of an entry whose relative
distinguished name was modified.

Single or multiple value: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

changel ogEntry

Name of an organization.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.11

applicationEntity
device

domain
groupOfNames
groupOfUniqueNames
inetOrgPerson
organization

objectClass

Description of the kind of object
represented by an entry. This attributeis
present in every entry with at least two
values.

Single or multiple value: Multiple, chosen
from the following list:

top

<any structural class nane>
Matching rule: objectldentifierMatch
Syntax type: OID

RFC: 2256 paragraph 5.1

top

objectClasses

Single or multiple value: Multiple

Matching rule
objectldentifierFirstComponentMatch

Syntax type: Object class description
RFC: 2252 paragraphs 4.4 and 5.1.7

subschema
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ou Name of an organizational unit, such asa applicationEntity
department. applicationProcess
Single or multiple value: Multiple device
. ) groupOfNames
Matching rule: caselgnoreMatch .
) . groupOfUniqueNames
RFC: 2256 paragraph 5.12 organizationalRole
organizational Unit
owner Single or multiple value: Multiple device
Matching rule: caselgnoreMatch groupOfNames
Syntax type: Directory string groupOfUniqueNames
RFC: 2256 paragraph 5.33
pager Pager telephone number associated with a inetOrgPerson
person.
Single or multiple value: Multiple, each
following the format for international
telephone numbers.
Single or multiple value: Multiple
Matching rule: telephoneNumberMatch
Syntax type: Telephone number
Example: +44 71 123 4567
RFC: 1274 paragraphs 9.3.32
partition Definition of directory partitions. partition
Single or multiple value: Multiple
Matching rule: none
Syntax type: Directory string
partitionName Attribute associated with each entry thatisa | N/A

member of a partition. Its value is the name
of the partition.

Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string

(Directory operational
attribute)
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photo Specification of a photograph of a person. inetOrgPerson
This should be encoded in G3 fax with
ANS.1 wrapper.
Single or multiple value: Multiple
Matching rule: OctetStringMatch
Syntax type: Octet string
RFC: 1274 paragraph 9.3.7
physicalDeliveryOfficeName Single or multiple value: Multiple dmd
Constraint: Maximum string length is 128 | domain

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.20

organizational Person
organizationalRole
organizational Unit
residential Person

postalAddress Single or multiple value: Multiple dmd
Matching rule: caselgnoreListMatch domain
) organization
Syntax type: Postal address organizational Person
organizational Unit
residential Person
postalCode Single or multiple value: Multiple dmd
Constraint: Maximum string lengthis40 | domain

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.18

organizational Person
organizationalRole
organizational Unit
residential Person

postOfficeBox

Single or multiple value: Multiple

Constraint: Maximum string length is 40
characters.

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.19

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person

preferredDeliveryMethod

Single or multiple value: Single
Matching rule: caselgnoreMatch
Syntax type: Delivery method
RFC: 2256 paragraph 5.29

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person
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preferredLanguage

Preferred written or spoken language for a
person.

Single or multiplevalue: Single
Matching rule: caselgnoreMatch

Syntax type: Directory string

RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.7

inetOrgPerson

presentationAddress

An OSI (Open Systems I nterconnection)
presentation address.

Single or multiplevalue: Single
Matching rule: presentationAddressMatch
Syntax type: Presentation address

RFC: 2256 paragraph 5.30

applicationEntity

registeredAddress

Postal address suitable for receipt of
telegrams or documents for which the
recipient must accept delivery.

Single or multiple value: Multiple
Matching rule: caselgnorelListMatch
Syntax type: Postal address

RFC: 2256 paragraph 5.27

dmd

domain

organization
organizational Person
organizationalRole
organizationalUnit
residential Person
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replArea

Objects and attributes to be replicated to the
consumer server (Directory Cache server).
These are specified using three
configuration keys: r epl Ar eaSpec,
partition,andattri buteSel ection.
These configuration keys are discussed in
Chapter 8.

You construct the replication area
specification by specifying an attribute
group name and a partition name.

You specify a partition by specifying the
root of asubtree. All objectsin that subtree
are part of the partition. Use an LDAP filter
to specify asmaller subset of objects.

You can replicate either a complete or
partial object. Select attributes by specifying
an INCLUDE or EXCLUDE listinthe
attri buteSel ecti on configuration key.
If an object does not satisfy any replication
area specification, it is not replicated to a
Directory Cache server.

If noreplication areaattributeis presentina
replication agreement, all objects and
attributes are replicated.

Single or multiple value: Multiple
Matching rule: none
Syntax type: Directory string

Caution! Thereplication area specification
must pull all the required non-leaf nodes
(nodes that have descendents). Otherwise,
replication for leaf nodes would fail.

repl Agreement

roleOccupant

Single or multiple value: Multiple
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name

RFC: 2256 paragraph 5.34

organizationalRole

roomNumber

Room number of an object.
Single or multiple value: Multiple

Constraint: Maximum string length is 256
characters.

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 1274 paragraph 9.3.6

inetOrgPerson
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scAttributel ndexInfo

Single or multiple value: Multiple
Matching rule: caselgnoreMatch

Syntax type: Printable string

Note: For Software.com internal use only.

scConfig

scCacheDirDbStatus

Single or multiplevalue: Single
Matching rule: caselgnoreMatch

Syntax type: Printable string

Note: For Software.cominternal use only.

scConfigRoot

scSchemaFileTimestamp Single or multiple value: Single scSubschema
Matching rule: generalizedTimeMatch
Syntax type: Generalized time
Note: For Software.com internal use only.
secretary Secretary of a person. inetOrgPerson
Single or multiplevalue: Multiple, each of
which is a distinguished name
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name
RFC: 1274 paragraph 9.3.17
seeAlso Single or multiple value: Multiple applicationEntity
Matching rule: distinguishedNameMatch | @PplicationProcess
Syntax type: Distinguished name gz’éce
RFC: 2256 paragraph 5.35 domain
groupOfNames
groupOfUniqueNames
locality
organization
organizationalRole
organizational Unit
person
serialNumber Serial number of adevice. device

Single or multiple value: Multiple

Constraint: Maximum string length is 64
characters.

Matching rule: caselgnoreMatch
Syntax type: Printable string
RFC: 2256 paragraph 5.6
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sn Family name (surname) of a person. person
Single or multiple value: Single
Matching rule: caselgnoreMatch
Syntax type: Directory string
Example: Smit h
RFC: 2256 paragraph 5.5
st Full name of a state or province. dmd
Single or multiple value: Multiple domain
Constraint: Maximum string length is 128 Iocath .
organization
characters. N
_ organi zational Person
Matching rule: caselgnoreMatch organizationalRole
Syntax type: Directory string organizational Unit
RFC: 2256 paragraph 5.9 residential Person
street Physical address of the object to whichthe | dmd
entry corresponds. domain
Single or multiple value: Multiple locality
organization

Matching rule: caselgnoreMatch
Syntax type: Directory string
RFC: 2256 paragraph 5.10

organizational Person
organizationalRole
organizational Unit
residential Person

supplierReference

Supplier (Directory server) host and LDAP
port number. The consumer server
(Directory Cache server) bindsto this
supplier server to read change logs.
Single or multiplevalue: Single

Default value: Thefirst name on the list of
hostsin thel dapMast er Host s
configuration parameter of the Directory
Cache server

Matching rule: none
Syntax type: 1A5 string
Example: | dap: // abc. i sp. com 5004

repl Agreement
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supportedAlgorithms

This attribute is to be stored and requested
in binary form, as
support edAl gori t hns; bi nary.

Single or multiple value: Multiple
Matching rule: none

Syntax type: Supported algorithm
RFC: 2256 paragraph 5.53

userSecuritylnformation

supportedA pplicationContext

Identifiers of OS| (Open Systems
Interconnection) application contexts.

Single or multiple value: Multiple
Matching rule: objectldentifierMatch
Syntax type: OID

RFC: 2256 paragraph 5.31

applicationEntity

Constraint: Maximum lengthis 32
characters.

Matching rule: telephoneNumberMatch
Syntax type: Telephone number
RFC: 2256 paragraph 5.21

targetDN Distinguished name of a modified entry. changel ogEntry
Single or multiplevalue: Single
Matching rule: distinguishedNameMatch
Syntax type: Distinguished name
telephoneNumber Telephone number for a user. dmd
Single or multiple value: Multiple domain
organization

organi zational Person
organizationalRole
organizational Unit
person

residential Person

teletexTerminal l dentifier

Single or multiple value: Multiple
Matching rule: none

Syntax type: Telex terminal identifier
RFC: 2256 paragraph 5.23

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person

telexNumber

Single or multiple value: Multiple
Matching rule: none

Syntax type: Telex number

RFC: 2256 paragraph 5.22

dmd

domain

organization
organizational Person
organizationalRole
organizational Unit
residential Person
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title Job description title of a person. organizational Person
Single or multiple value: Multiple
Matching rule: caselgnoreMatch
Syntax type: Directory string
Example: Vi ce- Pr esi dent

RFC: 2256 paragraph 5.13

uid User’'slogin name. inetOrgPerson
Single or multiple value: Multiple

Constraint: Maximum length is 256
characters.

Matching rule: caselgnoreMatch

Substrings matching rule:
casel gnoreSubstringsMatch

Syntax type: Directory string
RFC: 1274 paragraph 9.3.1

uniqueM ember Single or multiple value: Multiple groupOfUniqueNames
Matching rule: uniqgueMemberMatch
Syntax type: Name and optional UID
RFC: 2256 paragraph 5.51

updatel nterval Update interval in seconds. This update repl Agreement
thread in the Directory Cache server runs at
thisinterval to read changes from the
supplier server. It replicatesthese changesin
itslocal Directory Cache database
according to the replication area
specificationinr epl Ar ea.

Single or multiplevalue: Single
Matching rule: integerMatch
Syntax type: Integer
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userCertificate Certified public key of the user; thiskey is | inetOrgPerson
used for authentication and encryption/
decryption.
This attribute is to be stored and requested
in binary form, as
userCertificate; binary.
Single or multiple value: Multiple
Matching rule: none
Syntax type: Certificate
RFC: 2256 paragraph 5.37
userPassword Password for a user. dmd
Single or multiple value: Multiple domain
. . : : organization
Constraint: Maximum string length is 128 organi zational Person
characters. - )
_ _ organizational Unit
Matching rule: octetStringMatch
Syntax type: Octet string
RFC: 2256 paragraph 5.36
userPKCS12 Format for the exchange of personal identity | inetOrgPerson
information.
Single or multiple value: Multiple
Matching rule: none
Syntax type: Octet string
RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.9
userSMIMECertificate Signed message used to support SMIME. It | inetOrgPerson
contains the person’s certificate chain and
algorithm capabilities, stored as binary data.
Single or multiple value: Multiple
Matching rule: none
Syntax type: Octet string
RFC: Draft-smith-Idap-inetorgperson-03;
paragraph 5.8
x121Address Single or multiple value: Multiple dmd
Constraint: Maximum string lengthis15 | domain
characters organization

Matching rule: numericStringMatch
Syntax type: Numeric string
RFC: 2256 paragraph 5.25

organi zational Person
organizationalRole
organizational Unit
residential Person
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Attribute Name Definition Object Classes

x500Uniquel dentifier Flag used to distinguish between objectsif a | inetOrgPerson
distinguished name (DN) has been used
more than once.

Single or multiple value: Multiple
Matching rule: bitStringMatch
Syntax type: Bit string

RFC: 2256 paragraph 5.46
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You can customize the behavior of the Directory server and Directory Cache server
using the configuration keys described in this chapter.

Note: For adetailed discussion of configuration management and instructions on
changing configuration keys, see Chapter 4 of the InterMail Mx Operations
Guide.

This chapter contains the following:
* A sample configuration key description, with an explanation of terminology

* Anaphabetical listing of al configuration keys for the Directory server and the
Directory Cache server

Sample Configuration Key

The table for the fictional configuration key conf i gkeyName introduces the table
format and terminology used throughout this chapter.

Note:  Although multi-word keys appear written in both upper and lowercase, thisis
solely for the sake of readability. All configuration keys are case-insensitive.

configkeyName
Description: Explainsthe purpose of the key, describes the format of key entries,
and provides suggested settings where appropriate.
Related Keys: Lists additional configuration keys (if any) that work together with

this key to achieve a specific result.

Servers Affected: Indicatesthe InterMail servers affected by this key.
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Change Impact:

Possible Values:

Initial Value:

Default Value:

Example:

Describes the implications of changing the value of this
configuration key. The possible impacts are:

* Server restart required
 Trivial, no server restart required
« Noimpact on server

For descriptions of these impacts, see”Impact of Configuration Key
Changes’ on page 187.

Describes the allowable valuesfor akey, suchast rue orf al se,
atext string, an integer, and so forth.

Defines the entry for a configuration key initially set in the
confi g. db file during InterMail installation.

Specifiesthe value the system insertsif thereisno explicit value set
for this particular key. The default value is hard-coded in the

confi g. db file.

If several servers use the same configuration key, there may be
different default settings for each server.

“Null” designates the absence of avalue.

Sample syntax for the key, including the complete configuration
hierarchy, the key name, a colon, a space, and the value of the key
enclosed in square brackets. For example:

[ */ mtal configKeyName: [true]

InterMail Servers and Processes

Each InterMail server has a corresponding process name. Unless otherwise indicated,
the syntax for each configuration key must include the appropriate server process

186

name. For example, in

the following key the checkpoint interval on the Directory

Cache server (i mdi r cacheser v) is set to 1 second:

/*/1imdi rcacheserv/ checkPointlnterval : [1]

The InterMail servers and their corresponding server process names are as follows:

Server Name

Server Process Name

MTA (Message Transport Agent) nta

MSS (Message Store Server) mss

POP server popserv
IMAP server i mapserv

Directory Cache server

i mdi rcacheserv
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Server Name Server Process Name
Directory server i mdi rserv
Configuration server i rconf serv

Manager server i mrgr serv

Queue server i Nnqueueserv

SNMP server snnpdm

WebEdge server webedge

You can aso usethesysadni n modulein place of the server process namefor certain
configuration settings. When thisis the case, the example indicatesit clearly.

Common Server Configuration

Some configuration keys can define settings for more than one server at atime. Where
indicated, you can use common in place of server process namesto use asingle setting
to configure every server affected by this particular key.

For example, the di r RreConnect i ons key, which sets the number size of the
connection pool between the Directory Cache server and the other InterMail servers,
can apply to both the Directory and Directory Cache servers. You can define the size
for both serverswith a single command by using conmron in place of the process
name, as follows:

[ */ common/ di r RmeConnecti ons: [ 40]

Individual Server Configuration

If thereis arequirement to have different sizes for the Directory and Directory Cache
servers, set them independently, asfollows:

[*/indirserv/di rRmeConnections: [40]
/*/1imdi rcacheser v/ di r RreConnecti ons: [ 60]

Impact of Configuration Key Changes

The Change Impact section of the configuration key table describes the implications
of changing the value of a particular configuration key. The possible impacts are:

®*  Server restart required—You must restart the server for the change you madeto
take effect. The server can read the new setting only at startup time. The server
does not restart automatically; you must restart it.

* Trivial, no server restart required—The server will be able to read the new
configuration setting the next time it is necessary without having to be restarted
first.
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* Noimpact on server—Changing the value of the configuration key affects
something other than a server, typically a utility that retrieves the new value the

next time it runs.

Directory Configuration Keys

Thefollowingisalist of all directory-related configuration keysthat you can setinthe
Configuration database (conf i g. db).

Caution!  Certain configuration keys in this section allow you to specify asingle P
address or alist of |P addresses. When specifying |P addresses as values
for these keys, be aware that 0 signifiesawildcard. For example,
specifying 0. 0. 0. 0 asavaluefor ther el aySour ceRenot el PLi st
alows anyoneto relay.

0. 0. 0. 0isnotavalid diasfor thelocal host, and it should not be used as
such. 127. 0. 0. 1 should always be used instead.

anonBindAccess

188

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Determines which users can have anonymous bind access, which
allows them to log in and authenticate without providing a
password.

If Al I, al users have anonymous bind access.

If Tr ust ed, userslogging in from atrusted | P address have
anonymous bind access. If using thisvalue, you must set the value
of the configuration key t r ust edl nt er f aces to alist of trusted
I P addresses.

If None, anonymous bind accessis not alowed for any user.
trustedl nterfaces

Directory server and Directory Cache server

trivial, no server restart required

All
Trusted
None

none
none

/*/imdi rcacheser v/ anonBi ndAccess: [none]
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Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

attributeSelection

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:

Default Value:
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attributeAliasingEnable

Isaflag that enables you to use an aias for the name of a Directory
database attribute. Thisisuseful if your application has a different
name for an attribute that has the same function as an InterMail
Directory database attribute.

For example, assume your application uses an attribute user Logi n
with the same functionality asthe InterMail attribute nai | Logi n.
You could set thiskey tot r ue to bring up an aliasing tablein which
you would enter these two attributes. The InterMail system would
then read user Logi n as quivalent to mai | Logi n.

none

Directory server, Directory Cache server

trivial, no server restart required

true
fal se

fal se
fal se

[*lindirserv/attributeAliasingEnable: [false]

Groups together attributes used by a specific directory application.
Thiskey isused to select particular attributes during replication.

partition, repl AreaSpec, |dapReplicati onAgreenment
Directory Cache server
server restart required

<attribute group nanme> :: include | exclude
(*| <attribute nanel> $ <attribute nane2> $
<attribute nane3> $ .)

No groupings
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Example: /*/'imdi rcacheserv/attributeSel ection
[wp_attrs :: include (objectclass $ cn $ sn $
givenNane $ street $ mail $ tel ephoneNunber)]
cacheAlwaysReadThru
Description: Specifies whether the Directory Cache server aways reads through

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

to the Integrated Services Directory when looking for account
information instead of first reading from the local cache.

If t r ue, the Directory Cache server reads through to the Integrated
Services Directory instead of first reading from the local cache.

If f al se, the Directory Cache server functions as normal and only
reads through to the Integrated Services Directory if it cannot locate
the needed information in itslocal cache first.

Note: This key does not supersede and is not super seded by the
configuration key cacheDi sabl eReadThr us. If both keys are set
totrue, the Directory Cache server always responds with
M5_UNKNOWNUSER

cacheDi sabl eReadThr us

Directory Cache server

trivial, no server restart required

true
fal se

fal se
fal se

[ */1mdi rcacheserv/ cacheAl waysReadThru: [fal se]

cacheAuthoritativeForMTA

190

Description:

Specifies whether information in the Directory Cache database is
considered authoritative for account queries from the MTA.

If thesettingisf al se and the Directory Cache server does not find
requested information in itslocal cachefile, the server attemptsto
read through to the Directory server to obtain the necessary
information.

If the setting ist r ue, cached information is considered
authoritative, and no attempt is made to read through to the
Directory server.
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Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

cacheAut hori tati veOnDbFai
Directory Cache server

trivial, no server restart required

true
fal se

fal se
fal se

/*/1 mdi rcacheser v/ cacheAut horitati veFor MTA:
[fal se]

cacheAuthoritativeOnDbFail

Specifies whether the Directory Cache server is considered
authoritative or non-authoritative.

If it is authoritative, it operates independently of the Directory
server, even when lookups fail in itslocal Directory Cache
database.

If it isnon-authoritative, alookup failursresultsin aread-through to
the Directory server to search for the information in the master
Directory database.

cacheAut horitati veFor MTA, cacheDi sabl eReadThr us
cacheDi sabl eWiteThrus

Directory Cache server
trivia

true
fal se

true
true

/*/1 nmdircacheserv/cacheAut horitativeOnDbFai l
[true]
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cacheDisableReadThrus

192

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Specifies whether read-throughs to the master Directory database
are disabled, causing the Directory Cache server to be the
authoritative source of information.

Under normal circumstances, the Directory Cache server reads
through to theDirectory server if it cannot find a particular user or
the proper password in itslocal cache. However, if alarge number
of users or passwords cannot be located, CPU resources may be
drained. If thisisaproblem in your environment, you may want to
consider disabling read-throughs.

If thiskey isset tot r ue, no read-throughs to the Directory server
take place. If thiskey isset tof al se, the Directory Cache server
functions as normal.

Thiskey takes precedence over thecacheAut hori t ati veFor MTA
and cacheAut hori t ati veOnDbFai | configuration keys.

cacheAl waysReadThru, cacheAuthoritativeOnDbFail,
cacheAut horitativeFor MTA, cacheDi sabl eWiteThrus

Directory Cache Server

No read-throughsto the Directory server take place when thiskey is
settotrue.

true
fal se

fal se
fal se

[ */1 mdi rcacheserv/ cacheDi sabl eReadThrus: [fal se]
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cacheDisableWriteThrus

Description:

Related Keys:
Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

cacheReReadInterval

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:

Initial Value:

Specifies whether write-throughs to the master Directory database
are disabled, causing the Directory Cache server to be the
authoritative source of information.

Under normal circumstances, the Directory Cache Server writes
through to the Directory server if it cannot find a particular user or
the proper password in itslocal cache. However, if alarge number
of users or passwords cannot be located, CPU resources may be
drained. If thisisaproblem in your environment, you may want to
consider disabling write-throughs.

If thiskey isset tot r ue, no write-throughs to the Directory server
take place. If thiskey isset tof al se, the Directory Cache server
functions as normal.

cacheDi sabl eReadThr us

Directory Cache Server

No write-throughs to the Directory server take place when this key
issettotrue.

true
fal se

fal se
fal se

/*/1mdi rcacheserv/ cacheDi sabl eWiteThrus: [fal se]

Specifies the number of seconds the system isto wait before
checking to see if the cache needs to be switched. The cache needs
to be switched if i ndi r sync isrun to create anew cache.

none

Directory Cache server

trivial

Any number from 1 to 3600, in seconds

none
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Default Value:

Example:

chainingInfo

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

changelog

194

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:

Default Value:

/*/1imdi rcacheserv/ cacheReReadl nterval : [10]

Provides the names of Directory Cache serversto be contacted by
an index Directory Cache server to answer arequest from an RME
client. Maps the replication area specification specified by

r epl Ar eaSpec to the host serving that specification.

repl AreaSpec

Directory Cache server

server restart required

[ <repl AreaSpec nane>: <hostnane of first Directory
Cache server>, <hostnane of second Directory Cache
server>]

no chaining info

[ */'1 mdi r cacheser v/ chai ni ngl nf o:
[ MTA_VEST_| NDEX: HOST_MIA_WEST, Host - Backup]

Specifies the distinguished name where the change log entries are
stored.

Caution! Do not change this key once you have set up your
database. You could lose changes that are in the old change log.

| dapBackend

Directory server

server restart required

Any valid distinguished name
cn=changel og

cn=changel og
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Example:

checkPointInterval

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

/*/1mdi rserv/changel og: [cn=changel og]

Specifies the time interval, in seconds, between runs of the
checkpoint thread.

Datais written to the disk at these intervals so that it will be
available in the event of a server crash.

none

Directory Cache server
trivial

Between 1 and 60

1

/*/1imdi rcacheserv/ checkPointlnterval: [1]

checkPointRetryInterval

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Represents the number of seconds the system should wait before
retrying a checkpoint that has failed (typically, when

t xn_checkpoi nt returns DB_I NCOVPLETE).

checkPoi nt I nt erval

Directory Cache server

trivial, no server restart required

Between 1 and 3600

1

/*/1mdi rcacheserv/ checkPoi nt Retrylnterval : [1]
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chglLogPageSize

Description:

Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Defines the number of entries to be read from the changelog at one
time.

none
Directory Cache server
trivial

Any numeric value less than the value of the configuration key
| dapSi zeLi mi t

499
100

/*/1mdi rcacheser v/ chgLogPageSi ze: [100]

compatibleQuotaKbytesConversion

Description:

Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

createEntryAudit

196

Description:

Determines the conversion factor the system usesto convert Kbytes
to bytes.

none
IMAP, MSS, MTA, POP, Directory Cache server
trivial, no server restart required

true
fal se

fal se
fal se

/ */ common/ conpat i bl eQuot akbyt esConversion: [fal se]

Is aflag that indicates whether operational attributes
(creat eTi nest anp and cr eat or sNane) are to be created for
audit purposes for every LDAP entry.
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Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

dbLogFileMaxSizeKb

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

dbSuppressFsync

Description:

Related Keys:
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none
Directory server
trivia

true
fal se

none
true

[*/inmdirserv/createEntryAudit: [true]

Defines the maximum size of a database log file, which is used for
crash recovery.

none
MSS, Directory Cache server
server restart required

Any non-negative integer

64

64

[ */ mes/ dbLogFi | eMaxSi zeKb: [ 64]

Controls whether the cache files and cache file logs will
synchronize when modified.

If thiskey issettot r ue (the default), the files will not synchonize.
This setting provides better performance.

If thiskey issettof al se, thereisless chance that the cachefiles
will be corrupted if the machine on which the Directory Cache
server is running crashes. However, if the files are corrupted, use

i mdi r sync to regenerate them.

none
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Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

defaultBindDN

defaultBindPassword

198

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:

Initial Value:

Directory Cache server
trivia

true
fal se

true
fal se

/*/1imdi rcacheser v/ dbSupressFsync: [true]

Specifies the distinguished name used by tools such as

i mdbcont r ol and the C API that cannot bind to the LDAP server

but need to communicate with the Directory Cache server.
def aul t Bi ndPasswor d

Directory Cache server

server restart required

Any distinguished name value

[]

cn=r oot

[*/1ndirserv/defaul t BindDN: [ cn=root]

Specifies the password used with the configuration key
def aul t Bi ndDN

def aul t Bi ndDN

Directory Cache server

server restart required

Any aphanumeric string with or without special characters

[]
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Default Value: secr et (randomly generated string of uppercase characters)

Example: /*/imdirserv/defaul t Bi ndPassword: [secret]

defaultChangelogTablespace

Description: Indicatesthat | M_CHGLG_YYYYMVDDHHMVSS tables are to be stored
in atablespace other than the one installed by the InterMail Oracle
installation utility.

Related Keys: def aul t Changel ogl ndexTabl espace

Servers Affected: Directory server

Change Impact: trivial, no server restart required

Possible Values:  Any string

Initial Value: none
Default Value: CHANGELOG
Example: /*/'i mdi rserv/def aul t Changel ogTabl espace:
[ CHANGELOG]
defaultDirServer
Description: Specifiesthe LDAP server (either the Directory Cache server or the

Directory server) to whichi mdbcont r ol connectsif the host and
port are not specified on the command line.

Thisisani ndbcontrol key.
Related Keys: none
Servers Affected: Directory server, Directory Cache server
Change Impact: none

Possible Values:  Configuration name of any LDAP server: i ndi r serv or
i mdi r cacheserv

Initial Value: i ndirserv
Default Value: i ndirserv
Example: /*/imdbcontrol /defaul tDirServer: [imdirserv]
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dirCachePort

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

dirRmeConnections

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

dirRmeHost

Description:

Defines the port number on which the Directory Cache server
listens for RME requests.

To support failover, it is advisable that each Directory Cache server
have a different port number. This enables you to run two virtual
hosts on a single system without creating port number conflicts.
none

Directory Cache Server

server restart required

Any valid, unused port number

Set during installation

null

[ */indi rcacheserv/dirCachePort: [5888]

Specifies the size of the connection pool between the Directory
Cache server and the other InterMail servers.

none
Directory server, Directory Cache server
server restart required

Any integer from 1to 512

40

10

[ */ common/ di r RmeConnecti ons: [ 40]

Specifies the name of the host running the Directory Cache server
in builds using only one Directory server.
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Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

dirRmeHosts

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:

Initial Value:

| dapSer ver Host s

Directory Cache server

trivial, no server restart required
Any valid host name

[]

Name supplied during installation

/*/1mdi rcacheserv/dirRreHost: []

Lists the hosts that are running the Directory Cache server where
the RME port is available for use.

| dapSer ver Host s

Directory Cache server

trivial

Any valid host name

[1

Names supplied during installation

/*/inmdi rcacheserv/di rRmeHosts: []

dirRmeMaxSecondaryCalls

Caution! This key should be modified only with vendor and/or
technical support.

none
Directory server, Directory Cache server
trivial, no server restart required

Any integer greater than zero

100
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Default Value: 100
Example: /*/imdirserv/di r RmeMaxSecondaryCal | s: [ 100]
dirRMEPort
Description: Is the number of the port on which the Directory server listens for
RME requests.
Related Keys: none

Servers Affected: Directory server
Change Impact: server restart required

Possible Values:  Any valid, unused port number

Initial Value: Set during installation
Default Value: nul |
Example: /*/inmdirserv/dirRVEPort: [5888]

expChgLogCommitSize

Description: Specifies the maximum number of changelog entries stored in the
Oracle rollback segment storage area after they are deleted. When
this number is reached, the del etions become permanent.

Related Keys: none

Servers Affected: Directory server

Change Impact: trivial

Possible Values:  Any integer. The size of the data changed determines the val ue of

thisinteger.
Initial Value: 1000
Default Value: 1000
Example: /*/i ndi rserv/ expChgLogCommi t Si ze: [1000]
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Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

initIndicesFallback

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

indexThreadSnoozePeriod

Specifiesthe number of secondstheindex thread should wait before
checking to see if it needsto create additional indexes.

| dapl ndi cesConfi gRdn,i nitl ndi cesFal | back
Directory Cache server

trivial, no server restart required

Any number from 1 to 300

2

2

[ *] common/ i ndexThr eadSnoozePeri od: [ 20]

Specifieswhether the server should read index information from the
Configuration database during Directory Cache database
initialization if an index entry in the Directory database is
corrupted.

If thiskey issettof al se, an error message appears and the server
isnot initialized.

none
Directory Cache server, Directory server
trivia

true
fal se

true
true

[*/1inmdirserv/initlndicesFallback: [true]
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IdapAccessList
Description: Lists the IP addresses allowed to connect to the LDAP server. A
valueof 0. 0. 0. 0 means all |P addresses are allowed.
Related Keys: anonBi ndAccess, def aul t Bi ndAccess, defaul t Bi ndDN,

def aul t Bi ndPasswor d, | dapAnonynousBi nd,
r oot Bi ndAccess

Servers Affected: Directory Cache server, Directory server
Change Impact: trivial

Possible Values:  Any valid IP address, or net mask

Initial Value: []

Default Value: 0.0.0.0

Example: /*/indirserv/|dapAccessList: [0.0.0.0]
IdapACICacheMaxCount

Description: Specifies the size limit of the ACI rules stored in

ACl @ obal Cache.
Related Keys: none
Servers Affected: Directory server, Directory Cache server
Change Impact: trivial, no server restart required

Possible Values:  Any integer value greater than 0

Initial Value: 500
Default Value: 500
Example: /*/'imdircacheserv/| dapACl CacheMaxCount: [ 500]

IdapACICacheMaxSizeKB

Description: Specifies the size limit, in kilobytes, of the ACI rules stored in
ACl d obal Cache.

Related Keys: none
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Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

IdapAllocRuleDN

Description:

Related Keys:

Servers Affected:
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Directory server, Directory Cache server
trivial, no server restart required

Any integer value greater than 0

1000

1000

/*/1mdi rcacheser v/ | dapACl CacheMaxSi zeKB: [ 1000]

IdapAllocRootOverride

Determines whether allocation maximums can be overriden by a
user logged in as the root distinguished name (DN).

If thiskey issettot r ue, the operation is allowed if the user is
logged on as the root DN and there is a directory operation that
would exceed the maximum allocation for some counted attributes.

If thiskey issettof al se, the operation isdenied if the user is not
logged on as the root DN and there is a directory operation that
would exceed the maximum allocation for some counted attributes.
| dapRoot DN

Directory server

trivial, no server restart required

true
fal se

fal se
fal se

[*/indirserv/|dapAl | ocRoot Override: [false]

Specifies the distinguished name for the entry containing the
alocation rules for the InterMail administrator.

none

Directory server
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Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapAsyncOperation

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

server restart required
Any distinguished name
none

cn=adni n root

[*/1mdi rserv/| dapAl | ocRul eDN: [cn=admi n root]

Enables/disables full asynchronous operation. In full asynchronous
operation, asingle LDAP connection can perform multiple
operations at the same time. Each operation is executed in a
separate thread, allowing operations to overlap.

If thiskey issettot r ue, each operation is executed in a separate
thread, allowing operations to overlap.

If thiskey issettof al se, operations other than searches are
performed one at atime on each connection.

Note: If asynchronous operations are used, you must ensure that
entry dependency constraints are met. For example, a parent entry
must be created before you can begin an operation that creates a
child entry.

| dapAsyncSear ch
Directory Cache server, Directory server

trivial, no server restart required

true
fal se

fal se
fal se

[*/1mdirserv/| dapAsyncQperation: [fal se]
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IdapAsyncSearch

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

IdapBackend

Description:

Related Keys:

Enabl es/disables asynchronous search operations. In asynchronous
mode, asingle LDAP connection can perform multiple searches
simultaneoudly. Each search request is executed in a separate
thread, allowing the searches to overlap.

If thiskey issettot r ue, each search request is executed in a
separate thread, allowing the searches to overlap.

If thiskey issettof al se, each search isperformed oneat atime, in
order. All other operations are deferred until the search is complete.

| dapAsyncQper ati on
Directory Cache server, Directory server
trivial, no server restart required

true
fal se

fal se
fal se

[*/1imdirserv/| dapAsyncSearch: [fal se]

Caution! Do not change the value of this key without first
consulting your InterMail vendor.

Specifies the backend databases run by the server. These can be the
Oracle database (or a) and/or the Oracle change logs (or achgl og).

The syntax is:
<backendt ype backendsuffi x>
Where backendsuf f i x isthe highest entry of the Directory

Information Tree (DIT) stored by the Directory Cache server. If no
suffix islisted, the DIT root ("") is used.

Note: If the directory is split up among multiple backends, the
portions of the DIT in the listed backends should not overlap. The
code chooses the backend databasesin the order listed. If thereis
overlap in the portions of the DIT that the backends hold, and you
list a more generic suffix first, the other backends will never be
called.

changel og, | dapConfi gDN, | dapSchenmaDN
| dapSchemaFi |l e, writeChangelLog
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Servers Affected: Directory Cache server, Directory server

Change Impact: server restart required
Possible Values: | dbm
ora ""

or achgl og cn=changel og

Initial Value: i mdi rserv: [orachgl og cn=changel og]
[ora]
i ndi rcacheserv: [I|dbm

Default Value: | dbm
Example: /*/'imdircacheserv/| dapBackend: [I|dbm
IdapBatchTimeoutMS
Description: Specifiesthe timeout period, in milliseconds, that a server in batch
mode will wait before doing an automatic commit of the requests
it has received.

For example, if aclient sends out streams of requests to the server
in a batch mode connection, the server always finds requests
available on the input socket to be processed without having to
wait for more requests from the client. If the request flow stops,
because the client is slow or is not sending requests continuously,
the server waits for the number of milliseconds specified by

| dapBat chTi neout M5 before commiting the requestsit has
received.

This configuration key is used for batch mode as a safeguard
against interrupted streams of requests.

Related Keys: | dapMaxBat chOper at i ons

Servers Affected: Directory server, Directory Cache server
Change Impact: trivial, no server restart required

Possible Values: Between 1 and 86400

Initial Value: 20

Default Value: 20

Example: /*/ comon/ | dapBat chTi neout Ms: [ 20]
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IdapBindThruEnable

Description:

Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

IdapClientTimeout

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:
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Enables/disables the binding of a Directory Cache server to the
master when the bind distinguished name (DN) object is not found
locally.

If thiskey issettot r ue, the client can bind to adirectory cache
where its bind DN may not exist and still perform authenticated
LDAP operations, assuming proper ACLs, on any target object
that exists in the bound directory cache.

If thiskey issettof al se, an LDAP client can bind to a directory
cache only when the bind DN exists in the directory cache.

Note: This configuration key should be settot r ue when directory
caches are used together with the referral mechanism.

none
Directory Cache server
trivial, no server restart required

true
fal se

fal se
fal se

/*/indircacheserv/| dapBi ndThruEnabl e: [fal se]

Specifiestheidle client connection timeout value.
none

Directory Cache server, Directory server

trivia

Any numeric value, in seconds

0

86400

[ */1imdi rcacheserv/| dapd i ent Ti meout: [O]
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IdapConfigDn

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:

Default Value:

Specifies the distinguished name of the configuration node in the
LDAP directory.

Caution! Do not change this value without consulting your
InterMail vendor.

none
Directory Cache server, Directory server
server restart required

Any distinguished name

cn=config

cn=config

Example: / */ common/ | dapConfigbn: [cn=confi g]
IdapCosCacheMaxCount
Description: Defines the maximum number of COS constraint sets kept in the

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

memory cache.

| dapCosCacheMaxSi zeKb
Directory server

trivia

Any non-negative integer, including 0
100

100

[ */1mdirserv/| dapCosCacheMaxCount: [100]

IdapCosCacheMaxSizeKb

Description:

Related Keys:

210

Specifies the maximum size, in kilobytes, of the COS constraint
memory cache.

| dapCosCacheMaxCount
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Servers Affected: Directory server
Change Impact: trivial

Possible Values:  Any non-negative integer, including O

Initial Value: 0
Default Value: 0
Example: /*/'imdirserv/| dapCosCacheMaxSi zeKb: [ 0]

IdapDbEntryCacheSizeInKB

Description: Defines the size, in kilobytes, of the database cache for LDAP
entries.
Related Keys: | dapDbEnt r yPageSi zel nKB, | dapDbl ndexCacheSi zel nKB,

| dapDbl ndexPageSi zel nKB
Servers Affected: Directory Cache server
Change Impact: server restart required

Possible Values:  Limited by system memory

Initial Value: 16384

Default Value: 16384

Example: /*/'i mdi r cacheser v/ | dapDBEnt r yCacheSi zel nKB:
[ 16384]

IdapDbEntryPageSizeInKB

Description: Specifies the database page size, in kilobytes, for LDAP entriesin
the Directory Cache server.

Related Keys: | dapDbEnt r yCacheSi zel nKB, | dapDbl ndexCacheSi zel nKB
| dapDbl ndexPageSi zel nKB

Servers Affected: Directory Cache server
Change Impact: server restart required

Possible Values:  Multiples of 8 between 8 and 64. It isrecommended that you use
the default value.
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Initial Value: 16
Default Value: 16
Example: /*/'imdircacheserv/| dapDbEnt r yPageSi zel nKB: [ 16]

IdapDbIndexCacheSizeInKB

Description: Defines the size, in kilobytes, of the database cache for LDAP
indices.
Related Keys: | dapDbEnt r yCacheSi zel nKB, | dapDbEnt ryPageSi zel nKB

| dapDbl ndexPageSi zel nKB
Servers Affected: Directory Cache server
Change Impact: server restart required

Possible Values:  Limited by system memory

Initial Value: 16384

Default Value: 16384

Example: /*1'i ndi r cacheser v/ | dapDbBI ndexCacheSi zel nKB:
[ 16384]

IdapDbIndexPageSizeInKB

Description: Specifies the page size, in kilobytes, for the LDAP index database.

Related Keys: | dapDbEnt r yCacheSi zel nKB, | dapDbEnt r yPageSi zel nKB,
| dapDbl ndexCacheSi zel nKB

Servers Affected: Directory Cache server
Change Impact: server restart required

Possible Values:  Multiples of 8 between 8 and 64

Initial Value: 16
Default Value: 16
Example: /*/'imdi rcacheserv/| dapDbl ndexPageSi zel nKB: [ 16]
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IdapDebugWriteEnable

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Enables/disables the Directory Cache server debug mode. In this
mode, dataiswritten directly to the cache, with no write-through to
the master.

If thiskey issettot r ue, the system ignores the value of the
configuration key cacheDi sabl eWi t eThr us, writes datato the
cache, and disables write-throughs to the master.

If thiskey issettof al se, the system uses the value of the
configuration key cacheDi sabl eWi t eThr us to determine how
to write data. If the value of cacheDi sabl eWiteThrus istrue,
write-throughs to the master and writes to the cache are performed.
If thevalue of cacheDi sabl eWiteThrus isfal se, writesto the
cache are disabled.

Note: If the value of thiskey ist r ue, write operations are made
directly to the cache with no partitioning. That is, no replication
agreement data is used to determine which, if any, portion of the
writeisapplied to thelocal cache. The cacheisassumed to bea full
replica.

cacheDi sabl eWiteThrus
Directory Cache server
trivial, no server restart required

true
fal se

fal se
fal se

[ */indi rcacheserv/| dapDebugW it eEnabl e: [true]
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IdapEnableAutoAdminGroup

Description:

Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Specifies whether the system tries automatically to determineif the
user attempting to bind to a server belongs to an InterManager
administration group. If so, it enables the corresponding
InterManager group privileges.

If thiskey issettot r ue, an LDAP server attempts to recognize
InterManager administration users binding to it. Use this setting to
identify administration users from LDAP clients that are not
provided with InterManager and that do not have the ability to
specify InterManager administration groups explicitly.

If thiskey issettof al se, an LDAP server expectsan LDAP client
to specify explicitly that the user binding to the server is a member
of an InterManager administration group and, therefore, wants the
corresponding InterManager privileges enabled.

none
Directory Cache server, Directory server
trivial, no server restart required

true
fal se

fal se
fal se

[*/1mdi rserv/| dapEnabl eAut oAdmi nGroup: [fal se]

IdapEntryCacheMaxCount

214

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:

Initial Value:

Specifies the maximum number of LDAP entriesin the entry cache.
(The entry cache is anin-memory cache on top of the Sleepycat
database cache.)

| dapEnt r yCacheMaxSi zekKb

Directory Cache server, Directory server

trivial

Any reasonable numeric value

1000
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Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapIndices

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

1000

[ */1mdi rcacheser v/ | dapEnt ryCacheMaxCount : [ 1000]

IdapEntryCacheMaxSizeKb

Specifies the maximum size of LDAP entriesin the entry cache.
| dapEnt r yCacheMaxCount

Directory Cache server, Directory server

trivia

Any numeric value

1000

0 (which meansno size limit)

[*/indirserv/| dapEnt ryCacheMaxSi zeKb: [10000]

Lists LDAP attributes to be indexed for the Directory Cache server,
and how they are to be indexed. You must index all instances of the
attribute since there is no means of limiting the index to a particular
object class.

Note: The Directory Cache server builds the index for you. You do
not have to run a utility to build the index.

| dapDBI ndexCacheSi zel nKB, | dapNuni ndexDbFi | es
Directory Cache server, Directory server
server restart required

Any LDAP attributes and index actions
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Initial Value: [cn eq]
[ domai nnanme eq, rever se, uni que]
[ domai ntype eq]
[mai |l eq, reverse, uni que]
[mai | al t er nat eaddr ess eq, rever se, uni que]
[ mai | boxi d eq, uni que]
[mai | | ogi n eq, uni que]
[mailinglist eq,reverse]
[mailinglistpolicy eq]
[rmail policy eq]
[mp eq]
[ obj ectcl ass eq]
[rewritedomain eq]
[uid eq, reverse]

Default Value: [cn eq]
[ domai nnanme eq, rever se, uni que]
[ domai ntype eq]
[mai |l eq, reverse, uni que]
[mai | al t er nat eaddr ess eq, rever se, uni que]
[ mai | boxi d eq, uni que]
[rmai | | ogi n eq, uni que]
[mai linglist eq,reverse]
[mailinglistpolicy eq]
[mail policy eq]
[mp eq]
[ obj ectcl ass eq]
[rewritedomain eq]
[uid eq, reverse]

Example: /*/imdirserv/|dapl ndices
[cn eq]
[ domai nnanme eq, rever se, uni que]
[ domai ntype eq]
[mai |l eq, reverse, uni que]
[mai | al t er nat eaddr ess eq, rever se, uni que]
[ mai | boxi d eq, uni que]
[rmai | | ogi n eq, uni que]
[mailinglist eq,reverse]
[mailinglistpolicy eq]
[rmai |l policy eq]
[mp eq]
[ obj ectcl ass eq]
[rewritedomain eq]
[uid eq, reverse]
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IdapIndicesConfigRdn

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:
Initial Value:
Default Value:

Example:

IdapMasterHosts

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Specifies the relative distinguished name of theindices' storage
node.

none

Directory Cache server, Directory server

Caution! Changing the value of this key requires you to rebuild the
database. Therefore, you should set it initially and then never
changeit.

Caution! Do not attempt to modify the value of this key.
cn=i ndi ces
cn=i ndi ces

[ */ common/ | dapl ndi cesConfi gRdn: [ cn=newi ndi ces]

Lists the hosts on which the master Directory server is running.
none

Directory Cache server

trivial

Any valid host name

[1

[1

[ */indi rcacheserv/| dapMast er Hosts: []

IdapMaxBatchOperations

Specifies the maximum number of operationsthat can berunin
batch mode before an automatic commit is performed.

This configuration key is used in batch mode as a safeguard
against clientsthat do not issuef | ush requests regularly, thereby
causing server-side resource utilization to grow without bounds.
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IdapNumEntryDbFiles

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:
Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:

Default Value:

none
Directory server

trivial, no server restart required
Any number between 1 and 1000
30

30

/*/inmdirserv/| dapMaxBat chOper ati ons: [ 30]

Specifies the number of files comprising the LDAP entry database.
| dapNum ndexDbFi | es

Directory Cache server

server restart required

Any numeric value

8

8

Example: /*/indircacheserv/| dapNunEnt ryDbFil es: [8]
IdapNumIndexDbFiles
Description: Specifies the number of files comprising the LDAP index database.

218

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:

Default Value:

Ent ryDbFi | es
Directory Cache server
server restart required
Any numeric value

8

8
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IdapPort

Example:

IdapOperationLimit

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

/*/1mdi rcacheser v/ | dapNum ndexDbFi | es: [ 8]

Defines the number of allowable LDAP client operations per
connection.

none
Directory Cache server, Directory server
trivial

Any numeric value

10

10

[*/indirserv/|dapQperationLimt: [10]

Specifies the number of the port on which the Directory server or
Directory Cache server listens for LDAP requests.

none
Directory Cache server, Directory server
server restart required

Port number supplied during installation
389

389

/*/imdi rcacheserv/| dapPort: [389]

IdapReplicationAgreement

Lists the replication agreement for a Directory Cache server.

Note: You can have only one replication agreement per Directory
Cache server.
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:

Default Value:

Example:

IdapRootDn

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapRootPwd

Description:

attributeSel ection,| dapMast er Host s, | dapPort,
| dapRoot Dn, | dapRoot Pwd, partition, repl AreaSpec

Directory Cache server
server restart required
Unlimited

[cn: defaul t Replicati onAgreenent ]
[updatel nterval : 60]

nul |

[ */1imdi rcacheserv/| dapRepl i cati onAgreenent :
[cn: defaul t Replicati onAgreenent]

[updatel nterval : 60]
[repl Area: RA1]

Specifies the root distinguished name for the server.
Note: Do not set this configuration key on a per-host basis. To

change the key, modify only the / */ conmon/ | dapRoot DN version
of the key, and then restart all Directory servers.

| dapRoot Pwd, r oot Bi ndAccess

Directory Cache server, Directory server

server restart required

Any valid distinguished name

cn=r oot

cn=r oot

/*/1mdi rserv/| dapRoot Dn: [cn=root]

Specifies the root password for the Idap Directory server.

Note: Do not set this configuration key on a per-host basis. To
change the key, modify only the/ */ conmon/ | dapRoot Pwd
version of the key, and then restart all Directory servers.
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapSchemaCheck

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

IdapSchemaDn

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

| dapRoot Dn, r oot Bi ndAccess
Directory Cache server, Directory server
server restart required

Any string value

secret

secret

/*/1mdi rcacheserv/| dapRoot Pwd: [secret]

Specifies whether newly added or modified objects are validated
against the LDAP schema.

| dapSchemaFi | e
Directory server
trivial, no server restart required

true
fal se

true
true

[*/inmdirserv/| dapSchemaCheck: [fal se]

Specifies the distinguished name of the schemaentry. Once the data
is provisioned, this key should not be changed.

none
Directory Cache server, Directory server
server restart required

Any distinguished name
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Initial Value:
Default Value:

Example:

IdapSchemafFile

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapServerHosts

222

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

none
cn=schem

[*/1imdirserv/| dapSchemabDn: [cn=schems]

Specifies the path of the schemaconfi g file. Paths are either
absolute or relative from $1 NTERMAI L. Schema changes must be
made with care, and according to the documented guidelines.

| dapSchenmaCheck

Directory Cache server, Directory server

server restart required

Any file path

config/schema. | dif

none

[*/1imdirserv/| dapSchenaFil e: [config/schenma.ldif]

Lists the hosts running the Directory server. The C-API usesthis
key.

none
Directory Cache server
no impact on server
Any valid host names
[1

[1

[ */indi rcacheserv/| dapServer Hosts: []
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IdapSizeLimit

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

IdapTimeLimit

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:

Default Value:

Example:

Specifies the maximum number of entries returned from a search
operation when the Directory server is being used with less than
root privileges.

| dapTi meLi mit

Directory Cache server, Directory server

server restart required

Any numeric value

500

500

[ */1mdi rcacheserv/| dapSi zeLimt: [500]

Sets atime limit, in seconds, on Directory Cache server search
operations.

| dapSi zeLim t

Directory Cache server, Directory server
server restart required

Any numeric value

i ndi rserv [360]
i mdi rcacheserv [3600]

i mdi rserv [360]
i mdi rcacheserv [3600]

/*/indircacheserv/| dapTi meLi mt: [3600]
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logAgeHours

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

logExpireHours

Description:

Related Keys:

Servers Affected:

224

Specifies the number of hours that entries will be kept in the change
log before being automatically deleted.

Setting | ogAgeHour s and | ogExpi r eHour s to very high values
increases disk space usage, since it causes the entries in the change
log to be retained for alonger time.

Setting | ogAgeHour s and | ogExpi r eHour s to very low values
causes the change logs to expire quickly. Some of the Directory
Cache servers may miss this small window and be forced out of
sync, requiring you to runi mdi r sync to regenerate them.

Note: Changesto thel ogAgeHour s value take effect after the
current | ogExpi r eHour s time period has ended.

| ogExpi r eHour s

Directory server

trivial, no server restart required
1to (2%2-1)

12

12

[*/indirserv/| ogAgeHours: [12]

Defines the number of hours the system waits before deleting
change log entries that are older than the value specified in the
configuration key | ogAgeHour s.

Setting | ogExpi r eHour s and | ogAgeHour s to very high values
increases disk space usage, since it causes the entries in the change
log to be retained for alonger time.

Setting | ogExpi r eHour s and | ogAgeHour s to very low values
causes the change logs to expire quickly. Some of the Directory
Cache servers may miss this small window and be forced out of
sync, requiring you to runi ndi r sync to regenerate them.

Note: Changesto thel ogExpi r eHour s value take effect after the
current | ogExpi r eHour s time period has ended.

| ogAgeHour s

Directory server
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Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

loginAliases

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:
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trivial, no server restart required
1to (232 - 1)

4

4

[*/1mdirserv/| ogExpireHours: [4]

Specifies whether the system uses alias addresses, instead of the
attribute user Logi n, to authenticate users.

If thiskey issettot r ue, users can use their SMTP alias on POP or
IMAP servers, instead of their POP or IMAP user login, to
authenticate themselves.

If thiskey issettof al se, the user must use the attribute
user Logi n for authenication.

none
Directory Cache server
trivial, no server restart required

true
fal se

fal se
fal se

/*/indircacheserv/|ogi nAliases: [false]
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loginFilter

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

226

A list of r egex substitution filters that are applied, in sequence, to
every name supplied in a POP authentication query before the name
islooked up in the Directory database.

The value of thel ogi nFi | t er configuration key can include
multiple entries, but each entry must appear on a separate line,
contained within its own set of square brackets.

Entries should be in the form:

s/ pattern/repl acel/opts
s/ pattern2/repl ace2/opts2 ...

where the “/” can be any single character not used in “pattern” or
“replace”, and “opts’ can be empty or astring containing “g” and/or
“i” (similar to Perl).
Values are separated by a space or punctuation.
For example:

sUxX%Wyyy% , s™ApplerCOraclenrgi, s/N(.*)$/Z-\1/i
The pattern argument is a POSIX regular expression. The replace
string can be simple text, or it can contain expressions of the form
“\N”, where N isadigit. If the pattern contains at least N
parenthesized groups, then the text that matched the Nth group in
the input will be substituted for the corresponding “\N” in the
output.

Note: If the IMDIAG environment variable contains " popFilter=3"
beforethei ndi r cacheser v processis started, trace output will be
generated that may be useful in researching issues surrounding use
of this configuration key.

none

Directory Cache Server

server restart required

A string with multiple substitution expressions

nul |

nul |

[ */1nmdi rcacheserv/loginFilter: [s%Wxx%yy% ]
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logNumTablesLimit

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

masterSearchRoot

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:

Default Value:

Specifies the maximum number of | M_CHGLOG_YYYMVDDHHMVES
tables the Directory server maintains in the database at steady state.

As the specified number of such tables increases, the following
performance changes occur:

» The database drops stale change log entries at afaster rate.

« The Directory Cache server fetches the change log entries at a
slower rate.

Note: The number of such tables at steady state isthe lesser of:
» Thevalue of this configuration key
» The value of the expressing ceiling (the value of the

configuration key | ogAgeHour s divided by the value of the
configuration key | ogExpi r eHour s)
| ogAgeHour s, | ogExpireHours
Directory server
trivial, no server restart required
Any value from 2 to 100
none
20

[*/1indirserv/logNunTabl esLimt: [10]

Specifies the base entry to be used for searches on the master server.
none

Directory Cache server

trivial

Any valid distinguished name

[]

[]
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Example:

maxCursorsPerConn

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

modifyEntryAudit

Description:

Related Keys:
Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

/*/1 mdi rcacheser v/ nast er Sear chRoot :
[ o=sof t war e. conj

Defines the maximum number of database cursors that a connection
can retain between LDAP operations.

pri mar yDBnuntConnect i ons
Directory Cache server

trivial

Any integer from 1 to 255

none (not in theinitia confi g. db file)
8

/*/1 mdi rcacheser v/ maxCur sor sPer Conn: [ 8]

Indicates whether operational attributes (modi f yTi mest anp and
modi fi er sNane) are to be created for audit purposes for every
LDAP entry.

none

Directory server

trivial

true
fal se

none
true

[*/1mdirserv/modi fyEntryAudit: [true]
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numLdapConnections

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

oracleConnectWait

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

partition

Description:

Is the number of connections maintained in the pool between the
client and the Directory Cache server.

Impacts utilities such asi ndbcont rol . Fori mdbcontrol , the
initial valueis1.

| dapMast er Host s, | dapPartiti onGroup

Directory server, Directory Cache server

server restart required

Any reasonable numeric value within your system limits
10

10

/*/'i ndi rcacheser v/ nunLdapConnecti ons: [10]

Defines the timeout period, in seconds, for an operation waiting to
obtain an Oracle connection.

none
Directory server

server restart required

Any integer from 0 to 65535
60

60

/*/1indirserv/oracl eConnectWait: [60]

Defines a partition LDAP object. This abject contains the definitions
of the partitions in the 'partition’ attribute. i ndi r cacheser v or

i mdi r ser v use these definitionsto assign theparti ti onName
attribute to objects.
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Related Keys:

Servers Affected:
Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

attributeSel ection,| dapReplicati onAgreenent,
r epl AreaSpec,

Directory Cache server, Directory server
server restart required

<partition nane>::BASE: <replication area Base DN>
FI LTER <LDAP string filter syntax>

[]
[]

/*/ comon/ partition:

[ Nane: hal f1 Base: o=software.comFilter: (cn<=nj]
[ Nane: hal f2 Base: o=software.comFilter: (cn>m]
[ Nane: smal|l Base: o=software.com

Filter: (userlLogi n<=p)]

[ Nane: | arge Base: o=software.com

Filter: (userLogi n>=p)]

[ Nane: non-|eaf Base: root

Filter: (] (objectclass=domai n) (obj ectcl ass=dcobj ect)
(obj ect cl ass=or gani zat i on)

(obj ectcl ass=organi zational Unit))]

primaryDbNumConnections

230

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Defines the number of Oracle connectionsin the pool available for
LDAP oeprations.

Note: For Oracle licensing purposes, the backend also uses one
permanent connection for bookkeeping.

pri maryDbConnecti on
Directory Cache Server
server restart required
1to (2%2-1)

4

4

/*/indircacheserv/ primaryDbNunConnections: [ 15]
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replAreaSpec

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

rootBindAccess

Description:

Related Keys:

Servers Affected:

Defines replication area specifications by referring to partition and
attribute selection definitions. The names assigned to replication
area specifications are referred to in ther epl Ar ea attribute of a
replication agreement.

attributeSel ection,partition,
| dapRepl i cat i onAgr eenment

Directory Cache server
server restart required

<replication area spec name> :: PARTITI O\
<partition nane> ATTR SEL: <attribute group nane>

/*/1mdi rcacheser v/ repl AreaSpec:
[smallW :: Partition: small Attr_Sel: W]
[smal Il Windex :: Partition: small Attr_Sel:

Wl ndex]

[conflictRAS :: Partition: small Attr_Sel:
conflictAS]

[largeW :: Partition: large Attr_Sel: W]
[l argeWl ndex :: Partition: large Attr_Sel:
Wl ndex]

[non-leaf :: Partition: non-leaf Attr_Sel: non-
| eaf ]

Determines whether you can log in and authenticate if you do not
loginasroot.

If thiskey issetto Al |, you can log in and authenticate.

If thiskey isset to Tr ust ed, you can log in and authenticate if you
log in from atrusted | P address.

If thiskey is set to None, you cannot log in and authenticate.

anonBi ndAccess
def aul t Bi ndAccess

Directory Cache server, Directory server
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Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

trivial
All
Trusted
None

All
None

/*/indirserv/rootBi ndAccess: [All]

updateThreadRetryPeriod

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

writeChangelLog

232

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:

Specifiesthe retry interval after afailure occurs during an update.
none

Directory Cache server

server restart required

Any reasonable numeric value

120

120

/*/1mdi rcacheser v/ updat eThreadRet ryPeri od: [120]

Indicates whether changes to the LDAP directory are to be logged
in the change log.

Note: This configuration key must be settot r ue to enable
replication.

none
Directory server
trivia

true
fal se

true
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Default Value: true

Example: /*/imdirserv/witeChangelLog: [true]
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This chapter describes the command-line utilities used to search, query, or modify

Directory datain the InterMail Integrated Services Directory (ISD), which includes

the Directory database and the Directory Cache database. These utilities are:

® inmccountreport
® inctacheread

®* indbcontro

®* indirmake

® indirprobe

® indirsync

® indirupdate

®* inldapsh

This chapter lists these utilities in alphabetical order. Command line utilities that

i m di fexport

i mpwdhash
| dapadd

| dapdel et e
| dapnodi fy
| daprodr dn

| dapsearch

affect other InterMail componentsin addition to the ISD are described in the Inter Mail

Mx Reference Guide.
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Imaccountreport

Thei maccount report command allows you to create a report that summarizes the
number and type of accounts created after a specified date. You can print the number
of active accounts, the number of suspended accounts, and the total number of
accounts of all types created after this date.

Syntax

i maccountreport [-date <date>] [-detail <on|off>] [-U <user>] [-W
<passwd>] [-H <host>] [-help] [Options ...]

Where:

-date <date> Sets the date for the report. Accounts created after this date
arelisted.

The date must be in the format YYYYMMDD, whereY is
the four-digit year, M isthe two-digit month, and D isthe
two-digit day.

If no date is specified, the current date is used.

-detail <on|off> Turns the detail reporting by account status on or off.
Values:
on: Displays the number of accounts by status.

of f: Displaysthetotal number of accounts without regard
to their type. Active, suspended, deleted, maintenance,
proxy, and locked accounts are all included.

If the-det ai | argument is not specified, no detailsare
displayed.

-U <SMTP- addr > Isthe user’'s e-mail address.

- W <passwd> Isthe user’s password.

-H <host > Isthe name of the host for the LDAP server to connect to.

-hel p Displaysthe help file for this command.

Opti ons Isani maccount r eport option that you can usein the
shell mode. For a description of all options, seethe

following table.

You can use the following options with thei maccount r eport command:

date Sets the date for the report. Accounts created after this date are
listed.
det ai | Turns the detail reporting by account status on or off.
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bi nd Binds (or re-binds) to the LDAP server.

whoani Shows the current bind state.

run Runs the report.

qui t or ECF Exitsthe utility.

hel p Displays the help file for this command.
Imcacheread

Thei ncacher ead command prints out information about a particular user that is
stored in the local Directory Cache database. This allows aquick query on a specified
user, because alookup does not need to read through to the master Directory database.

Syntax
i ncacheread [-help |-¢c |-f] [-h <host>] [<e-nmail Address> | <Logi nNanme>
<Passwor d>]
Where:
-hel p Displays help for this command.
-C Displays class-of-service information for the specified address.
- f Prints forwarding addresses associated with the specified
address.
Note: Thei mbdcontrol utility'sLi st Account For war ds
option also does this.
-h <host> Isthe name of the Message Store Server (MSS) host where the
mailbox resides.
<e-mai | Addr ess> Isavalid e-mail address for the user.
<Logi nName> Isthe POP or IMAP login name for the user.
<Passwor d> Isthe password of the user.

If you specify either auser’s e-mail address or login name and password on the
command line when you invoke i ntacher ead, the utility returns information about
that user and then ends.

If you specify only the host, the utility goes into standard input mode and awaits input
from the keyboard or from a pipe. In standard input mode, you type either an e-mail
address or a POP login name and password on each line, and information about that
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user isdisplayed. Instead of ending, i ncacher ead waits for you to specify the next
user. To end the program, you must type either D or ~C.

Note: If you specify the user by e-mail address (in which case you do not specify a
POP password), the password field echoes with “* ",

imdbcontrol

Thei mdbcont r ol utility allows you to modify the contents of the Directory
database. To executei ndbcont r ol , you must log in asthe InterMail user on any
InterMail host. You can execute the utility from any directory.

Note: Thei ml dapsh utility isamore powerful tool that also incorporates the
capabilities of i ndbcont r ol . For more information about using the
i m dapsh utility in place of i ndbcont r ol , see page 272.

Thei ndbcont r ol utility allows an administrator to override class-of-service settings
and options set through the InterManager interface. For example, if aclass of service
has a maximum of three aliases for any user, InterManager strictly enforces this limit.
However, using i ndbcont r ol , the administrator can override thislimit. This allows
flexibility when individual accountsin aclass of service require expanded privileges.

Syntax for imdbcontrol

238

The syntax for using i ndbcont r ol isasfollows:

i mdbcontrol [-help] [-d] [-€] [-q] [-Vv] [-D bindDN] [-W bindPW
[-H host] [-P port][-p NI [-] [-h] <option>...

Where:
-hel p Displays help for this command.
-d Prints debugging information during execution.
-e Causes the program to exit when it encounters errors during batch
operations.
-q Suppresses progress reports when the program runs in batch mode.
-V Reports the success or failure of each operation in batch mode.
- D bi ndDN Is the distinguished name for the server to bind as.
- W bi ndPW Isthe password for bi ndDN.
-H host Is the name of the host for the LDAP server to connect to.
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-P port Isthe port number for the LDAP server.

-p N Prints progress reports every N lines in batch mode. The default
number of linesis 100.

Activates batch mode. Processes multiple lines from STDIN and
executes them one by one, just asif invoking each line with a separate
i mdbcont r ol command. (Thisincreases the performance of

i mdbcont r ol by afactor of about 5 in doing batch operations.)

-h Displays usage information for the specified option. For example,
enteringi ndbcontrol -h CreateAccount returnsusage
information (such as number and type of parameters) for the
Cr eat eAccount option.

<option> Specifies the operation to perform (see “ Available imdbcontrol
Operations’ on page 239).

A command-line option specifies the operation you want i ndbcont r ol to perform.
Thei mdbcont r ol optionsfall into the following categories :

®* Domains

* E-mail accounts
* Mail delivery

* SMTPdiases

®* (Classesof service

Thei mdbcont r ol command line options are case-insensitive. For example, you can
create an account by entering any of the following:

i mdbcontrol CreateAccount ...
i mdbcontrol createaccount ...
i mdbcontrol CREATEACCOUNT ...

In addition, you can abbreviatei ndbcont r ol command line options. For example,
you can expressi ndbcont rol Creat eAccount as.

i mdbcontrol ca

Available imdbcontrol Operations

The following options are available with i ndbcont r ol . Option abbreviations are
shown in parentheses.

Domain Operations

Cr eat eDomai n ( cd) Creates amail domain.

Del et eDomai n (dd) Deletes an existing mail domain.
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Get Def aul t Dorai n (gdd)

Li st Domai ns (| d)

Set W1 dcar dAccount (sw)
Unset W I dcar dAccount (uw)

Updat eDomai n (ud)

Account Operations

Creat eAccount (ca)

Cr eat eAdmi nAccount (caa)

Del et eAccount (da)
Del et eAccount Cos (dac)
Get Account (ga)

Get Account Cos (gac)

Get Account Ful | (gaf)

Get Password (gp)

Li st Accounts (I a)

Modi f yAccount ()

Modi f yAccount Pop ( map)
Modi f yAccount Snt p (nmas)
Set Account Cos (sac)

Set Account Quot a (saq)

Set Account St at us (sas)

Gets the default mail domain.

Showsalist of domainsfor which InterMail accepts
mail.

Sets the wildcard account for alocal domain.
Disables wildcard delivery for adomain.

Modifies an existing domain.

Creates an account.

Creates an account under an administrative
organizational unit.

Deletes an existing account.
Deletes a class-of-service value for an account.
Gets data for an account.

Displays the class-of-service attributes and values
associated with an account.

Displaysafull list of all the InterMail attributes for
an account.

Gets the password for an existing account.
Shows alist of al accounts.

Modifies an account.

Modifies the login name of an account.
Modifies the username of an account.

Defines a class-of -service value for an account.
Sets mailbox quotas for an account.

Sets the status of an account, such as Active or
L ocked.
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Set Aut oReply (sar)

Set Aut oRepl yHost (sarh)

Set Password (sp)

Set ProxyHosts (sph)

Mail Delivery Operations

Cr eat eRenot eForward (crf)

Del et eRenot eForward (drf)
Di sabl eForwar di ng (df)

Di sabl ePOPDel i very (dpd)

Enabl eForwar di ng (ef)

Enabl ePOPDel i very (epd)

Li st Account Forwards (I af)

SMTP Alias Operations

CreateAlias

(cl)
Del eteAlias (dl)
Li st Al'i ases

(rn

Class of Service Operations

CreateCos (cc)
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Sets the auto-reply mode for an account.

Sets the location of an account’s auto-reply
message.

Sets the password for an existing account.

Set proxy hosts for an account.

Creates aremote forwarding address for an existing
InterMail account.

Deletes an existing remote forwarding address.
Disables forwarding for an account.

Disables|ocal delivery (POP and IMAP) for an
account.

Enables forwarding for an account.

Enables|ocal delivery (POP and IMAP) for an
account.

Shows allist of forwarding addresses associated
with an account.

Creates an SMTP alias for an account.
Deletes an existing SMTP alias.

Shows alist of SMTP aliases.

Creates anew class of service.
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Domain Operations

Del et eCos (dc)

Li st CosNanmes (| cn)

Deletes an existing class of service.

Shows alist of existing classes of service.

Set CosAttribute (sca) Sets the value of an attribute for a class of service.

ShowCos (sc) Lists the attributes associated with a class of
service.

Unset CosAttribute (uca) Removes an attribute and its value from a class of
service.

This section describes the domain-related i ndbcont r ol operations, such as creating
and deleting local mail domains.

CreateDomain

242

You can create mail domainsusing thei ndbcont r ol Cr eat eDonai n option
(abbreviated as cd). By default, new domains are local mail domains, but optional
parameters allow you to define the new domain as a non-authoritative (semi-local) or

rewrite domain.

Syntax

i nrdbcontrol cd <donmain> [ nonauth <relayHost>| rewite <rewiteVal ue>]

Where:

<domai n>

<r el ayHost >

<rewiteVal ue>

Is the name of the new domain.

Is the host to which the system routes mail received for the non-
authoritative domain. This parameter is necessary only if the new
domain is a non-authoritative domain.

Domain name that replaces the domai n value when header

addresses are rewritten. This parameter is necessary only if the
new domain is arewrite domain.
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Example

The following command creates the local mail domain sof t war e. com
i mdbcontrol cd software.com

The following command creates the rewrite domain accor dance. com When mail
arrives for usersin this domain, the system will rewrite the domain name as
sof tware.com

i mdbcontrol cd accordance.comrewite software.com

The following command creates the non-authoritative domain
venus. sof t war e. com When accounts in this domain receive messages, the system
routes them to the host pl ut 0. sof t war e. com

i mdbcontrol cd venus. software.com nonauth pl uto. software. com

Note: You cannot create accounts and alias addresses in a domain until the domain
exists. Also, the Cr eat eDomai n command will fail if the domain you are
creating already exists in the database.

DeleteDomain

You can delete domains using thei ndbcont r ol Del et eDomai n (abbreviated asdd)
option.

By default, deleting a domain with this option does not remove the domain from the
Directory database. Instead, it marks the domain as deleted. This allowsyou to restore
the domain later with the Updat eDomai n option.

Syntax
i mbcontrol dd <domai n> [force]
Where:
<donai n> Is the name of the domain to be deleted.
force Removes the domain from the I1SD permanently.
Example

The following example deletes the domain sof t war e. com

i mdbcontrol dd software.com

Note:  You cannot delete adomain if any accounts or alias addresses are associated
with the domain. Before attempting to delete a domain, use the
Li st Account s and Li st Al i ases optionsto check for the existence of
accounts, aliases, and forwarding addresses in the domain.
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GetDefaultDomain

You can retrieve the current default domain using thei ndbcont r ol
Get Def aul t Domai n (abbreviated as gdd) option. This command simply outputs the
name of the default domain from the Configuration database.

Syntax
i mdbcont rol Get Def aul t Donai n

ListDomains

244

You can get alist of mail domains for which InterMail receives e-mail using the
i mdbcont rol Li st Domai ns (abbreviated as| d) option. Thisoption generates alist
of domains.

Syntax
i mdbcontrol ListDomains

Example

This command generates output like the following:

Domai n: sof tware. com

Type: L

Rel ayHost :

Rewr i t eDomai n:

W | dcar dAcct : unknown@of t war e. com
Domai n: venus. sof t ware. com
Type: R

Rel ayHost :

RewriteDomai n: software.com

W | dcar dAcct :

ANN # Domains = 2

The above data includes the following information for adomain:
* Domain name (Domai n).

* Typeof thedomain (Type). The value of thisfield can be L (local), N (non-
authoritative), R (rewrite), or D (deleted).

* Therelay host of anon-authoritative domain (Rel ayHost ). This attribute is
relevant only for non-authoritative domains.

* Therewritevaue of arewrite domain (Rewr i t eDomai n). Thisvalue will replace
the name of the rewrite domain in recipient addresses. This attribute is relevant
only for rewrite domains.

* Theaddress of the wildcard account of the local domain (W | dcar dAcct ). This
attribute is relevant only for local domains.
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SetWildcardAccount

All mail domainsin InterMail can have an optional wildcard account associated with
them. A wildcard account is simply anormal e-mail account that receives all e-mail
sent to unknown addresses within the domain.

For example, if the account j ohn. doe@of t war e. comisawildcard account for the
local mail domain sof t war e. com any message sent to a non-existent address within
sof t war e. comwill gotoj ohn. doe@of t war e. com

Note: Delivery to awildcard account occurs only when the destination address of a
message does not exist as an account primary address or asan SMTP dlias. If
the system successfully delivers a message to anormal InterMail account, it
does not deliver that same message to a wildcard account as well.

You can set awildcard account for adomain using thei ndbcont r ol
Set W | dcar dAccount (abbreviated as sw) option.

Syntax
i mdbcontrol Set W | dcardAccount <domai n> <user nane>
Where:
<domai n> |s the name of the domain.
<user name> Isthe SMTP address of the e-mail account that will be the
wildcard account for this domain.
Example

The following command sets the e-mail account unknown@rar s. sof t war e. comas
the wildcard account for the domain mar s. sof t war e. com

i mdbcontrol sw mars. software. com unknown

UnsetWildcardAccount
If thereisawildcard account defined for a domain, you can disable wildcard delivery
by using thei mdbcont r ol Unset W | dcar dAccount (abbreviated as uw) option.
Syntax

i mdbcontrol uw <domai n>
Where:

<donai n> Is the name of the domain from which you want to remove
wildcard delivery.
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Example

The following command removes the wildcard account delivery defined for the
domain nar s. sof t war e. com

i mdbcontrol uw nmars. software.com

Note: Thei ndbcontrol Unset W dcar dAccount command does not deletethe
mailbox associated with the wildcard account. In order to delete the mail box,
use thei mboxdel et e command, described in the InterMail Mx Reference
Guide.

UpdateDomain

246

Each domain has an associated type: local, non-authoritative, or rewrite. You can
modify the type of an existing domain withi ndbcont r ol by using the
Updat eDonai n option.

You cannot change alocal or non-authoritative domain to arewrite domain directly.
To make this change, set the type of alocal or non-authoritative domain to del et ed,
and then set thetypetorewi te.

Syntax
i rdbcontrol UpdateDormai n <donmai n> { local | nonauth <rel ayHost> |
rewite <rewiteVal ue> }
Where:
<donai n> Name of the existing domain.
<r el ayHost > Host to which the system routes mail received for the non-
authoritative domain. Thisis necessary only if you are changing
the type of the domain to non-authoritative.
<rewiteVal ue> The domain name that replaces the domai n value when rewriting
header addresses. Thisis necessary only if you are changing the
type of the domain to rewrite.
Example

i mdbcontrol UpdateDomai n accordance. com nonauth mail . accordance. com

This command changes the domain accor dance. comto a non-authoritative domain,
and setsitsrelay host valueto mai | . accor dance. com

i mdbcontrol Updat eDomai n accordance. com | ocal

This command changes the accor dance. comdomain to alocal mail domain.
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Note:  You cannot create accounts and alias addresses in arewrite domain. If you
attempt to change the type of aloca or non-authoritative domain to rewrite,
and there are accounts associated with the domain, the operation will fail.

Account Operations

Thei mdbcont r ol operations described in this section are specific to InterMail
account-related mail objects.

CreateAccount

You can create accounts withi mdbcont r ol by using the Cr eat eAccount option. If
you omit any of the optional parameters, then you must omit all subsequent optional
parameters.

Syntax

i nrdbcontrol ca <pSnt pAddress> <del i very-host> <internal-i d>
[ <PopAddr ess> [ <password> [-convert] (clear | md5-po | unix | shal |
sshal) {<Domain> [(A]| L | D| M| S| P) [(S| A [<CosNane>]]11]1]

Where:

<pSnt pAddr ess> Local part of the SMTP address for the account (the part that
precedesthe “ @" symbol in the e-mail address).

<del i very- host > Name of the Message Store Server (MSS) host on which to
locate the mailbox for this account.

<internal -id> A unique ID shared between the Directory database and the
MSS.

<PopAddr ess> POP/IMAP/WebEdge/SelfCare login name.

<passwor d> Password for POP/IMAP/WebEdge/SelfCare access.

-convert Indicates the hashing scheme used to encrypt the password.

cl ear | md5- po| uni x

Ishal | sshal) cl ear indicates that no encryption scheme is used.

Note that if the - convert optionismissing, i mdbcontr ol
does not hash passwords.

<Donai n> Domain to associate the account with. If you do not specify a
domain, the code assumes the default domain.

ALIDMS|P Status of the account. The possible values for this parameter

are A (active), L (locked), D (deleted), M(maintenance), S
(suspended), P (proxy). The default is A (active).
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S| A Account type. The possible values for this parameter are A
(administrative) and S (standard). The default is S (standard).

<CosName> Class of service associated with the account. If you do not
specify aclass of service, the code assumes the default class
of service.
Example

i rdbcontrol ca john.doe pluto.software.com 12345 j doe rosebud cl ear
sof tware.com A S Basic

This command creates an account that has the following attributes:

The SMTP addressj ohn. doe inthe domain sof t war e. com(that is, this
account hasthe e-mail addressj ohn. doe@of t war e. con).

A mailbox on the host pl ut 0. sof t ware. com

Theinternal ID number 12345.

The POP/IMAP login namej doe.

The password r osebud.

An account status of active (A) and an account type of standard (S).

The class of serviceBasi c.

CreateAdminAccount

Thiscommand is similar to Cr eat eAccount . It creates an account under
organizational unit = administration, rather than creating it under organizational unit =
consumer. This allows you to separate account information according to its delegated
administrator.

Syntax

i nrdbcontrol caa <pSnt pAddress> <delivery-host> <internal-id>
[ <PopAddr ess> [ <password> [-convert] (clear | md5-po | unix | shal |
sshal) {<Domain> [(A| L | D| M| S| P) [<CosName>]]]1]1]]

where each of the options and variables has the same meaning asin Cr eat eAccount ,
above.

DeleteAccount

248

You can delete accounts with i ndbcont r ol by using the Del et eAccount option.

Syntax

i rdbcontrol Del et eAccount <usernane> <donmi n>
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Where:
<user nane> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associ ated with the account.
Example

i rdbcontrol Del eteAccount john. doe software.com

This example deletes the account that has the e-mail address
j ohn. doe@of t ware. com

DeleteAccountCos

You can delete a class of service attribute from an account with i ndbcont r ol by
using the Del et eAccount Cos option.

Syntax
i mdbcontrol Del et eAccount Cos <user nane> <domai n> <attri bute>
Where:
<user nane> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associated with the account.
<attribute> Name of the attribute to delete from the account.
Example

i nrdbcontrol Del et eAccount Cos jdoe software. com nail | mapAccess

This example deletes the class-of -service attribute mai | | mapAccess from the account
j doe@of t ware. com

GetAccount

In addition to setting account attributes, i mdbcont r ol alowsyou to view all of the
attributes of a particular account.

Syntax
i mdbcontrol ga <usernane> <donai h>
Where:
<user nane> Local part of the SMTP address for the account (the part that

precedes the “ @” symbol in the e-mail address).
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<domai n> Domain associated with the account.

Example
i nmdbcontrol Get Account john. doe software.com

This example retrieves all of the mail account information for the account
j ohn. doe@of t war e. com The output from this command looks like the following:

Account | nfo:

Type: S
Status: A
Internal -1D: 10671
Delivery Host: pluto.software.com
Donmai n Nane: sof tware.com
PSMIP Addr ess: john. doe
POP Address: jdoe
Password: rosebud
Password Hash: C
Forward: N
Local Delivery: P
Aut oReply Host: pluto.software.com
Aut oReply Mode: N
COS Nane: default

The preceding data includes the following information for an account;

* Account type (Type). The value of thisfield can be S (standard) or A
(administrative).

*  Account status (St at us). The value of thisfield can be A (active), L (locked), D
(deleted), M(maintenance), S (suspended), or P (proxy).

*  Unique number to identify the account (I nt er nal - | D).

®* MSS host that stores the account’s mailbox (Del i very Host).
* Domain of the account’s primary address (Domai n Nane).

* Login password (Passwor d).

®  Password hashing scheme (Passwor d Hash). The value of thisfield can be C
(clear), U (UNIX), or M(MD5).

* Flagthat indicates whether mail forwarding is enabled (For war d). The value of
thisfield can be F (enabled) or N (disabled).

* Flagthat indicates whether local ddivery is enabled (Local Del i very). The
value of thisfield can be P (enabled) or N (disabled).

®* MSShost that stores the account’s auto-reply message (Aut oRepl y Host ).

*  Flagthat indicates the auto-reply mode (Aut oRepl y Mode). The possible values
for thisfield are N (none), V (vacation), R (reply), or E (echo).

* Classof service associated with the account (COS Nane).
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GetAccountCos

You can retrieve the class of service attribute values for an account with

i mdbcont rol by using the Get Account Cos option. This command displays the
names of all InterMail class of service attributes, their values (if any) at both the class
of service and account levels, and the attribute value that currently applies to the

account.
Syntax
i mdbcontrol gac <username> <domai n>
Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associ ated with the account.
Example

i nrdbcontrol gac jdoe 7010 software.com

This example retrieves class of service attribute values for the account
j doe@of t ware. com

GetAccountFull

You can display acomplete list of InterMail attributes for an account using the
i mdbcontrol gaf command.

Syntax
i mdbcontrol gaf <sntpAddress> <donai n>
Where:
<smt pAddr ess> SMTP address for the account.
<domai n> Domain associated with the account. If you do not specify a
domain, it assumes the default domain.
GetPassword

You can retrieve account password values with i ndbcont r ol by using the
Get Passwor d option.

Syntax

i mdbcontrol GetPassword <user nanme> <domai n>
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Where:
<user nane> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associ ated with the account.
Example

i nmdbcontrol GetPassword john. doe software.com

This command gets the password for the account j ohn. doe@of t war e. com

ListAccounts

While the Get Account option provides information on a particular account, the
Li st Account s option allows you to view thisinformation for all accountsin
InterMail, or in a particular domain.

Syntax
i mdbcontrol ListAccounts [<domai n>]
Where:
<donai n> Domain to query for account information. If you do not specify a
domain, it retrieves information for al domains.
Example

i mdbcontrol ListAccounts software.com

This example retrieves mail account information for all accounts in the domain
sof tware. com

i mbcontrol ListAccounts

This example retrieves mail account information for all accountsin al domains.
The mail account information includes:

®*  Primary e-mail address

* Login password

®  Password hashing scheme. The value of thisfield can be C(clear), U(UNIX), or M
(MD5).

*  Account type. The value of thisfield can be S (standard) or A (administrative).

*  Account status. The value of thisfield can be A (active), L (locked), D (deleted), M
(maintenance), S (suspended), or P (proxy).

® MSS host that stores the account’s mailbox.

*  Unique number to identify the account.
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* Flagthat indicates whether local ddlivery is enabled. The value of thisfield can
be P (enabled) or N (disabled).

* Flagthat indicates whether mail forwarding is enabled. The value of thisfield can
be F (enabled) or N (disabled).

* Flagthat indicates the auto-reply mode. The possible values for thisfield are N
(none), V (vacation), R (reply), or E (echo).

®* MSS host that stores the account’s auto-reply message.

Note: You cannot delete adomain if the ISD has mail accounts associated with the
domain. Before attempting to delete a domain, you should first use the
Li st Account s option to check for the existence of mail accountsin this
domain, and then delete those accounts if appropriate.

ModifyAccount

You can modify accounts withi ndbcont r ol by using the Mbdi f yAccount option.
Unlike Cr eat eAccount , the Modi f yAccount option requires specifying all account

parameters.

Syntax

i mdbcontrol Modi fyAccount <usernane> <nssHost > <i nternal | d> <passwor d>
[-convert] <clear|nd5|uni x> <domai n> <status> <type> <cosNane>

Where:

<user nane>

<mssHost >

<internal | d>

<passwor d>
-convert

cl ear | nd5| uni x
| shal | sshal)

<domai n>

<st at us>

Local part of the SMTP address for the account (the part that
precedes the “@” symbol in the e-mail address).

Name of the Message Store Server (M SS) host where the
mailbox for this account is located.

A unique ID for the account shared between the ISD database
and the MSS.

Password for POP/IMAP access. If specifying a password,
also indicate the hashing scheme (or lack thereof). Note that if
the- convert optionismissing, i mibcont r ol doesnot hash
passwords.

Domain associated with the account. If you do not specify a
domain, it assumes the default domain.

Status of the account. The possible values for this parameter
are A (active), L (locked), D (deleted), M(maintenance), S
(suspended), P (proxy).
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<t ype> Account type of the account. The possible values for this
parameter are A (administrative) and S (standard).

<cosNane> Class of service associated with the account.

Example

i mdbcontrol ModifyAccount john. doe pluto.software.com 12345 rosebud
uni x -convert software.comA S Basic

This command modifies the account created in the Cr eat eAccount example. The
only difference is that the hashing scheme of the user’s password has changed from
cl ear touni x.

Note: When using Modi f yAccount , it isadvisable that you first execute
Get Account to obtain current account information, and then use
Modi f yAccount to change the account.

You cannot modify the username or domain arguments using
Modi f yAccount . In order to modify the user name or domai n argument,
usei ndbcontrol Modi f yAccount Snt p.

ModifyAccountPop

You can set the login name of an account withi ndbcont r ol by using the
Modi f yAccount Pop option.

Syntax
i mdbcontrol ModifyAccount Pop <user nane> <domai n> <popLogi n>
Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associ ated with the account.
<poplLogi n> New POP/IMAP login name value.
Example

i mdbcontrol Modi fyAccount Pop john. doe software.com johndoe

This example changes the POP/IMAP login name of the account
j ohn. doe@of t war e. comto j ohndoe.
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ModifyAccountSmtp
You can change the primary e-mail address of an account with i mdbcont r ol by
using the Modi f yAccount Snt p option.
Syntax

i nrdbcontrol ModifyAccount Sntp <user name> <donai h> <newlser nane>
<newDonmai n>

Where:
<user nane> Local part of the SMTP address for the account (the part that
precedes the “@” symbol in the e-mail address).
<domai n> Domain associated with the account.
<newUser nanme> New username value for the account.
<newDomai n> New domain for the account.
Example

i mdbcontrol ModifyAccount Sntp john. doe software.com jdoe
sal es. sof tware. com

This example changes the primary e-mail address of an account from
j ohn. doe@of t war e. comto j doe@al es. sof t ware. com

SetAccountCos

You can define the value of a class-of-service attribute for an account with
i mdbcont rol by using the Set Account Cos option. Syntax

i mdbcontrol Set Account Cos <user nane> <donmi n> <attri bute> <val ue> ...

Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associated with the account.
<attri bute> Name of the attribute. More than one attribute can appear in a
single execution, each with its own value.
<val ue> Value of the attribute.

You may repeat theat t ri but e and val ue parametersto allow for setting multiple
atributes in a single operation.
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Example
i rdbcontrol Set Account Cos jdoe software.com nail |l mapAccess 1

This example sets values for the class-of- service attribute mai | | mapAccess for the
accountj doe@of t war e. com Thevalue 1 indicates that the command is setting this
Boolean attribute to on.

SetAccountQuota

256

You can set quota values at the account level withi ndbcont r ol by using the

Set Account Quot a option. When setting val ues for the maximum number of
messages, maximum message size, and quota warning threshold, you must specify a
keyword (maxMsgs, maxMsgByt es, and quot aThr eshol d, respectively) with the
value.

Syntax

i mdbcontrol Set Account Quota <user name> <donmai n><nboxMaxByt es>
[ maxMsgs=<nmboxMaxMsgs>] [ maxMsgByt es=<nboxMaxMsgByt es>]
[ quot aThr eshol d=<per cent age>]

Where:
<user nane> Local part of the SMTP address for the account (the part that
precedesthe “ @" symbol in the e-mail address).
<domai n> Domain associated with the account.
<mboxMaxByt es> Maximum size (in bytes) of the account’s mailbox.
<mboxMaxMsgs> Maximum number of messages allowed in the account’s
mailbox.
<mboxMaxMsgByt es> Largest message (in bytes) that the account can receive.
<per cent age> Quota warning threshold (as a percentage of the
nmboxMaxByt es limit).
Example

i mdbcontrol Set Account Quota john.doe software.com 10000000
maxMsgs=2000 maxMsgByt es=3000000 quot aThr eshol d=90

This command sets values for all of the available quota options for the account
j ohn. doe@of t war e. com These values set the following behaviors for the
account:

®*  Theaccount’'s mailbox can contain no more than 10 MB (10,000,000 bytes) of
mail.

®* Theaccount’s mailbox can contain no more than 2,000 messages.

*  Theaccount will accept only messages of less than 3 MB (3,000,000 bytes) .
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*  When the account’s mailbox reaches 90% of capacity (that is, when the mailbox
contains 9 MB of mail, in this case) the system sends the user awarning message.

Note: The default value for all account quotasis 0, which specifies that there are no
limits on the account.

SetAccountStatus
To set the status of an account, usei ndbcont r ol with the Set Account St at us
option.
Syntax
i mdbcont rol Set Account St at us <user nane> <donmi n> <st at us>
Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associated with the account.
<st at us> New status of the account. The possible values for this
parameter are A (active), L (locked), D (deleted), M
(maintenance), S (suspended), P (proxy).
Example

i nrdbcontrol Set Account Status john.doe software.com S

This example changes the status of the account j ohn. doe@of t war e. comto
suspended (S).

SetAutoReply

You can enable auto-reply for an account withi ndbcont r ol by using the
Set Aut oRepl y option.

Syntax
i mbcontrol SetAutoReply <usernanme> <donmai n> <aut oRepl yMbde>
Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associ ated with the account.
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<aut oRepl yMode> Mode of auto-reply the account uses. The possible values for
this parameter are N (none), V (vacation), R (reply), E (echo).

Example

i nrdbcontrol Set AutoReply john.doe software.comV

This example enables an auto-reply for the account j ohn. doe@of t war e. com
using the vacation mode.

Note: The|SD does not store the auto-reply message associated with an account.
Therefore, i mibcont r ol cannot set the auto-reply message. The hosts that
contain account mailboxes (that is, the hosts that run the InterMail Message
Store Server) store auto-reply messages as text files. Use the
Set Aut oRepl yHost option withi ndbcont r ol to set the location of an
account’s auto-reply message.

SetAutoReplyHost

All InterMail accounts include an optional auto-reply feature. The status of this
feature (enabled or disabled) and its mode of operation (vacation, reply, and echo) are
in the I1SD. However, the actual text of an account’s auto-reply message is on the file
system of a host that runs the InterMail M essage Store Server (MSS). Setting up the
auto-reply feature for an account therefore includes specifying the M SS host on which
the account’s auto-reply message is stored.

You can set the location of an auto-reply message for an account with i ndbcont r ol
by using the Set Aut oRepl yHost option.

Syntax
i mdbcontrol Set Aut oRepl yHost <usernane> <domai n> <aut oRepl yHost >
Where:
<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).
<domai n> Domain associated with the account.
<aut oRepl yHost > Host name of the system storing the account’s auto-reply
message.
Example

i nrdbcontrol Set Aut oRepl yHost john. doe software.com venus. software. com

This command sets the host venus. sof t war e. comas the location of the auto-reply
message for the account j ohn. doe@of t war e. com
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Note: The name of the file that contains an account’s auto-reply message isin the
Message Store Server (MSS) database. To specify the auto-reply file for an
account, usethei nr epl yctr1  command described in the InterMail Mx
Reference Guide.

SetPassword
You can set account password valueswith i ndbcont r ol by using the Set Passwor d
option.
Syntax
i rdbcontrol Set Password <username> <donmi n> <password> cl ear| nd5| UNI X
[-convert]
Where:
<user nane> Local part of the SMTP address for the account (the part that
precedes the “@” symbol in the e-mail address).
<domai n> Domain associated with the account.
<passwor d> New password value for the account.
cl ear| md5| UNI X Hashing algorithm to store the password in the database.
-convert Optional flag that specifies that i ndbcont r ol should hash
the password according to the given hashing scheme.
Example

i mbcontrol SetPassword john.doe software.com $ecret clear

This example changes the password for the account j ohn. doe@of t war e. comto
$ecr et , stored in clear text format.

SetProxyHosts

You can set a proxy host for mail access (POP/IMAP) or mail delivery (SMTP) using
i nmdbcont rol with the Set Pr oxyHost s option. This option is useful when you are
transitioning alegacy mail system to an InterMail system, because it prevents service
interruption. Mail can be accessed or delivered to the legacy system, while InterMail
system integration is performed.

Syntax

i mdbcontrol SetProxyHosts <usernane> <domai n> <popHost > <snt pHost >
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Where:
<user nane> Local part of the SMTP address for the account (the part that
precedesthe “ @" symbol in the e-mail address).
<domai n> Domain associated with the account.
<popHost > The POP/IMAP host from which this account will access mail.
<snt pHost > The SMTP host where mail for this account will be delivered.

Mail Delivery Operations

This section describesthei ndbcont r ol operationsfor mail delivery, such as options
for forwarding mail from an InterMail account.

CreateRemoteForward

260

To forward mail from an InterMail account to an account in aremote mail domain,
create aforwarding address with i mdbcont r ol by using the
Cr eat eRenot eFor war d option.

Syntax
i mdbcontrol CreateRenot eForward <usernane> <domai n> <forwar dTo>

Where:

<user nanme> Local part of the SMTP address for the account (the part that
precedes the “ @” symbol in the e-mail address).

<domai n> Domain associated with the account’s primary SM TP address.
Optional only if thereis adefault domain. If omitted, the
system assumes the default domain.

<f or war dTo> The complete remote address to define as aforwarding
address.

Example

i nrdbcontrol CreateRenoteForward john.doe software.comjdoe@ssanott a-
U. edu

This example creates the forwarding addressj doe@bssanot t a- U. edu for the
account j ohn. doe@of t war e. com

Note: Evenif you have created aforwarding address for an account, the system will
not forward mail from this account unless you have specifically enabled
forwarding delivery for the account.
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DeleteRemoteForward

You can delete forwarding addresses from an account with i ndbcont r ol by using
the Del et eRenpt eFor war d option.

Syntax
i mdbcontrol Del et eRenpt eForward <user name> <domai n> <f or war dTo>
Where:
<user nane> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
<donai n> Domain associated with the account’s primary SMTP address.
<f or war dTo> Compl ete remote forwarding address to delete.
Example

i mdbcontrol Del et eRenot eForward j ohn. doe software. com
j doe@wssanott a- U. edu

This example del etes the remote forwarding addressj doe@bssanot t a- U. edu that
the Cr eat eRenot eFor war d example created for the local account
j ohn. doe@oftware. com

Note: Deleting an account’s last forwarding address automatically enables local
(POP) delivery for the account, if it was previously disabled.

DisableForwarding

You can disable forwarding for an account with i ndbcont r ol by using the

Di sabl eFor war di ng option. Disabling forwarding delivery this way allows you to
stop mail forwarding from an account without permanently deleting all forwarding
addresses associated with the account.

Note:  Executing this option automatically enables local (POP) delivery if it was
previously disabled.

Syntax
i nrdbcontrol Di sabl eForwardi ng <user nane> <donai n>
Where:

<user nane> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
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<domai n> Domain associated with the account’s primary SMTP address.

Example
i rdbcontrol Di sabl eForwardi ng j ohn. doe software.com

This command disables forwarding delivery for the account

j ohn. doe@of t war e. com Once disabled, the system will not forward messages
addressed to this account, regardless of whether there are any local or remote
forwarding addresses defined for this account.

DisablePOPDelivery

You can disable local delivery for an account with i ndbcont r ol by using the
Di sabl ePOPDel i very option.

Syntax
i rdbcontrol D sabl ePOPDel i very <user nane> <donai n>
Where:
<user nane> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
<donai n> Domain associated with the account.
Example

i mdbcontrol Di sabl ePOPDel i very john. doe software.com

This command disables|ocal delivery for the account j ohn. doe@of t war e. com
When you disable local delivery for an account, messages sent to that account will no
longer go to the account’s mailbox.

Note: An account that does not use local delivery must use mail forwarding.

EnableForwarding

To enable mail forwarding for an account, usei ndbcont r ol with the
Enabl eFor war di ng option.

Syntax
i rdbcontrol Enabl eForwar di ng <user nane> <donai n>
Where:
<user nane> Local part of the SMTP address for the account (the part that precedes

the“@" symbol in the e-mail address).
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<domai n> Domain associated with the account’s primary SMTP address.

Example
i nrdbcontrol Enabl eForwardi ng j ohn. doe software. com

This command enables forwarding delivery for the account

j ohn. doe@of t war e. com With this delivery method enabled, the system will
forward all messages senttoj ohn. doe@of t war e. comto the forwarding addresses
defined for this account.

EnablePOPDelivery

The most common method of mail delivery for InterMail accountsislocal delivery.
This method of delivery stores al messages sent to the account in a mailbox, from
which a POP3 or IMAP4 mail client can access them.

You can enable local delivery for an account withi ndbcont r ol by using the
Enabl ePOPDel i very option.

Syntax
i mdbcontrol Enabl ePOPDel i very <username> <donai n>
Where:
<user nane> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
<domai n> Domain associated with the account.
Example

i nrdbcontrol Enabl ePOPDel i very john. doe software.com

This command enables local delivery for the account j ohn. doe@of t war e. com
With this delivery method enabled, all messages sent to j ohn. doe@of t war e. com
will go to the account’s mailbox, from which the POP3 server or IMAP server can
retrieve them.

ListAccountForwards

To get alist of the forwarding addresses that are associated with an e-mail account,
usei ndbcont rol withtheLi st Account For war ds option.

Syntax

i mdbcontrol ListAccount Forwards <usernanme> <donai n>
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Where:
<user nane> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
<donai n> Domain associated with the account’s primary SMTP address.
Example

i mdbcontrol ListAccount Forwards john.doe software.com

This command lists the local and remote forwarding addresses associated with the
account j ohn. doe@of t war e. com Output from this command includes only the
relevant forwarding addresses, one per line. For example:

j oe. schnoe@ccor dance. com
j doe@\ssanott a- U. edu

SMTP Alias Operations

This section describes the SMTP alias operations, such as creating, deleting, and
listing alias addresses for an account.

CreateAlias

264

You can create alias addresses for an account with i ndbcont r ol by using the

Cr eat eAl i as option. If there is no default domain set, you must also specify the
domains associated with these addresses. It is common to create aliases like thisto let
users receive mail sent to multiple addresses.

Syntax

i mbcontrol CreateAlias <usernane> <aliasUser name>[ <domai n>]
[ <al i asDomai n>]

Where:
<user nane> Local part of the SMTP address for the account (the part that
precedesthe “ @" symbol in the e-mail address).
<al i asUser nane> Local portion of the new alias address.
<donai n> Domain associated with the account’s primary SMTP
address. Optional only if there is adefault domain.
<al i asDomai n> Domain to associate with the new alias address. If omitted,

the system assumes the default domain.
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Example

i nrdbcontrol CreateAlias john.doe sales software.com
sof tware. com

This command adds the adlias address sal es @ of t war e. comto the account whose
primary SMTP addressisj ohn. doe@of t war e. com

DeleteAlias
You can delete dlias addresses with i mdbcont r ol by usingthe Del et eAl i as
option.
Syntax

i mdbcontrol Del eteAlias <usernanme> <domai n>

Where:

<user nane> Local portion of the alias address to delete.

<domai n> Domain of the dlias address.

Example
i mdbcontrol Del eteAlias sal es software.com

This command deletes the alias address sal es @ of t war e. comcreated in the
Cr eat eAl i as example.

ListAliases

Theli st Al i ases option queriesthe ISD for alist of all alias addressesin the
system, or the aliases associated with a particular account. You can retrieve all dias
addressesin all domains by not specifying either of these variables.

Syntax
i mdbcontrol ListAliases [<usernane> <domai n>]
Where:
<user nanme> Local part of the SMTP address for the account (the part that precedes
the“@" symbol in the e-mail address).
<domai n> Domain associated with the account’s primary SMTP address.
Example

The following command returns a list of SMTP aliases associated with the account
j ohn. doe@oft ware. com

i mdbcontrol ListAliases john.doe software.com
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The following example retrieves information for al alias addressesin all domains:

i mdbcontrol ListAliases

Note: You cannot delete adomain if the ISD has one or more alias addresses
associated with the domain. Before attempting to delete adomain, you should
first usetheLi st Al i ases option to check for the existence of alias
addresses in this domain, and then delete those aliases if appropriate.

Class of Service Operations

Thei mdbcont r ol operations described in this section relate to InterMail classes of
service.

CreateCos

You can create new classes of servicewithi ndbcont r ol by using the Cr eat eCos
option.

Syntax
i mdbcontrol CreateCos <classOf Servi ce>
Where:
<cl assOf Ser vi ce> Name of the new class of service.
Example

i mdbcontrol CreateCos Prem um

This example creates a new class of service named Pr eni um

DeleteCos
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You can delete classes of servicewithi ndbcont r ol by using the Del et eCos
option.

Syntax
i rdbcontrol Del et eCos <cl assOf Servi ce>
Where:
<cl assOf Ser vi ce> Name of the class of service to delete.
Example

i mdbcontrol Del eteCos Prem umr+

This command deletes the class of service named Pr eni ums+.

Confidential and Proprietary, © Software.com, Inc. 2000



Directory Management Utilities

ListCosNames

You can display thelist of existing classes of servicewithi ndbcont r ol by using the
Li st CosNames option.
Syntax

i mdbcontrol Li st CosNanes

SetCosAttribute

You can define the value of an attribute for a class of servicewithi nmdbcont r ol by
using the Set CosAt t ri but e option.

Syntax
i mdbcontrol Set CosAttribute <classOf Service> <attribute> <val ue>
Where:
<cl assCf Ser vi ce> Name of the class of service for which to define the attribute.
<attribute> Name of the attribute.
<val ue> Value of the attribute.
Example

i ndbcontrol SetCosAttribute Basic nail PopAccess all

This example sets the attribute mai | PopAccess for aclass of service named Basi c.
Thevaueal | indicatesthat POP accessis allowed from all locations.

ShowCos

You can display the attributes associated with a class of service, including their values,
by using thei mdbcont rol ShowCos option.

Syntax
i mdbcont rol ShowCos <cl assOf Servi ce>
Where:
<cl assOF Servi ce> Name of the class of service to query.
Example

i mdbcont rol ShowCos Prem um
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This command lists the attributes associated with the class of service named
Pr emi um++. This command generates output like the following:

mai | PopAccess: al |
mai | Snt pAccess: 1

UnsetCosAttribute

You can delete an attribute from a class of service withi ndbcont r ol by using the
Set CosAt t ri but e option. When this option executes, it del etes the existing value of
the attribute for the given class of service, which is no longer associated with that
attribute.

Syntax

i mdbcontrol Unset CosAttribute <cl assOf Service> <attri bute>

Where:

<cl assOf Ser vi ce> Name of the class of service for which to remove the attribute.
<attribute> Name of the attribute.
Example

i mdbcontrol Unset CosAttribute Basic nmail PopSsl Access

This example disassociates the attribute mai | PopSs| Access from aclass of service
named Basi c. Thisdeletes the value for this attribute in the Basi ¢ class of service.

iImdirmake
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Thei ndi r rake command is used to create a new database or to destroy an existing
database.

Caution!  Ensure that the Directory server and Directory Cache servers are shut
down before running the i ndi r make command. Use this command only
after consulting with your InterMail vendor or technical support staff.

Syntax
i mdirmake [-c|-d|-r|-h] [-q] [indirserv|indircacheserv]
Where:

-C Creates and initializes anew database. Thisis the default mode.

-d Destroys an existing Directory Cache database.
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-r Destroys an existing Directory Cache database, then creates a new
one.

-h Displays Help file.

-q Quiet, non-interactive mode.

To re-create the master Directory database, use the SQL scriptsr eset LDAP. sql
foundinthe nmer cury/ | dap/ back- ora directory.

imdirprobe

Thei mdi r pr obe command checks a set of InterMail accounts and verifies that each
has agiven value for the MSS host and/or account status. Thei ndi r pr obe command
can aso update the Directory Cache database and confirm the MSS host and account
status for a specified set of InterMail accounts. It accomplishes this by accessing
either the Directory server or the Directory Cache servers.

Syntax

i mdi rprobe {-cache <hosts> | -master} <addresses>
[-t <threads>][-u] [-p <pass>] [-f <fail>] [-h <host>]
[ -m <npde>]

Where:

-cache Tellsi ndi r pr obe to use the Directory Cache servers.

<host s> Is a colon-separated list of hosts running Directory Cache servers.

- mast er Tellsi ndi r pr obe to use the master Directory server.

<addr esses> Isafile containing e-mail addresses, one per line.

-t <threads> Specifies the number of threads to be run per cache server. The
default value is 1. You cannot use this parameter with - mast er.

-u Forces a cache update (using a bad password).
Not allowed with —nmast er.

-p <pass> Specifies an output file for addresses that succeed (the default is
i mdi r probe. pass).

-f <fail> Specifies an output file for addresses that fail (the default is
i mdi r probe. fail).

-h <host > Specifies the MSS host for the specified addresses.

-m <node> Specifiesthe mode (A, S, M of the specified addresses.
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Imdirsync

Thei mdi r sync command is a database synchronization command used to bring the
Directory Cache database up to date with the master Directory database.

Thei ndi r sync command retrieves the partitions of the master Directory database
that the Directory Cache database is configured to store, and creates a new Directory
Cache database. It then sends a message to the Directory Cache server to closeits
internal caches and files and open the newly created Directory Cache database.

Syntax
i mdi rsync

Imdirupdate

Thei nmdi r updat e command is a batch command that writes the same information to
multiple InterMail account entriesin the master Directory database. The type of
information that it can write includes the status of the account (A for Active, Mfor
Maintenance, P for Proxy, L for Locked, or S for Suspended) and the MSS host on
which the mailbox for this user resides.

Syntax
i ndi rupdate [-h <host>] [-m <status>] <accounts>
Where:
-h <host > Changes the MSS host of the accounts.
-m <status> Changes the status of the accounts.
<account s> Isafile containing alist of account names.
Example

In order to change information for multiple account entries in the ISD, you must first
runi maccount quer y to find out information on the relevant InterMail accounts:

venus% i mccountquery -r full -or -s A-s L

Next, usevi or another editor to create an input file containing e-mail addresses (one
per line) of each account to be updated with i ndi r updat e.

Finally, runi ndi r updat e on thefile:

venus% i ndi rupdate -m A i ndi rupdate.in

i mdi rupdate: fetching account information...
i mdi rupdat e: updating accounts...

i mbcontrol cnd done:

i mdi rupdat e: done.
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Note: It isrecommended that, after running i ndi r updat e, you run
i maccount query again to confirm your account changes.

imldapsh

Thei m dapsh command provides a shell-like interface that allows you to search and
modify the contents of the Directory database at a deeper level than is possible with
thei mdbcont r ol command. In addition, you can usei nl dapsh as acommand-line
tool instead of i ndbcontrol .

Usingi nl dapsh, you can go directly into the Directory Information Tree (DIT) and
modify attributes for any entry with precision. Schema-checking mechanisms on the
Directory server prevent accidental schemaviolations. Access Control Information
(ACI) filters prevent unauthorized users from modifying the Directory database. The
Directory schemaand DIT are described in detail in Chapter 7.

i M dapsh maintains a current working distinguished name (DN) similar to the
"current working directory” in a UNIX shell. After the Directory server authenticates
your user identification (either your e-mail address or the DN of your person entry)
and your password, you start out with your current working DN at the top of the
directory tree. Usethel s command to see the “children” of the current entry, which
are listed as relative distinguished names (RDNS).

Usingi nl dapsh, you can:

* Logintothe Directory server

®  Changethe current working DN

* View the attribute names and values of any entry in read-only mode
* Add, modify, or delete the attribute values of any entry

* Add, modify, or delete an entry

In addition to basic LDAP functionality, i m dapsh aso includes:
* Variable substitution
*  Qutput redirection

Thei m dapsh utility supports variable definition and substitution in the command
line. The syntax for variablesis $<vari abl enane>.

Commands that operate on variables are:

* setvar setsthevariable. For example:
setvar foo “dn=bar”

®* unsetvar unsetsthe variable. For example:
unsetvar foo

* printvar displaysall the currently definedi M dapsh variables
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You can redirect the output of any i nl dapsh command to afile using >. For example,
the following causes the output of thel s command to be written to thefile
directory-listing.txt:

i mMdapsh> |ls -r > directory-listing.txt
Syntax

i M dapsh [-U <SMIP-addr>] [-D <bi ndDN>] [-W <passwd>] [-H <host >]
[-P <port>] [-F <scriptFile>] [-help] [-d] [-€] [-v] [option ...]

Where:
-U <SMrIP- addr > Isthe user’s e-mail address
- D <bi ndDN\> I's the distinguished name to bind as
- W <passwd Is the password for bindDN.
-H <host > Isthe name of the host for the LDAP server to connect to.
-P <port> Isthe port number for the LDAP server.
-F <scriptFile> Isthe name of abatch file containing alist of i Ml dapsh commands.
-hel p Displays help for this command.
-d Prints debug information.
e Specifies that the utility isto exit when errors are encountered in batch
mode.
-V Reports success or failure of each command.
opt i on Isani nl dapsh option. For adescription of all options, see the

following section, imldapsh Options.

imldapsh Options

The following table provides information on the commands that are available with

i m dapsh:
hel p Displays help for this command.
quit or ECF Exits the program.
pat hsep <char> Changes the path separator.
Default: /
dnsep <char> Changes the DN separator.
Default:
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bi nd <name> Logsin and authenticates you to the Directory server. <nane>

<passwd> must ber oot or avalid SMTP address. <passwd> is your
user password.

| ogi n <nane> Isasynonym for bi nd.

<passwd>

whoani Displaysthe current bind state; if the server isbound, the

username, host, and port number of the server are displayed.

cd <pat h> Changes the current working DN using an absolute <pat h>
or a<pat h> relative to the current DN.

<path> is an absolute or relative path of the form
[ / ] RDNor[ /RDN.]

in parent-to-leaf order, meaning that the most significant
components come first.

The RDNs must be separated by / with no spaces.

If the first character is/, <pat h> is an absolute path, starting
at thetop of the DIT. Otherwise, it is a path relativeto the
current working DN.

You can aso use;
. torepresent the RDN of the current working DN.
.. to represent the RDN of an entry’s parent.

dn <DN> Setsthe current working DN to <DIN>. <DN> must be absolute
and complete. The DN isin LDAP canonical |eaf to parent
order.

pwd Displays the current working DN, so that you can see where

you areinthe DIT. The DN is displayed in LDAP canonical
leaf to parent order.

pwo Displays the current working path, so that you can see the
working locationin the LDAP DIT as a path.

I's [-r] [-1] Lists the children of the current entry, that is, the RDNs of the
[-c <class>] entries beneath <pat h>.
[ <pat h>]

-r Performsarecursivelist, showing the entire tree under the
current location.

-1 Showsthe full DN of each child diplayed.
-c <cl ass> Showsonly entries of the type <cl ass>.
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show [-i|-r]
[ <pat h>]

cat

edit [<path>]

vi ew [ <pat h>]

rm[-r] [<path>]

rename [-Kk]
[ <pat h>] <rdn>

274

Shows the attribute names and their valuesin the entry at
pathname <pat h>.

If you do not specify apath, the entry of the current working
DN is shown.

-i Shows the attributes of the immediate children of the
entry at <pat h>.

-r Showsthe attributes of all descendents of the entry at
<pat h>.

Isasynonym for show

Modifies the attribute values of the entry at <pat h> using the
text editor specified in the\ $EDI TOR environment variable.
The default text editor isvi .

The edi t command creates atemporary filein LDAP Data
Interchange Format (LDIF). Each line of the LDIF file
represents an attribute.

To delete an attribute, delete the line.

To modify an attribute, change the value after the colon
(:)ontheline.

To add an attribute, add anew linein the form:
nane: val ue

If your changes violate the LDAP schema, or if you do not
have permission to modify the entry, your edits will not be
accepted.

If you decide to abort the edit, you should delete the entire
contents of the temporary file and save it. If you do this, no
modifications will be made.

Displaysthe entry at <pat h> in read-only mode using
\ $EDI TOR (by default vi ) .

This option works exactly like theedi t option except that the
displayed fileis not used to modify the Directory database.

Removes the entry at <pat h>.
- r recursively removes entries under <pat h>.
If -r isisused, <pat h> must specify aleaf node.

If the <pat h> argument is absent, this command operates on
the current working path.

Renames the entry specified in <pat h> to <r dn>. If the

- k argument is specified, the old RDN isretained asasimple
attribute of the specified entry.
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setattr [-n]

[-p <path>]
<attri but eNane>
<attri buteVal ue>

unsetattr [-nj
[-p <path>]
<attri but eNane>
<attri buteVval ue>

new [-v] <path>
[ <t enpl at e>]

i mport [-vV]
[-p <path>]
<fil enane>

export [-p <path>]

<out putfil e>

| <conmand>

Setsthe attribute specified by <at t r i but eNane> of theentry
at <pat h>, and gives it the value specified by
<attributeVal ue>.

- mSpecifies that the attribute has multiple values. Thisvalue
does not replace a value already assigned to the attribute but is
added as an additional value

- p Specifies the path of the entry to be operated on. If this
argument is not specified, the current working path is used.

Unsets the attribute specified by <at t r i but eNane> of the
entry at <pat h>. If you use the - margument, you can specify
the optional <at t ri but eVal ue> argument to indicate that
his value should be removed from the attribute. If the - m
argument is not specified, the <at t ri but eval ue> argument
isignored and the entire attribute is removed from the entry
given by the <pat h> argument.

Creates an entry under the specified <pat h>, using $EDI TOR.

<t enpl at e> A file containing LDIF-formatted datathat is
loaded into the editor to simplify creation of the new entry.

- v Causes the commands to display on standard output the
entry that it is about to be created.

Note: The DN of the entry to be created must end in an RDN
that does not already exist. Therefore, the DN cannot be
specified in the current working path, which must exist in the
Directory.

You cannot use this command in batch mode. You can use the
| dapdd utility instead.

Reads LDIF formatted datafrom <f i | ename> and creates a
new entry.

- v Displaysthe entry to be created on the standard output.

- p Causesthe DN of the new entry to be generated from

<pat h>; if thisargument is not specified, the DN attribute of
theinput fileis used.

Writes LDIF formatted data describing the database entry at
<pat h> to thefile specified in <out put fi | e>. If <pat h> is
not specified, the current working path is used.

Executes <conmand> in a sub-shell.

Note: If spaces are asignificant part of the LDAP DNs of attribute values, you can
use quotation marks to eliminate any confusion. For example,
cd “cn=adm n root”.
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All DN syntax isinterpreted as absolute. You can use the path syntax ini m dapsh to
specify relative locationsin the LDAP DIT. For example, the DN syntax
“cn=site,cn=admin root” and the path syntax “/cn=admin root/cn=site” both specify
the same location.

i M dapsh> DN “cn=site, cn=adnin root”

i M dapsh> cd “/cn=adnin root”

i M dapsh> cd “cn=site”

Special Variables
The i m dapsh utility maintains the following special variables:

cwdn Is the current working DN.

cwp Is the current working path.

host Is the hostname of the machine where the LDAP server is running.
port Is the port number used to bind to the LDAP server.

user Is the name used to bind to the LDAP server.

i ndbcAdni nRoot Is a DN which tells certain imdbcontrol-like commands where in

the DIT to look for adminPolicies (classes of service). For alist of
the commands that use this variable, see “Using imldapsh Instead
of imdbcontrol” on page 276.

Thisvariableis set by the user or inherits the value from the UNIX
shell variable | MDBCADM NROOT wheni ml dapsh is started.

Using imldapsh Instead of imdbcontrol

It is recommended that you usethei nl dapsh utility as areplacement for

i mdbcont rol . It accepts most of thei mibcont r ol arguments and command
syntax. The earlier version of i mdbcont r ol alowed creation of accounts and classes
of servicein afixed position only; with this version you can create these objectsin
various locationsin the DIT.

To use some of thei ndbcont r ol options, you heed to input a special variable

| MDBCADM NROOT. The value of thisvariable is a distinguished name within the
admin subtree of the DIT where AdminPolicies (or classes of services) can be found
and created. Thei n dapsh utility reads the value of the shell environment variable
| MDBCADM NROOT on startup and uses this value asthe initial value of itsown

i mdbcAdni nRoot variable. If | MDBCADM NROOT is not defined in the shell
environment wherei ml dapsh is started, thei ml dapsh utility uses

“cn=site, cn=adm n root” astheinitia value.

Thei mdbcont r ol optionsthat require the setting of the | NDBCADM NROOT variable
are:
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® CreateAccount (ca)

® CreateCos (cc)

® DeleteCos (dc)

® ShowCos (sc)

® SetCosAttribute (sca)

® UnsetCosAttribute (uca)

Thefollowingi mibcont r ol arguments are supported without change by i m dapsh:

® CreateDomain ® Updat eDonai n (ud)
® Del eteDonmain (dd) ® et Defaul t Domain (gdd)
® ListDomains (1d) ® SetW I dcardAccount (sw)

® Unset WI dcardAccount (uw) ® Del eteAccount (da)

® Del eteAccount (da) ® Del et eAccount Cos (dac)

® CetAccount (ga) ® CetAccount Full (gaf)

® CetPassword (gp) ® Cet Account Cos (gac

® ListAccounts (la) * NMbdi fyAccount (nm)

®* Mbodi fyAccount Pop (rmap) ® MdifyAccount Sntp (nas)
® Set Account Status (sas) ® SetAutoRep[ly (sar)

® Set Aut oRepl yHost (sarh) ® SetPassword (sp)

® Set Account Quota (saq) ® Set Account Cos (sac)

® Set ProxyHosts (sph) ® CreateAlias (cl)

® DeleteAlias (dl) ® ListAliases (II)

® CreateRenoteForward (crf) ® Del eteRenoteForward (drf)
®* Disabl eForwarding (df) ®* Di sabl ePopDel every (dpd)
® Enabl eForwardi ng (ef) ® Enabl ePopDel i very (epd)
® ListAccount Forwards (I af) ® ListCosNames (lcn)

For information on thei ndbcont r ol arguments, see “imdbcontrol” on page 238.
Example 1

To create an account from a UNIX shell, first set the UNIX shell environment variable
| MDBCADM NROOT. Enter:

set env | MDBCADM NROOT “cn=site, cn=adnmn root”

Confidential and Proprietary, © Software.com, Inc. 2000 277



Integrated Services Directory User Guide

Oncethevariableis set, enter:

i M dapsh ca j ohn. doe pl uto.software.com 12345 j doe rosebud cl ear
software.com A S Basic

This command creates an account that has the following attributes:

®* TheSMTP addressj ohn. doe inthe domain sof t war e. com(that is, this
account hasthe e-mail addressj ohn. doe@of t war e. con).

* A mailbox onthe host pl ut o. sof t ware. com

®* Theinterna ID number 12345.

®* ThePOP/IMAP login namej doe.

® Thepassword r osebud.

* Anaccount status of active (A) and an account type of standard (S).

® Theclassof serviceBasi c.

You can aso create the same account using i m dapsh in the shell mode. A transcript
of such a session may ook like the following:

% i m dapsh

i M dapsh: LDAP server at hostnane: 17705 (not bound)

i M dapsh (not bound)> bind root secret

i M dapsh: binding as root at hostnane: 17705

i M dapsh> setvar | MDBCADM NROOT “cn=site, cn=adnin root”

i M dapsh> ca j ohn. doe pluto.software.com 12345 j doe rosebud
clear software.comA S Basic

Example 2
To delete an account, enter:
i M dapsh -D cn=root -Wsecret da john.doe software.com

This example deletes the account that has the e-mail address
j ohn. doe@of t war e. com

You can also delete the account using i m dapsh in the shell mode. A transcript of
such a session may look like the following:

% i m dapsh

i M dapsh: LDAP server at hostnane: 17705 (not bound)
i M dapsh (not bound)> bind root secret

i M dapsh: binding as root at hostnane: 17705

i M dapsh> da j ohn. doe software.com

i M dapsh> exit

iImldifexport
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Thei m di f export command allows you to export data from the InterMail master
Directory database or from aDirectory Cache database to aforeign LDAP directory. It
causes all of the datain the database, except the Oracle changel og data, to be printed
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to standard output in LDAP Data Interchange Format (LDIF). Changelog datais not
exported. LDIF is a standard way of representing directory datain atext file format,
used to export and import dataamong LDAP directories. It consists of a series of lines
of ASCII text, beginning with the distinguished name of a directory entry, and listing
the attributes of the entry, with one attribute on each line.

The Directory server and the Directory Cache server should not be running when you
issue this command.

Syntax
i mdifexport [imndircacheserv|indirserv]
Where:
i mdi rcacheserv Isthe process name for the Directory Cache server. Thisisthe
default if no option is specified.
i mdi rserv I's the process name for the Directory server.
Impwdhash

Thei npwdhash command allows the user to store passwordsin a hashed format. The
i mpwdhash command takes clear-text strings as input and scrambles them, resulting
in an apparently random binary string (called a “hash”) from which you cannot
recover the original plain text. Thereis no way to determine what this hashed
password is by looking at either the Directory Cache database or the master Directory
database, because, unlike encryption, hashing is a one-way agorithm. The only way
to return the clear-text equivalent value of a hash is to take another clear-text value,
run it through the same hashing agorithm, and compare the result. If you have a
match, you know that the new plain text matches the original plain text.

The system supports two forms of hashing: MD5-PO and UNIX [crypt() agorithm].
InterMail supports the capahility to specify different hash schemes on aper-user basis.
The | SD stores user passwords as well as hashed passwords.

Note: Typicaly, you use thei npwdhash command in conjunction with
i nmdbcontrol to get and set hashed passwords.

Syntax
i mpwdhash -a [ nd5- po| uni x] <Passwor d> [ <hashedPasswor d>]
Where:

-a Algorithm strategy to use for hashing.

nmd5- po MD5-PO hashing strategy
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uni x UNIX hashing strategy
<Passwor d> POP password for the account.
<hashedPasswor d> Hashed password.

Example

To set apassword, runi npwdhash in conjunction withi ndbcont rol , asinthe
following example:

Note: Thefollowing exampleincludes the creation of anew user account. For more
information on account creation, see the InterMail Mx Operations Guide.

pari s% i npwdhash -a uni x secret f3H wyRyBcEX2

pari s% i m dapsh

i M dapsh: LDAP server at hostnane: 17705 (not bound)

i M dapsh (not bound)> bind root secret

i M dapsh: binding as root at hostnane: 17705

i M dapsh> setvar | MDBCADM NROOT “cn=site, cn=adnmin root”

i M dapsh> ca john. doe pari s@oftware.com 25 jdoe f3H wyRyBcEX2 uni x
software.com A S Basic

In this example, we first have hashed the password “ secret.” Then the hashed
password and password algorithm areinput into i ml dapsh asit creates the account.
Now, although the hashed string “f3HiwyRyBcEX2" isin the ISD, you still seethe
“secret” password when identifying yourself to the POP server.

|dapadd

280

Thel dapadd command allows you to add new entries to the Directory database.
| dapadd isaspecial instance of | dapnodi fy.

Note: If you want to add entries and also perform other operations in the same file,
usethel dapnodi f y command for al of the operations.

Thel dapadd command supports UTF-8 input.

Syntax

| dapadd [-b] [-c] [-r] [-n] [-Vv] [-d <level>] [-D <binddn>]
[-w <passwd>][-h <host>] [-p <port>] [-f <file>] [-g <adm nG oupDN>]
[-n
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Where:

-d <l evel >

- D <bi nddn>

-w <passwd>
-h <host >

-p <port>

-f <file>

-g <adm nG oupDN>

Assumes that any valuesthat start with a’/’ are binary values, and
that the actual value isin afile whose path is specified in the place
where values normally appear.

Continuous operation mode. Errors are reported, but | dapadd will
continue to operate with modifications. The default isto exit after
reporting an error.

Replaces existing values by default.

Shows what would be done, but doesn't actually add entries.
Useful for debugging in conjunction with —v.

Uses verbose mode, with many diagnostics written to standard
output.

Sets the LDAP debugging level to <l evel >.

Uses <bi nddn> to bind to the directory. <bi nddn> should be a
string-represented distinguished name as defined in RFC 1779.

Uses <passwor d> as the password for simple authentication.
Specifies an alternate host on which the LDAP server isrunning.

Specifies an alternate TCP port where the LDAP server is
listening.

Reads the entry modification information from the LDIF file
<fil e>instead of from standard input.

Specifiesthe DN for the InterManager adminGroup that the user
wants to bind asto get elevated permissions.

Enables batch mode. When this option is specified, all operations
that this utility normally performs synchronously are instead
performed asynchronously. Command output is changed slightly to
reflect that batch mode is enabled, and results are available only
after batches are committed to the database.

For operationa information about the | dapadd command, see Chapter .

Example

| dapadd -D nai | =JohnDoe@oftware.com -w secret -f newfile

Thiscommand bindsthe user John Doe, whose password issecr et , to the directory,
and usesthe LDIF file named newf i | e asthe source of anew entry in the Directory

database.

Confidential and Proprietary, © Software.com, Inc. 2000 281



Integrated Services Directory User Guide

newf i | e should contain a complete description of the new data object, including the
parent object class. For example:

dn: o=<isp>, dc=<isp> dc=com
0: <isp>

obj ectd ass: top

obj ect d ass: organi zati on

Note: Do not usethel dapadd command with any LDIF file that does not contain a
compl ete object description. If your LDIF fileincludes the changet ype
LDIFformat, usel dapnodi f y instead. Thechanget ype LDIF format looks
likethis:
dn: o=<i sp>, dc=<isp>, dc=com
changetype: nodify
add: organization

|dapdelete

Thel dapdel et e command allows you to delete one or more entries from the
Directory database.

Note: If you want to delete entries and also perform other operations in the same
file, usethel dapnodi f y command for al of the operations.

Thel dapdel et e command supports UTF-8 input.
Syntax

| dapdel ete [-n] [-v] [-c] [-d <level>] [-f <file>] [-D <binddn>]
[-w <passwd>] [-h <host>] [-p <port>] [dn] [-g <admi nG oupDN>] [-m

Where:

-n Shows what would be done, but doesn't actually add entries. Useful
for debugging in conjunction with —v.

-v Uses verbose mode, with many diagnostics written to standard
output.

-C Continuous operation mode. Errors are reported, but LDAP
continues to delete entries. The default isto exit after reporting an
error.

-d <l evel > Setsthe LDAP debugging level tol evel . | dapdel et e must be
compiled with LDAP_DEBUG defined for this option to have any
effect.
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-f <file> Reads a series of linesfrom f i | e instead of from standard input,
performing one LDAP search for each line. In this case, the filter
given on the command lineis treated as a pattern where the first
occurrence of %sis replaced with aline from file.

- D <bi nddn> Uses bi nddn to bind to the directory. <bi nddn> should be a
string-represented DN as defined in RFC 1779.

See http://www.rfc-editor.org/rfcsearch.html

-w <passwd> Uses <passwor d> as the password for simple authentication.

-h <host > Specifies an aternate host on which the LDAP server is running.
-p <port> Specifies an alternate TCP port where the LDAP server is listening.
dn Distinguished name of the entriesto be deleted. Each dn should bea

string-represented distinguished name as defined in RFC 1779.
See http://www.rfc-editor.org/rfcsearch.html

-g <adm nGroupDN>  Specifiesthe distinguished name for the InterManager adminGroup
that the user wants to bind as to get elevated permissions.

-m Enables batch mode. When this option is specified, all operations
that this utility normally performs synchronously are instead
performed asynchronously. Command output is changed dightly to
reflect that batch mode is enabled, and results are available only
after batches are committed to the database.

Example
| dapdel ete "cn=Del ete Me, o=Software.com c=US"

This example deletes the entry named with common name Del et e Me directly below
the Sof t war e. comorganizational entry.

l[dapmodify

Thel dapnodi f y command allows you to modify entriesto the Directory database.
Thel dapnodi f y command supports UTF-8 input.
Syntax

[ dapnodify [-b] [-c] [-r] [-n] [-v] [-d <level>] [-D <binddn>]
[-w <passwd>] [-h <host>] [-p <port>] [-f <file>] [-g <adm nG oupDN>]
[-m
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Where:

-d <l evel >

- D <bi nddn>

-w <passwd>
-h <host >

-p <port>

-f <file>

-g <adm nG oupDN>

Assumes that any valuesthat start with a’/’ are binary values, and
that the actual value isin afile whose path is specified in the place
where values normally appear.

Continuous operation mode. Errors are reported, but | dapadd will
continue to operate with modifications. The default isto exit after
reporting an error.

Replaces existing values by default.

Shows what would be done, but doesn't actually add entries.
Useful for debugging in conjunction with —v.

Uses verbose mode, with many diagnostics written to standard
output.

Sets the LDAP debugging level to <l evel >.

Uses <bi nddn> to bind to the directory. <bi nddn> should be a
string-represented distinguished name as defined in RFC 1779.

Uses <passwor d> as the password for simple authentication.
Specifies an alternate host on which the LDAP server isrunning.

Specifies an alternate TCP port where the LDAP server is
listening.

Reads the entry modification information from <f i | e> instead of
from standard input.

Specifiesthe DN for the InterManager adminGroup that the user
wants to bind asto get elevated permissions.

Enables batch mode. When this option is specified, all operations
that this utility normally performs synchronously are instead
performed asynchronously. Command output is changed slightly to
reflect that batch mode is enabled, and results are available only
after batches are committed to the database.

For operationa information about the | dapnodi f y command, see Chapter .

Example

| dapnodi fy -D nai | =JohnDoe@of t ware. com -w secret -f file2

Thiscommand bindsthe user John Doe, whose password issecr et , to the directory,
and modifies the Directory database entries specified in the LDIF filenamed fi | e2.
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fil e2 should usethe changet ype LDIF format. For example:

dn: o=<i sp>, dc=<isp>, dc=com
changetype: nodify
add: organization

Note: If you want to make several types of modificationsto asingle object, such as
additions and deletions of attributes, use the changet ype LDIF format
before issuing the | dapnodi f y command. For example:

dn: o=<i sp>, dc=<isp>, dc=com
changetype: nodify
del et e: busi nessCat egory

changetype: nodify
add: tel ephoneNunber
t el ephoneNunber: 1234567

l[dapmodrdn

Thel dapnmodr dn command allows you to modify the relative distinguished name
(RDN) of one or more entries in the Directory database.

Thel dapnmodr dn command supports UTF-8 input.

Syntax

| dapmodrdn [-r] [-n] [-Vv] [-c][-d <level >][-D <bi nddn>]
[-w <passwd>][-h <host>] [-p <port>] [-f <file>] [dn <rdn>]
[-g <adm nG oupDN>]

Where:

-r Removesthe old RDN values from the entry. The default isto keep
theold values.

-n Shows what would be done, but doesn't actually add entries.
Useful for debugging in conjunction with —v.

-V Uses verbose mode, with many diagnostics written to standard
output.

-C Continuous operation mode. Errors are reported, but LDAP
continues to modify entries. The default isto exit after reporting an
error.

-d <level > Sets the LDAP debugging level to <l evel >. | dapnodr dn must
be compiled with LDAP_DEBUG defined for this option to have
any effect.
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- D <bi nddn> Uses <bi nddn> to bind to the directory. <bi nddn> should be a
string-represented distinguished name as defined in RFC 1779.

See http://www.rfc-editor.org/rfcsearch.html

-w <passwd> Uses <passwor d> as the password for simple authentication.

-h <host > Specifies an aternate host on which the LDAP server is running.

-p <port> Specifies an alternate TCP port where the LDAP server is
listening.

dn <rdn> Distinguished name / rel ative distinguished name pair for the

entries to be deleted. <r dn> replaces the RDN of the entry
specified by the DN, <dn>.

Each dn should be a string-represented distinguished name as
defined in RFC 1779.

See http://www.rfc-editor.org/rfcsearch.html

-g <adm nG oupDN>  Specifies the distinguished name for the | nterManager
adminGroup that the user wants to bind as to get elevated
permissions.

Example
Assumethat the filet np/ ent r ynmods has the following contents:
cn=Modi fy Me, o=Software.com c¢c=US cn=The New Me

In that case the following command changes the RDN of the Modi fy Me entry from
Modi fy MetoThe New Me and removestheoldcn, Modi fy Me:

| dapnmodrdn —r —f/tnp/ entrynods

ldapsearch

286

Thel dapsear ch command allows you to perform a search using a specified search
filter. The filter should conform to the string representation for LDAP filters defined
in RFC 1558. See http://www.rfc-editor.org/rfcsearch.html.

If | dapsear ch finds one or more entries, the attributes specified by at t r s are
retrieved and the entries and values are printed to standard output. If noattrs are
listed, all attributes are returned.

Thel dapsear ch command supports UTF-8 input.

Syntax

| dapsearch [-n] [-u] [-v] [-t] [-A] [-B] [-L] [-d <level>] [-F <sep>]
[-f <file>] [-D <binddn>] [-w <passwd>] [-h <host>] [-p <port>]

[-b <*base DN'>][-s <scope>][-a <deref>] [-] <tine limt>]

[-z <size limt>] [<filter>] [<attrs>][-g <admi nG oupDN>]
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Where:

-n

-u

-V

-t

-A

-B

-L

-d <l evel >
-F <sep>
-f <file>
- D <bi nddn>

-w <passwd>
-h <host >

-p <port>

Shows what would be done, but doesn't actually do the search.
Useful for debugging in conjunction with —v.

Includes the user friendly entry names in the output.

Uses verbose mode, with many diagnostics written to standard
output.

Writesretrieved valuesto a set of temporary files. Thisis useful for
dealing with non-ASCI| values such as jpegPhoto or audio.

Retrieves attribute names only (no values). Thisis useful when you
want to seeif an attribute is present in an entry, but are not
interested in the specific values.

Does not suppress the display of non-ASCII values. Thisis useful
when dealing with values that appear in aternate character sets such
as 1S0-8859.1. This option isimplied by —L (see below).

Displays search resultsin LDIF format. This option also turnson
the —B option and causes the —F option to be ignored.

Setsthe LDAP debugging level to<l evel >. | dapnmodr dn must be
compiled with LDAP_DEBUG defined for this option to have any
effect.

Uses <sep> asthefield separator between attribute names and
values. The default separator is=. If the—L flag is specified, this
option isignored.

Reads aseries of linesfrom <f i | e> instead of from standard input,
performing one LDAP search for each line. Inthiscase, thefi | ter
given on the command lineis treated as a pattern where the first
occurrence of %sisreplaced withalinefrom<fil e>. If<fil e>is
a single-character, then the lines are read from standard input.

Uses <bi nddn> to bind to the directory. <bi nddn> should be a
string-represented distinguished name as defined in RFC 1779.

See http://www.rfc-editor.org/rfcsearch.html

Uses <passwor d> as the password for simple authentication.
Specifies an alternate host on which the LDAP server isrunning.

Specifies an alternate TCP port where the LDAP server is listening.
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-b <*base DN'> Uses<“ baseDN' > asthe starting point for the search instead of the
default.
-s <scope> Specifies the scope of the search. <scope> should have one of the

following values:

base — specifiesabase object search
one — specifiesasingle level search
sub — specifies a subtree search

The default is sub.

-a <deref> Specifies how alias dereferencing is done. <der ef > should have
one of the following values:

never — specifiesthat aliases are never dereferenced
al ways — specifiesthat aliases are always dereferenced
sear ch — specifies that aliases are dereferenced when searching

fi nd — specifies that aliases are dereferenced only when locating
the base object for the search.

The default is never.

-l o<time linmit> Waitsat most <ti ne | i ni t > secondsfor a search to complete.
-z <size linmt> Retrievesat most <si ze |i mi t > seconds for a search to complete.
<filter> Specifies a search filter that conforms to the string representation

for LDAP filters as defined in RFC 1558.

<attrs> Specifies the attributes to be retrieved, separated by white space. If
no attribute list isgiven, al are retrieved.

-g <adm nG oupDN>  Specifiesthe DN for the InterManager adminGroup that the user
wants to bind as to get elevated permissions.

Example

| dapsearch -D nail =JohnDoe@of t ware. com -w secret -b “dc=software,
dc=com’ -s sub “(cn=Fred*)”

This command binds the user John Doe to the directory, and searches for everyone
named Fred in the domain software.com.
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This appendix contains license information related to InterMail Mx.

InterMail Licensing Agreement

THIS SOFTWARE ISPROVIDED “AS1S” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
SOFTWARE.COM BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

EMANATE

InterMail incorporates the EMANATE server as part of its monitoring functionality. Software.com
licenses EMANATE pursuant to alicense agreement with SNMP Research International, Incorporated.
The copying and distribution of EMANATE iswith the permission of SNMP Research International,
Incorporated.

GNU General Public License

Version 2, June 1991
Copyright (C) 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyoneis permitted to copy and distribute verbatim copies of thislicense document, but changing it is
not alowed.

[Thisisthefirst released version of the library GPL. Itis numbered 2 because it goes with version 2 of
the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and changeit. By con-
trast, the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users.
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Thislicense, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other libraries whose authors decide to useit. You can useit for your
libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
serviceif you wish), that you receive source code or can get it if you want it, that you can change the soft-
ware or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give the recipi-
entsall therightsthat we gave you. You must make sure that they, too, receive or can get the source code.
If you link a program with the library, you must provide complete object files to the recipients so that they
can relink them with the library, after making changes to the library and recompiling it. And you must
show them these terms so they know their rights.

Our method of protecting your rights hastwo steps: (1) copyright thelibrary, and (2) offer you thislicense
which givesyou legal permission to copy, distribute and/or modify the library.

Also, for each distributor’s protection, we want to make certain that everyone understands that thereis no
warranty for thisfreelibrary. If thelibrary is modified by someone el se and passed on, we want its recip-
ients to know that what they have is not the original version, so that any problems introduced by others
will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
companies distributing free software will individually obtain patent licenses, thus in effect transforming
the program into proprietary software. To prevent this, we have made it clear that any patent must be
licensed for everyone's free use or not licensed at all.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License,
which was designed for utility programs. Thislicense, the GNU Library General Public License, applies
to certain designated libraries. Thislicenseis quite different from the ordinary one; be suretoread it in
full, and don't assume that anything in it is the same asin the ordinary license.

The reason we have a separate public license for some librariesis that they blur the distinction we usually
make between modifying or adding to a program and simply using it. Linking a program with alibrary,
without changing the library, isin some sense simply using the library, and is anal ogous to running a util-
ity program or application program. However, in atextual and legal sense, the linked executableis a
combined work, aderivative of the original library, and the ordinary General Public License treatsit as
such.

Because of this blurred distinction, using the ordinary General Public License for libraries did not effec-
tively promote software sharing, because most developers did not use the libraries. We concluded that
weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all ben-
efit from the free status of the libraries themselves. This Library General Public Licenseisintended to
permit devel opers of non-free programs to use free libraries, while preserving your freedom as a user of
such programs to change the free libraries that are incorporated in them. (We have not seen how to
achieve this as regards changes in header files, but we have achieved it as regards changes in the actual
functions of the Library.) The hopeisthat thiswill lead to faster devel opment of freelibraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to
the difference between a“work based on the library” and a“work that usesthelibrary”. The former con-
tains code derived from the library, while the latter only works together with the library.

Notethat it is possible for alibrary to be covered by the ordinary General Public License rather than by
this specia one.
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GNU LIBRARY GENERAL PUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License Agreement applies to any software library which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Library General Pub-
lic License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently linked
with application programs (which use some of those functions and data) to form executables.

The“Library”, below, refersto any such software library or work which has been distributed under these
terms. A “work based on the Library” means either the Library or any derivative work under copyright
law: that isto say, awork containing the Library or a portion of it, either verbatim or with modifications
and/or trandated straightforwardly into another language. (Hereinafter, trandation isincluded without
limitation in the term “modification”.)

“Source code” for awork means the preferred form of the work for making modificationstoit. For a
library, compl ete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are out-
sideits scope. The act of running a program using the Library is not restricted, and output from such a
program is covered only if its contents constitute awork based on the Library (independent of the use of
the Library in atool for writing it). Whether that is true depends on what the Library does and what the
program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact al the notices that refer to this
License and to the absence of any warranty; and distribute a copy of this License along with the
Library.

You may charge afee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for afee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming awork based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) Themodified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If afacility inthe modified Library refersto afunction or a table of datato be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely well-
defined independent of the application. Therefore, Subsection 2d requires that any application-sup-
plied function or table used by this function must be optional: if the application does not supply it,
the square root function must still compute square roots.)

These requirements apply to the modified work as awhole. If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate worksin
themselves, then this License, and itsterms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of awhole which isawork
based on the Library, the distribution of the whole must be on the terms of this License, whose per-
missions for other licensees extend to the entire whole, and thusto each and every part regardless of
who wrote it.
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Thus, it isnot the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent isto exercise the right to control the distribution of derivative or collective
works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on avolume of astorage or distribution medium does not bring the other
work under the scope of this License.

You may opt to apply the terms of the ordinary GNU General Public License instead of this License
toagiven copy of the Library. To do this, you must alter al the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2, instead of to thisLicense. (If
anewer version than version 2 of the ordinary GNU General Public License has appeared, then you
can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in agiven copy, it isirreversible for that copy, so the ordinary GNU Gen-
eral Public License appliesto all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is
not alibrary.

You may copy and distribute the Library (or aportion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the compl ete corresponding machine-readabl e source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offer-
ing equivalent access to copy the source code from the same place satisfies the requirement to dis-
tribute the source code, even though third parties are not compelled to copy the source along with
the object code.

A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked withit, is called a“work that usesthe Library”. Such awork,
inisolation, is not a derivative work of the Library, and therefore falls outside the scope of this
License.

However, linking a“work that usesthe Library” with the Library creates an executable that isa
derivative of the Library (because it contains portions of the Library), rather than a“work that uses
thelibrary”. The executableistherefore covered by thisLicense. Section 6 states terms for distribu-
tion of such executables.

When a“work that usesthe Library” uses material from a header filethat is part of the Library, the
object code for the work may be a derivative work of the Library even though the source codeis
not. Whether thisis true is especialy significant if the work can be linked without the Library, or if
thework isitself alibrary. The threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or lessin length), then the use of the object fileis
unrestricted, regardless of whether it islegally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work isaderivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

As an exception to the Sections above, you may also compile or link a*“work that usesthe Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the cus-
tomer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of thework that the Library isused in it and that the
Library and its use are covered by this License. You must supply acopy of this License. If the
work during execution displays copyright notices, you must include the copyright notice for the
Library among them, aswell as areference directing the user to the copy of thisLicense. Also, you
must do one of these things:
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a) Accompany the work with the complete corresponding  machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable “work that usesthe Library”, as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable contain-
ing the modified Library. (Itisunderstood that the user who changes the contents of definitions
filesin the Library will not necessarily be able to recompile the application to use the modified
definitions.)

b) Accompany the work with awritten offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of perform-
ing this distribution.

¢) |If distribution of the work is made by offering access to copy from a designated place, offer
equivaent access to copy the above specified materials from the same place.

d) Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a contradiction means you cannot use
both them and the Library together in an executable that you distribute.

7. Youmay placelibrary facilities that are awork based on the Library side-by-sidein asingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncom-
bined with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined library of the fact that part of it isawork based on
the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, madify, sublicense, link with, or distribute the Library except as expressly pro-
vided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distrib-
ute the Library isvoid, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9.  You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Library (or any work based on the Library), you indicate your acceptance of this Licenseto do so,
and all its terms and conditions for copying, distributing or modifying the Library or works based
onit.

10. Eachtimeyou redistribute the Library (or any work based on the Library), the recipient automati-
cally receives alicense from the original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further restrictions on the recipients
exercise of therights granted herein.

You are not responsible for enforcing compliance by third parties to this License.

11. If, asaconsequence of acourt judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
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otherwise) that contradict the conditions of this License, they do not excuse you from the condi-
tions of thisLicense. If you cannot distribute so as to satisfy simultaneously your obligations under
this License and any other pertinent obligations, then as a conseguence you may not distribute the
Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section isheld invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as awhole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which isimplemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or sheiswilling to distribute software through any other system and a licensee cannot impose
that choice.

This section isintended to make thoroughly clear what is believed to be a consegquence of the rest of
this License.

12. If thedistribution and/or use of the Library isrestricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who placesthe Library under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. 1n such case, this License incorporates the
limitation asif written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Library General
Public License from time to time. Such new versionswill be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which appliesto it and “any later version”, you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software Founda-
tion. If the Library does not specify alicense version number, you may choose any version ever
published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution condi-
tions are incompatible with these, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we some-
times make exceptions for this. Our decision will be guided by the two goals of preserving the free
status of all derivatives of our free software and of promoting the sharing and reuse of software gen-
eraly.

NO WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHER-
WISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE
THELIBRARY “AS IS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANT-
ABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE
QUALITY AND PERFORMANCE OF THE LIBRARY ISWITH YOU. SHOULD THE LIBRARY
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

IN NO EVENT UNLESSREQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDIS-
TRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARIS-
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Oracle

ING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIM-
ITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY
OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Oracle Programs are the proprietary products of Oracle and are protected by copyright and other intellec-
tual property laws. Customer acquires only the right to use Oracle Programs and does not acquire any
rights, express or implied, in Oracle Programs or media containing Oracle Programs other than those
specified by License. Oracle, or itslicensor, shall at al times retain all rights, title, interest, including
intellectual property rights, in Oracle Programs and media.

The Regents of the University of California Copyright

InterMail includes software that is copyright © 1990, 1993, 1994, The Regents of the University of Cali-
fornia. All rights reserved.

This code is derived from software contributed to Berkeley by Mike Olson.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Re-distributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Re-distributionsin binary form must reproduce the above copyright notice, thislist of conditions
and the following disclaimer in the documentation and/or other materials provided with the distribu-
tion.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: This product includes software developed by the University of California, Berke-
ley and its contributors.

4.  Neither the name of the University nor the names of its contributors may be used to endorse or pro-
mote products derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE REGENTS AND CONTRIBUTORS “"ASIS’ AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY,OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The Regular Expression Routines

1. Permissionisgranted to anyoneto use this software for any purpose on any computer system, and to
ater it and redistribute it, subject to the following restrictions:

2. Theauthor is not responsible for the consequences of use of this software, no matter how awful,
evenif they arise from flawsinit.

3. Theorigin of this software must not be misrepresented, either by explicit claim or by omission.
Since few users ever read sources, credits must appear in the documentation.
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4.  Altered versions must be plainly marked as such, and must not be misrepresented as being the orig-
inal software. Since few users ever read sources, credits must appear in the documentation.

5. Thisnotice may not be removed or atered.

RSA Data Security, Inc. MD5 Message-Digest Algorithm

License to copy and use this software is granted provided that it isidentified as the “RSA Data Security,
Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing this software or this
function.

Licenseis also granted to make and use derivative works provided that such works are identified as
“derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning
or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software
or the suitability of this software for any particular purpose. It is provided “asis’ without express or
implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.
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attribute

Information describing one trait of a directory object. Each attribute has a name
followed by one or more values. For example, the attribute o, belonging to the
object classor gani zat i on, could havethe value Sof t war e. com The attribute
ou, belonging to the object class or gani zat i onal Uni t, could have the value
engi neeri ng.

attribute value

The data associated with an attribute. For example, 555- 1212 is an attribute
value for the attributet el ephoneNunber . Some attributes are single-valued and
some are multiple-valued.

consumer server

The destination server for replicated data. In InterMail, the consumer server isthe
Directory Cache server.

class of service

A set of permissions, resource limits, and default user preferences shared by a set
of accounts that determines, among other things, the services that the users of
each associated account may access. Each permission, resource limit, and
preference is represented by a specific class of service attribute.

class-of-service attribute

An attribute of a class-of-service entry in the directory. Each class-of-service
attribute defines a permission, resource limit, or preference that affects the set of
accounts associated with the class of service.

Directory Cache server

A component of the Integrated Services Directory (1SD) that contains a copy of
al or part of the master Directory database in its local cache database. The
Directory Cache server is capable of servicing the same read and write requests as
the Directory server, and isregularly updated from the Directory server,
preventing bottlenecks to the master Directory database and ensuring quick
response time to queries by other servers.
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Directory database

A single Oracle relational database that is the authoritative master version of
InterMail account information, including an end user’s domain, username,
password, class of service, e-mail address, and delivery information. Directory
Cache servers communicate with the Directory server, which in turn accesses the
Directory database, to get the updates to their local cache databases. The
Directory database is acomponent of the ISD, together with the Directory server,
Directory Cache servers, and Directory Cache databases.

Directory Information Tree (DIT)
An LDAP term for the hierarchical structure that contains all directory entries.
Each directory entry is uniquely identified by a distinguished name (DN), which
isapath in the DIT used to name and locate the entry, similar to afile'spathina
file system.

Directory server

The component of the ISD that maintains an authoritative master copy of the
Directory database. It contains Oracle client libraries to communicate with the
Directory database and is responsible for storing replication information that is
read by the Directory Cache servers.

distinguished name (DN)

An LDAP term for aname of adirectory entry that uniquely identifies the entry
by providing a compl ete pathname through the DIT, analogous to a filename
composed of a path of directory names in an operating system.

Example:
dn: uid=johndoe, ou=engineering, dc=software, dc=com

DIT
See Directory Information Tree.

DN
See distinguished name.

domain

One or more | P addresses corresponding to a particular organization. For
example, sof t war e. comisadomain that contains addresses in the 10.2.6.x
Class C IP network.

entry
The basic unit of information stored in adirectory. Entries consist of a collection
of attributes.

failover server

A server that assumes the identity of afailed server so that the information from
the failed server remains accessible.
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LDAP (Lightweight Directory Access Protocol)

An Internet protocol that allows usersto access and search a variety of otherwise
incompatible directory systems for information.

LDIF (LDAP Data Interchange Format)

A standard way of representing directory datain atext file format, used to import
and export datato and from LDAP directories. An LDIF entry consists of aseries
of lines of ASCII text, thefirst line specifying a distinguished name for the entry,
and each subsequent line specifying an attribute of the entry.

Example:

Thisisan LDIF entry for a Software.com employee named John Doe:

dn: ui d=j ohndoe, dc=software, dc=com
ui d: j ohndoe

objectd ass: top

obj ectd ass: person

obj ectd ass: organi zati onal Person
obj ect C ass: inetOrgPerson

obj ectd ass: nail User

obj ectd ass: nmil UserPrefs

cn: John Doe

sn: Doe

mai | : j ohn. doe@oftware. com

mai | Forwar di ng: F

leaf node
A location in aDIT that is at the end of abranch. A leaf node has no descendants.

matching rule

A rule determining how attribute values of a specified syntax are compared
during search, modify, add, and del ete operations. For example, the matching rule
casel gnor eMat ch meansthat uppercase and lowercase | etters are treated the
same way.

object class

A collection of required and optional attributes in adirectory that defines atype
of data. For example, per son, or gani zat i on, and domai n are standard object
classesin an LDAP directory.

object identifier (OID)

A string of numbers separated by dots used to uniquely identify objectsin the
directory. Each part of an OID represents anode in a hierarchical OID tree. This
allows blocks of hamespace to be delegated to individual organizations for their
own use.

For example, the InterMail object classmai | User Pr ef s isthe string of numbers
assigned to Software.com by the Internet Engineering Task Force,
1.3.6.1.4.1. 2415, followed by a string of numbers designated by
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Software.com, 1. 2. 2. 6. This creates an OID of
1.3.6.1.4.1.2415. 1. 2. 2. 6 for the object classmai | User Pref s.

partitioning
The process of replicating different portions of the Directory database to different
Directory Cache servers.

relative distinguished name (RDN)

An LDAP term for the most specific component of a distinguished name. An
RDN must be unique among entries of the same parent in the DIT.

replica set

A set of identical Directory Cache servers that are interchangeable for the
purpose of satisfying client requests. If one of these serversis unavailable, a
client tries to communicate with the others, one at atime. Replica sets thereby
function as a failover mechanism.

replication

The process by which directory entries are automatically copied from the
Directory server to one or more Directory Cache serversfor local storage.

replication agreement

A filter that specifies which Directory database entries and their attributes are
copied and maintained by a particular Directory Cache server.

replication area
A set of objects and attributes to be replicated to a consumer server.

RFC (Request For Comments)

One of a series of documents published by the Internet Engineering Task Force
(IETF), which sets the standards for the Internet. LDAPv3 standards may be
found in RFC 2251 through RFC 2256. The URL is http://www.rfc-editor.org/
rfcsearch.html.

RME (Remote Method Execution)

The protocol that InterMail servers use to communicate the results of transactions
between themselves.

schema

A description of the Directory database that sets the rules for what can be stored
in it, aswell as how the Directory server and its clients are to treat information
during search, modify, add, or delete operations. In LDAP-based directories, a
schemais composed of object classes and attributes.

supplier server

A server that supplies information to be replicated. In InterMail, the supplier
server isthe Directory server.
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syntax

A description of the type of data contained in an attribute. Bool ean, Di rect ory
string,and| nt eger arethreetypesof syntaxes.
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A
abstract object classes, 62
account information, 1
account provisioning, writing to the Directory
server during, 9
account status, setting, 257
accounts
changing the addresses of, 255
commands relating to, 247
creating
with imdbcontrol, 247, 248
with imldapsh, 277
defining class of service attributes for, 255
deleting
with imdbcontrol, 248
with imldapsh, 278
deleting class of service attributes from, 249
deleting forwarding addresses from, 261
disabling forwarding for, 261
disabling local delivery for, 262
enabling auto-reply for, 257
enabling forwarding for, 262
enabling local delivery for, 263
forwarding mail from, 260
listing forwarding addresses for, 263
modifying, 253
setting login names for, 254
setting passwords for, 259
setting quota values for, 256
summarizing in areport, 236
viewing information on, 249, 251, 252
ACI (Access Control Information) filters, 4, 7
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ACI (Access Control Information) rules, 75
overview of, 9
usage of, 10
adminAllocation object class, 101
adminAllocCounts object class, 102
adminGroup object class, 103
adminPolicy object class, 103
adminRealm object class, 104
adminRealmSpec object class, 105
adminRole object class, 105
adminRoot object class, 106
adminTarget object class, 106
adminUserPrefs object class, 107
alias addresses
creating, 264
deleting, 265
listing, 265
alias object class, 107
alias queries, 22
allocation rules, 75
anonBindA ccess configuration key, 188
anonymous binding, 4
application partitioning, 36
example of, 57
applicationEntity object class, 107
applicationProcess object class, 108
architecture, distributed, 3
attribute constraints, 73
attribute indexing, 75
attribute values, term defined, 297

attributeAliasingEnabl e configuration key, 189
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attributes, 99
ACI rulesand, 75
alocation rules and, 75
chaining and, 41
class of service
adding to the mailL ocal UserPrefs object
class, 71
defining values for, 255
deleting, 249, 268
retrieving, 251
defined, 128
defining, 67
indexed, file structure for, 20
listing, 251
listing of, 129
matching rules for, 66
new
adding to an object class, 69
adding to the schema, 68
overview of, 65
standard object classes and, 59, 67
syntax of, 66
rules for, 66
term defined, 297
viewing, 249
attributeSel ection configuration key, 42, 43, 189

authoritative mode, of Directory Cache server, 17

auto-reply feature, enabling, 257
auto-reply messages, setting location of, 258
auxiliary object classes, 61, 63

C
cacheAlwaysReadThru configuration key, 190
cacheAuthoritativeForMTA configuration key,
191
cacheAuthoritativeOnDbFail configuration key,
191

cacheDisableReadThrus configuration key, 192
cacheDisableWriteThrus configuration key, 193
cacheReReadInterval configuration key, 193
certificationAuthority object class, 108
certificationAuthority-V 2 object class, 109
chaining

Directory Cache server and, 40

replication agreement using, sample, 47
chaininglnfo configuration key, 41, 44, 194
change logs

on the Directory server, 11

replication agreements and, 40
changelog configuration key, 194
changel ogEntry object class, 109

304

checkPointInterval configuration key, 195
checkPointRetryInterval configuration key, 195
chglL ogPageSize configuration key, 196
class of service attributes

adding to the mailL ocal UserPrefs object

class, 71

defining values for, 255

deleting, 249, 268

retrieving, 251

term defined, 297
class of service operations, 266
classes of service

creating, 266

deleting, 266

deleting attributes from, 268

listing, 267

listing attributes of, 267

setting attributes for, 267

term defined, 297
client queries

LDAP, 23

replication design and, 40
compatibleQuotaK bytesConversion

configuration key, 196
Configuration database, replication agreements
and, 40

configuration keys, 185

See also individual configuration keys

for Directory Cache server, 24

for Directory server, 12, 24

for replication agreements, 42

impact of changesto, 187

sample, 185

setting, 187
consumer servers, 39

term defined, 297
country object class, 109
CreateAccount option, 247
CreateAlias option, 264
CreateCos option, 266
CreateDomain option, 242
createEntryAudit configuration key, 196
CreateRemoteForward option, 260
cRLDistributionPoint object class, 110

D

data partitioning. See partitioning
data, exporting to LDIF, 278

dbL ogFileMaxSizeKb configuration key, 20, 197
dbSuppressFsync configuration key, 197
dcObject object class, 110
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defaultBindDN configuration key, 198
defaultBindPassword configuration key, 198
defaultChangel ogTabl espace configuration key,
199
defaultDirServer configuration key, 23, 199
DeleteAccount option, 248
DeleteAccountCos option, 249
DeleteAlias option, 265
DeleteCos option, 266
DeleteDomain option, 243
DeleteRemoteForward option, 261
device object class, 110
dirCachePort configuration key, 200
Directory Cache database
chaining and, 40
copying, 21
filefor, 20
initializing, 21
other ISD components and, 3
read requests and, 19
read-through requests and, 19
replica sets and, 46
replication agreements and, 40
updatesto, 11, 18, 20
Directory Cache server
architecture of, 17
assigning to RME or LDAP clients, 44
authoritative mode of, defined, 17
bypassing communication with, 9
chaining and, 40, 47
communications protocols and, 22
configuration keysfor, 24
for replication agreements, 42
directory schemaand, 99
file structure on, 20
non-authoritative mode of
defined, 17
queries and, 23
operation of, 21
other ISD components and, 2
partitioning of dataon, 36
read requests to, 8, 19
read-through requests from, 8, 19
replica sets and, 46
replication agreements and, 39, 75
replication of datato, 35
schema changes and, 74
statistics files for, 31
synchronization of, with Directory server, 18,
20

Confidential and Proprietary, © Software.com, Inc. 2000

term defined, 297

write-through requests from, 19
directory data

accessing, 4

replication of, 18
Directory database

Seealso ISD

accessto, 23

Directory Cache server and, 17

directory schema and, 99

DIT and, 77

effect of replication agreements on, 75

modifying, 238

other ISD components and, 2

replicating, 44

schema checking and, 74

term defined, 298
directory information

partitioning of, 18, 36

replication of, 35
directory management utilities, 235
directory schema, 59, 99

adding new attributes to, 68

object classesin, 60
Directory server, 7

architecture of, 7

changelog on, 11

configuration keysfor, 12, 24

Directory Cache server and, 17

directory schemaand, 99

information flow through, 8

other ISD components and, 2

read requeststo, 8

read-through requests to, 8, 19

replication of datafrom, 35

schema checking and, 74

statistics filesfor, 15

synchronization of Directory Cache server

with, 20

term defined, 298

write-through requeststo, 9, 19
dirRmeConnections configuration key, 200
dirRmeHost configuration key, 200
dirRmeHosts configuration key, 36, 44, 201
dirRmeMaxSecondaryCalls configuration key,

201

dirRmePort configuration key, 202
DisableForwarding option, 261
DisablePOPDélivery option, 262
distinguished name syntax type, features of, 129
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distinguished names, 77
term defined, 298
distributed architecture, 3
DIT (Directory Information Tree), 77
initial, 77
modifying, 271
term defined, 298
dmd object class, 111
domain object class, 112
domains
changing the type of, 246
commands related to, 242
creating, 242
default, getting, 244
deleting, 243, 253
listing, 244
term defined, 298
dsA object class, 113

E

EnableForwarding option, 262
EnablePOPDelivery option, 263

entry, term defined, 298

expChglL ogCommitSize configuration key, 202

F
failover capability, partitioning and, 36
failover server, term defined, 298
forwarding addresses

creating, 260

deleting, 261

listing, 263
forwarding, disabling, 261

G

GetAccount option, 249
GetAccountCos option, 251
GetAccountFull option, 251
GetDefaultDomain option, 244
GetPassword option, 251
groupOfNames object class, 114
groupOfUniqueNames object class, 114

I
IETF (Internet Engineering Task Force), 300
imcacheread command, 237
imdbcontrol command
account operations with, 240, 247
class of service operations with, 241, 266
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compared with imldapsh, 276
domain operations with, 239, 242
mail delivery operations with, 241
optionsfor, 239
See also individual options
SMTP alias operations with, 241, 264
syntax of, 238
imdircacheserv process, 17
imdirmake command, 21, 74, 268
imdirprobe command, 269
imdirserv process, 7
imdirsync command, 21, 270
replication agreements and, 40
imdirupdate command, 270
imldapsh command, 238, 271
compared with imdbcontrol, 276
optionsfor, 272
variablesin, 276
imldifexport command, 278
impwdhash command, 279
indexed attributes
See also attribute indexing
chaining and, 41
indexThreadSnoozePeriod configuration key, 203
inetOrgPerson object class, 115
position in hierarchy, 61
initlndicesFallback configuration key, 203
InterMail servers, process names for, 186
| P addresses
in configuration keys, 188
restricting, 4
ISD (Integrated Services Directory)
See also Directory database
adding new entries to, 280
components of, 1
deleting entries from, 282
modifying entriesin, 271, 283, 285
object classesin, 60
roleof, 1
searching, 271, 286
updating, 270

L

LDAP attributes, 65

LDAP clients
access to Directory database by, 23
assigning Directory Cache serversto, 44
read-through operations and, 19

LDAP data model, overview of, 4

Confidential and Proprietary, © Software.com, Inc. 2000



Index

LDAP entries
checking, 74
filesfor, 20
for replication agreements, 40
LDAP object classes, 60
LDAP protocol, Directory Cache server and, 17,
23
LDAP queries, 23
chaining and, 41
LDAP schema, location of, 59
LDAP standards, 6
LDAP, term defined, 299
IdapAccessList configuration key, 204
|dapA ClCacheMaxCount configuration key, 204
IdapAClCacheMaxSizeK B configuration key,
204
Idapadd command, 280
IdapAllocRootOverride configuration key, 205
IdapAllowRuleDN configuration key, 205
IdapAsyncOperation configuration key, 206
IdapAsyncSearch configuration key, 207
IdapBackend configuration key, 207
IdapBatchTimeoutM S configuration key, 208
IdapBindThruEnable configuration key, 209
IdapClientTimeout configuration key, 209
IdapConfigDn configuration key, 210
|dapCosCacheMaxCount configuration key, 210
|dapCosCacheMaxSizeK b configuration key, 210
IdapDbEntryCacheSizelnKB configuration key,
211
|dapDBENtryPageSizelnK B configuration key,
211
|dapDBIndexCacheSizelnK B configuration key,
212
IdapDBI ndexPageSizel nKB configuration key,
212
IdapDebugWriteEnable configuration key, 213
|dapdel ete command, 282
|dapEnabl eAutoAdminGroup configuration key,
214
IdapEntryCacheM axCount configuration key,
214
IdapEntryCacheMaxSizeK b configuration key,
215
Idaplndices configuration key, 215
IdaplndicesConfigRdn configuration key, 217
IdapM asterHosts configuration key, 217
|dapM axBatchOperations configuration key, 217
Idapmodify command, 283
Idapmodrdn command, 285
IdapNumEntryDbFiles configuration key, 20, 218

Confidential and Proprietary, © Software.com, Inc. 2000

IdapNuml ndexDbFiles configuration key, 20, 218
IdapOperationLimit configuration key, 219
IdapPort configuration key, 219
IdapReplicationAgreement configuration key, 42,
44,219

IdapRootDn configuration key, 220
IdapRootPwd configuration key, 220
IdapSchemaCheck configuration key, 74, 221
IdapSchemaDn configuration key, 221
|dapSchemalFile configuration key, 222
Idapsearch command, 286
IdapServerHosts configuration key, 36, 44, 222
IdapSizeL imit configuration key, 223
IdapTimeoutLimit configuration key, 223
LDIF

exporting data to, 279

term defined, 299
lead node, term defined, 299
ListAccountForwards option, 263
ListAccounts option, 252
ListAliases option, 265
ListCosNames option, 267
ListDomains option, 244
load balancing, partitioning and, 36
local delivery

disabling, 262

enabling, 263
logAgeHours configuration key, 11, 224
logExpireHours configuration key, 224
loginAliases configuration key, 225
loginFilter configuration key, 226
logNumTablesLimit configuration key, 227

M
mail forwarding, enabling, 262
mailDomain object class, 117
mailL ocal UserPrefs object class, 117
adding attributes to, 67
adding class-of-service attributes to, 71
mailUser object class, 117
mailUserPrefs object class, 118
master SearchRoot configuration key, 227
matching rules, 66
term defined, 299
maxCursorsPerConn configuration key, 228
mix-in object classes. See auxiliary object classes
ModifyAccount option, 253
ModifyAccountPop option, 254
ModifyAccountSmtp option, 255
modifyEntryAudit configuration key, 228
multi-threading, 23
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N
non-authoritative mode, of Directory Cache
server, 17
queries and, 23
numL dapConnections configuration key, 229

@)
object classes, 60
abstract, 62
ACI rulesand, 75
adding new attributes to, 68, 69
auxiliary, 61, 63
creating, 61, 63
definition of, 100
described, 99
hierarchy of, 61
LDAP, 60
standard, modifying, 59, 67
structural, 62
term defined, 299
object identifiers (OIDs), term defined, 299
object partitioning, 36
oracleConnectWait configuration key, 229
oracleMaxOperationTime configuration key, 229
organization object class, 120
organi zational Person object class, 121
position in hierarchy, 61
organizational Role object class, 122
organizational Unit object class, 123

P
partition configuration key, 42, 43, 229
partition object class, 124
partitioning, 36
chaining and, 41
configuration keysfor, 42
example of, 49, 52, 55
with multiple replication agreements, 50
overview of, 3, 18
replica sets and, 53
term defined, 300
passwords
hashing, 279
setting, 259
viewing, 251
person object class, 125
position in hierarchy, 61
POP login names, setting, 254
POP queries, 22
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primaryDbNumConnections configuration key,
230
proxy hosts, setting, 259

Q

guota values, setting, 256

R
read requests
to Directory Cache server, 19
to Directory server, 8
read-through requests
from Directory Cache server, 19
to Directory server, 8, 19
relative distinguished names, 77
modification of, 285
term defined, 300
repl Agreement object class, 125
repl AreaSpec configuration key, 42, 44, 231
replica sets
described, 35
partitioning and, 53
replication agreement using, sample, 46
term defined, 300
replication
See also replication agreements
designing, 37
overview of, 3, 18, 35
term defined, 300
replication agreements, 75
chaining in, 40
changing, 40
configuration keysfor, 42
creating, 43
default, 45
overview of, 39
sample, 44
storage of, 40
term defined, 300
replication areas
specifying, 42
term defined, 300
residential Person object class, 126
RFC (Request for Comments), term defined, 300
RME clients
assigning Directory Cache serversto, 44
read-through requests and, 19
RME protocol
Directory Cache server and, 17, 22
term defined, 300

Confidential and Proprietary, © Software.com, Inc. 2000



Index

RME queries, 22

chaining for, 41
rootBindAccess configuration key, 231
routing attributes, chaining and, 41

S
scalability features, 3
scConfig object class, 127
scConfigRoot object class, 127
schema attributes. See attributes
schema checking, 74

limitations of, 74
schemas

matching rulesin, 66

term defined, 300
security features, 4
servers

process names for, 186

setting configuration keys for, 187
SetAccountCos option, 255
SetA ccountQuota option, 256
SetA ccountStatus option, 257
SetAutoReply option, 257
SetAutoReplyHost option, 258
SetCosAttribute option, 267
SetPassword option, 259
SetProxyHosts option, 259
SetWildcardAccount option, 245
ShowCos option, 267
SMTP alias operations, 264
SMTP queries, 22
standard object classes, modifying, 67
statistics files

Directory Cache server, 31

Directory server, 15
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structural object classes, 61, 62
subschema object class, 127
supplier servers, 39

term defined, 300
synchronization

of databases, 270

of servers, 20
syntax rules, 66
syntax, term defined, 301
system scalability

chaining and, 40

partitioning and, 36

T

top object class, 128
position in hierarchy, 61

U

UnsetCosAttribute option, 268
UnsetWildcardAccount option, 245
UpdateDomain option, 246

updateThreadRetryPeriod configuration key, 232

users, printing information about, 237

userSecuritylnformation object class, 128

W
wildcard account
disabling, 245
setting, 245
write requests, direct, 9
writeChangel. og configuration key, 232

write-through requests, to Directory server, 9, 19
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