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Preface

Welcometo InterMail Mx!

The InterMail Mx Operations Guide includes instructions for the operation and
administration of your InterMail system.

Intended Audience

This guide assumes that you are experienced with the UNIX operating system at a
system administration level, and that you have an understanding of databases as well
as of networking protocols and related technology.

Organization

This manual is organized as follows:

Chapter 1, InterMail Overview, provides an overview of the InterMail Mx
system.

Chapter 2, Getting Started, outlines tasks that you must perform before the
InterMail system goes into production mode. It also discusses some of the basic
operations associated with administering InterMail.

Chapter 3, Site Management, familiarizes you with classes of service, domains,
and account management to help you effectively set up InterMail sites and
organizations.

Chapter 4, System Configuration, describes tasks related to viewing and updating
the configuration database, and includes instructions for making configuration
changes.

Chapter 5, Security, describes the security features of the InterMail system, as
well astwo general types of security issues: the flow of unwanted message traffic
through the system, and the viewing and retrieval of mail by unauthorized
individuals.

Chapter 6, Mail Routing, describes mail routing options of the InterMail system.
These options help control the direction of mail flow.
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Chapter 7, Managing Mail in Process, describes temporary storage of mail,
including the location and organization of temporarily stored mail, the automatic
and manual handling of deferred mail, and mail queuing options.

Chapter 8, Managing Mail Storage, describes the operations surrounding
persistent storage of mail.

Chapter 9, System Monitoring, describes monitoring and maintenance tasks you
must perform to keep your InterMail system performing optimally.

Chapter 10, Monitoring Tools, describes monitoring tools you can use to analyze
and maintain the performance of your InterMail system.

Chapter 11, Backup and Recovery, familiarizes you with the concepts of backup
and recovery in an InterMail system to help you design effective backup and
recovery procedures for your own environment.

Chapter 12, Troubleshooting, describes possible problems with the InterMail
system and suggested solutions.

Confidential and Proprietary, © Software.com, Inc. 2000



Preface

Conventions

Convention

Description

Example

$ at the start of astring

An environment variable (set
at the time of installation)

$spool Di r

monospace type

* Commands
« Directory and file names
¢ Hostnames

» Configuration keys and
their values

 Utility names

i mdbcont rol command
cron utility
Set thiskey totr ue.

<angl e brackets>ina
command

A required variable

i mboxget <address>

[square brackets] ina
command

An optional parameter

inmctrl [-verbose]

| (avertical bar) between
optionsin acommand

Exclusive options, of which
you can use only one

i mpwdhash -a [ nd5-po| uni x]

{braces} around options
in acommand

A list of options, one of which
isrequired

i Mmsgdel ete {<nsglD>...|-all}

... (ané€llipsis) after an
optional entry in acommand

An option for which you may
have multiple entries

i mbucket screate [<cl...cn>]

bol df ace in an example

User input

venus% i nservctrl stop

Related Documentation

This manual is one of a set. Other manualsin this set are;

* InterMail Mx Reference Guide, which contains contains background information
about InterMail’s servers and databases, configuration keys, directory
management utilities, administrative utilities, APIs, and event messages.

* |ntegrated Services Directory User Guide, which contains conceptual
information about the Integrated Services Directory (ISD) architecture,
configuration keys, directory schema, directory structure, and directory
management utilities, aswell as procedural information to help you customizethe

ISD.

* |nterMail Mx Installation Guide, which providesinstructions for installing

InterMail.
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* InterMail Mx Upgrade Guide, which provides instructions for upgrading from
previous versions of InterMail.

* InterMail Mx Migration Guide, which provides instructions for migrating to
InterMail from the SendMail or Post.Office messaging product.

Questions and Comments

Your feedback isimportant to us! To suggest improvements or make comments on the
content of this manual, please send e-mail to InterMail.Manua @Software.com.
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InterMail Overview

InterMail is a scalable, high-performance, native Internet e-mail system for very large
messaging environments. Each InterMail installation is a unique configuration created
from acommon set of software components. This chapter provides an overview of the
InterMail system components and explains how they work together to speed message
flow through the system.

This chapter describes:
* InterMail servers
* Information storage

®  Supporting technology

InterMail Servers

The InterMail messaging system includes multiple servers, each with unique
responsibilities. InterMail servers can be distributed among separate host machinesfor
flexible configuration and system scaling.

A complete InterMail installation requires at least one server of each type, but
typically includes multiple instances of all but the Configuration server. It is possible
to add more servers as the message traffic or the number of end users increases.

The InterMail servers are categorized by function:
* Directory checking

* Message ddivery

®* Message storage

* Message retrieval

*  System management
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InterMail message flow shows the interaction of these servers.

Remote MTAs
Relayed Mail
mail Clients
A Port 25 [ A T Porti110 Port 148 Port 80
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Message
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P < i i server server [€] server [J]
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Message Deferred mail Message
Delivery Retrieval
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Director
Cache y Cache
server
server server
Integrated Services Directory (ISD)
Delivered mail
Message
Queue * > Stor(?
server
Delayed mail server Retrieved mail
«—
E Message
Storage
Message Message
Spool Store File System
directory database
Figure 1 InterMail message flow
Directory Checking

The heart of the InterMail system is the Integrated Services Directory (1SD), as
Figure 1illustrates. The ISD isinvolved in message delivery, message storage, and
message retrieval. It consists of the Directory Cache server, Directory server,
Directory Cache database, and Directory database.

The Directory Cache server respondsto requests for account information from other
InterMail servers. It does this by consulting its cache, which contains alocal copy of
all or part of the Directory database. It communicates with the Directory server at
configurable intervals to update its account information. This eliminates bottlenecks
to the Directory database, ensuring that responsesto all of the InterMail servers are
fast, no matter how large the number of accounts in the Directory database and the
number of messages being delivered per second across the entire system.

You can partition directory information among multiple caches running on different
host machines. However, only one Directory Cache server can run on each host.
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The Directory server relays account information between the Directory database and
the Directory Cache servers. It isthe only server to communicate directly with the
Directory database, which is the ultimate authority for al Directory data.

Each Directory server automatically updatesits local cache at regular intervals with
the most recent information in the Directory database. A Directory server can read
through to the Directory database at any time, requesting account information that is
new and that its cache does not yet contain. When such a read-through occurs, the
Directory Cache server automatically updates its cache with the account information
for the new record, without waiting for the regularly scheduled update interval to pass.

Message Delivery
The following servers work together to provide message delivery:
* Message Transport Agent (MTA)
®*  Queue server
The Message Transport Agent (M TA) receives incoming messages by:
* Listening on the SMTP port
*  Accepting messages from clients
*  Determining whether the recipients are in alocal or remote domain

For recipientsin the local domain, the MTA obtains account information from the
Directory Cache server and then hands the message to the Message Store Server
(MSS). For recipients in other domains, it sends the message to the remote location
over the Internet.

The MTA enforces relay restrictions and redirection instructions, and manages any
errorsthat occur during the delivery process. It also produces and sends bounce
messages as required.

One MTA can run per host. It is possible to add more independent hosts as needed,
distributing message traffic with aload-leveling mechanism such as round-robin
DNS.

The Queue server temporarily stores (queues) messages that the MTA cannot deliver
immediately. At regular intervals, the MTA requests stored messages from the Queue
server and attempts to deliver them again. The Queue server is an optional server that
enablesthe MTA to execute if afailure occurs.
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Message Storage
The following servers work together to provide message storage:
* Message Store Server (MSS)

®*  Queue server

The Message Store Server (M SS) is responsible for storing messages in end users
mailboxes. It takes delivery of messages from the MTA, and handles requests for
message retrieval from the POP and IMAP servers.

When amessage is delivered to the MSS, the MSS must check that it does not exceed
guotas associated with the destination mailbox. To accomplish this, the MSS
communicates with the Directory Cache server to acquire class-of-service information
for the account associated with each destination mailbox.

The M SS also maintains information about mailboxes, folders, message headers, and
message structure in the Message Store database, and stores the messages themselves
asindividual filesin the Message File system. Several M SS processes can run
simultaneously on asingle host.

The Queue server isresponsible for storing any messages that the MTA cannot
deliver immediately. For example, when aremote host is temporarily offline, the
Queue server stores all messages destined for this host in a spool directory. The Queue
server also spoolsloca messages that are too large for the MTA to deliver
immediately. These messages are then processed from the spool rather than
completely in memory, since processing too large a message in memory might leave
the network vulnerable to timeouts.

The Queue server isfrequently installed on the same host as the M SS so that
temporarily spooled messages are kept on the same machine as permanently stored
messages. However, thisis not arequirement. The Queue server is an optional
component that simplifies operation of the system by avoiding the need for MTA data
recovery.

Message Retrieval
The following servers work together to provide message retrieval:
®* POP server
* |IMAPserver

* \Web server

The POP (Post Office Protocol) server handles requests for message retrieval from
any client that supports the POP3 protocol. It communicates with the Directory Cache
server to validate each end user’s login name, password, and class of service, and to
obtain the name of the host on which the user’s mailbox resides. The POP server also
communicates with the M SS to handle requests for message retrieval on behalf of the
client.
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One POP server can run per host. If needed, several hosts can run POP servers,
distributing the work with aload-leveling mechanism such as round-robin DNS.

The IMAP (Internet M essage Access Protocol) server handles requests for message
retrieval from mail clients that support the IMAP protocol. It communicates with the
Directory Cache server to validate each end user’s login name, password, and class of
service, and to obtain the name of the host on which the user’s mailbox resides. The
IMAP server also communicates with the M SS to handle requests for message
retrieval on behalf of the client.

The IMAP server allows most IMAP-enabled clients to send and receive messages in
online, offline, and disconnected modes. Unlike POP users, whose messages are
automatically downloaded to alocal machine each time they connect, IMAP users
have the option of working with their messages directly on the server. Asaresult,
average IMAP connection times are likely to be longer than POP connection times.

One IMAP server can run per host. If needed, several hosts can run IMAP servers,
distributing the work with aload-leveling mechanism such as round-robin DNS.

End users commonly compose e-mail messages from clients running on desktop
machines, and transmit them using the SMTP protocol to the MTA. It isalso possible
for usersto compose messages using a Web browser and to send them using the HTTP
protocol to aWeb server running the WebEdge client application. The Web server then
packages the messages and sends them to the MTA for delivery.

The Web server allows end usersto retrieve mail using a Web browser and WebEdge.
When an end user attempts to retrieve mail, the Web server receives the request and
executes a script that calls the underlying InterMail API. The API callsthe Directory
Cache server to retrieve directory information, and calls the M SS to access the end-
user’s mailbox. The message headers are displayed on the end user’s screen.

System Management

The following servers work together to control and monitor the InterMail system
functions:

* Manager server
* Configuration server
* SNMP server

A Manager server isinstalled on each InterMail host. It allows you to log on to an
InterMail host and start or shut down any of the servers running on any other host in
the InterMail system. When you issue a startup or shutdown command from one host,
the instructions pass to the Manager server on each affected host for implementation.

The Configuration server holds the master Configuration database, which contains a
complete collection of system settings and distributes the latest version of this master
database to all the other hostsin the InterMail system. Each of these hosts also has its
own Configuration database containing a complete set of system settings.
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When you make changes to the master Configuration database and elect to propagate
them, all the InterMail hosts check to seeif the master Configuration database is
different from the one they are currently using. If it is, they copy the latest version
from the Configuration server.

The SNMP (Simple Network M anagement Protocol) server gathers useful system
information from the other InterMail servers, including current server status, number
of connections since the server started, and number of messages stored in the MSS. I
your InterMail system includes a monitoring station (thisis an optional third-party
component), it can request this information from the SNMP server for real-time
viewing and processing. InterMail’s SNMP server can monitor all servers except the
Manager and Configuration servers.

Information Storage

The InterMail servers are complemented by the following databases, which maintain
information about InterMail end users, messages, and the servers themselves:

®* TheDirectory database isasingle Oracle relational database that isthe
definitive source of InterMail account information. This information includes
each end user’s domain, username, password, class of service, email address,
and delivery information. This is the database from which all Directory caches
originate.

* A Directory cacheisaloca database that exists on each host running a Directory
Cache server. End user account and domain information is partitioned among the
Directory cachesin order to improve efficiency by eiminating bottlenecksto the
Directory database. This promotes quick local access to account information
when large numbers of accounts are being serviced. The Directory server routes
information requests to the correct Directory Cache server.

* TheMessage Store database stores dynamic data such as which messages have
been read and deleted. Information about mailboxes, folders, message headers,
and message status is also maintained here.

* TheMessage File system stores the actual body of amessage, along with another
copy of the header. Each message exists as a single file that includes all headers,
body text, and attachments. Therefore, the text of a message destined for multiple
recipientsis stored only once, saving valuable system resources.

* TheConfiguration database stores acomplete set of system settings that control
the behavior of the InterMail servers and indicate the location of required system
resources. Message routing, mail blocking, mailbox creation, message bouncing,
and other system functions are controlled through configuration keys. A copy of
the Configuration database exists on each InterMail host. Every InterMail process
reads this database at startup.

The master Configuration database is on the same host as the Configuration
server. Whenever you make changes to the Configuration database, you should
make them to the master and then propagate them throughout the system.
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Supporting Technology

All components of the InterMail messaging system use the following:

Multi-threading—All InterMail servers are multi-threaded to enhance
performance. Multi-threading allows individual InterMail processes to handle
simultaneous message delivery and retrieval requests, resulting in high message
throughput.

Multi-threading also allows a server to take advantage of multiple CPUs on a
single machine, thus increasing performance. Moreover, the number of threads
each process can use is configurable, allowing you to fine-tune your system for
the most efficient use of resources.

RM E—InterMail servers communicate using a remote-procedure-call protocol
called Remote Method Execution (RME). RME is object-oriented, so if a server
asksthe MSS to retrieve amessage, it replies by sending an object representing

the message.

The RME protocol is transaction-based, guaranteeing that the results of all
operations are known. In addition, RME supports versioning to facilitate smooth
system upgrades, allowing different versions of the various InterMail serversto
communicate seamlessly while system components are upgraded one by one.

L DAP—LDAP (Lightweight Directory Application Protocol) is the emerging
Internet standard for remote access and integration of diverse directory services.
The InterMail directory supports the LDAP V3 protocol and adopts many LDAP
features that are critical for integration with other applications, including an

L DAP-based data model, schema access and extension capability, replication,
partitioning, and referrals.

Event logging and statistics—All InterMail server processes have acommon
logging mechanism. This mechanism can produce standard logs that record
events as they occur, and statistics logs that indicate activity over time. You can
use these logs to monitor the overall performance of the system for capacity
planning and fine-tuning.

Administration commands—The administration utilities are command-line
programs for observing and changing the behavior of the InterMail system. The
execution of many commands is location-independent, and can monitor and
control any component of the system. Commands exist for account, mailbox,
server, and log management, as well as for system diagnostics.
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Getting Started

This chapter assumes that the InterMail software has been installed and outlines tasks
that must be performed before the system goesinto production mode. It also discusses
some of the basic operations associated with administering InterMail. Anyone who
administers InterMail in any capacity should be familiar with the topics covered in
this chapter, which include:

® Using InterMail administrative commands
*  Starting up and shutting down servers

®  Planning tasks that must be completed before the system goes into production
mode

Using InterMail Administrative Commands
The InterMail system supports a command line interface for performing various
administrative tasks, such as:
*  Starting up and shutting down InterMail servers
®  Creating, modifying, and retrieving account information
* Analyzing and fixing corrupted messages
*  Maodifying message stores (mailboxes)
®* Reporting statistics on server usage
On the host where you ingtall InterMail, anew UNIX user and group are created
before ingtallation. This user account is the InterMail user, and it is the only member
of the new InterMail group. Itisinthisuser’shome directory that you install InterMail
files, and it is as this user that you run al InterMail processes. To execute any

administrative commands, or to administer InterMail in any way, you must log in as
the InterMail user.

The utilities used to administer InterMail from the UNIX command linearein the bi n
and | i b directoriesin the InterMail user’s home directory. The installation process
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adds the bi n directory to the user’s path, so that you can execute al InterMail
commandsin the bi n directory from any directory. For example, to get areport on the
InterMail servers currently running, you need only log in as the InterMail user and
execute the appropriate command:

UNI X(r) SystemV Rel ease 4.0 (paris)

login: imil
Passwor d:

pari s% i nmservdi spl ay

Throughout this manual, examples appear for executing specific InterMail commands.
Before executing these commands, you must be logged in as the InterMail user.

Starting Up and Shutting Down Servers

Once you have logged in asthe InterMail user and are ready to start administering the
system, your first task isto start up the InterMail servers. This section explains the
basics of starting up, shutting down, and restarting InterMail servers.

Note: Following installation, servers that manage the 1SD and the configuration of
the system are already running.

To perform an operation on a server, you must specify the server by its process name.
InterMail servers and their process names are:

Server Name Server Process Name
Message Transport Agent (MTA) nta

Message Store Server (MSS) mss

POP server popser v

IMAP server i mapserv

Queue server i Nnqueueser v
Manager server i mrgr serv
Configuration server i rconf serv
Directory server i mdi rserv
Directory Cache server i mdi r cacheserv
SNMP server snnpd
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There are two commands that you can use to start up and shut down InterMail servers:

®* inservctrl startsup and shuts down serversonly on the local host and must be
run fromthel i b directory.

®* inctrl sartsup and shuts down servers on both local and remote hosts. This
command is very useful in large multi-host InterMail installations. Thei nctr
command requires that the Manager server be running.

Note: Becausethei nctrl command requires that the Manager server be running,
you must start the Manager server using thei nser vct r I command before
you can usethei nct r1I command for operations on the other servers.

imservctrl

Thei nmser vct r1 command starts up and shuts down InterMail servers. Depending
on the parameters you included, i nser vet r1 can either start, restart, or shut down a
single server, alist of servers, or all servers on the local host.

Note: Forthei nservct rl command to have an effect on a server, the <host >/
sysadni n/ <ser ver >_r un configuration key for that server must have a
value of on. You can read this key either by running i nconf edi t and
searching for this key with your editor, or by running i nrconf get -h
<host name> -m sysadmi n <serv>_run.

Example

To stop all servers, runi nservctrl asin the following example:

Note: Whenyouruni nservctrl,thefull path (1i b/i mservctrl) isnecessary.

paris%|lib/inservctrl stop

i mservctrl: stopping i mapserv (25421)

i mservctrl: stopping popserv (25584)

i mservctrl: stopping nta (25481)

i mservctrl: stopping nes.1l (25267)
imservctrl: stopping indirserv (21295)
imservctrl: stopping i mgrserv (21282)
i mservctrl: stopping inconfserv (25351)
imservctrl: cleaning /voll/imail/tnp ...
i mservctrl: done

pari s%

The server list is optional; when no list is specified, i nservct rl actson al the
servers configured to run on the local machine. To start a particular server and no
others, you must specify this particular server as a parameter toi nser vctrl . For
example, to start the Manager server only, runi nservct rl asfollows:

lib/inmservctrl start immgrserv
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Note: The server operations later in this section are described using thei nctrl
command. For more information on thei mser vct r1 command, see the
InterMail Mx Reference Guide.

imctrl

Thei nct r1 administration command starts up and shuts down InterMail serverson a
local or remote hogt, allowing administrators to remotely control the operation of
InterMail. When executed, i nct r | determines the hosts affected by the specified
commands, and then passes these commands to the Manager Server of each affected
host. The Manager server then executes the appropriate startup or shutdown
operations for the affected servers.

The following sections demonstrate using i nct rl to start up, shut down, and restart
InterMail servers.

Starting Up

To start up an InterMail server withi nctrl, usethest art option:
inmctrl <host> start <server>

For example, to start all serverson the host pari s, enter:

inmctrl paris start allservers

To start one or more specific servers, include the server types. For example, to start the
IMAP and POP servers on the host parii s, enter:

inctrl paris start popserv:inmapserv

Shutting Down

12

There are four ways to shut down InterMail servers.

*  Sopping: Stopping aserver causes the processto exit as soon as possible in an
orderly fashion. The server shutdown interrupts client sessions, but any
disconnected clients receive meaningful error or status messages.

* Draining: Draining a server causes the process to refuse to accept any new client
connections, but does not interrupt connections that are still in process. When all
transactions finish, the server then exits. For example, when a POP server drains,
it does not accept any new connections from POP3 clients. The server waits for
al existing client connections to close, and when no more clients are present,
closes its connection to the M SS and exits. This method of shutdown is
particularly useful for the POP server and MTA because the effects on these
servers are the most visible to end users.

Note: Because client connectionsto the IMAP server are typically long-lived,
the drain method of shut down istypically not practical for the IMAP
server.
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e Killing: Killing a server causes the process to exit at once. This method is
equivalenttousingthe UNIX ki I 1 -9 command. It causesthe server processto
exit immediately, with no error or notification messages to connected clients. Itis
recommended that you not use this method of shutdown unless absolutely
necessary.

* EXxiting: Exiting aserver issimilar to killing aserver in that it forces the server to
shut down immediately, closing al client connections. The difference between
theexit andki | | commandsisthat theexi t command isresponsive only if
the process is healthy.

Stopping

To shut down a server by stopping with i nctrl, usethe st op option:

inmctrl <host> stop <server>

For example, to stop all the servers on host pari s, enter:

inctrl paris stop allservers

To stop a particular server, in thiscasei mapser v, enter:

inctrl paris stop inmapserv

Draining

To shut down a server by draining it withi nctrl, usethedr ai n option:

inmctrl <host> drain <server>

For example, to drain the POP server on host pari s, enter:

inctrl paris drain popserv

When this command is executed, the POP server on par i s continues to service

connected clients, but does not accept any new connections. Because there is no

interruption to current connections, users connected to this POP server when the
command is executed will be unaware of the imminent shutdown of the server.

Killing

To shut down a server by killing it withi nctrl, usetheki | | option:

inmctrl <host> kill <server>

For example, to kill the MTA on host pari s, enter:

inctrl paris kill nta
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Exiting

To shut down a server by exiting withi nctrl , usetheexi t option:
inctrl <host> exit <server>

For example, to exit all the serverson host pari s, enter:

inctrl paris exit allservers

To exit aparticular server, include the server type:

inctrl paris exit imapserv

Restarting

Several configuration changes require the shutdown and restart of InterMail servers
before the changes can take effect. To restart an InterMail server that is currently
running, you can execute two separatei nct r| operations. one to shut down the
server, and a second to start it. Alternatively, you can use arestart option that allows
you to accomplish both of theseinasinglei nct rl execution.

Theavailablei nctrl restart optionsarerestart,drai nStart,stopStart,
exitStart,andkill Start. These operations are identical to the associated
shutdown options described in the previous section, but cause the specified serversto
restart immediately after shutdown.

Note: Theinctrl parameter restart isidentica tothest opSt art option. In
addition, the exi t St art option has the same effect astheki | | St art
option.

For example, to drain and then restart the POP server on host pari s, enter:

inctrl paris drainStart popserv
To kill and restart the MTA on the host pari s, enter:

inmctrl paris killStart nta

Checking Server Status

Once the required servers have been started or stopped, you can check server status
usingi mser vdi spl ay:

pari s% i nmservdi spl ay

Monitoring InterMail npdul es: httpd i mapserv incfgdbserv inconfserv
i ndirserv

i mgrserv mss nta popserv snnmpdm

nta Report:
Not e: ProcFound: nta process Found as PID: 13847.
Note: ServerPing: nmta responded to version query
Not e: PortBanner: Port Banner found on port 25
Not e: PortQuitSucc: Port Quit successful on port 25
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After displaying the configuration and running status of each server, i nser vdi spl ay
reports any log events. A review of these log events will quickly show you if serious
problems exist in a server:

/imail/imail/log/nma.log, Severity: Erro {
7: SntpCient Mai |l LoopDet ect ed
/imail/imail/log/nta.log, Severity: Note {
14: Acctlnval i dUser
35: MsgTrace
1: ProcReExeci ngProg
1: ProcSetui dSucceed
9: Snt pConnecti onCl osed
9: Snt pConnecti onRecei ved

Preproduction Planning

After you install InterMail, there are a number of additional tasks you must complete
before considering your site ready to operate in full production mode, serving
customers 24 hours aday, 7 days aweek.

This section discusses a variety of preproduction tasks. The tasks fall into the
following categories:

* Basicintegration tasks. These tasks are broad in nature and involve your
operation as awhole, not just your messaging system.

* Defining the structure of your site. These tasks are necessary before you can add
account and domain information to the system.

* Tasksthat pertain to InterMail directly. Completion of these tasks resultsin a
custom configuration specifically suited to the needs of your organization.

* Methodsto check some of the server operations before going online.

Integration with Existing Systems
When integrating InterMail into your existing environment, you must give thought to
*  Establishing a connection to the existing provisioning system
® Creating alog-monitoring program
* Integrating SNMP with a monitoring station

Because these tasks are necessarily site-specific, they are described here in only
general terms.
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Creating a Log-Monitoring Program

The InterMail log files enable you to determine system usage, message flow, the
number of connections to and from servers, and other pieces of vital system
information. Each InterMail server generatesitslog file, and log rollover periods are
configurable.

Log files are a comprehensive collection of data, in aformat that allows flexible
reporting. Although you can read InterMail 1ogs from the directoriesin which they
reside, you may want to consider creating a custom log-monitoring program that
allows you to monitor your logs and receive event notifications in whatever way is
most convenient.

For an overview of InterMail logging, see Chapter 10. For a complete listing of
InterMail events, see the InterMail Mx Reference Guide.

Establishing a Connection to Your Provisioning System

To link InterMail accounts with related billing information, you must connect the
content of the Integrated Services Directory (the central repository for InterMail
account information) with your existing provisioning system.

Integrating SNMP with a Monitoring Station

SNMP (Simple Network Management Protocol) is a protocol that enables you to
monitor useful network and system traffic statistics. In an InterMail system, SNMP
provides information such as the number of connections to the POP server since the
server was started, the total number of messages that are stored on the Message
Transport Agent (MTA), and the total number of messages stored in the Message
Store Server (MSS). Thisinformation is“sampled” and sent to output on the user-
defined SNM P monitoring station.

The process of configuring SNMP to run on a monitoring station is explained in
Chapter 10 in this manual.

Defining Backup and Recovery Policies

16

Establishing a clearly defined and well-tested backup and recovery program is very
important. There are many considerations involved in backing up your InterMail
system, including:

*  Which itemsrequire backup?
*  How often should backups occur?

*  What strategies should you employ to make most efficient use of your backup and
recovery resources?

Answersto these questions will depend on factors that are unique to each InterMail
system such as available hardware and message traffic. You can minimize any
potential disaster by establishing a suitable backup and recovery policy, modifying it
as needed, and making certain to enforceit.
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Chapter 11 discusses recommended backup and recovery procedures; however, you
should view these instructions only as a starting point for developing your own site-
specificinstructions. They are not a substitute for backup procedures you already have
in place, or for others that you need to develop.

Once you have fully installed and configured InterMail, make a compl ete backup of
your customized system. Thiswill provide you with a base that contains a clean
installation along with all your initial configuration settings. For a description of all
configuration settings, see the InterMail Mx Reference Guide.

Managing Site Structure

When an InterMail site is configured, domains, classes of service, and an initial set of
accounts are created.

Establishing Domains

In addition to specifying the default domain that is set up during the installation
process, InterMail allows you to specify other domains over which your server can
claim partia or complete authority. If you want to provide mail service to users whose
e-mail addresses are not within the default domain, you must identify those other
domains to the system before mail processing begins. For example, if the default
domainisset assof t war e. combut you also expect to handle at least some mail for
usersin adomain called accor dance. com you must define the accor dance. com
domain in the Integrated Services Directory (1SD).

If you do not identify amail domain, InterMail will be unable to deliver messages to
usersin that domain, and you will be unable to create accounts with addresses in that
domain.

For adiscussion of domains, see Chapter 3.

Creating Accounts

Like domain information, account information isin the ISD. You can use standard
InterMail administrative commands to create accounts, but you will probably want to
use a provisioning system of some kind to simplify thistask. There are three methods
for a provisioning system to interface with InterMail: C API, Perl API, or the
command line interface.

Creating Class-of-Service Options

A class of service defines a common set of InterMail servicesthat are available to
individual users. Classes of service can be used to bundle feature sets into distinct
packages that define certain attributes of an account, such as IMAP access or mailbox
guotas. Classes of service are extremely useful from amarketing standpoint. A service
provider may charge customers one monthly rate for e-mail accounts with alimited
range of services (for example, “class of service A”), and a different rate for e-mail
accounts offering alarger set of services (for example, “class of service B”).

The number of classes of service defined is at the discretion of the service provider,
but istypically limited in scope. To determine the appropriate number of classes of
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service and the characteristics associated with each, the requirements of all expected
clients should be reviewed.

Migrating Existing Accounts

If you have a database of account information from alegacy mail system, one of your
most important pre-production taskswill beto “migrate” existing account information
to the Integrated Services Directory. The new InterMail system may be activated once
the account datais migrated.

Migration also involves moving messages from your legacy mail server to mailboxes
in the InterMail messaging system. This step consolidates all message and account
datawithin InterMail, eliminating any reliance on the legacy mail system for accessto

legacy messages.

You can perform migration tasks after installing InterMail, but before bringing the
system online. For a complete discussion of migration tasks, see the InterMail Mx
Migration Guide.

Modifying Configuration Options

When you installed InterMail, each available configuration option received a value.
You are probably unaware of the settings of most values, as very few of them required
direct selection on your part. Instead, most options received their initial or default
values (the “starter” entry for a particular configuration key when installing
InterMail). This method simplifies the installation process, but does not necessarily
result in the ideal configuration for your site.

The sections that follow identify avariety of configuration options that you should
consider before bringing your site into full production mode. By examining and
editing the values associated with each option, you will be able to implement the
routing, storage, and security policies specific to your site.

For instructions on editing configuration keys, see Chapter 4. For details on specific
configuration keys, see the InterMail Mx Reference Guide.

Determining a Security Policy

InterMail provides anumber of security-related features you should thoroughly
understand before going into production. It is not possible to offer a definitive set of
rules on how to define your security settings since this would depend chiefly on your
particular environment and security needs. However, Chapter 5 of this guide explains
each security option in detail, and discusses the potential impact of different security
settings on your mail service.

Once you become familiar with InterMail’s security features, you can determine how
best to apply them to meet your particular needs.
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Note: Itisnot advisableto put up amail server on the open Internet that allows open
mail relaying. This could cause senders of junk e-mail to use your server for
relaying. Consider the InterMail anti-relay options described in Chapter 5in
this manual before determining and implementing your security policy.

Setting Mail Routing Rules

Mail routing rules allow you to proxy mail from an InterMail host to some other mail
system. Thisistypically useful during the migration process, when transferring
accounts from alegacy mail system to InterMail. For more information, see the
InterMail Mx Migration Guide.

There are also a number of other mail routing policies that you can set, including the
use of non-authoritative and rewrite domains, and header rewriting. You can add to
these rules or change them at any time after going into production, but it may be useful
to establish an initial set of rulesin pre-production. For afull discussion of routing
rules, see Chapter 6.

Establishing Message Quotas

Message quotas allow you to limit the amount of disk space that a mailbox can take
up, as well as the maximum size of messages to accept.

There are three types of message quotas:
*  System-wide quotas on mailbox size
*  System-wide limits on message size
®  Per-account quotas on mailbox size

Setting per-account quotas is an ongoing administrative task, rather than a pre-
production issue. On the other hand, the system-wide settings are important
considerations for pre-production, since the choices you make will affect your entire
system right from the start. For more information about setting message quotas, see
Chapter 8.

Setting Queuing Policy

When InterMail cannot deliver amessage immediately, it queuesit for future delivery.
InterMail attempts delivery of queued mail at configurable intervals. In addition, you
can also decide how long deferred mail can remain in the queue before considering it
undeliverable and returning it to sender.

Before going into production, you will need to decide on a policy for how to handle
queued mail. Thisisimportant because deferred mail that remains on your system for
too long can also consume large amounts of disk space. In addition, too-frequent
delivery attempts may compete for system resources that other processes require. On
the other hand, if you bounce deferred mail too quickly, or allow too much time
between delivery attempts, you may diminish the quality of service to your users.
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InterMail’s default settings for queued mail are usually adequate. However, you may
want to change these settings to meet the specific needs of your site. For afurther
discussion of mail queuing, aswell as proceduresfor changing the default settings, see
Chapter 7.

Setting up the Welcome Message

If specified, awelcome message can arrive automatically in every new mailbox. In
order to enable this option, before going into production, you must create the welcome
message for new users. A well-written welcome message can create a positive first
impression and also convey important information such as contact numbers and/or e-
mail addresses for technical support, information on quota policies, and the URL for
your organization's Web site.

To create anew admi n mailbox with awelcome message, perform the following
steps:
1. Create an account for the admi n mailbox.

Thisisrequired to runthei nmsi ni t administration command that creates the

adnmi n mailbox. Thei nt er nal | d specified when the account is created will be
the admi n mailbox name. Note that thei nt er nal | d field is numeric only.

2.  Writeawelcome messagein atext file. The message should include the following
information:
From <Your | SP>
To: <Your |ISP's new customers>
Subj ect: <Wel conme to Your | SP>
Message-1D: <unique id, such as "<Wel cone. 052699>" >
The body of the nessage
Make sure that the Message- | D header is unique and isin angle brackets.
Adding a date stamp can be useful.

3. Settheconfigkey/*/ nes/ wel comeMsgl Dkey to thevalue of theMessage- | D
header in the message.

Make sure that you include angle brackets if they are present. For example:
[ */ mss/ wel coneMsgl D [ <\l come. 052699>]

Thewel coneMsgl Dkey refersto the messagei d fieldinthei m nessage
table. If the Message- | Disnot unique, thisis the value that must be changed.

4. Settheconfigkey/*/ nmss/ adm nMessageSt or eNamre to thei nt ernal | d
specified for the account created in step 1.

5. Runthei msinit command:

i msinit -host <hostnanme> -w <wel cone nessage fil enane> -a <val ue /
*/ mes/ adm nMessageSt or eNane key>.

This creates the adm n mailbox and inserts the defined welcome message into it. If
you do not use the - wflag, the default welcome message is inserted. The default
welcome message has aMessage- | D of <\l cone>. If you do not use the - a flag,

i mrsi ni t createstheadni n mailbox by default (you would need an existing account
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withani nt er nal | d of admi n for thisto work). You cannot runi msi ni t if the
adni n mailbox specified already exists. The command will produce an
MBAl r eadyExi st s efror.

Changing the Welcome Message

You can change the welcome message in two ways: by sending the new welcome
message to the account that points to the admin mailbox, or by deleting the admi n
mailbox and running i msi ni t again with the new welcome message.

To send the new welcome message to the adni n mailbox:

1. Using any mail client or by telnetting to the MTA, send the new welcome
message to the account that points to the adni n mailbox.

Be sure that the headers described above are included in the welcome message.
Ensure that the Message- | D header is unique. Otherwise, if thereisalready a
message in the database with the same message ID, the MSS will change the
message ID of the new message.

2. Veify that the message gets delivered properly and the message ID has not been
changed.

You can make sure it is the correct message by checking the arrival date or
reviewing the message file on disk.

3. Changethe/*/ nss/ wel comeMsgl D key to the value of the Message- | D
header of the new message.

To delete the admi n mailbox:
1. Runthei nboxdel et e command.
i mhoxdel et e <host nanme> <adni n mai | box nanme>

2. Runi msi ni t again as described above making sure to use a unique message |D
in the new welcome message.

3. Setthewel comeMsgl Dand adni nMessageSt or eNane keys appropriately.

Set Up cron Jobs

Certain InterMail processes should run periodically to perform routine system
monitoring or maintenance tasks. Most recommended cr on jobs begin automatically
a time of installation. However, you may wish to review the schedules for those
utilities, and supplement them with additional cr on jobs that perform tasks such as
the archiving of mail-related log files.
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When you configure an InterMail site, you create domains, classes of service, and an
initial set of accounts. You can perform these tasks using the InterM anager graphical
user interface (GUI), InterMail’s command-line utilities, or the InterMail C API.

This chapter describes how to use the InterMail command-line utilities to set up and
manage:

e Domains
®* (Classesof service

e  Accounts

Domains

Domains are a general form of Internet addressing. All SMTP-compliant e-mail
addresses include a domain to the right of the @sign. The domains defined in the
Integrated Services Directory (1SD) determine the mail domains known to your
system. All InterMail accounts and any addresses in the system must be part of a
known domain.

There are four types of domains:
* Loca domains

* Non-authoritative domains
®* Rewrite domains

* Deleted domains

Note: InterMail accounts and addresses can be associated only with local or non-
authoritative domains.
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Local Domains

A local domain isadomain for which InterMail claims exclusive control. If adomain
(or subdomain) is defined as alocal domain for your site and mail isreceived for an
address within that domain, InterMail considers itself the ultimate destination for that
mail.

Messages that are addressed to non-existent recipients within alocal mail domain are
considered undeliverable, and are not routed to any other host or site; typically, such
messages are returned to the sender.

Non-Authoritative Domains

A non-authoritative domain (also known as a semi-local domain) is similar to alocal
domain, but does not define the InterMail system as the definitive destination for all

mail addressed to that domain. Non-authoritative domains allow InterMail to accept

mail for adomain, but relay it to another mail hogt, if necessary.

To facilitate required relay, all non-authoritative domains are associated with the name
of arelay mail host. When mail is received for an address in a non-authoritative
domain, and the recipient’s address cannot be located among the accountsin the ISD,
the message is relayed to the host associated with the non-authoritative domain.

Non-authoritative domains can be established to define domains for which your siteis
an MX backup, or used when InterMail isrun in paralel with an existing mail system
(such as during migration of e-mail accounts from alegacy mail system to InterMail).

Rewrite Domains

Rewrite domains are very different from local and non-authoritative domains. A
rewrite domain simply defines a rule for rewriting the domain portion of the recipient
address of incoming mail, and must be associated with the name of alocal or non-
authoritative domain.

When an incoming message is received, and the domain of the recipient addressis
defined as arewrite domain, the domain portion of the address is rewritten with the
local or non-authoritative domain associated with the rewrite domain. This feature
alows InterMail accounts to receive messages addressed to the same user in multiple
domains without requiring explicit alias addresses for each account.

Note: For more information on routing options available with rewrite domains, see
Chapter 6.

Deleted Domains

The InterMail system maintains alogical record of deleted domains. These domains
may appear in database records and are used to track previous modifications.
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Creating Domains with imldapsh

This section describes how to create domains using thei nl dapsh administrative
command.

Creating a Local Domain

To create adomain with thei m dapsh command, use the Cr eat eDomai n option,
abbreviated cd. Unless otherwise specified, i nl dapsh creates all domains aslocal
domains. The syntax for creating alocal domainis:

i M dapsh cd <Domai nNanme>
Where:

Domai nNane |'s the name of the loca
domain.

For example, to create alocal domain for exanpl e. com enter:
i M dapsh cd exanpl e. com
Creating a Non-Authoritative Domain

The syntax for creating a non-authoritative domain is:

i M dapsh cd <Domai nNane> nonaut h <rel ayHost >

Where:
Domai nNarre |'s the name of the non-authoritative domain
rel ayHost Isthe host (or fully qualified domain name) to which the system
routes mail addressed to unknown users at the non-authoritative
domain.

For example, to create a non-authoritative domain for mi nor cor p. com enter:
i M dapsh cd m norcorp.com nonauth pl uto.m norcorp.com

In most instances, you should use afully qualified domain name astherelay host. The
only exception would be if the relay host were a*“ pingable” host on your loca
network, in which case just the host name (pl ut o) would be sufficient for the

r el ayHost argument:

i M dapsh cd m norcorp.com nonauth pluto

Note: Because domain identification plays a critical rolein mail delivery, itis
extremely important to identify domains appropriately. You should never
claim adomain aslocal unless you are the sole provider of mail service for
that domain. Conversely, you should not assert partial authority (by specifying
anon-authoritative domain) if you are, in fact, entirely responsible for mail
addressed to that domain.
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Creating a Rewrite Domain

The syntax for creating a rewrite domain is:

i M dapsh cd <Domai nNane> rewite <RewiteVal ue>

Where:
Domai nName Is the name of the rewrite domain (the name to be replaced).
Rewr i t eVal ue Is the domain that replaces the Domai nName value.

For example, to create a rewrite domain whose rule rewrites mi nor cor p. comto
exanpl e. com enter:

i M dapsh cd mnorcorp.comrewite exanple.com

When mail arrives addressed to <anyone>@ri nor cor p. com the system rewritesthe
domain portion of the recipient addressto exanpl e. com InterMail then attempts
delivery to the rewritten address.

Classes of Service

A class of service defines a common set of InterMail account attributes that are
available to end users. Each e-mail account in InterMail has a particular class of
service that acts as atemplate for those accounts. It is possible to define most account
attributes at both the account and class-of-service levels.

Classes of service can bundle featuresin distinct packages for consumers. For
example, a service provider may charge customers one monthly rate for e-mail
accounts with alimited range of services (such as simple POP3 access and low
mailbox quotas) and a different rate for e-mail accounts with alarger set of allowed
services (such as IMAP access, higher mailbox quotas, and security features). Classes
of service allow you to manage these sets of features easily for groups of end users.

Each class of service defines a set of service options that correspond to definable
account characteristics. These service options, called class-of-service attributes,
specify theindividual InterMail featuresthat end users may use, and control the ability
of end usersto set these features themselves. Thereis no minimum or maximum limit
to the number of attributesincluded in a class of service.

26 Confidential and Proprietary, © Software.com, Inc. 2000



Ste Management

Sample Classes of Service

Sample classes of serviceillustrates three sample classes of service that a service
provider might use to differentiate specific service options. Each of these classes of
service has aname, a series of associated service options, and a price to end users.

Premium

Domains
Split domains
POP3 access
IMAP4 access

Standard

Domains 20 MB quota
POP3 access 90/90-day message aging
= 10 MB quota SSL
Basic 30/60-day message aging Authenticated SMTP
D i SSL Alias addresses
omains . I

POP3 access Authenticated SMTP ?Uto-rzp y

5 MB quota Auto-reply . orwarding
30-day aging Delivery Status Notification Delivery Status Notification
Auto-reply Corporate address book Corporate address book

Status Notification Mg

$ $5%

Figure 2 Sample classes of service

In this example, the service provider’s customers have a choice of three account levels
when purchasing e-mail service:

* TheBasic class of service defines e-mail accounts that have only abasic set of
service options, such as POP3 access, auto-reply, and delivery status notification.
The mailbox of a Basic account only gets 5 MB of disk space.

* TheSandard classof service defines e-mail accountsthat include the features of
Basic accounts, but with added service options that provide access to security
features (such as SSL and authenticated SMTP), aswell as corporate address
book data. The message aging service option of the Standard class of service
alows messagesto remain on the server for alonger period, and the mailbox
guota of 10 MB istwice that of the Basic mailbox gquota.

*  ThePremium class of service defines e-mail accounts that include al of the
service options of Standard accounts, but with additional service options such as
IMAP4 mailbox access, alias addresses, forwarding delivery, and accessto
mailing lists. The message aging policy and mailbox quota of a Premium account
are also more than the values for the Standard class of service.
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About Creating Classes of Service

During installation, an initial class of service called def aul t iscreated. The
def aul t classof service contains all the class-of-service attributes and is used for
account creation if no other class of service is specified.

After creating initial domains, you are ready to create classes of service. By creating
several classes of servicein atiered system, you can place users according to their
account needs. For example, you may wish to have three classes of service, each
designed to suit a particular user:

* A user who reads mail infrequently and does not require forwarding.

* A user who frequently reads mail; requires the ability to forward mail, send auto-
reply messages, and requires more quota allocation than the first class of service.

* A user who requires, in addition to the features of the Standard class, requires
IMAP access, and the ability to filter messages that appear to be junk mail.

In order to set up aclass of service containing certain attributes, you must set the
corresponding configuration keys. For example:

* Tocreateaclass of servicethat includes mail blocking as an option, set the
bl ockPer Account configuration key tot rue. If thekey issettof al se, all
users have access to mail blocking, regardless of their class of service.

* To set an absolute maximum message size, set the value of the
maxMessageSi zel nKb configuration key should exceed the value set for any
class of service. The maxMessageSi zel nKb configuration key takes precedence
over the maximum message size for any class of service. Therefore, any class of
service limit that exceeds this value isignored.

Note: For complete information on these configuration keys, see the InterMail Mx
Reference Guide. For instructions on changing configuration key settings, see
Chapter 4.

Creating Classes of Service with imldapsh

You can usethei m dapsh Creat eCos command to create classes of service at
various locations in the Directory Information Tree (DIT). In preparation for creating
aclass of service, you must define the variable i ndbcAdni nRoot to specify the
location in the DIT where administrative policies, which represent classes of service,
can be found and created. For more information on the DIT, see the Integrated
Services Directory User Guide.
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To define the variablei ndbcAdni nRoot , use the set env command as follows:
set env | MDBCADM NROOT “ <DN>"
Where:

“ <DN>" Is the distinguished name specifying the location in the DIT
where you want to create the COS.

Note: Use quotation marks around the DN.

For example, to create a class of serviceinthe DIT location “cn=si te, cn=admin
root”, enter:

set env | VNDBCADM NROOT “cn=site, cn=adm n root”

You are now ready to create a class of service by using thei ml dapsh command with
the Cr eat eCos option, abbreviated cc:

i M dapsh cc <classOf Servi ce>
Where:

cl assOf Servi ce |'s the name of the new class of service.

For example, to create a class of service called Premium, enter:
i M dapsh cc Prem um

You can display alist of all existing classes of service using the Li st CosNanes
option, abbreviated | cn:

i m dapsh |cn

To display all the attributes associated with a class of service, as well as their values,
use the ShowCos option, abbreviated sc:

i mM dapsh sc <cl assOf Servi ce>

For more information on thei m dapsh command, see the Integrated Services
Directory User Guide.

Accounts

After configuring the site, you must perform various account tasks such as adding new
accounts, modifying existing accounts, and listing account information. Account
information stored in the ISD has a significant effect on mail handling, given that
entries in the account record control message delivery, message storage, and message
retrieval.

This section describes:
*  Account attributes

* Allocations
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Special-purpose accounts
Account provisioning rules
Basic account tasks, including creating, modifying, deleting, and listing accounts

Account management tasks, including setting auto-reply, working with class-of-
service attributes, and advanced management tasks

Account Attributes

This section discusses attributes that you must define for all accounts, including:

30

General account data

E-mail addresses

Delivery information

Auto-reply options

Mailbox quota and related options

Mail system access

General Account Data

The basic information for each InterMail account includes the name of the user, the
domain associated with the account, the user’s password, the type of account, and the
status of the account. All accounts include information for these attributes.

User name—The username of an account typically reflects the name of an
individual user who will use the account. This name isthe part of the account's e-
mail address that precedes the @symbol. When the username and domain of an
account are combined, they form the primary e-mail address of the account.

For example, an account whose primary addressis
susi e. queue@of t war e. comhas the username susi e. queue.

Usernames can be up to 64 charactersin length. They can include all
aphanumeric characters, aswell as the underscore (), period (.), and hyphen (-)
characters. Usernames are not case-sensitive, so the usernames John. Doe,

j ohn. doe, and JOHN. DCE are identical. Because two accounts cannot share the
same e-mail address, usernames must be unigque within adomain.

Domain—All InterMail accounts are associated with a specific domain. The
combination of the username and the domain defines the primary e-mail address
for an account.

Note: An account can be associated with more than one domain through the use
of alias addresses.

Passwor d—E-mail clients use the account password when connecting to the POP
or IMAP server to retrieve mail from the account’s mailbox. The password is also
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required for mail delivery when secure or authenticated SMTP transmission is
requested.

* Type—Therearetwo types of InterMail accounts:
— Standard
— Administrative

The type of account has no effect on InterMail behavior, so an administrative
account has no more (or less) accessto InterMail services than a standard
account.

The account type can be used in conjunction with abilling or provisioning system
to indicate specia handling. For example, you may create arulein your billing
system to ignore all administrative accounts when generating usage and billing
information.

*  Satus—Each account has an associated status that defines its current state. There
are six possible values for account status.

— Active statusindicates that the account isin anormal state. An active
account can send and receive messages normally. Thisisthe most common
account status.

— Maintenance status causes the system to queue incoming messages, and
deliver them normally when the status of the account returns to Active.
Reguests to download mail are rejected with a message indicating that the
account isin Maintenance mode and is temporarily unavailable.

— Suspended status prevents access to the account’s mailbox, and is typically
set when payment for an account is overdue. The system returns any new
mail to its sender, and rejects user requests to download mail by returning an
unknown username/password error. Setting the status to Active restores
normal delivery and client access to a suspended account.

— Locked statusisidentical to Suspended status; it prevents user access to the
mailbox and returns all mail sent to the account. The system supports this
status type for backward compatibility only.

— Deleted status completely halts mail activity for the account. The system
treats mail addressed to the account as undeliverable, and rejects client
requests to access the account’s mailbox by returning an unknown username/
password error. Unlike permanently deleting an account, setting an account’s
status to Deleted allows you to restore the account later by resetting its status.

— Proxy statusindicates that another mail system is handling mail activity for
the account. The main use of this status is during migration of accounts from
an existing mail systemto InterMail. The system redirects incoming mail for
an account in Proxy mode to the proxy MTA defined for that account.
Similarly, the system redirects client requests to retrieve messages with the
POP or IMAP server to the account’s proxy POP or IMAP server. This
redirection is transparent, so end users can specify an InterMail host as their
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SMTP, and POP or IMAP server while their accounts remain on alegacy
mail system.

When an account isin Proxy mode, the purpose of two account attributesis
redefined. The entries for MSS host and auto-reply host define the proxy
SMTP and POP servers, respectively.

Note: SMTP authentication does not work with an account isin Proxy mode.

E-Mail Addresses

All accounts have at least one e-mail address, known as the primary address. Accounts
may also have additional addresses, or SMTP aliases.

Primary address—The primary addressis the “official” Internet e-mail address
of an account. Although SMTP alias addresses are equally valid for sending mail
to an account, the primary address is the only address that can be used to identify
the account in operations related to the Message Store database and the | SD.

The combination of the account’s username and its domain definesits primary e-
mail address. For example, an account with the usernamej ane. doe and the
domain sof t war e. comhas aprimary address of j ane. doe@of t war e. com

SMTP aliases—SMTP aliases are additional e-mail addresses for an account.
The system delivers mail addressed to an SMTP aias to the account exactly asif
the mail were addressed to the account’s primary address. Like primary
addresses, SM TP aliases must be unique throughout the system.

Alias addresses alow individual accounts to receive mail at multiple domains,
and to use multiple addressing formats. For example, an account with the primary
addressj ohn. doe@of t war e. commight have the following SMTP aliases:

j ohn@of t war e. com
j doe@of t war e. com

Aliaslimit—Each account includes an optional limit on the maximum number of
SMTP aliases. Although users may add their own alias addresses, you can control
this limit.

Delivery Information

Each account includes a series of attributes that determine the account’s method of
mail delivery. The available types of mail delivery areloca and forwarding. Accounts
may use one or both of these delivery methods. Any account that useslocal delivery
has an associated mailbox.

Mailbox—InterMail accounts typically have an associated mailbox, a storage
areafor mail sent to the account. The system delivers messages sent to the
account to this mailbox, and the POP and IMAP servers retrieve mail from this
mailbox. Mailboxes are discussed in greater detail in Chapter 8.
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Note: An account needs a mailbox only if it usesthe local delivery method.
Accounts that use forwarding delivery only do not require or make use of
amailbox.

* Local delivery—The most common method of mail handling islocal delivery.
When local delivery is enabled, messages are stored in the account’s local
mailbox. Messages can be retrieved from the mailbox with any of InterMail’s
standard retrieval mechanisms.

* Forwarding—The forwarding method of delivery is similar to the forwarding of
postal mail. When mail arrives for an account that uses forwarding delivery,
InterMail modifies the message’'s destination address and then forwards it to the
new location.

Accounts that use forwarding delivery must also have one or more associated
forwarding addresses.

* Forwarding limit—Each account includes an optional limit on the maximum
number of forwarding addresses. Although users may add their own forwarding
addresses, you control this limit.

* Mail filtering—Each account includes an optional control on mail filtering. 1If
filtering is enabled, mail addressed to this account is subject to system-wide
filtering rules. For a description of mail filtering, see Chapter 5.

Auto-Reply Options

InterMail accounts include the ability to automatically respond to incoming mail.
When mail isreceived by an account that has the auto-reply feature enabled, InterMail
immediately sends the account’s auto-reply message to the sender of the original
message. The auto-reply feature can operate in one of three modes:

* Reply mode sendsthe account’s auto-reply message every time the account
receives mail. One common use of Reply mode is to distribute information on
sales, system palicies, directions, and so forth.

* Echomodeisthe same as Reply mode, but it includes the sender’s original
message as an attachment to the auto-reply message (in addition to the standard
response).

* Vacation mode sends only one copy of the auto-reply message to each sender
during the defined auto-reply expiration period (by default, one week). This
means that if a person sends ten messages within aweek to a particular account,
and the account uses the Vacation mode of auto-reply, that person receives only
one copy of the account’s auto-reply message. If the user sends another message
to the account after the auto-reply expiration period, he or she receives a second
copy of the auto-reply message.
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Mailbox Quotas and Related Options

All InterMail accounts that use the local delivery method have an associated set of
mailbox quotas. These quotas set limits on the number and size of messages that can
be delivered to the account’s mailbox. There are three different quotas for each
account:

*  Maximum message size limits the size of the largest message that can be
delivered to the account.

* Maximum mailbox size limits the total storage size of the account’s mailbox.

*  Maximum number of messages limits the total number of messages that can bein
the account’s mailbox at any time.

If delivery of mail to an account’s mailbox violates any of these quotas, the system
bounces or defers the mail (depending on the value of the configuration key
bounceOnQuot aFul I).

Two additional account options control notice of over-quotaor near-quota events. You
may choose to send either or both of the following notices:

* A bounce notification advises the recipient that a message was bounced because
it would have exceeded one of the mailbox quotas.

* A quotathreshold warning advises the recipient that his or her mailbox is nearing
one or more of its established quotas.

Mail System Access

A series of mail access options controls the methods available for accessing the
various InterMail services. For example, the local delivery attribute of an account
controls delivery of messages to a mailbox, while the POP3 service option controls
whether a user can use the POP server to retrieve mail from his or her mailbox.

The following options define user accessto InterMail services:

* Login name—All accountsthat uselocal delivery have an associated login name.
When retrieving messages with the POP or IMAP a user must supply alogin
name and password. An account’s mailbox cannot be accessed unless the correct
login information is supplied.

Note: Although they frequently are the same, there is no requirement that an
account’slogin name be the same as the account’s username. In fact, there
are security advantages to ensuring that the two are not the same.

®* POP3 access—Controls access to standard POP3 service. When thisis enabled,
the user can access the POP server through the standard (non secure) POP3 port.
Because POP3 is the most common method of accessing mail, systemstypically
enable this option for all accounts that use local delivery.
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POP3 with SSL—Controls POP access using Secure Socket Layer (SSL). When
thisis enabled, the user can access the POP server through the SSL (secure) POP
port. A user must have an SSL-compliant POP3 client to use this feature.

I M AP4 access—Controls access to standard IMAP service. Because IMAP
access usudly requires longer connection times and more storage capacity than
PORP, this option is usually enabled for only alimited set of accounts.

IMAP4 with SSL—Controls IMAP access using SSL. When thisis enabled, the
user can access the IMAP server through the SSL (secure) IMAP port.

Authenticated SMTP—Specifies that the user must provide authentication
information when sending mail using SM TP If thisis enabled, the system accepts
amessage only if the user provides the appropriate username and password
information. If authentication information is missing or incorrect, the system
rejects the message.

SM TP access—Controls users' ability to send e-mail with the standard
(nonsecure) SMTP port. This option is used only when the authenticated SMTP
option is enabled.

SMTP with SSL—Controls user access to sending e-mail with the SSL (secure)
SMTP port. This option is used only when the authenticated SMTP option is
enabled.

Class-of-Service Identification

Account attributes can be inherited from a class of service. The class-of-service
identification number indicates the class of service with which a particular account is
affiliated.

Allocations

The allocations feature of InterMail enables you to count and limit account services
used by a customer. For example, you can use allocations to limit:

Thetotal number of accounts that your customer can create

The number of a particular kind of account, such as SMTR, POP, or IMAP, that
your customer can create

The number of SMTR, POP, and IMAP accounts that can use SSL encryption

The number of domains that your customer can define

Allocations areinitially set when you install the ISD. For a complete list of allocation
attributes, and for instructions on customizing allocation attributes, see the Integrated
Services Directory User Guide.
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Special-Purpose Accounts

36

InterMail has two special-purpose accounts:
*  Wildcard accounts

* Reserved accounts

Wildcard Accounts

All local domains can have an optional wildcard account. A wildcard account is an
account within alocal domain that receives al mail sent to non-existent addresses
within the domain. This feature allows you to collect all mail sent to non-existent
addresses within a particular domain in a single account.

Note: Delivery to awildcard account occurs only when the destination address of a
message does hot exist as an account’s primary address or asan SMTP alias.

For example, if you define the account j ohn. doe@of t war e. comasawildcard
account for the local mail domain sof t war e. com then any message to a non-
existent address within sof t war e. comwill gotoj ohn. doe@of t war e. com

The most useful application of wildcard accountsisin servicing “vanity domains’ for
smaller companies. For example, if mail is sent to sal es@ri nor cor p. com
pres@ri nor cor p. com Of support @ri nor cor p. com adding awildcard account
for m nor cor p. comallows these messages to be delivered regardless of the
existence of an account containing one of these e-mail addresses. In this situation,
InterMail handles the mail in two possible ways:

* Dedlivering it to an actual account if the addressisvalid

* Ddlivering it to the designated wildcard account if the address is unknown

Reserved Accounts

InterMail creates several reserved accounts during installation. These accounts are not
actively used to receive and deliver mail, but instead receive special administrative
mail, such as output from cr on jobs and system notifications.

InterMail reserved accounts created are:
* i mil —Thisaccount can receive output from cr on jobs.

* post mast er —This account is responsible for sending out bounce messages. In
addition, it is awell-known address defined in Internet protocols, reserved so
users can be guaranteed at least one valid address at a site.

* mail er-daenmon—Thisaccount isincluded for legacy purposes. Older systems
and administrators who have used the mail protocol may attempt to contact
InterMail using the mailer-daemon account.

®* root—Thisaccount is similar to thei mai | account. It may also receivecr on
job and other system messages generated by InterMail.
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Note: Reserved accounts are InterMail accounts and should not be confused with
UNIX accounts. For example, i mai | andr oot aretypical UNIX accounts as
well as InterMail accounts for mail handling.

Account Provisioning Rules

InterMail imposes constraints on the account data that can be added to the ISD, and on
the users who can modify specific data. These account provisioning rules take the
form of:

® |SD schema checking, which ensures that all directory entries conform to the
rules defined in the directory schema.

*  Access control information (ACI) rules, which define which users or groups of
users have permission to modify specific ISD entries.

*  Permission to provision mail information, which is granted through the
adminPolicy objectsin the ISD schema.

For more information on these account provisioning rules, see the Integrated Services
Directory User Guide.

Creating Accounts with imldapsh

To create an InterMail account through the command-line interface, use the

i M dapsh command with the Cr eat eAccount option. Thei ml dapsh command
enables you to create accounts in various administrative realmsin the DIT. In
preparation for creating an account, you must define the variable i ndbcAdni nRoot .
to specify the location in the DIT of the administrative realm in which you want to
create the account. For more information on the DIT, see the Integrated Services
Directory User Guide.

To define the variable i ndbcAdni nRoot , use the set env command, as follows:
set env | MDBCADM NROOT “ <DN>"
Where:

“ <DN>" I's the distinguished name specifying the administrative
realm in which you want to create the account.

Note: Use quotation marks around the DN.

For example, to create an account associated with the site licensing InterMail, enter:
set env | VNDBCADM NROOT “cn=site, cn=adm n root”
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You are now ready to create an account using thei ml dapsh command with the
Cr eat eAccount option, abbreviated ca:

i M dapsh ca <pSMIPAddress> <del i very-host> <internal -1 D> <POPAddr ess>
<Passwor d> <Hashi ng_schene> <Domai n> <Account _st at us> <Account _t ype>
<CCSs>

Note: For detailed information on the syntax of i M dapsh, see the Integrated
Services Directory User Guide.

For example:

i M dapsh ca john.doe paris 12345 jdoe rosebud cl ear
software.com A S Basic

This command creates an account with the following attributes:

* TheSMTP addressj ohn. doe inthe domain sof t war e. com(that is, the e-mail
addressj ohn. doe@of t war e. com)

* A mailbox onthehost pari s

®* Theinterna ID number 12345

®* ThePOP/IMAP login namej doe

®* The password r osebud

* No password hashing scheme

* Anaccount status of Active (A) and an account type of Standard (S)

® Theclassof serviceBasi c

To display all of the account attributes associated with an existing account, enter:

i M dapsh ga <usernanme> <donai n>

Creating Accounts in Batch Mode

38

You can create, modify, and delete multiple InterMail accounts using batch
provisioning. This commits changes to the Directory database in groups, speeding up
the process and reducing network traffic. The following InterMail features support
batch provisioning:

®* Thei nl dapsh directory management utility

* A batch-mode command-line option, - m that extends the standard LDAP
directory administration commands| dapadd, | dapnodi fy, and | dapdel et e.

* Theconfiguration keys| dapBat chTi meout MS and
| dapMaxBat chOper ati ons

® Batch C API functions that conform to the industry-standard L DAP protocol
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Using imldapsh
Tousei m dapsh in batch mode:

1. Createaninput filewith thei m dapsh command lines you want to run, but
without theword i m dapsh. For example:.

Creat eAccount snt p00001 paris 1 popl ogi n00001 pass00001 cl ear
software.com A S Basic

Cr eat eAccount snt p00002 paris 2 popl ogi n00002 pass00002 cl ear
software.com A S Basic

Cr eat eAccount snt p00003 paris 3 popl ogi n00003 pass00003 cl ear
software.com A S Basic

Cr eat eAccount snt p00004 paris 4 popl ogi n00004 pass00004 cl ear
software.com A S Basic

Cr eat eAccount snt p00005 paris 5 popl ogi n00005 pass00005 cl ear
software.com A S Basic

Cr eat eAccount snt p00006 paris 6 popl ogi n00006 pass00006 cl ear
software.com A S Basic

Cr eat eAccount snt p00007 paris 7 popl ogi n00007 pass00007 cl ear
software.com A S Basic

"input" [New file]

Note: Before using Cr eat eAccount , you must definethei ndbcAdni nRoot
variable as described in “ Creating Accounts with imldapsh” on page 37.

2. Runi nl dapsh in batch mode by typing:
i M dapsh < <i nputFi | eName>
Where <i nput Fi | eNanme> isthe name of the file you created in step 1.

Note: Itisnot necessary for all commandsin thefile to be Cr eat eAccount ;
differenti m dapsh commands can be specified in the samefile.

Using Idapadd

To usethel dapadd, | dapnodi fy, and | dapdel et e administrative commandsin
batch mode, include the - moption in the command line, asfollows:

| dapadd - m <ot her options>

For example:

$ | dapadd -m -D cn=root -w secret -p 51455 -f Idiffile.txt

For more information on these utilities and their other options, see the Integrated
Services Directory User Guide.

Using Configuration Keys

The configuration keys| dapBat chTi neout Ms and | dapMaxBat chOper at i ons
enable you to control when batch provisioning begins and ends.

Usethel dapBat chTi neout M5 key to set the time period, in milliseconds, for which
you want the server to wait before committing the requestsit hasreceived. Thiskey is
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used with batch mode as a safeguard against interrupted streams of requests. Possible
values range from 1 to 86400, with a default of 20.

Usethel dapMaxBat chQper at i ons key to set the maximum number of operations
that you want batched together before an automatic commit is done. Thiskey is used
as a safeguard against overloading of the server. Possible values range from 1 to 1000,
with adefault of 15.

For more information on these configuration keys, see the Integrated Services
Directory User Guide.

Using C API Functions

The LDAP batch C API functions extend the industry-standard LDAP protocol as
specified in RFCs 2251 and 1823. To view those RFCs, go to http://www.ietf.org/rfc/
rfc2251 txt and -/rfc1823.txt. For a complete discussion of the batch API functions,
see the InterMail Mx Reference Guide.

Modifying Accounts

40

You can modify account information with i m dapsh by using the
Modi f yAccount Snt p option, abbreviated nas:

i M dapsh mas <user name> <donmi n> <newlUser name> <newDonai n>

For example, to modify the SMTP address and domain information for j ohn. doe,
enter:

i M dapsh mas j ohn. doe software.comjdoe m norcorp.com

This example changes the primary e-mail address of an account from
j ohn. doe@of t war e. comtoj doe@ri nor cor p. com

To display the class-of -service attributes associated with the account, use the
Get Account Cos option, abbreviated gac. The syntax for this command is:

i M dapsh gac <usernane> <donmai n>

This command displays the names of all the class-of-service attributes for the account,
their values (if any) at both the class-of-service and account levels, and the attribute
value that currently applies to the account. For example:

i M dapsh gac jdoe minorcorp.com

To define a class-of -service attribute value for an account, use the Set Account Cos
option, abbreviated sac. The attribute value that you set using this command
overrides the class-of -service value for that attribute. The syntax for thiscommand is:

i M dapsh sac <username> <dommai n> <attribute> <val ue> ...
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Deleting Accounts

To delete accounts, usethei M dapsh command with the Del et eAccount option,
abbreviated da:

i M dapsh da <usernanme> <donai n>

For example, to delete the account for j ohn. doe from the domain i nor cor p. com
enter:

i M dapsh da j ohn. doe m norcorp. com

Note: Deleting an account withi ml dapsh does not delete the associated mailbox.

Listing Available Accounts
You can use the following command-line utilities to list account information:
* inbillreport
® inmccountreport
® inldapsh ListAccounts
Using imbillreport

You can usethei nbi | | report administrative utility to generate raw billing
information from the ISD and store it temporarily in the file system. This hilling
information includes:

* Redm hbilling record
— Tota number of domains
— Number of organizations and organizationa units
— Classes of service
— Maximum number of accounts
— Number of allocated mailboxes
— Number of accounts used

— Number of accounts of particular types used, such as the number of accounts
with POP3 access

®*  Person billing record
— First name/last name
— SMTP address
— Mailbox size
— Classof service
— Account status
— BillingID

Confidential and Proprietary, © Software.com, Inc. 2000 41



InterMail Mx Operations Guide

— Number of SMTP aliases
— Mail delivery host

For acomplete list of billing record information generated by this utility, see the
InterMail Mx Reference Guide.

Note: The site administrator must runi nbi I | r eport for organizations at the
provider level and below, since they do not have access to the 1SD.

To process your billing information, use your own billing utility.

Toruninmbillreport, enter:

i mbillreport <Host Name> <Port Number > <User Nane> <Passwor d> <Real nDN>
<Qut put Directory>

For detailed syntax information for this utility, see the InterMail Mx Reference Guide.

Using imaccountreport

You can usethei maccount r eport administrative utility to generate a report that
summarizes the number and type of accounts created after a specified date. You can
print the number of active accounts, the number of suspended accounts, and the total
number of accounts of all types created after this date.

Toruni maccountreport , enter:

i maccountreport [-date <date>] [-detail <on|off>] [-U <user>] [-W
<passwd>] [-H <host>] [-help] [Options ...]

For detailed syntax information for this utility, see the Integrated Services Directory
User Guide.

Using imldlapsh ListAccounts

Thei m dapsh Li st Account s command produces alist of account information,

such as:
® Local Delivery—Pfor POP I for IMAP, Wfor Web, and Nfor No Loca
Delivery

®*  Forwar dFl ag—N for No Forwarding, Y for Forwarding

* Aut oRepl yMode—N for No Auto-reply, E for Echo Mode, V for Vacation Mode,
Rfor Reply

®* Aut oRepl yHost —The name of the auto-reply host
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For example:
Addr zack. cl ark@n norcorp. com
Pass: clark
Pass- Type: C
Type: S
St at us: A
Host : paris
IntlD: 915896904
Local Delivery: P
For war dFl ag: N
Aut oRepl yMbde: N
Aut oRepl yHost: paris

Additionally, you can use atypical UNIX search utility such as gr ep with the

Li st Account s option, abbreviated | a. For example, enter the following to list all
accountsthat havethe namenbi | | inthe account record (including the SMTP address,
login/password, or the domain name):

imdapsh la | grep bill

Setting Auto-Reply for a User

Thei nr epl yct rI command allows you to set auto-reply information for individual
end users. Tousei nr epl yct rl to set an auto-reply message:

1. Create aplaintext file for the auto-reply message; for example, mnessage. t xt .
2. Set message.txt asthe autoreply message for the user. For example:
inreplyctrl vacation broc.lee paris nessage.txt

Ensure that the user for whom you are adding auto-reply informationis
associated with aclass of servicethat has the necessary attributes (such as

per m vacat i on, perm echo, pref _repl ynode). If necessary, add the class-
of-service attribute by using i m dapsh sac for that user.

For moreinformation oni nr epl yct r |, see the InterMail Mx Reference Guide.

Working with Class-of-Service Attributes

There may be occasions when modifications to class-of-service attributes must be
made at the account level. Thisneed may arise, for example, when a particular class of
service does not completely fulfill the needs of all users and extra privileges need to
be established on an account-by-account basis.

To list the class-of-service attributes and values for an account, enter:

i M dapsh Get Account Cos <user name> <domai n>

To modify individual class-of-service attributes, enter:

i M dapsh Set Account Cos <user name> <donai n> <attribute> <val ue> ...

For more information on thei m dapsh command, see the Integrated Services
Directory User Guide.
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Advanced Account Management

In account administration, many account tasks are typically performed
simultaneously. For example, a user may need to be created, assighed a class of
service, and placed in an organization at the same time.

There are many ways to develop user applications using the various interfaces. This
section provides suggestions for using various interfaces.

If the task you wish to complete will be repeated later, consider building afront-end to
the appropriate InterMail interface that can both accept user input and that is generic

so that it can be reused. For example, if you prefer or require Web access, construct a
Web form with text input areas. This form can then invokeacgi script that will read
the text areas (user data) and populate the appropriate interface.

Another possibility isto write ashell script that defines user input and subsequently
use this input when creating a C API source file, or invoking a command-line utility.
For example:

#! [ usr/bin/csh

batch loading utility for adding nmultiple users in InterMail
Creates an account, assigns the user to the Prem umC ass of Service,
then increases the maxi mum quotas for this user.

Usage: superpreni umuser <Username> <I|nternal-1D>
<User nane> Nanme of user (this will also be Login and Password)

<Internal -1 D> The unique Internal |ID (check existing |Ds for
conflict)

HHEHHHHHH

set sntpaddr = $1
set popnane = $1
set password = $1
set InternallD = $2

# set fixed values for this script

set domain = software.com
set nsshost = sbs-idsun4
if ($#argv == 2) goto nekeuser

echo "Usage: createusers <Usernane> <Internal-I|D>"
exit 1

makeuser :

i M dapsh ca $snt paddr $nsshost $Internal | D $popnane $password cl ear
$domain A S prenium

i M dapsh sac $snt paddr $donmi n pref_quot at ot kb 10000000

i M dapsh sac $snt paddr $donmi n pref_quot ansgkb 1000000

The Super preni unuser script in the example:
* Createsanew user

* Assignsthe user to the Premium class of service
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* Modifiestwo class-of-service attributes, pr ef _quot at ot kb and
pref _quot ansgkb, to allow the user to have greater account quotas than typical
members of the Premium class of service.

After creating this script and adding execute permission, invoke it:

Super prem unuser joebob 1284738

In thisexample, j oebob isthe value for the SMTP address (which will be used as the
login and password), and 1284738 isthe interna ID.
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This chapter discusses the tasks related to viewing and updating the Configuration
database, and includes instructions for making configuration changes.

Thetopics covered in this chapter are:
* InterMail Configuration Structure

* Maodifying Configuration Data

InterMail Configuration Structure

The Configuration database contains configuration values for each server. This
configuration dataresides in the conf i g. db file, and controls all InterMail
components. The Configuration server manages the content of this database by
responding to server and application requests for updated configuration information.

When you change configuration data, the Configuration server sends the modified
configuration datato each server. Each server responds by indicating the impact of the
new changes. For example, you may have to restart a server to activate your changes.

Configuration Keys

The Configuration database contains configuration keys that represent a specific
aspect of InterMail server functionality or behavior.

Every entry in the Configuration database has the following syntax:

/ <host >/ <server >/ <keyNane>: [<val ue>]

Where:
host Defines the host to which the key applies. Use the wildcard character
(*) to define entries in the Configuration database that apply to all
hosts.
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server Defines the specific InterMail server to which the key applies. Use

conmmon in place of aspecific server to indicate that the entry applies
to all servers.

keyNane  Specifies the name of the configuration key. For example, MTA

configuration key names can have more than one hierarchical level.

val ue Defines the value assigned to the specified configuration key.

Configuration keys can take single or multiple values. All
configuration key values appear between sguare brackets.

Configuration Key Hierarchy

You can define the same configuration key in severa different ways, depending on the
combination of server and host. For example, one entry can define akey value for all
servers, while a second entry defines a different value for the same key for only one
particular server.

The InterMail configuration hierarchy goes from specific to general. InterMail servers
go through the following steps to determine the correct value of a configuration key:

1

The server looks for a Configuration database entry that is host and server
specific. For example:

I pari s/ ntal <key>

If there are no entries that are host and server specific, the server looks for keys
that apply to a specific host but all servers. For example:

/ pari s/ conmon/ <key>

If there are no entriesthat are host specific, the server looks for keysthat apply to
al hosts but a specific server. For example:

[ */ mt al <key>

If there are no entries that are server specific, the server looks for keys that apply
to all hosts and servers. For example:

/ */ comon/ <key>

If there are no entries for the key in the Configuration database, the server uses
the key's default value, if one exists.

The configuration hierarchy allows you to specify system-wide configuration values,
but define specific exceptions to those policies on a per-server basis. The order in
which the configuration key entries are specified has no impact on the hierarchy.

48
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Modifying Configuration Data

The administration utility i nrconf edi t enablesyou to edit and view the
Configuration database in read-only format. Before changes are applied to the
Configuration database, i nconf edi t displaysalist of the changes and their impact
on InterMail servers.

You can modify Configuration database information by:
1. Runninginconfedit.
2. Editing configuration keys.

3. Confirming your modifications.

Running imconfedit

Toruni nconf edi t, enter the command name at the prompt:
i rconfedit

The utility contacts the Configuration server to confirm that it is running and reports
its status to the user:

% i nconf edi t
i nconfserv is running on paris

If the Configuration server isrunning, i nconf edi t retrieves acopy of the
Configuration database and opensit in a text editor determined by the editor
environment variable, usualy vi . The database appears as along series of entries:

[ */ common/ runDir: [/var/tnmp]

/ */ conmmon/ conmonGroup: [i mail]
/*/ common/ commonUser: [imail]
/*/ common/ 1 ogDir: [l og]

/*/ conmon/ spool Dir: [spool]

Once the Configuration database appears in the text editor, you can edit its contentsto
change current configuration settings.
Editing Configuration Keys
To edit the value of an existing entry:
1. Findtheentry in the Configuration database that you want to change.
2. Dedlete the value of the key inside the brackets, and enter a new value.

3. Saveyour changes and close the text editor.
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Note: When making changesto the Configuration database, you should always have

a your disposal the comprehensive list of configuration keys given in the
InterMail Mx Reference Guide. Thislist includes the name, possible values,
and other important characteristics of every configuration key.

The following tips can simplify the task of editing the Configuration database:

50

Search for all occurrences of a particular key before modifying any single value
anywhere in the configuration hierarchy. A single key may appear multiple times
in the Configuration database.

Keysthat signify Boolean options, such as keys that enable or disable a
configuration option, can have any of four values: yes, no, t rue, and f al se.
Consistently use only one Boolean value pair, yes/ no ort r ue/ f al se, for these
keys.

If you want akey to assume its default value, enter this value for the key under

/ * I conmon, rather than deleting the key from the Configuration database.
Deleted keys do not appear in subsequent i nconf edi t operations, so you will
not be able to see the key (or its value).

Do not edit configuration keys with the configuration path / <host >/ sysadmi n.
The InterMail system sets and uses these keys; they should not be modified
manually.

When adding a second value to akey that can accommodate multiple values,
place the new value (enclosed in square brackets) on its own line beneath the
current value. For example:

[*/ mtalError-Actions/BadReturn: [hold]

[log]
When editing a configuration key whose value spans multiple lines (such asan
MTA error message), enter each line of the value (enclosed in square brackets) on
its own line under the key. For example:

[ */ mt a/ SMTP- Accept/ Hel p/ hel o: [Usage: HELO donai n]
[]

[ HELO announces the domai n nane of the sending host.]
[This is required at the start of every SMIP session.]
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Committing Configuration Modifications

To commit your configuration modifications:

1

Exittheconfi g. db file.

Thei nconf edi t utility displays areview of the configuration changes that you

have made and prompts you as to how to proceed:

The changes you have made are:

12c12
< /*/ common/ di r RmeConnecti ons: [40]

> /[ */ common/ di r RmeConnections: [39]

Do you want to assess the changes now (Re-edit/Qit) [Proceed] ?

2.

Enter one of the following:
— Rtoreturnsto the text editor for further editing.
— Qtocancd al changes and terminatesi nconf edi t .

— P to commit your changes to the Configuration database. i nconf edi t

gueriesthe InterMail servers about the impact of these changes on their

operation, and the results of this query appear:

* I npacts of Changes

R S R R R O R R R
*kkkkk k%

* Servers Needing Re-starting

*

R Sk Sk Sk Sk Sk S Rk S S kS kS kS kS Sk Sk Sk Sk Sk Sk kS kS Sk

*kkkkk k%

* imapserv on paris (dirRmeConnections): requires a re-start
* nes on paris (di rRreConnections): requires a re-start
* nta on paris (di rRreConnections): requires a re-start

* popserv on paris (dirRmeConnections): requires a re-start
*

R Sk Sk Sk Sk Sk S R Sk S S kS kS kS kS Sk Sk kS Sk Sk kS kS kS
*kkkkkkk

* Parms Not Yet (if ever) Fetched

*

R S R R R O R R R
*kkkkkkk

*

Do you want to install the changes now (Re-edit/Qit) [Proceed] ?

3.

Enter one of the following:
— R—Returns you to the text editor for further editing.

— Q—Cancelsall changes and terminatesi nconf edi t .
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— P—Commits your changes and propagates them to all InterMail hosts.

If you decide to commit your configuration changes, i nconf edi t reports the
outcome of the changes. If the configuration changes require that one or more
serversrestart, i nconf edi t also prompts you as to whether the affected servers

should immediately restart:

- The changes have been nade on the config server ----
Do you want to re-start the servers now? (Y/N) vy

Althoughi ntonf edi t can restart servers, thisistypically a manual operation
for you to perform at an off-peak time or during a maintenance window.

Viewing Configuration Information

In addition to allowing you to edit the Configuration database, i nconf edi t alows
you to view configuration information in read-only format.

To view the Configuration database without making changes, enter:

i nrconfedit —viewonly

Wheni nconf edi t runswith thisflag, i nrconf edi t retrieves a copy of the
Configuration database and opensit in atext editor. You can use the editor’s search

functions to locate the values of individual configuration keys.
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The InterMail system offers security features that help control the flow of unwanted
message traffic through your system, and prevent the viewing and retrieval of mail by
unauthorized individuals.

To combat these problems, InterMail can:

*  Hold messages suspected of being junk mail so that an administrator can evaluate
them

*  Terminate client connections from sites or users who abuse the system
*  Filter incoming messages for potentially unwanted transactions

* Redtrict specified remote sites and users from sending mail to or through the
system

*  Provide safeguards to prevent the guessing of passwords and e-mail addresses by
unscrupulous individuals

* Verify theidentity of both the client and the server before all owing transactions

Security Features Overview

InterMail has a number of features designed to restrict use of the system by those who
attempt to appropriate its resources to transmit messages where InterMail itself is
neither the source nor final destination of such messages. This type of transmission is
called message relay. InterMail allows you to determine when messagerelay isand is
not permitted.

Additional security features alow you to intercept suspected junk mail and placeitin
aspecified directory, where it is held temporarily. This processis called sidelining.
You can check sidelined mail periodically and if you determine that a given message
isjunk mail, you can delete it. Alternatively, if you determine that the messageis
legitimate, you can send it on to its intended recipient.
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InterMail also offers password protection and other features to prevent unauthorized
individuals from using the system to send, view, or retrieve mail that is not intended

for them.

The following table lists each InterMail security feature and its function. The rest of
this chapter discusses these features in detail.

Feature

Function

Connection dropping

Used to immediately terminate connections from
specific hosts.

Mail blocking

Used to prevent specific users or systems from sending
any mail to an InterMail site.

SMTP authentication

Used to prevent individual s from forging addresses
(tactic often used by junk e-mailersto hide their true
identity).

Relay prevention

Used to control how senders may use InterMail asa
relay point for messages.

Message sidelining

Used to place suspected “junk mail” into a holding
directory, for later evaluation.

Mail filtering

Provides a series of specific rules that apply to all
incoming mail. These rules allow users to extend and
refine relay prevention, mail blocking, and message
sidelining features.

Per-user mail filtering

Allows you to set customizable mail filtering rules on a
per-user basis. This functionality extends the system-
level filtering.

Password protection

Used to prevent individuals from retrieving mail for
accounts other than their own by discovering account
passwords.

LDAP and RME port protection

Used to specify | P addresses that are allowed to connect
to the LDAP and RME ports, thereby setting up firewall-
like protection for these ports.

Secure socket layer (SSL) authentication

Used to perform a specid type of encrypted
authentication for message transactions.

POP/IMAP access control by location

Used to limit user access to the POP or IMAP server,
based on the location of the user.

Blocking RCPT TO: harvesting

Provides a mechanism to dynamically detect and block
RCPT TO harvesters.
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Connection Dropping

Connection dropping isatool for blocking unwanted mail. This feature allows the
Message Transport Agent (MTA) to terminate immediately any client connections
made by a specific host, or by ahost that is sending mail to alarge number of
recipients.

The main use of connection dropping isto combat denial-of-service attacks on your
system. A denial-of-service attack typically involves a program that opens up many
client connectionsto a server for the purpose of disrupting normal activity on that
server. If your site has been the victim of an SMTP denial-of-service attack, you can
use connection dropping to terminate any future SM TP connections from the site that
launched the attack.

InterMail’s connection dropping features also allow the MTA to terminate a
connection if the client is sending a single message to more than a specific number of
users. This allows you to combat the sending of junk e-mail, which typically has
hundreds or thousands of addressed recipients.

When InterMail drops a connection, the MTA sends the client a421 error response
code to indicate that it closed the connection.

Note: Like mail blocking, connection dropping is an extreme measure that can
disrupt the flow of legitimate mail to your site, so it should be used with
caution. For a description of aless drastic method for intercepting junk mail,
see “Message Sidelining” on page 73.

Configuration Options

The following configuration keys control connection dropping options:

dr opConnect i ons A key to enable (or disable) connection dropping.
When the value of thiskey ist r ue, the system
comparesthe | P address of every connecting client with
thelist of IP addresses specified by dr opThesel Ps. In
addition, if thereis arecipient limit defined by

dr opMaxMessageRCPTs, it compares the number of
message recipients against this limit. If the connection
isinviolation of either of these policies, the server
immediately terminates the connection.

dropThesel Ps A list of 1P addresses of hoststo drop. When the value
of dr opConnect i ons ist r ue, the system compares
the IP address of each connecting client with the values
inthislist. If thereisamatch, it immediately terminates
the connection. Use a zero (0) as awildcard to specify
all hosts within a network.
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dr opMaxMessageRCPTs The maximum number of recipient addresses that a
message can have before it terminates the client

connection. Set the value of thiskey to 0 to disable
connection dropping based on number of recipients.

dr opRept sRepl yText The text returned with the 421 error code to dropped
clients. The default valuefor thismessageis“Ser vi ce
unavail able.”

Sample Scenarios

56

The examplesin this section illustrate use of the InterMail connection dropping
features, with step-by-step instructions for creating typical configurations.

Combating SMTP Denial-of-Service Attacks

If your site has been the target of an SM TP denial-of-service attack, or you know of a
site that is commonly responsible for such attacks, create a connection dropping
policy that terminates all client connections made from the attacking site. To set this
type of connection dropping policy, perform the following steps:

1. Determinethe |P address of the system responsible for the attack, which appears
inthe MTA log files. Identify any other connections that this site has made to
ensure that dropping all connections from this site will not block legitimate mail.

2. Executethei nconf edi t administrative command to edit the Configuration
database (as described in Chapter 6).

3. Locatethekey/*/ nt a/ dr opConnect i ons in the Configuration database. If
thevalue of thiskey isf al se, changeitsvaluetotr ue. If the key does not exist
in the Configuration database, add it as a new configuration entry. For example:

/ pari s/ ntal/dropConnections: [true]

4. Locatethe configuration key / */ nt a/ dr opThesel Ps. If thiskey does not
dready exist, add it asanew entry. Specify the | P address of the offending system
asavalue of thiskey, using a zero (0) as awildcard to define all systemswithina
network. This key can have multiple values, so add as many |P addresses as
necessary, with each enclosed in square brackets. For example:

[ paris/mal/dropThesel Ps: [10.3.21.0][21.5.117.4][21.5.117.5]

5. Save your changes, committing the new connection dropping policiesto the
Configuration database.

6. Carefully monitor the logs of each MTA to determine the effects of the new
policies. Because connection dropping affects all connections from the listed
systems, this kind of policy may prevent your users from receiving legitimate
mail.
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Dropping Connections from Distributors of Junk E-Mail

The mail blocking features discussed in Blocking Options combat the distribution of
junk e-mail best. Unlike connection dropping, mail blocking allows the MTA to log
data about rejected messages, which provides valuable information on the
effectiveness of the blocking policies. However, only connection dropping allows you
to stop mail transmissions based on the number of message recipients.

To drop MTA client connections that transmit junk e-mail, make the following
changes to the Configuration database:

1. Locatethekey/*/ nt a/ dr opConnect i ons in the Configuration database. If
thevalue of thiskey isf al se, changeitsvaluetotr ue. If the key does not exist
in the Configuration database, add it as a new configuration entry. For example:

[ pari s/ ntal/dropConnections: [true]

2. Locatethekey/*/ nt a/ dr opMaxMessageRCPTs in the Configuration database,
setting its value to the maximum number of recipients allowed for asingle
message before the system considers the sender a distributor of junk e-mail. If the
key does not exist in the Configuration database, add it as a new configuration
entry. For example:

[ pari s/ mta/dropMaxMessageRCPTs: [1000]

3. Carefully monitor your MTA logs and the behavior of your system after setting a
connection dropping policy. These policies can inadvertently prevent your users
from receiving legitimate mail.

Mail Blocking

Mail blocking prevents specific users and/or systems from sending e-maild any e-
mail to your site. Unlike relay restrictions (described in “Relay Prevention” on
page 64), mail blocking is an extreme measure, so it istypically used only after a
particular sender has flooded a site with unwanted e-mail. You should be careful how
you use mail blocking, so as not to stop legitimate mail as well.

Blocking Options

InterMail blocks messages during their initial transmission to the MTA. When aclient
connectsto the system, the MTA consults the Configuration database to determine the
current mail blocking policies. If blocking is on, and the source of the messageis a
blocked user or system, the MTA blocks the message.

When blocking mail, the MTA reads the headers of the messagel] but not the

body before rejecting the message. It stops transmission of the message by returning
an SMTP error code to the connected client to indicate that message transmission
failed. The client isthen responsible for taking the appropriate action, which typically
includes alerting the sender that delivery failed. The MTA aso logsinformation about
the sender and the rejected message, which alows you to review the effects of your
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mail blocking policy (for example, you may find that your site is inadvertently
blocking mail from legitimate senders).

Note: Thisisan important difference between mail blocking and connection
dropping. Because connection dropping occurs the moment that a server
connection ismade, it does not allow for logging of information regarding the
messages that would have been sent in that transaction.

Blocking Criteria
InterMail alows you to block mail according to any of the following criteria:

* |P address of the sending system—This allows you to block all mail sent by a
particular system or network. Blocking by |P addressis similar to connection
dropping (described in “Connection Dropping” on page 55), but allowsthe MTA
to log information on each rejected message.

®* Sender’se-mail address—This blocking method rejects a message if its sender
address (given by the MAl L FROMcommand) matches alist of blocked addresses.

®* Sender’sdomain—This option is similar to blocking by e-mail address, but
blocks messages based on the domain portion of the sender’s return address
(given by the MAI L FROMcommand). This allows you to block any sender whose
return address includes a particular domain. .

®* Sender’susername—Thisoption isalso similar to blocking by e-mail address,
but blocks messages based on the username portion of the MAI L FROMaddress,
the local portion of the address, given before the @character. This allows you to
block mail from users who send mail from multiple domains using the same
username. .

Note: Becauseit iseasy to forge e-mail addresses, blocking by IP addressis the
most secure of these methods.

System-Wide Blocking vs. Per-Account Blocking

The InterMail mail blocking feature can operate in two modes: on a system-wide
basis, or on a per-account basis.

System-wide mail blocking blocks messages based solely on their sender information.
In this mode, the system rejects all incoming mail that matches any of the blocking
criteria, regardless of the recipient address. Thisisthe default blocking behavior.

Per-account mail blocking, in contrast, allows you to override the system’s mail
blocking policies for individua e-mail accounts and thereby block or allow messages
based on both the sender and the recipient. If the recipient account has not enabled
blocking, the system delivers the message normally, regardless of whether it is
blocking the sender. For instance, you can define policiesto block all mail sent from a
particular host, but still allow certain end users to receive mail from that host.
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Note: Per-account mail blocking simply allows accounts to accept or ignore the
entire set of administrator-defined blocking policies. It is not possible to
define new blocking criteriall such as additional domains and addresses to
block on a per-account basis.

Configuration Options

Configuration keys set mail blocking options to enable particular blocking

methodsd by I P address, sender e-mail address, sender domain, or sender
usernamel] and to specify alist of sendersto be blocked. These blocking methods are
independent of one another, and you can use as many or as few as you want.

Blocking Mode

A single configuration key defines the mode of mail blocking:

bl ockPer Account

Key that determines whether the blocking policy is
system-wide (blocking policies apply to al incoming
messages), or per-account (blocking policies apply only
for accounts that have this option enabled). Setting this
key tot r ue setsthe blocking mode to per-account. By
default, thiskey isf al se (for system-wide blocking).

Blocking by E-Mail Address
Three configuration keys define mail blocking based on the e-mail address of the

sender:

bl ockAddr esses

Key to enable (or disable) mail blocking by e-mail
address. When the value of thiskey ist r ue, the system
checksthe MAI L FROMaddress of each incoming
message against the list of addresses defined in

bl ockTheseAddr esses. If the address matches a
listed address, it blocks the message.

bl ockLocal NoAcct

Key to verify the existence of local sender addresses. This
option prevents users from fraudulently including one of
your domainsin their e-mail addresses, which might
allow them to avoid mail blocking or other policies.
Whenthiskey ist r ue, it checksthe domain of the MAI L
FROMaddress against the list of local mail domains. If
this address includes alocal mail domain, it asksthe 1SD
to verify the existence of the sender address. If the
address does not exist, it blocks the message.
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bl ockTheseAddr esses

A list of e-mail addressesto be blocked. Addresses
should include both a username and domain name (for
example, make- noney- f ast @canmet . com.

Blocking by Domain

Two configuration keys define mail blocking by the domain of the sender:

bl ockDomai ns

Key to enable (or disable) mail blocking by sender
domain. When thiskey ist r ue, the system checks the
domain of the MAlI L FROMaddress of each incoming
message against the list of domains defined in

bl ockTheseDonai ns. If the address includes a listed
domain, it blocks the message.

bl ockTheseDonai ns

A list of sender domains to be blocked (scamet . com
for example). Domains can include an optiona wildcard
(*) to specify al subdomains within a domain (for
example, *. scammet . com).

Blocking by IP Address

Two configuration keys define mail blocking based on the client 1P address:

bl ockConnecti ons

Key to enable (or disable) mail blocking by client IP
address. When thiskey ist r ue, the system compares the
| P address of aconnected client with the list of IP
addresses defined in bl ockThesel Ps. If the client IP
address matches a listed address, it blocks all messages
sent by the client.

bl ockThesel Ps

A list of IP addresses to be blocked. | P addresses can
include a zero (0) as awildcard to specify all systems
within anetwork (for example, 10. 3. 21. 0). You can
also enter an | P address as a subnet to specify all systems
within arange of |P addresses (for example,

10. 3. 21. 16/ 24).
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Blocking by Username

Two configuration keys define mail blocking based on the username of the sender:

bl ockUser s Key to enable (or disable) mail blocking by sender
username. When thiskey ist r ue, the system checks the
username portion of the MAI L FROM address of all
incoming messages against the list of usernames defined
inbl ockTheseUser s. If the addressincludes a listed
username, it blocks the message.

bl ockTheseUser s A list of usernames to be blocked (for example, nake-
nmoney- f ast ).

Mail Blocking Responses

When blocking mail, the MTA must notify the connected client that it did not accept
the message. The following configuration keys define this response:

bl ockRepl yCode The three-digit SMTP error code that goes to the client
when amessage from it is blocked. By default, this value
is 550, the standard SM TP code to indicate that the client
operation was not successful.

bl ockRepl yText The error text to be returned with the bl ockRepl yCode
value. Thistext informs the client of the nature of the
message failure. By default, thismessageis“You are
not allowed to send mail to <recipient>."

Sample Scenarios

This section contains examples of mail blocking operations, with instructions for
using the available blocking-related configuration keys. Before defining mail blocking
policies, it isimportant that you understand the way that these configuration keys
work together to block mail.

Blocking All E-Mail from a Particular System

The most typical usage of mail blocking isto prevent specific sites from sending
unsolicited commercial e-mail to your users. The easiest method of stopping such
messages isto block all mail from the offending sites. To set this type of blocking
policy, perform the following steps:

1. Determinethe IP address of the mail server that is responsible for sending
unwanted e-mail to your site. This address appears in the MTA log files, as well
asinthe Recei ved: headers of the unwanted messages. |dentify any other
messages from this site to ensure that blocking this host will not reject legitimate
mail.
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Execute thei ntonf edi t administrative command to edit the Configuration
database (as described in Chapter 3).

Locatethekey / */ nt a/ bl ockConnect i ons in the Configuration database. If
thevalue of thiskey isf al se, changeitsvaluetotr ue. If the key does not exist
in the Configuration database, add it as a new configuration key entry. For
example:

[ pari s/ ntalbl ockConnections: [true]

Locate the configuration key / */ nt a/ bl ockThesel Ps. If thiskey does not
dready exist, add it asanew entry. Specify the | P address of the offending system
asavalue of thiskey, using a zero (0) as awildcard to define all systemswithina
network. This key can have multiple values, so add as many |P addresses as
necessary, with each enclosed in square brackets. For example:

[ paris/mtal/blockThesel Ps: [10.3.21.0][21.5.117.4][21.5.117.5]

Save your changes, committing the new blocking policies to the Configuration
database.

Carefully monitor your MTA to determine the effects of the new blocking palicy.

Caution! Because blocking by IP address affects all mail sent from blocked

systems, thiskind of policy may prevent your users from receiving
legitimate mail.

Blocking Mail from Non-Existent Local Addresses

A common issue for Internet service providersisthe problem of users who send e-
mail from non-existent addresses within the service provider’slocal domains. For
example, auser may use your service to distribute junk e-mail using aforged address.
In this case, responses from the recipients of the junk e-mail message would arrive at
the non-existent address. This causes your mail system to handle undeliverable mail,
which drains system resources.

To prevent the use of non-existent return addresses, make the following changesto the
Configuration database:

Locatethekey / */ nt a/ bl ockLocal NoAcct . If thiskey issettof al se,
changeittot r ue. If the key does not exist in the Configuration database, add it
as a new configuration entry. For example:

[ */ mt a/ bl ockLocal NoAcct: [true]

Blocking Mail from All Users in a Domain

Some distributors of commercial e-mail consistently use addresses from their own
domains as the return addresses of junk e-mail. To stop delivering messages from such
groupsto users at your site, you can block mail according to the domain name of the
return address.
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To set this type of blocking policy, make the following changes to the Configuration
database:

1. Locatethekey/*/ nt a/ bl ockDomai ns in the Configuration database. If the
value of thiskey isf al se, changeitsvaluetot r ue. If the key does not exist in
the Configuration database, add it as a new configuration entry. For example:

[ pari s/ mtal/bl ockDorei ns: [true]

2. Locate the configuration key / */ nt a/ bl ockTheseDonmi ns. If this key does
not aready exist, add it as a new entry. Enter the domain name associated with
the offending addresses as a value of this key, using awildcard (*) to specify all
subdomains within the domain. This key can have multiple values, so add as
many domain names as you need, with each enclosed in square brackets. For
example:

[ pari s/ mtal/bl ockTheseDonmai ns: [*.cyberspamers. conj[]j unknet. net]

After you commit these changes to the Configuration database, the MTA rejects any
message whose MAI L FROMaddress includes a blocked domain.

SMTP Authentication

Anissue related to junk e-mail isthe forgery of sender addresses. By using forged
addresses, senders of junk e-mail can hide their identities. If senders forge their return
addresses to include one of your local domains, they may also bypass some of the
other security mechanisms described in this chapter.

To combat address forgery, InterMail supports SM TP authentication. When enabled,
this authentication mechanism requires senders to transmit a username and password
a the beginning of the SMTP client session. The client session may continue only if
the given authentication data matches that of an existing account. When a sender
transmits messages, InterMail compares the sender address of the messagesld in both
the MAI L FROMcommand and the Fr om header[] to the addresses associated with
the account. If the sender addressis not valid for the account (that is, the addressis a
forgery), it rejects the message.

Note: SMTP authentication requires that the user’s e-mail client support the
AUTH_LOG N command.

Related Class-of-Service Options

SMTP authentication is set for users on a class-of-service level. The following class-
of-service options relate to SM TP authentication. You can enable or disable each
option for each class of service.

* Authenticated SM TP—This option specifies that the user must provide
authentication information when sending mail using SMTP. With this option
enabled, if the user submitsmail toan MTA, the MTA acceptsthe message only if
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the user provides the appropriate username and password information. If
authentication information is withheld or incorrect, the MTA rejects the message.

* SMTP with SSL—With the Authenticated SM TP option enabled, this option
controls the user’s ability to send e-mail by way of the SSL (secure) SMTP port.

*  SMTP—With the Authenticated SM TP option enabled, this option controls the
user’s ability to send e-mail by way of the standard (non-secure) SMTP port.

Configuration Options
The following configuration keys affect SM TP authenti cation:

CheckAut henti cati on Key to enable (or disable) checks for per-account
SMTP authentication. If enabled, the MTA checks
each incoming MAI L FROMaddress, as well asthe
addressinthe From header line, to seeif the SMTP
authentication is set for the sender’s account in the
Integrated Services Directory. If itis, the MTA
reguires the sender to authenticate using the
AUTH_LOG N command.

Requi r eSecur eAut h Key to require users to have a secure connection. If
thevalue of thiskey ist r ue, the MTA allows users
to transmit the AUTH_LOG N command only if they
have a connection to the SSL port. If f al se, the
MTA allows AUTH_LOG Nregardless of whether
SSL ison.

Relay Prevention

Relay prevention allows you to protect the MTA from third-party relay, atactic that
distributors of “junk” e-mail commonly use.

Relay prevention has implications both for controlling mail traffic and for general
system security, since excessive use of system resources devoted to third-party relay
can serioudly degrade system performance, denying efficient service to the system’s
legitimate users. Because of this, defining policiesthat prevent certain typesof relay is
an important step in preparing your site for full production.

Message Relaying Basics

Message relay occurs every time that a message that arrivesat an MTA hasa
destination on some other MTA. Usersrelay mail whenever they send a message to
another user whose e-mail account is at a different site. éWhen an MTA receives such
amessage, it must relay (transfer) the message to the appropriate mail server.
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Third-Party Relay

In principle, there is nothing wrong with mail relaying; in fact, relaying is one of the
primary functions of an MTA, and without it, e-mail could never be routed across the
Internet. However, distributors of junk e-mail have abused this functionality by using
mail servers at other sitesto relay huge volumes of junk mail to users throughout the
Internet. This message volume can consume an MTA host’s resources, disrupt normal
mail operation for hours, and cause junk mail recipients to blame the unwanted
messages on the site that relayed them. Thistype of relayd in which neither the sender
nor the recipients of the mail are related to the MTA that relaysit is called third-

party relay.

Third-party relay alows distributors of junk e-mail to avoid the cost of the hardware
and software necessary to support their level of activity. It effectively allows them to
distribute messages at little or no cost to themselves, with the expense borne by the
sitesthat relay and receive the messages.

Relay Strategies

Because relay is both a necessity and a potential liability to an InterMail system, it is
crucia to think relay policies through carefully so that you can prevent exploitation of
your MTA while still maintaining full service for your users.

InterMail permits avariety of anti-relay options, from no relay restrictions at al (in
which case anyone can use an MTA to relay mail) to full relay restrictions (in which
case no one can ever use an MTA to relay mail to another system). Having no relay
restrictions at all can open an MTA to abuse by any junk mail sender that knows about
its vulnerability. On the other hand, preventing any and al relay would mean that
users on an InterMail system could only send mail to other users on the same system.

These are extreme examples at either end of the spectrum; however, a given service
provider’s unique needs may mandate one of these strategies. In most cases, though, a
strategy that falls somewhere between these two extremes will be appropriate.

Firewalls

One common relay strategy isto have one MTA that runs behind a network firewall
and accepts messages from users within the network, while a second MTA runs
outside the firewall and accepts messages from the Internet.

When an MTA outside the firewall receives messages for local users, it routes them to
the MTA inside the firewall. In this case, the MTA outside the firewall is neither the
source nor thefinal destination of the messagesthat it receives. Technically, thisMTA
performs third-party relaying to the MTA, which isinside the firewall. Configuring
the firewall MTA to deny all third-party relays would mean that it could not route
messages to local usersinside the firewall. Loca users could thus never receive mail
from the Internet.

In general, it isdesirableto deny almost all third-party relay for MTAsthat run outside
of anetwork firewall, with limited exceptions that allow for delivery of mail to
specific domains, or from specific sources. For MTAs that are behind the firewall,

Confidential and Proprietary, © Software.com, Inc. 2000 65



InterMail Mx Operations Guide

relay prevention istypically necessary only if you want to prevent users within your
network from sending mail to particular domains.

Anti-Relay Options

66

InterMail includes a number of options for controlling how mail may be relayed
through an MTA. These options support four basic relay policies:

* Completely unrestricted—Thisis the default system behavior, and allows relay
in all casesregardless of the sender or the destination.

* Unrestricted with exceptions—This policy maintains a mostly open relay
policy, with restrictions that prevent relay only for specific hosts and/or users.
Thisisthe most commonly used relay policy.

* Completely restricted—Because this policy restricts al relay, it causesthe MTA
to accept only messages to addresses of usersin local mail domains, or to other
specific domains.

* Restricted with exceptions—This option allows you to maintain amostly closed
system, with relay allowed only under certain circumstances.

You can define these relay policies for InterMail as awhole or for each MTA
independently, depending upon your own requirements.

Restricted vs. Prevented

Restricting relay in InterMail does not necessarily mean preventing relay. In InterMail
terminology, “restricted” means that there is a suspicion that a message may be junk e-
mail, and that it isa candidate for denial. Mail that isrestricted may still be deliverable
to its destination domain.

For example, you may decide to restrict all relay mail, and then allow delivery only to
one domain. In this case, relay is actually allowed, but only for mail addressed to the
designated domain.

In general, relay isrestricted in order to limit its use to specific parties. Relay isdenied
because of acombination of both its source and final destination.

When determining whether to alow potential relay, InterMail uses the following

logic:

1. Isthis message addressed to auser in alocal mail domain? If yes, accept the
message; if not, proceed to step 2.

2. May the source of this message (a system and/or user) relay mail through the
system, as defined by current policies? If yes, accept the message and send it to
the destination domain; if not, proceed to step 3.

3. Isthedestination of this message a domain that may receive restricted relay mail,
asthe current relay policies define? If yes, accept the message and send it to the
destination domain; if not, reject the message.
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Relay Source Policies

The principal method of preventing mail relay in InterMail is by restricting the
systems and users who may relay. This can be defined in four ways:

* |Paddress—Thisrestricts any system whose | P address does not appear in alist
of allowable addresses (or which appearsin alist of denied address) from sending
relay mail. | P addresses can be specified with awildcard character, which allows
(or restricts) relay from systemsin arange of 1P addresses.

* E-mail address—This restricts relay from specific senders. Relay is allowed if
the MAI L FROMaddressisin thelist of allowed e-mail addresses (or isnot in the
list of restricted e-mail addresses). When granting relay privileges by e-mail
address, you can optionally choose to verify that each sender address existsin the
Integrated Services Directory before allowing the relay.

®* Domain—Similar to e-mail address restriction, restricting by domain also uses
the MAI L FROMaddress of the message to determine relay privileges. Relay is
allowed if the domain of the MAI L FROMaddressisin thelist of allowed domains
(orisnot inthelist of restricted domains). You can specify domains with a
wildcard character to include all subdomains within a particular domain..

* Username—Also similar to restricting by e-mail address, this option determines
relay privileges based on the username portion of the MAI L FROMaddress (the
local portion of the address before the @character). This alows you to restrict
relay by the same username from multiple domains. .

Note: Becauseit iseasy to forge e-mail addresses and domain names, restricting by
IP addressis by far the most secure of these methods. Restrictions should thus
be defined by | P address whenever possible.

Relay Destination Policies

If relay policies restrict the source of amessage from relaying, the fate of that message
then depends on its intended destination address. If the destination domain is one that
can receive restricted relay mail, normal delivery of that message occurs. If the
domain is among those that cannot receive restricted mail, the system rejects the
message.

Aswith relay source restrictions, you can define allowable destination domainsin
multiple ways.

* All domains (with specific exceptions)—This allows delivery of restricted relay
to occur unless the destination domain appears on adeny list.

* Nodomains (with specific exceptions)—This prevents delivery unless the
destination domain appears on an allow list.

Because alowing delivery of restricted mail is an exception to the relay restriction
rules, the most common delivery policy isto deny delivery except for messages
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addressed to particular domains (for example, adomain for which an InterMail siteis
an MX backup).

Note: A restricted message addressed to multiple recipientsis deliverable only to
those recipients in domains that may receive relayed mail. A restricted
message is not deliverable to recipients in domains that may not receive
relayed mail. The sender will receive notification that the denied recipients
did not receive the message.

Configuration Options
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A combination of configuration keys defines InterMail relay policies. Most of these
configuration keys fall into one of three categories.

* Keysthat define general relay policy.
* Keysthat define restrictions on the sources of relay mail.
* Keysthat define allowable destinations for restricted relay mail.

Additional configuration keys specify the response to clients who cannot relay mail.

General Relay Policy

The following configuration keys define general relay policy. These keys determine
the overal InterMail anti-relay strategy, as well as the behavior of other relay-related

keys:

r el ayMaxRCPTs Maximum number of recipients that a message may
have before relay checks are performed.

This key allows you to exempt messages from your
anti-relay policiesif they are addressed to afew
recipients.

For example, if thisvalueis set to 3 and a user attempts

to relay amessage addressed to 2 recipients, therelay is
allowed regardless of other relay policies.

To cause all messages to go through relay checks, set
thevalueto 0.

Note: If a message has more recipients than
r el ayMaxRCPTs, but r el aySour cePol i cy isset to
al | owAl |, relay is allowed.
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r el aySour cePol i cy

Definition of the overall relay policy. You can define
thispolicy to alow all relay (al | owAl | ), allow relay
generally but deny relay from specific usershosts/
domains (denyLi st ed), restrict relay generally but
allow relay from specific users/hosts’domains

(al I owLi st ed), and restrict al relay (denyAl | ).
When defining relay restrictions, you should always
start by setting the value of this key, or by verifying its
value.

To prevent al third-party relays, set thiskey to
denyAl | .

Defining Relay Sources

The following configuration keys define restrictions on the sources of relay. These
keys define either the users/hosts/domains that you allow to relay (when

rel aySour cePol i cy issettoal | owLi st ed) or the users/hosts/domains that you
restrict from relaying (whenr el aySour cePol i cy issetto denylLi st ed):

rel ayLocal Domai nsCk

Option to include local mail domainsin the list of
domains specified by r el aySour ceDomai nLi st .
When thiskey issettot r ue, all messages whose
return address includes alocal mail domain can be
relayed without restriction.

Note: This option appliesonly if

rel aySour cePol i cy issettoal | owLi st ed
(restricting relay except for listed hosts, domains, and
users).

rel ayLocal Must Exi st

Option to verify local senders beforerelay is allowed.
When the value of thiskey issettot r ue, and the
return address of a message includes alocal mail
domain, InterMail confirms the existence of the sender
inthe ISD. If the address exists, the system allows
relay; if the address does not exist, the system restricts

relay.

rel ayNul | Restricted

Option for restricting messages that have anull (<>)
return address. This option applies only if

rel aySour cePol i cy allowsrelay except from
specified hosts, domains, and users. The possible
settingsaret rue andf al se.

r el aySour ceDomai nLi st

A list of source domains. The relay policy defined by
rel aySour cePol i cy will apply tothedomainsinthis
list. When the MAI L FROMaddress includes adomain
inthislist, the value of r el aySour cePol i cy
determines whether the message restricted or allowed.
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r el aySour ceLocal | PLi st

A list of local IP addresses (on the receiving MTA) to
which the relay policy defined by

rel aySour cePol i cy applies. When an InterMail
MTA receives a message on an | P address that appears
inthislist, the value of r el aySour cePol i cy for this
host determines whether the message is restricted or
allowed.

For example, suppose your MTA has two Ethernet
interfaces: one has the IP address 10. 18. 5. 1, and the
other hasthe IP address 10. 18. 5. 2. You set up your
network routers so that systems from your own private
network can connect only to 10. 18. 5. 1, whereas
systems from the Internet can connect only to

10. 18. 5. 2. By creating a

rel aySour ceLocal I PLi st entry for the IP address
10. 18. 5. 1, you can specify that only users on your
own private network[] that is, users who connect to the
listed I P address[d can relay through this MTA.

r el aySour ceRenot el PLi st

A list of remote | P addresses to which the relay policy
defined by r el aySour cePol i cy applies. When a
message arrives from a host whose | P address appears
onthislist, the value of r el aySour cePol i cy
determines whether the message is restricted or
allowed.

Defining Relay Destinations

The system allowsrelay mail if it satisfies the defined source policies regardless of the
mail’s destination domain. However, delivery of restricted relay mail can be allowed
or denied on a destination-by-destination basis. The following keys define the
domains that are permitted to receive messages that relay source policies restrict:

rel ayDest Al | owLi st

A list of domains to which messages can be relayed,
regardless of restrictions on the source of the messages.
Including domainsin thislist implies that unlisted
domains will not receive mail that your relay source
policiesrestrict.

r el ayDest DenyLi st

Destination domains for which you do not allow
restricted relay mail. Any message from arestricted
source (according to your relay source policies) cannot
be relayed to these domains. Including domainsin this
list implies that all other destination domains receive
relay mail regardless of source restrictions.
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When defining allowable destination domains, it is not necessary to specify local mail
domainsinr el ayDest Al | owLi st . The assumption is that thislist includes local
mail domains.

Note: If you want to disallow delivery of relay mail to alocal mail domain, include
the local mail domain in the list of domainsthat r el ayDest DenyLi st
defines.

Responses to Denied Relay

When InterMail does not allow relay, the MTA must notify the connected client that it
did not accept the message. The following configuration keys define this response:

rel ayRepl yCode Thethree-digit SMTP error code sent to the client when the system
denies arelayed message. By default, this value is 550, the
standard SM TP code to indicate that the client operation was not
successful.

rel ayRepl yText The error text to be returned to the client with the
r el ayRepl yCode value. Thistext informsthe client of the nature
of the message failure. By default, this messageis:

Rel aying to <domai n> is not all owed.

Sample Scenarios

This section contains some typical relay prevention scenarios, with instructions for
setting the required configuration keys. Although this section does not discuss all
relay prevention strategies, the examplesillustrate the interaction among the many
configuration keys involved in relay prevention. An understanding of these keys, and
how they work together, is a prerequisite for creating effective InterMail relay
prevention policies.

Preventing Third-Party Relay

To prevent third-party relay, you should define configuration options for your MTA to
establish the following policies:

* Mail received from within your own network (as defined by IP address) is not
rejected. This allows users connected to your network to relay mail through the
MTA without restriction.

* All mail received from systems outside of your network is restricted.

* |f therestricted mail is addressed to an account within your local mail domains,
the system allows delivery of this mail. This allows normal delivery of messages
addressed to your users from anywhere throughout the Internet.

* All other restricted relay mail0 which, by definition, is both sent from and
addressed to users outside your network is rejected.
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To define these policies, modify the Configuration database as follows:

1. Createanew rel aySour cePol i cy configuration key entry for the host on
which your system is running, and set the value of thiskey to al | owLi st ed.
Thissetsarelay policy for the MTA that is restricted except for specified systems
or domains. For example:

[ paris/nmtalrel aySourcePolicy: [allowlisted]

2. Createanew r el aySour ceLocal | PLi st configuration key entry for this host,
setting its value to alist of the |P addresses of your network. This specifies that
the only systems allowed to relay mail freely through your MTA are systems
within your network. Use a0 (zero) as awildcard to specify arange of IP
addresses. For example:

[ pari s/ mtal/rel aySour ceLocal | PLi st :
[10.2.3.0][10.3.21.0][127.0.0.1]

When you have committed these changes to the Configuration database, the MTA
rejects all third-party relay attempts made by users outside of your network.

Note: TheMTA does not have to be restarted after modification of the configuration
keys for these changes to take effect.

Allowing Delivery of Restricted Relay Mail

By default, the system denies restricted relay mail regardless of its destination
domain. However, you may want to allow delivery of restricted mail. For example, if
your siteisan MX backup for another domain, you should allow mail to be relayed to
that domain.

To alow delivery of restricted relay mail to one or more domains, set the following
options in the Configuration database:

1. If you have not already done so, set up your relay source restrictions using
rel aySour cePol i cy and its related configuration keys (described in the
previous example).

2. Createanewrel ayDest Al | owLi st configuration key entry as follows:;

[*Inmtalrel ayDest Al | owLi st:

3. Asthevaluefor the new configuration key, enter the list of destination domains
that should receive restricted relay mail. Remember to enclose each domain name
between square brackets. Use the asterisk character (*) asawildcard to specify
al subdomains of a particular domain. For example:

[ paris/mtal/rel ayDest All owLi st: [m nicorp.conj[*. megacorp.com

The valuesin this example specify that the MTA handles messages addressed to users
in the domain ni ni cor p. com and to any subdomain in megacor p. com evenif the
relay source policies restrict these messages.
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Message Sidelining

A less drastic alternative to mail blocking and connection dropping is message
sidelining, which allows you to “hold” messages that are likely to be unsolicited
commercia e-mail. Unlike mail blocking, which rejects e-mail based on the source of
the mail, and connection dropping, which simply terminates connections, sidelining
intercepts specific messages based on certain characteristics. This allows you to set
specific conditions which, if present, may indicate that a message is junk mail.

Once amessage is sidelined, it can be evaluated (either manually or with afiltering
agent) to determine whether it is actualy junk mail. If it isjunk mail, it can be
discarded. If not, it can be sent on to its intended recipients.

There are two message characteristics that can sideline mail:

* Total number of recipients—Because senders typically address junk e-mail to
hundreds or thousands of recipients, any message sent to such alarge number of
recipients may be suspect. Sidelining by the total number of recipients allows you
to review the contents of mass mailings before distribution.

®  Null return address—Mail servers often send automatic responsesl] such as
bounce notifications, auto-replies, and so ond using the null return address (<>).
These automatic notifications are important to mail server operation, so the
system never blocks mail from the null address. However, this provides a
loophole for junk e-mailers, who can use the null return address as the MAI L
FROMaddress of their messages, thereby avoiding address and domain blocking
rules. For thisreason, the InterMail mail sidelining feature includes an option for
sidelining messages from the null address to more than one recipient. Because
legitimate automatic responses always use only one user address, this allows
sidelining of potential junk e-mail while still permitting legitimate notificationsto
go through.

If message sidelining is turned on, and an incoming message satisfies either of these
sidelining criteria, the message goesto the si del i ne directory. You can inspect the
messages in this directory to determine whether to deliver them. If you consider a
message legitimate, you can use thei mrsgpr ocess administrative command to
reintroduce it into the system. If you consider a message unwanted, you can simply
deleteit.

Note: The system does not process the mail inthe si del i ne directory
automatically. If you choose to sideline potential junk e-mail, be sure to
review and handle the sidelined messages periodically.
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Configuration Options

The following configuration keys define message sidelining policies:

si del i neMessages Enables (or disables) message sidelining. If
the value of thiskey ist r ue, messages that
violatethe si del i neNunRcpt s or

si del i neNul | ToMany values moveto the
sideline directory.

si del i neNul | ToMany Sidelines all messages sent from the null
address (<>) to more than one recipient.

si del i neNunRecpt s Sidelines a message with this number of
recipients. If the valueis zero (the default
value), thisfeatureis disabled.

si del i neNunRept sPer Connect i on Defines the maximum number of recipients
allowed over a given connection before
message sidelining begins. If the valueis zero
(the default value), thereis no limit.

Viewing Sidelined Mail
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With sidelining enabled, if an incoming message violates one of the sidelining
palicies, the system moves the Header, Control, and Body files of the message to the
si del i ne directory. For example, suppose the system sidelines a message with the
following ID:

19990114235158898. AAA250@s! 0. sof t war e. com

In this case the following files move to the $| NTERVAI L/ queue/ si del i ned
directory:

19990114235158898. AAA250@s! o. sof t war e. com Cont r ol
19990114235158898. AAA250@s! o. sof t war e. com Header
19990114235158898. AAA250@s! o. sof t war e. com Body

To review the contents of a message, simply use atext editor to open the Header or
Body file. Once you have reviewed a sidelined message, you should either delete the
mail or reprocessit to allow normal delivery. To delete mail, you use normal operating
system commands to del ete the Header, Control, and Body files of the message from
the si del i ne directory. For example, to remove the message files shown in the
previous example, enter:

rm 19990114235158898. AAA250@s!| o. sof t war e. com *

Note: For anintroduction to Control, Header, and Body files, refer to the discussion
of message filesin Chapter 7.
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Processing Sidelined Mail

Reprocessing a message requires you to use thei mmsgpr ocess administrative
command. When executed, i mrsgpr ocess moves the Control file of the specified
message to the def er r ed directory, where the MTA processes it normally.
Meanwhile, the Body and Header files of the message move to appropriate bucketsin
the messages directory.

For example, to reprocess the sidelined message shown in the previous example, you
would execute the following command:

i Mmegprocess 19990114235158898. AAA250@s! o. sof t war e. com Cont r ol

Note:  You can specify the Control, Body, or Header file name withi msgpr ocess
to reprocess a message.

The Ck- To- Si del i ne header assistsin processing sidelined mail. The Ck- To-

Si del i ne header isfound in the Control file for each message and can have avalue
of 0 or 1. A value of 0 indicates that sidelining tests have already been performed and
the message either passes the tests or was successfully deposited in the si del i ne
directory. A value of 1 indicates that sidelining tests still need to be performed, either
because those tests have not yet been executed, or because the message failed the tests
but remainsinthedef er r ed directory becausethesi del i ne directory wasfor some
reason unavailable.

Use of this header isimportant for two reasons. First, it uses the system resources
efficiently by ensuring that messages are tested against sideline criteria only once.
Second, it facilitates processing of sidelined mail that you have reviewed, approved
for delivery, and re-submitted for processing viathei msgpr ocess command. The
header value of 1 bypasses subsequent sidelining tests, which would deposit the
message right back in the si del i ne directory even after review and approval.

Mail Filters

InterMail allows you to extend itsrelay prevention, mail blocking, and message
sidelining features by using custom mail filters. These global filters run against all
incoming mail. Based on a message’'s content, the filters can specify that the message
should be rejected, bounced, sidelined, forwarded, deleted, or else delivered normally.

Filter actions can depend on the presence or absence of certain headers, the sender, the
recipients, or any other text contained in the headers or body of the message. You can
test message content by searching for exact string matches, by using simple patterns,
or by using complex regular expressions.

The configuration key i ncomi ngMai | Fi | t er defines mail filtersin the
Configuration database. The MTA can have only one associated
i nconi ngMai | Fi |t er key, which definesall of the filtering criteriait uses.

Confidential and Proprietary, © Software.com, Inc. 2000 75



InterMail Mx Operations Guide

For afull description of thei ncomi ngMai | Fi | t er configuration key, see the
InterMail Mx Reference Guide.

Filter Syntax

76

The SIEVE filtering language is the basis for InterMail mail filtering. The general
syntax of amail filter is:

if <test> <action> [el se <action>];

Where:
test Specifies a Boolean expression that ist r ue or f al se, based on a
characteristic of the message. See “Tests’ on page 77 for more
information.
action Defines an action taken against the message by the MTA. See

“Actions’ on page 79 for more information.

Filter statements follow thei f - el se syntax that is common to many programming
languages, and can have any number of levels. Curly braces ({}) can delimit blocks of
syntax. Thisallows you to construct highly complex filtering criteria, such as:

if <test> {
if <test> <action>;
else if <test> <action>;
else if <test> <action>;
el se <action>;

}

el se {
<action>;

}

Thetests within filter statements can include the following logical operators:

ANY-COF ( <test>, ...) Defines alogical OR which means that if any of the
specified testsis true, the entire expression istrue.

ALL-OF ( <test>, ...) Defines alogical AND which means that each of the
specified tests must be true. If just one of them isfalse,
the entire expression is false.

NOT <t est > Definesalogical NOT which meansthat if the specified
test isfalse, the entire expression is true.

TRUE Is alwaystrue.

FALSE Isalwaysfase.
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Note: Filter keywords are not case-sensitive; they appear in this sectionin all capital
letters for readability purposes only. Thisis not a requirement when defining
filters.

Example

if ANY-OF ( <test> <test> <test>) {
if ALL-OF ( <test>, <test> ) <action>;
else if NOT <test> <action>;
else if TRUE <action>;

Tests

Each test in afilter isan expression that yields avalue of t r ue or f al se, based on
onhe or more comparisons. There are two general types of tests.

* Numeric expressions, which determine action by the number of recipients or the
size of the message

®* Sring expressions, which search the specific areas of the message for one or
more string values

Numeric Expressions

The syntax of a numeric expression is:

<message- el ement > <nunber - oper at or > <nunber >
Where:

message- el enment Specifies an attribute of the message expressed as a number. The
possible values are:

RECI Pl ENTS. COUNT, the number of recipients
S| ZE, the total size of the message, including attachments

nunber - oper at or Specifies a comparative number operator. The possible values are:
OVER, is greater than
UNDER, is less than
I'S, equals
I S- NOT, does not equal
>, isgreater than
>=, is greater than or equal to
<, islessthan
<=, islessthan or equal to

Note: The operators OVER and > are equivalent, as are the
operators UNDER and <. Which you useis solely a matter of
preference. However, the = can be used with > or < but not with
OVER or UNDER.
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nunber Specifies an integer value, with an optional unit of measure.
Because the SI ZE element isin bytes, specifying aunit of measure
with a number val ue provides a convenient method of specifying
kilobytes, megabytes, or gigabytes. The possible values are:

Kkilobytes, multiplies value by 1,024 (1K, 2K, and so on)
Mmegabytes; multiplies value by 1,048,576 (1M 2M and so on)
Cgigabytes;, multiplies value by 1,073,741,824 (1G 2G and so on)

Example

i f RECI Pl ENTS. COUNT >= 100 <acti on>;
else if SIZE OVER 1M <acti on>;

String Expressions

The general formats of a string expression are:

<message- el enent > <string- oper at or>[ - NOCASE] “<string>"
<nessage- el ement > <string-operator>[-NOCASE] ( “<string>", ... )

Where:

message- el enent Specifies an attribute of the message that expressed asastring. The
possible values are:

HEADER “ <header >", the value of the specified header
HEADER (“<hdr>", ...),thevalue of the specified headers
SENDER, the full sender address

SENDER. DOMAI N, the domain of the sender address

SENDER. LOCAL- PART, the username of the sender address
RECI PI ENTS, al recipients of the message

BODY, the message body, including attachments

BODY. TOP(#) , thefirst n lines of the body

string- oper at or Specifies a comparative string operator. The possible values are:
[ - NOCASE] CONTAI NS, contains the specified string

I S, isidentical to the specified string

I S- NOT, is not identical to the specified string

HAS- PREFI X, begins with the specified string

HAS- SUFFI X, ends with the specified string

MATCHES, contains the specified string pattern

CONTAI NS- RE, contains the specified regular expression

Any of these operators used with the - NOCASE suffix (for example,
CONTAI NS- NOCASE) indicates a case-insensitive query.
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string Specifies the text string with which the message element isto be
compared, enclosed in double quotes. In the case of the operators
CONTAI NS, | S, | S- NOT, HAS- PREFI X, and HAS- SUFFI X, the
value of this parameter isaliteral string. In the case of MATCHES,
the value isa character pattern that can include the wildcards* and
? to find partial matches. In the case of CONTAI NS- RE, thevalueis
evaluated as aregular expression.

Example

i f BODY. TOP(10) CONTAINS “M.M <action>;
el se i f HEADER("“Subject:”) HAS-PREFI X “nake. noney. fast” <action>;
el se i f SENDER DOVAI N MATCHES- NOCASE “*. sof tware. conf <action>;

An additional string test uses the keyword EXI STS to check for the presence of one or
more message headers:

EXI STS (“<header>", “<header>", ...)

If al of the specified headers exist in the message, the EXI STS expression istrue. If
any of the headers are not present, the expression is false. For example:

if EXISTS (“To:”, “Subject:”, “From”, “Date:”) <actions>;

Actions

Mail filters can specify that amessage isto be deleted, bounced, sidelined, forwarded,
or ddivered normally. The following keywords define actions in mail filter

expressions:

KEEP Delivers the message normally.

DI SCARD Deletes the message.

TOSS Deletes the message.

STOP Stops execution immediately. If no action has run, InterMail
delivers the message normally. Otherwise, the filter
completes the previously executed actions.

FORWARD " <addr ess>" Forwards the message to the specified address. A filter can
include multiple FORWARD actions. If it specifies FORWARD
along with KEEP, it both forwards and delivers the mail
normally.

SI DELI NE " <r eason>" Sidelines the message. (See “Message Sidelining” on
page 73 for information on sidelined mail.)
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REJECT ["<reason>"] Rejects the message. Thistypically means that the sending
client bounces the message back to the sender. The text
entered for the “r eason” passes back to the client in the
SMTP response to the DATA command.

BOUNCE [ " <reason>"] Operates in two different modes, depending on the value of
the configuration key bl ockPer Account . If the value of
thiskey isf al se, BOUNCE operates identically to REJECT,
and rejects the message. However, if the value of thiskey is
t r ue, the MTA checks account information for each
recipient to determine whether the account is using the
MTA Filtering class-of-service option. If filtering is turned
on for the recipient, it rejects the message for that recipient.
If the account does not use mail filtering, it deliversthe
message hormally for that recipient.

If the system rejects the mail, the bounce message returned
to the sender is:

An incoming mail filter has determ ned that
thi s nessage shoul d not be delivered.

<r eason>

Any filter actions other than normal delivery (KEEP) become part of thelog, and MTA
statistics files reflect the number of times that each filter action has occurred.

Sample Filters
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The following examplesillustrate simple mail filters. Because InterMail sites often
have an extensive list of criteriafor handling mail, mail filters are typically longer
than those given here. However, the principles and syntax are the same.

Example 1

The following filter uses a string expression to test for the presence of aparticular
domain in recipient addresses:

i f RECI Pl ENTS natches "*@n norcorp. coni BOUNCE;

If an incoming message includes arecipient address in the domain mi nor cor p. com
the MTA bounces the message.

Example 2
Thefollowing filter uses a variety of criteriato operate on messages.

if size >= 100k {
i f SENDER. DOVAI N | S- NOCASE ("software.conl') KEEP;
el se i f HEADER("Subject:") |S-NOCASE "Make Mney" TGCSS;
el se i f RECI PI ENTS. COUNT >= 100 TGCSS;
el se SIDELINE "Too | arge”;
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Thisfilter carries out the following tests:

1. Thefirst line checks the size of the message:
if size >= 100k

If the size of amessage islessthan 100 KB, the rest of the filter does not apply to
that message, and the message is handled normally. However, if its size does
exceed (or equal) thisvalue, the filter continues with the next test.

2. Thesecond line checks the domain portion of the sender’s address:
i f SENDER. DOMAI N | S- NOCASE ("sof tware. cont') KEEP;

If the sender’s address includes the domain sof t war e. com the message is
delivered normally (KEEP). If naot, the filter continues with the next test.

3. Thethird line checks the value of a particular header:
el se if HEADER("Subject:") |S-NOCASE "Make Mney" TGCSS;

If the message includes the header Subj ect : , and the value of this header is
Make Money (regardless of case), the message is deleted from the system
(TGSS). If not, the filter continues with the next test.

4. Thefourth line checks the value of a particular header:
el se if RECI Pl ENTS. COUNT >= 100 TCSS;

If the number of recipients of the message is greater than or equal to 100, then the
system deletes the message (TGSS). If not, the filter continues with the next test

5. Thefifth line specifies that if the message has passed through steps 1 through 4
without being delivered or tossed, it isto be sidelined:

el se SIDELINE "Too | arge”;

Note: One benefit of thisfilter isthat it limits the number of messages for you to
verify, since some messages that might otherwise have been sidelined are
delivered or tossed in the first four steps. This demonstrates how the use of
filters can greatly extend the capabilities of message sidelining, relay
prevention, and so forth.

Verifying Filters

Because filters appear in the Configuration database, adding mail filtersto InterMail
requiresi nconf edi t . However, i nconf edi t performsno validation checks on mail
filters, so it isimportant that you verify your filters before using them. The
administrative commandi nfi | t er check providesthis verification.

The usage of thiscommand is:

infiltercheck { -v <filter-file> ... | -vi |-vc <key> |
-e [<filter-file>-c <key>] <nessage-file> ... |
-es [<filter-file>|-c <key>] <header-fil e><body-file>
|-ei [<filter-file>|-c <key>] }
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Where:

-V Validates that one or more filters specified in files are valid.

-ve Validates that afilter specified in a configuration key isvalid.

- Vi Validates that afilter taken from standard input is valid.

-e Executes the given filter on amessage defined in asinglefile.

-es Executes the given filter on a message defined in a Body and
Header file.

-ei _Executes the given filter on a message taken from standard
input.

filter-file Specifiesthe file that contains the filter to be validated.

key Specifies the configuration key that contains the filter to be

validated. The value of this parameter istypically
i ncom ngMai |l Filter.

message-file  Specifiesthe message on which thefilter isto be executed.

Examples

* Tovalidate afilter defined in one or morefiles, use the - v option:
infiltercheck -v filterl, filter2

This example checks the mail filters contained in thefilesfi | t er 1 and
filter2todetermineif the definitioniscorrect. If they are not correct, it reports
the line number and position of the first error.

* Tovalidate afilter already defined in the Configuration Database, use the - vc
option:

infiltercheck -vc incom ngMail Filter

This example checks to determine if the definition of the mail filter in the
i ncom ngMi | Fi | t er configuration key for the current host is correct.

* Tovalidate afilter that is taken from standard input, use the - vi option:
infiltercheck -vi

* To execute afilter on one or more existing messages that are defined in single
files, usethe - e option:

infiltercheck -e filterl test-messagel, test-nmessage2

This example executes the filter defined inthefilefi | t er 1 on the messages
defined inthefilest est - nessagel andt est - message?2.
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* To execute afilter on an existing message defined in a header and body file, use
the - es option:

infiltercheck -es filterl
19990114235158898. AAA250@s! o. sof t war e. com Header
19990114235158898. AAA250@s! o. sof t war e. com Body

This example executes the filter defined inthefilefi | t er 1 on the messages
defined in the given Header and Bodly files.

* To execute afilter on a message taken from standard input, use the - ei option:
infiltercheck -ei filterl

This example executes the filter defined inthefilefi | t er 1 on amessage that
comes from standard input.

Per-User Mail Filtering

InterMail allows you to set customizable mail filtering rules on a per-user basis. This
functionality extends the system-levd filtering. Since per-user filters are specified on
a per-account level, you have great flexibility when configuring spam prevention
methods.

For example, John Doe can have aruleto block al mail from aknown spammer; Julie
Williams can have all mail from her friend, Brock Lee, sent to her “Friends’ folder;
and Marge Harding can have no filters at al, allowing mail to be delivered as normal.

Per-user filtersare run inside the MTA, just before the message is delivered to the
Message Store database. These filters are run only on messages destined for delivery
to alocal mailbox.

Extensions to the SIEVE Language

To accommodate per-user filtering, the SIEVE filtering language was extended to
include four new actions:

*  Write-header

*  Sendmessage

* Fileinto

* Forward
Write-header

The syntax of thisaction is:

W ite-header <"quoted-string"> [,] ["quoted string"]

This action takes the current message being delivered to the user and changes the
header portion of the message. The quoted string contains the header attribute value
pair (witha“:” asadelimiter). If the attribute exists, the old value is replaced with the
new value.
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Note: Thecommandwr it e- header doesnot affect forwarded messages. Only the
header changes following the HEADER keyword are made.

Example

If you want to add an X-Header to the message with the value “sieve,” do the
following:

write-header "X-Header: sieve";
Alternatively, if you want to add two headers to the message, do the following:

write-header "X-Header: sieve" , "X-JunkMail: true";

Sendmessage

The syntax for thisactionis:

Sendnessage <"recipient’'s address"> [,] ["recipient’s address"] DATA
\<"quoted string">[,] ["quoted string"]

This action sends a new message to the list of recipients specified. The header and
body of the message are specified as alist of quoted strings following the DATA
keyword.

Example

If you want to send a new message to John Doe, do the following:

sendnessage "Brock. Lee@oftware. com' DATA

"To: John. Doe@oftware. cont,
"From

Mar ge. Har di ng@ccor dance. coni',

"Subject: H",

"y # mark end of header

"Hel | o, Marge Hardi ng. How are
you?",

" —John Doe";

Fileinto
The syntax for this actioniis:

Fileinto <"fol dernane" >

This action files the current message in the user's folder. If the folder does not exist, it
isinstantly created. This command impliesthat “keep” was called.

For example, if the users want to file the current message into the “jokes’ folder, they
must do the following:

fileinto "jokes";
Alternatively, if they want to file the current message into the “funny” folder (inside
the joke folder), they must do the following:

fileinto "jokes/funny";
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Forward

The syntax for this actioniis:

forward <"recipient’s address"> [,] ["another recipient’s address"]
\ [ HEADER "quoted string"” [,] ["quoted string"]]

In thisversion of InterMail thef or war d action alows you to specify multiple
recipients, as well as change the header on the forwarded message.

Example

If you want to forward the current message to j ohn. doe@of t war e. comwithout
header changes, do the following:

forward "john. doe@oftware. cont

If you want to forward the current message to John Doe and Marge Harding, with one
header change, do the following:

forward "john. doe@oftware.cont , "Marge. Har di ng@ccordance. cont
HEADER "subject: This is ny forwarded nessage";

If you want to forward the current message to John Doe, change the header sent to
Marge Harding, and file the original in the default Inbox folder, do the following:

forward "john. doe@of tware. cont, ;

forward "marge. hardi ng@ccordance. conf HEADER "subject: This is a
forwarded nmessage";

keep;

Setting Per-User Mail Filters

You can configure per-user mail filters using any of the following:
®* Thepref _ntaFilterPerUser class-of-service attribute

® Theinfilterctrl command line utility

* TheCAPIs

Setting Filters Through Class-of-Service Options

You can enable or disable class-of-service attributes by using
pref _ntaFilterPerUser. Thisisnecessary for turning SIEVE rules on or off on a
per-user basis or on a class-of-service basis.

Example

i rdbcontrol sac John. Doe software.com pref_ntaFilterPerUser 1

Note: If pref _ntaFilterPerUser ison(setto 1), anextracall ismadetothe
Message Store database to retrieve the user’s SIEVE filter text, even if the
filter text file is empty. This may cause a small performanceissue. It is
recommended that pref _nt aFi | t er Per User be disabled when no filters
are set.
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Setting Filters on the Command Line

Theinfilterctrl utility isusedto set per-user mail filtersin the Message Store
database. To executei nfil terctrl,youmust belogged in asthe InterMail user on
any InterMail host. Thei nfilterctrl commandisused to set, retrieve, or remove
filter rules for an individual account.

Syntax

infilterctrl <get|set|clear> <address> <domai n>
[- |{<filterfile>|<filter-file to stdout>}]

Where:
get Retrieves per-user filtering information for a
specified user.
set Sets anew per-user rule for a specified user.
cl ear Removes al rules for a specified user.
addr ess Isthe SMTP address of the specified user.
domai n Is the domain name of the specified user.
filter-file Is atext file containing filtering rules.
filter-file to stdout Isthe fileto which filter datais to be written.
Example

infilterctrl set Mario.Grcia software.com sievefil enane. t xt

Setting Per-User Filters with the C API

Three functionsin the C API allow you to add and remove per-user filters from the
Message Store database:

® |MValidateMaFilter
®* |MUpdateMaFilter
®* |MReadMaFilter

IM_ValidateMtaFilter
int IMValidateMaFilter(lMAccount*, |IMReply*, IMError*);

This function compiles and validates the filter text. Thisis useful in verifying that the
SIEVE filter compiles.
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Return values are:

I M_SUCCESS Thefilter isvalid.

| M_FAI LURE There was a parser error. Possible val ues of
error->number.

I M_ERROR_FI LTER_PARSER | There wasa SIEVE compiler error. Error messages are
contained in error->string (same output as
infiltercheck —e).

I M_ERROR_M SSI NG_ARG The routine had a missing argument.

IM_UpdateMtaFilter
int |MUpdateMaFilter (I MAccount*, IMReply*, IMError*);

Thisfunction stores the filter text for a given user. This function also validates the
filterText and returnsan error if the test cannot be parsed by SIEVE.

Return values are;

I M_SUCCESS Thefilter isvalid and is stored in the user's mailbox.

I M_FAI LURE There was an error. Possible values of error->number.

I M_ERROR_FI LTER _PARSER | Therewasa SIEVE compiler error. Error messages
contained in error->string (same output as
infiltercheck —e).

| M_ERROR_M SSI NG_ARG The routine had a missing argument.

| M_ERROR | NVALI D_ARG One of the arguments was invalid.

IM_ReadMtaFilter
int |MReadMaFilter(lMAccount*, |MReply*, |MError*);

This function reads the user SIEVE filter text and placesitinthefi | t er Text
structure.

Return values are:

I M_SUCCESS Thefilter isvalid and is stored in the user’s mailbox.

I M_FAI LURE There was an error. Possible values of error->number.
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I M_ERROR_FI LTER_PARSER | Therewasa SIEVE compiler error. Error messages
contained in error->string (same output as
infiltercheck —e).

| M_ERROR_| NVALI D_ARG One of the arguments wasinvalid (same as
I M_Cr eat eRepl y).

Sample Filters
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The following are examples of per-user SIEVE filtering methods.
Example 1

To bounce all messages from “johnDoe@spam.org”:

if header "front contains "johnDoe@pam org" ({
bounce "This message was bounced because we think it's spani;

}

Example 2

To silently drop al mail from “junkmail.com”:

if header "front contains "junkmail.cont {
di scard;

}

Example 3

To forward a message to a pager and deliver the message to an inbox:

i f header "subject" contains "urgent" {
forward "nypager @kytel.cont;
}

Example 4

To forward a message to a fax server and not deliver the message to an inbox:

if any-of (header "to" contains "fax", header "cc" contains "fax") {
forward "nyfax@erver.coni;

}

Example 5

To file all messagesthat have no f r omor dat e field in afolder called “ spam”:

if not exists ("Front' "Date") {
fileinto "spant;

}
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Password Protection

One common abuse of e-mail systems involves users who retrieve e-mail from
accounts other than their own. They can do this by guessing the target account’s
password, often sending dozens or hundreds of authentication attempts before
discovering the password value. Once someone has successfully guessed the password
of an account, they can access mail sent to that account using any e-mail client.

InterMail alows you to combat this type of improper mail access with a series of
options that deter users from guessing passwords. These options apply to both the
POP and IMAP servers, so failed authentication attempts with either of these servers
have the same effect. InterMail’s password protection features include the following
methods of deterring password guesses:

* Limited number of authentication attempts—When a user submits more than
acertain number of incorrect passwords, the client connection terminates.

®* Increasing delays after incorrect passwords ar e given—If user authentication
fails because of an incorrect password, the client must wait for a defined number
of seconds before a subsequent authentication attempt is possible. With each
failed attempt, the delay time increases.

* Tracking of sources of incorrect passwords—The system tracks hosts
responsible for sending failed login attempts for a specific period of time. This
alows the system to enforce increasing password delays on single users who
attempt to guess the passwords of multiple accounts during the same transaction.

* Logging of password failures—Several logging options allow you to record
information about failed authentication attempts. Thisinformation alerts you to
incidents of password guessing from particular systems or against particular
accounts.

Formula for Authentication Delays

If an authentication attempt fails, InterMail imposes adelay in response to subsequent
authentication attempts. This delay calculation depends on the following factors:

*  The number of failed password attempts for this account

*  The number of failed password attempts for any account from the same client 1P
address

* Theauthentication delay vaue specified by the badPasswor dDel ay
configuration key

The formulafor calculating the delay is:

number of failures on an account
+

faluresby aparticular IP address

% number of seconds defined _
by badPasswordoel ay = delay

Confidential and Proprietary, © Software.com, Inc. 2000 89



InterMail Mx Operations Guide

For example, suppose auser at IP address 29. 82. 172. 24 attemptsto guess the
password of John Doe's account, and fails. The user isimmediately notified that the
authentication failed, and promptly attempts another guess. When the second
authentication attempt also fails, InterMail delays notifying the user of thefailurefor a
certain number of seconds. Assuming that the badPasswor dDel ay vaueis5
seconds (the default), the delay after the second authentication attempt is 10 seconds:

1 failure on John Do€' s account
+ *

, 5seconds = 10 seconds
1 failurefrom [29.82.172.24]

When the user tries and fails a third time to guess the account’s password, the delay
for notification is 20 seconds:

2 failures on John Do€ s account
+ *

5seconds — 20 seconds
2faluresfrom[ 29. 82. 172. 24]
Finally, the user gives up trying to guess the password of John Doe's account, and
instead attempts to access Susie Queue's account. When the user tries and failsto
guess the password of this account, InterMail delays the client notification for 20

seconds, even though the user has not previously attempted to guess the password of
this account:

1 failure on Susie Queuge’ s account
+ *

3faluresfrom[ 29. 82. 172. 24]

5seconds = 20 seconds

These delay times continue to increase until they reach the configurable maximum
delay time. The delay time resets to zero if a user gives avalid password, or if the
window for tracking specific |P addresses and accounts (also configurable) has
expired.

Configuration Options

The following configuration keys control password protection policies on both the
POP and IMAP servers:

badPasswor dDel ay The number of seconds of delay of notification of a

failed authentication attempt. With each failed attempt,
this number of seconds adds to the delay time up to the
limit defined by the value of nexBadPasswor dDel ay.
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badPasswor dW ndow

The number of minutesfor which usersand | P addresses
areto betracked after an incorrect password. After this
number of minutes have elapsed, InterMail resets the
number of failed password attempts made against a
particular account or from a particular system (both are
part of calculating password delay time).

maxBadPasswor d

The number of failed authentication attempts allowed
before the client connection is dropped.

maxBadPasswor dAddr s

Each time a failed authentication occurs, InterMail
stores the | P address of the client that issued the
incorrect login information. This key controls the
maximum size of this|P addresslist. By default, the size
of thislist is 10,240. When the list reaches this limit, the
system logs the event and resetsthe list sizeto 0.

maxBadPasswor dDel ay

The maximum delay time for authentication attempts. If
the delay time reaches this limit, there is no further
increase in delay time with subsequent failed
authentication attempts.

maxBadPasswor dUser s

Each time a failed authentication occurs, InterMail
stores the login name of the account for which the
incorrect password was given. This key controlsthe
maximum size of thislogin name list. By default, the
size of thislistis 10,240. When the list reachesthislimit,
the system logs the event and resets thelist sizeto 0.

maxPasswor dFai | ures

Specifies the number of authentication failures on an
account or by an | P address before connections from that
account or address are dropped.

When a user submits the number of failed login
attempts specified by this key during the number of
minutes specified by badPasswor dW ndow, the
system recordsan Acct BadPswdMaxFai | ur es event
in the POP or IMAP server log.

LDAP and RME Port Protection

Through its implementation of the MSS and Directory server, InterMail contains
LDAP and RME ports. In order to protect these ports from being potential denial-of -
service attack points, InterMail has several controls that allow you to specify
privileged | P addresses or netmasks. If these controls are used, only the specified |IP
addresses are allowed to connect to the LDAP and RME ports, thereby setting up
firewall-like protection for these ports. Thel dapAccessLi st andr neAccessLi st
configuration keys control this mechanism:
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| dapAccessLi st A list of IP addresses or |P masks which are allowed to connect to
the LDAP port. If aclient connects from an address, which is not
inthislist, the connection is refused and aNi oConnNot Al | owed
error islogged.

By default, accessis only alowed from the local machine.

r meAccesslLi st A list of 1P addresses or |P masks which are allowed to connect to
RME ports (such asthe M SS port or the Directory RME port). If a
client connects from an address that is not in thislist, the

connection is refused and aNi oConnNot Al | owed error islogged.

By default, accessis only alowed from the local machine.

Note: The event message logged when anillegal connection is attempted isthe
existing Ni oConnNot Al | owed message, which specifies the | P address of
the host attempting to connect, along with the port type being either
| dapAccessLi st orrmeAccesslLi st.

Secure Socket Layer (SSL) Authentication

InterMail incorporates the Secure Socket Layer (SSL) into the MTA, POP, and IMAP
servers. Thisalowsboth client and server to verify authentication in mail transactions
by operating on alternate secure ports.

SSL Data Flow

SSL operates on alow-level TCP layer and performs authentication before any
message transactions occur between client and server. SSL involves encryption,
allowing SSL-capable clients to access a special key/certificate pair on the server in
order to secure transactions and prevent unauthorized “listening” and authentication.
The basic order of eventswith SSL in InterMail appearsin SSL data flow.
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Mail client sends a

— —»
1 "client hello" to server

Server replies with a "server hello"
[«—to client and sends a certificate and
server key exchange 2

Mail | Client responds with client

Client 3 key exchange certificate InterMail

Server

The server requests account

—— L. _—
authentication 4

[¢——Application data transmitted——————»
5

Figure 3 SSL data flow

1. An SSL-enabled e-mail client contacts InterMail on an alternate POP/IMAP port
specifically used for SSL transactions.

2. InterMail sends a“Server Hello” message to greet the client and initiate the
certificate/lkey exchange.

3. Theclient either responds with a message containing the certificate or sendsa“no
certificate” message and then verifies the exchange.

The server requests account authentication and finishes the exchange process.

SSL transmits and protects application data.

Connections with SSL Clients

The configuration of SSL allows the assignment of one additional SMTP port, one
additional POP port, and one additional IMAP port for secure SSL sessions. When the
system detects an SSL-enabled client, the SSL handshake procedure (verification)
runs on the defined SSL ports.

To enable SSL:

®* Usethessl Pop3Port,ssl | MAPPort, and/or ss| SMIPPort configuration
keys. These are the SSL-defined ports that will accept connections from SSL
clients. By default, these keys are 995 for POP SSL, 993 for IMAP SSL, and 465
for SMTP SSL. Do not change these port assignments, since SSL clients will
expect these assignments.
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Transport Layer Security

Configuration Options
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®* Usethessl Trust edCert Pat hAndFi | e configuration key to specify thefile
containing the certificate. As shown in SSL data flow, the SSL processinvolves
certificate exchange by client and server. Therefore, a certificate must exist in the

InterMail system.

*  Set up afile containing an encrypted private key (defined in
ssl Cert Chai nPat handFi | e) and the password to decrypt this private key
(defined in ssl Cer t Passwor d) before SSL operation.

*  Finally, you must make certain that the pr ef _popssl , pref _i mapssl , and
pref snt pssl classof service attributes are set.

Note: Whenaclient that is not SSL-enabled connectsto InterMail, the ports defined
by the pop3Port, | MAPPor t , and SMIPPor t configuration keys accept the
connection instead of the SSL ports.

InterMail provides an additional extension to the SMTP server based on SSL—
Transport Layer Security (TLS). TLS provides private, authenticated communication
over the Internet to help protect messages from eavesdroppers and attackers. TLS
alows an SMTP server/client pair to activate SSL on the normally nonsecure SMTP

port.

There are several conditions to satisfy in order to enable TLSin an SMTP session.

*  First, aswith SSL in general, the connected client must be SSL-compliant.

®*  Second, the negotiation of data shown in SSL data flow must occur successfully.

* Lastly, the MTA configuration keys SMIPPort and ss| SMIPPort must specify
the same port number (typically, port 25).

The following configuration keys define the behavior of InterMail SSL features:

ssl CacheAgeSeconds

The lifetime in seconds of an SSL session cache entry.
The system deletes entries older than the number of
seconds specified.

ssl CacheBucket Len

The maximum number of entries in each bucket of the
SSL session cache. If abucket reaches the maximum
number, the system removes the first entries to make
room for new entries.

ssl CacheBucket Num

The number of buckets in the SSL session cache.
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ssl Cer t Chai nPat hAndFi | e The name of afile containing a PK CS 5 password-
encrypted, formatted private key, followed by DER
formatted certificates defining the private key and
certificate chain for the POP and IMAP servers. The
last certificate in thefileis the root certificate.

“ Begin” and “ End” PEM syntax delimits
the encrypted private key and certificates. If this
configuration key does not exigt, or if there are errors
reading the file, the system disables POP and IMAP
server operation on the secure port.

ssl Cert Password The password used to decrypt the server private key
specified in ssl Cer t Chai nPat hAndFi | e.

ssl | MAPPor t The port for secure IMAP server operation. If the key
does not exist, secure IMAP server operation is
disabled. If this key has avalid, unused port number,
the IMAP server operates in secure mode on the
specified port.

ssl Pop3Por t The port for secure POP server operation. If the key
does not exist, secure POP server operation is disabled.
If thiskey has avalid, unused port number, the POP
server operates in secure mode on the specified port.

ss| SMrPPor t The port for secure SMTP operation. If the key does
not exist, secure SMTP operation isdisabled. If thiskey
has avalid, unused port number, the MTA operatesin
secure mode on the specified port.

ssl UseSessi onCache Option for using the SSL session cache.

Controlling POP/IMAP Access by Location

It isdesirable for Internet Service Providers (1SPs) to limit user access to their POP
and IMAP servers, based on user location. By programming their routers to block
access to al unknown users (for example, anyone connecting from the Internet), |SPs
can completely deny all unknown access.

However, there are times when an ISP may want to grant users access to their POP
and IMAP servers, even if retrieval is being attempted from an unknown location.
InterMail offers afeature that supportsthis. Using specific paths through the ISP's
routers, traffic coming from an unknown location will arrive at one interface, while
traffic coming from atrusted location (the internal network) will arrive at a different
interface. The InterMail system can identify trusted and unknown locations by the
interface through which the connection is made.
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Trusted location
(internal network)

Unknown location
(Internet)

Firewall
Interface | | Interface
A B
POP/

IMAP
server

Figure 4 Trusted locations vs. unknown locations

Configuring Trusted Interfaces

In order to limit user connections to the |SP’'s internal network, each server host must
have alist of interfaces that are considered trusted. The/ */ common/

trust edl nt er f aces configuration key allowsthe ISP to list a set of trusted
interface addresses. Values are specified in the form of |P addresses. For example:

/ ur anus/ common/ t r ust edl nt er f aces:
[10.2.7.49]
[10.2.7.50]
[10.2.5.51]

Any IP address that does not appear inthe/ */ common/ t r ust edl nt er f aces
configuration key is considered untrusted.

Controlling User Access to Designated Interfaces

Class-of-service options give the | SP further flexibility when choosing the locations
from which users can access their mailboxes. Users can be granted permission to
connect to the |SP's server from any location, from trusted locations only, or not at all.

The following class-of-service attributes specify the login permissions of an account:
®* popaccess defines access restrictions for standard POP retrieval.
* popssl access defines access restrictions for POP retrieval with SSL.

* i mapaccess defines accessrestrictionsfor IMAP.

These class-of-service attributes can have the following values.

al | Users can log in from any location

trusted Users can log in only from interfaces that are specified in the
/*/ common/ t r ust edl nt er f aces configuration key.

none Users cannot log in from any location.
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The SSL option for the POP server islisted independently, allowing specified access
for encrypted locations.

For example, suppose that John Doe has the following account settings:
®* For popaccess: trusted

®* For popssl access: al |

®* Fori mapaccess: none

* John Doeisallowed standard POP access from trusted locations only, POP with
SSL access from any location, and no IMAP access.

Note: These options can be set on either on a class-of-service level or an account
level. If they are set on both levels, the account setting takes precedence.

When a user with a “trusted” account setting tries to connect to a corresponding POP
or IMAP service, the server compares the server host interface on which the
connection arrived to thelist of trusted IP addresses. If the IP addressisin thelist, and
the user’s access restrictions allow entry from atrusted interface, accessis allowed.

Blocking RCPT TO: Harvesting

One of the tools used by senders of junk e-mail is a program to guess valid e-mail
addresses. Spammers can do this by connecting to your MTA and running RCPT TO
<user nanme> commands. If the MTA accepts the address, the spammer savesthat asa
valid address for later spamming.

InterMail provides a mechanism to dynamically detect and block RCPT TO
harvesters. Using this feature you can track 1P addresses that are the source of bad
RCPT TO commands, on aper-MTA basis. To use this feature, set the

trackRcpt Har vest er s configuration key tot r ue. However, this key has no effect
if the/*/ mt a/ veri f yRCPTs configuration key issettof al se.

An |P addressislabeled asaRCPT TO. harvester if:

®*  Thenumber of bad RCPT TO: commands from an | P address exceeds the number
specified inther cpt Har vest er Count configuration key.

*  The number of bad commands occur within the window of time specified in the
r cpt Pot ent i al Har vest er TTLM nut es configuration key.

If an IP addressislabeled asa RCPT TO. harvester, the following action is taken:
®*  The current connection from that |P address is dropped.

e All further connections from that |P address are dropped for the period specified
inther cpt Har vest er TTLM nut es configuration key.

Thisaction isequivaent to dynamically adding that | P addressto thedr opThesel Ps
list for a specified period.
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You must be cautious while implementing this feature or you may end up blocking
legitimate mail. Set ther cpt Har vest er Count and

rcpt Pot ent i al Har vest er TTLM nut es configuration keys with care so that you
are reasonably sure before labeling an |P as a harvester.

Configuration Options
The following configuration keys define this feature:

98

r cpt Har vest er Count

I ndicates the number of bad RCPT TO
commands from an | P within a specified
time that causesthat IPto belabeled asa
RCPT TO harvester.

rcpt Harvest er TTLM nut es

Specifies the number of minutes for which
connections should be blocked from an IP
that isidentified as a source of RCPT TO.
harvesting.

rcpt MaxHar vesters

Specifies the maximum number of
harvesters or potential harvestersthat are
tracked at onetime.

rcpt Pot enti al Har vest er TTLM nut es

Specifies the number of minutes that an IP
should be tracked as a potential harvester
after one bad RCPT TO isreceived from
that IP.

Note: Sinceentriesare expired every

rcpt Pot enti al Har vest er TTLM nut es
minutes, an entry could, on an average,
actually live 1.5 times the number specified
in

rcpt Pot enti al Har vest er TTLM nut es.

trackRcpt Harvesters

Indicates whether RCPT TO harvesters
should be tracked and blocked. Thiskey has
no effect if the/ */ nt a/ veri f yRCPTs
configuration key isset tof al se.
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InterMail offers various options to control the direction of mail flow and ensure that
mail reaches itsintended destination. You can use these options to correct incomplete
or wrong recipient addresses and domain names and to handle mail for unknown
users.

This chapter covers:

*  How envelopes and message headers are addressed

*  How address completion works

®  Setting up and disabling wildcard accounts

*  Rewriting headers and domains for incoming mail

* Rerouting outgoing mail, and rewriting headers and domains for outgoing mail
* Enabling delivery status notifications (DSNs)

Note: For information on proxying, aspecial form of mail routing that is used
primarily during migration from a Post.Office system or Sendmail system to
an InterMail system, see the InterMail Mx Migration Guide.

Overview

In routine delivery, mail addressed to a known user at a known domain is delivered to
its intended recipient exactly as addressed. For example, if amessage arrives at the
Message Transport Agent (MTA) addressed toj ohn. doe@ri nor cor p. com the
InterMail system checksits directory to see whether i nor cor p. comisadomain it
knows about and whether j ohn. doe isaknown user a ni nor cor p. com

The system then does one of the following:

* |f both conditions are met, it delivers the message as addressed.
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®* |If m nor cor p. comisnot adomain known to InterMail, the system does a
domain name system (DNS) lookup to find a remote domain by that name and
then attempts to deliver the message there.

* |f m norcor p. comisadomain known to InterMail, but j ohn. doe does not
have an account there, the system bounces the message back to its sender with a
note saying that John Doe is not aknown user at mi nor cor p. com

ThisisInterMail’s behavior under routine conditions; however, there are a number of
circumstances under which messages that could otherwise be delivered successfully
bounce or are misrouted if InterMail tries to deliver them exactly as addressed by their
senders. For example, without special routing instructions, a message whose address
isincomplete may bounce or be delivered incorrectly.

Envelope and Message Addressing

100

In order to understand the subject of mail routing, it isfirst necessary to understand
how an InterMail message is addressed. If you are already familiar with this subject,
you can skip ahead to “ Address Completion” on page 101.

An InterMail messageis similar to postal mail in that it consists of both an envelope
and the actual message. Both envel opes and messages contain addresses, but their
functions are very different.

In the envelope, there are only two types of “addresses’: the RCPT TO addresses
which are the addresses of the intended recipients, and the MAI L FROM address,
which is the address of the message’s sender. The InterMail system uses these
addresses to deliver messages to their proper recipients, although the person reading
the message never sees them.

Note: Inorder for the InterMail system to deliver amessage, the envelope’'s RCPT
TO address must be SMTP-compliant (for example,
j ohn. doe@ri nor cor p. comor j ohn. doe@ one. ni nor cor p. con).

The address lines that areader seesin amessage are “headers.” These include a To:
header, which contains the recipient’s address, and a Fr om header, which contains
the sender’s address. A message may also contain several additional headers,
including the Repl y To: header, aCc: header, and a number of others. The headers
in amessage do not route mail. Their chief purpose isto give the reader important
information about who sent the message, who el se received a copy, and the subject of

the message.

Figure 5 shows how the addresses and headers on an e-mail envelope and message
might look if they were postal mail.
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To: joe.smith@software.com
From: mary.roe@software.com
Reply-To: mary

Subject: Meeting

MAIL FROM: mary.roe@software.com Hi, Joe,
Just wanted to make sure you
were all set for tomorrow’s
meeting with Marketing. Let’s talk
about it at lunch. How about 12:30
at Mario’s? My treat.

RCPT TO: joe.smith@software.com

Mary

Figure 5 Envelope addresses and message headers

Address Completion

InterMail provides configuration options for completing two types of incomplete
addresses and domains;

*  Addresses with only partial domain information (incomplete information to the
right of the @sign). An example of this type of incomplete addressis
j ohn. doe@ one, which consists of just a user and host name.

®  Addressesthat contain no domain information (omitting information to the right
of the @sign). An example of this type of incomplete addressis mary or mar y @
which consists of just a username.

The ability to complete addresses automatically offers users within the same network
the convenience of addressing messages to each other in shorthand form. For
example, if Mary Roe and Joe Smith are both usersin the i nor cor p. comdomain,
Mary can send Joe amessage at j oe. smi t h instead of having to enter Joe's full
address, j oe. sni t h@ri norcor p. com

Note: ItistheRCPT TQO addressin the message envelopethat is used to deliver the
message, not the address in the message header.
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Recipient Addresses with No Domains

If an address does not include adomain at all, the system creates an SMTP-compliant
address by appending the default domain defined in the def aul t Donmai n
configuration key. Thisis the most common type of address completion.

If the value for def aul t Domai n isdefined as mi nor cor p. com then the address
j ohn. doe or j ohn. doe@automatically changes to:

j ohn. doe@ri nor cor p. com

Asabackup method for address completion, in the rare case that the def aul t Domai n
key is missing or its value is undefined (null), InterMail attempts to compl ete the
address by concatenating the values of the conf Ser vHost and domai nNane
configuration keys as follows:

<any_user >@onf Ser vHost . donai nNane

Where:
any_user Is the username of the intended recipient, such asj ohn. doe.
conf Ser vHost Is the name of the host on which the Configuration server is
running.
domai nNane Is the domain name used to complete addresses with partial
domains.

For example, if the valuesfor conf Ser vHost and domai nNane arel ondon and
megacor p. com respectively, InterMail completes John Doe's address as follows:

j ohn. doe@ ondon. megacor p. com

Of course, there is no guarantee that this address exists or that mail for John Doe will
arrive at this address.

Recipient Addresses with Partial Domains

To complete arecipient address that contains only a partial domain, such as
mary. roe@ ome, InterMail uses the value defined in the domai nNane configuration

key.
Therefore, for example, if the value for domai nNane isnmegacor p. com amessage
addressed to mar y. r oe@ one automatically changesto:

mary.roe@ ome. megacor p. com

Non-Sender Addresses
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Theconpl et i onMet hod configuration key specifies a completion method for any
incomplete addresses other than the envelope’'s MAI L FROM address:

* Thedef aul t setting completes an incomplete address using the values specified
indef aul t Domai n or domai nNare.
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* Thebounce setting does not complete incomplete addresses. Instead, it bounces
and returns to its sender any message with an address in any of the following
forms:

j ohn. doe
j ohn. doe@
j ohn. doe@ ondon

* Thesender setting completes anincomplete address only if the MAI L FROM
envelope address contains a known domain (that is, adomain that the Integrated
Services Directory (1SD) specifies aslocal, non-authoritative, or rewrite). For a
discussion of domain types, see Chapter 3.

e |fthedomaininthe MAI L FROM addressisknown, InterMail completes the
incompl ete address using the domain name that appearsin the VAl L FROM
address.

Note: Thesender optionis probably the most useful for an InterMail system that
serves multiple domains.

Thesender option ismost useful because it permits usersin a domain to perform
"lazy" message addressing. For instance, for amail addressin the sof t war e. com
domain, if theconpl et i onMet hod key is set to sender, you can send mail to
sof t war e. comdomain members without specifying domain and the system will
automatically append @ of t war e. comto the address.

Thisis particularly useful when amail provider is handling outsourced mail for many
organizations that have their own vanity domain names (which are then configured as
local domains within the 1SD). Users within each domain (who are apt to be sending
primarily to other usersin their own organization) can use "lazy addressing" and the
addresses will be completed with their own domain.

Sender Addresses

Thecanoni cal i ze configuration key completes an envelope’'s MAI L FROM
addressiif that address isincomplete. If canoni cal i ze issettot r ue, the system
completesthe MAI L FROM address using the value set in def aul t Donmai n or
donmai nNane, as specified in “ Address Completion” on page 101. If canoni cal i ze
issettof al se, the system does not complete the address.

Wildcard Accounts

Each local domain can have an optional wildcard account, which issimply anormal e-
mail account that receives al mail to non-existent addresses in the domain. This

feature allowsyou to collect in asingle account all mail for aparticular domain whose
destination address does not exist as an account primary address or asan SMTP alias.

For example, supposed that accor dance. comhasno wildcard account. If acustomer
sends a message to accor dance. comusing an intuitive address such as
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sal es@ccor dance. comor t echsupport @ccor dance. comand that address
does not exist, the system considers the message undeliverable. In contrast, if
accor dance. comhad awildcard account, such a message would be delivered there.

Note: You can enable or disable wildcard delivery for an existing local domain at
any time. However, adomain can only have one wildcard account at any time.

Setting Up a Wildcard Account

To set up awildcard account for alocal domain:

1. If it does not already exist, create the account to which you want mail for unknown
usersto go.

Note: If the volume of mail for unknown usersislikely to be light, you may
want to make the wildcard account the same as the existing account of the
person who will be checking this mail. In contrast, if the volume of mail
for unknown usersislikely to be heavy, you may want to create a separate
account as the wildcard account.

2. Enter:
i nrdbcontrol Set W/ dcardAccount <Donai nNane> <Pri mar ySMIPAdddr ess>
Where:
Donai nNane Is the name of the local domain for which you are
creating the wildcard account.
Pri mar ySMIPAddr ess Isthe fully qualified address of the existing e-mail
account that will be the wildcard account for this
domain.

For example, assume that John Doe, whose existing account is

j ohn. doe@ccor dance. com hasthe job of handling mail for unknown users sent
tothe sof t war e. comdomain. To create a wildcard account for John, you would
enter:

i nrdbcontrol Set W/ dcardAccount software.com john. doe@ccordance. com

Note: Thewildcard account for adomain may be displayed with thei ndbcont r ol
Li st Domai ns command.
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Disabling a Wildcard Account

You can disable awildcard account at any time. Because a domain can have only one
wildcard account at atime, in order to create a new wildcard account you must first
disable the existing wildcard account. To disable awildcard account, enter:

i mdbcontrol Unset WI dcar dAccount <Donai nNane>

Where:

Domai nName Is the name of the local domain for which you are disabling
wildcard delivery

For example, to disable wildcard delivery for the sof t war e. comdomain, you would
enter:

i mdbcontrol Unset WI dcar dAccount software.com

Rewriting Incoming Mail

Every message, whether addressed to alocal user or destined for aremote recipient, is
initially treated as incoming mail when it arrives at the Message Transport Agent
(MTA). Only after applying the rules for incoming mail does the system complete
additional checksto determine whether the message’s final destinationislocal or
remote.

You can set up InterMail to do both domain and header rewriting for incoming mail:

®*  You use header rewriting to clean up the addresses that readers see in messages,
and to hide proprietary origination addresses when necessary.

®*  You use domain rewriting, which modifies the domain portion of envelope
addresses, to reroute mail destined for one domain to another domain.

Header Rewriting

Header rewriting for incoming mail affects message headers only, leaving the RCPT
TO and MAI L FROM envelope addresses untouched. No matter which incoming
headers the system rewrites, mail is still delivered to the unaltered RCPT TO. address
specified in the message envelope.

To set up header rewriting, you must specify:

1.  Which headers you want rewritten

2. What method you want used to rewrite the headers
3. Under what conditions you want headers rewritten
4

Whether you want original header information saved
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Specifying the Headers to Be Rewritten

The first step in rewriting incoming headers is to specify which headers you want
digible for rewriting. There are six header types:

To:

Cc:

Bcce:

Repl y- To:
From
Sender :

To make headers eligible for rewriting, usei ntonf edi t to set the
rew i teHeader Li st configuration key as follows:

[*/mtalrewiteHeaderList: [ header _type]
[ header _t ype]
Example:
[*/ malrewiteHeaderList: [To:]
[Ce:]
[From]

Note: A null valueinrew i t eHeader Li st meansthat there will be no header
rewriting for incoming messages, regardless of any other settings.

Selecting a Rewriting Method

Once you have sdlected the headers that will be eligible for rewriting, you are ready to
select arewriting method for these headers. You can choose to rewrite eligible headers
using either or both of the following:

®* Theprimary SMTP addresses of local users. This method can be used only for
users with accounts (and therefore with SM TP addresses) in the ISD.

Example:

Suppose a message for Mary Roe in the negacor p. comdomain arrives
addressed to her dias address:

mar y @regacor p. com

With this method of rewriting, the system rewrite the message's To: header with
Mary Roe's primary SMTP address, so that it reads:

mary. r oe@egacor p. com

* Rules specified in arewrite domain. This method can be used only if thereisan
applicable rewrite domain in the ISD.

Example:

Suppose you have a rewrite domain whose rul e specifies the rewriting of all mail
addressed to any user inthe m nor cor p. comdomain to that same user in the
megacor p. comdomain, and suppose that a message arrives addressed to:

j ohn. doe@ri nor corp. com
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With this method of rewriting, the system rewrites the message’'s To: header as
follows:

j ohn. doe@regacor p. com
If you choose to use both of these methods, InterMail implements them as follows:

1. Checkswhether thereisan account for the user to whom the messageis addressed
and does one of the following:

— |If thereis an account for this user, rewrites éigible headers with the user’s
primary SM TP account and does no further rewriting.

— If thereis no account for this user, goes on to Step 2.

2. Checksfor an applicable rewrite domain in the |SD and does one of the
following:

— |If arewrite domain exists, rewrites the domain portion of eligible headers
according to the rule specified in the rewrite domain.

— If no rewrite domain exists, does no rewriting.

Note: The system may rewrite individual headers within the same message
differently. For example, the To: header might pass the test for primary
rewriting, the Cc: header might fail that test but pass the test for domain
rewriting. and the Bcc: header might fail both tests and not be rewritten at all.

To rewrite eligible headers, you usei nconf edi t :

* Torewrite headers with the primary SMTP addresses of local users, set the value
of therewr it ePri mary configurationkey tot r ue.

* To rewrite headers using rules defined in a rewrite domain, set the value of the
rew it eDomai ns configuration key tot r ue.

Note: If thevaluesforrewritePri mary andrew iteDomai ns arebothf al se,
no header rewriting occurs, regardless of which headers
rew it eHeader Li st specifies.

Specifying the Conditions for Header Rewriting

After choosing a method for rewriting eligible headers, you are ready to specify the
circumstances under which eligible headers are to be rewritten.

To specify the conditions for header rewriting, you usei nconf edi t :

* Torewriteeligible headers only for messages that have passed through fewer than
aspecified number of mail servers, set the value of ther ewr i t eMaxM aHops
configuration key. The assumption hereis that if the message has already passed
through thevalue setinrewr i t eMaxM aHops (number of MTAS), header
rewriting has probably aready been performed for the message. For example, if
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you want headers rewritten only for messages that have been processed by 2 mail
servers or fewer, set the key asfollows:

[*/malrewiteMaxM aHops: [2]

* To rewrite eligible headers only for messages that originate from asender ina
known domain that InterMail hosts, set the value of ther ewr i t eOnl yLocal
configuration key tot r ue. If thiskey isset to f al se, rewriting of eligible
headers occurs regardless of whether InterMail knows the sender.

Saving the Original Header Information

You can also specify whether, after header rewriting, you want the original headers (in
X- Ori gi nal format) saved as part of the message.

To save the original headers in the message, usei ntonf edi t to set the value of the
rewiteSaveQi g configuration key tot r ue. If the value of thiskey isf al se, the
system will not save the original headers.

Example:

At this point, an example may be useful to illustrate how these header rewriting
features work together.

Suppose that you want to rewrite only the To: headers for incoming mail.
Furthermore, assume that you want to rewrite these headers with the primary SMTP
addresses of users, that you want to rewrite eligible headers only when message
senders are local, and that you do not want to save the original headers as part of each

message.

To achieve these results, you use i ntonf edi t to do the following:

1. Setthevaueof therewriteHeaderLi st configurationkeyto[ To:].
2. Setthevalueof therewitePri mary configurationkeyto[true].
3. Setthevaueof therewriteOnl yLocal configurationkeyto[true].
4

Set thevalue of therewr i t eSaveOri g configurationkey to[ f al se] .

Header Rewriting Process Flow

108

Figure 6 shows the flow of the header rewriting process. The numbered steps indicate
the sequence in which InterMail performs the various checks required to rewrite
incoming mail headers.

Note: The diagram and steps are carried forward throughout this chapter to show
how InterMail’s various mail routing features are connected.
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Figure 6 Header rewriting
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In this process, the InterMail system:

1

Checkstherewr i t eHeader Li st configuration key.

— Iftherewrit eHeader Li st configuration key specifies headers, considers
those headers eligible for rewriting and goes on to step 2.

— If thevalue of ther ewr i t eHeader Li st configuration key isnull, will not
rewrite headers, and skipsto step 10.

Compares the number of received lines in the message header with the value of
therew i t eMaxM aHops key.

— If the number of received linesis less than or equal to the vaue of the
rew it eMaxM aHops key, goesonto step 3.

— If the number of received lines exceeds the value of the
rew it eMaxM aHops key, will not rewrite headers, and skipsto step 10.

Checksthe MAI L FROM address on the envelope for SMTP-compliant
formatting.

— |If the address is SMTP-compliant, continues with the header rewriting
operation (step 5).

— |If the address isincomplete, goes to step 4 to determine whether to complete
address.

Checksthe canoni cal i ze configuration key.

— If thevalue of thecanoni cal i ze key isf al se, does not perform address
completion, and goes on to step 5.

— If thevalue of thecanoni cal i ze key ist r ue, completesthe MAI L FROM
address (typically with the value in the def aul t Domai n configuration key)
and then goes on to step 5.

Checkstherewr it eOnl yLocal configuration key.
— Ifthevalueof therew it eOnl yLocal keyisf al se, continues with the
header rewriting operation (step 6).

— |If thevalueof therew i t eOnl yLocal keyistrue, and the domaininthe
MAI L FROM address on the message envelope matches one of the known
domains specified in the ISD, continues with the header rewriting operation
(step 6).

— Ifthevaueof therew it eOnl yLocal keyissettotrue, butthedomainin
the MAI L FROM address on the message envelope does not match one of the
known domains specified in the ISD, does not perform header rewriting, and
skipsto step 10 (Figure 7).

Checks whether addresses in eligible headers (those listed in the
rew it eHeader Li st key) require completion.

— |If the addresses in eligible headers are complete, goesto step 7.
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— If theaddressesin eligible headers are incompl ete, compl etes them (typically
with the domain identified in the def aul t Donai n configuration key), then
goesto step 7.

Note: The addresses in some eligible headers may require completion, whereas
others may not.

7. CheckstherewritePri mary configuration key.
— |Ifthevalueof therewitePrimary key isf al se, goeson to step 8.

— Ifthevalueof therewitePri mary key ist rue, examinesall eligible
message headers (those listed inther ewr i t eHeader Li st key) for primary
address rewriting, and then:

— If theaddressin an eligible header matches aprimary addressor SMTP alias
address in any account in the ISD, replaces the address in the eligible header
with the primary address for the matching account, and skipsto step 9.

— |f theaddressin an eligible header does not match any addressin any account
in the I1SD, goes on to step 8.

Note: Some eligible headers may passthistest for rewriting, whereas others may
fail this test and undergo further rewriting tests.

8. Checkstherewr it eDomai ns configuration key.

— If thevalue of ther ewr i t eDomai ns key isf al se, does not perform
domain writing, and skipsto step 10.

— If thevalue of therewr i t eDomai ns key ist r ue, examines dl eligible
message headers (those listed inther ewr i t eHeader Li st key) for domain
rewriting, and then:

— |f the addressin an eligible header includes a domain that matches a rewrite
domain established in the I SD, overwrites the domain in the eligible header
with the replacement value for the rewrite domain, and goes on to step 9.

— If theaddressin an eligible header includes a domain that does not match any
of the rewrite domains established in the ISD, does not perform domain
rewriting, and skipsto step 10.

Note: The process considers various headers individually. As aresult, it may
rewrite some and not rewrite others.

9. Check therewriteSaveOri g configuration key. This key determines whether
or not to save arecord of the original header information.

— If thevalueof therew it eSaveOri g key isf al se, does not save any of
the original header information, and goes on to step 10.
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— Ifthevalueof therewiteSaveOri g key ist r ue, adds anew X- Header
that contains the original header information, and goes on to step 10.

All incoming mail is subject to checks for both header and domain rewriting. Oncethe
checks for header rewriting finish, the checks for domain rewriting begin, as discussed
in the next section.

Domain Rewriting Process Flow

Domain rewriting involves no configuration keys; it happens automatically, whenever
arule specified in one of the | SD’s rewrite domains matches the domain portion of an
incoming message’s RCPT TO address. When such a match occurs, the system
rewrites the domain portion of the envelope’'s RCPT TO address and reroutes the
message to the recipient in the new domain. For a discussion of rewrite domains, see
Chapter 3.

Figure 7 shows the flow of the domain rewriting process, which starts with step 10,
after the checks for header rewriting.
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continued from Figure 2
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Figure 7 Domain rewriting for incoming mail
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After the header rewriting process, the InterMail system:
10. Checksthe RCPT TO. envelope addressto seeif it is complete.

If the address is complete, goes to step 11.

If the address is not complete, completesit (typically with the value in the
def aul t Domai n configuration key), and goes to step 11.

11. Checksthe complete RCPT TO address on the envelope against the rewrite
domains identified in the ISD.

12.

13.

14.

If the domain in the address matches arewrite domain established in the | SD,
overwrites the domain in the address with the replacement value indicated
for the rewrite domain, and goes to step 12.

If the domain in the address on the envel ope does not match any of the
rewrite domains established in the ISD, does not perform envel ope address
rewriting, and goes to step 12.

Note: At thispoint the RCPT TO addresses for all envelopes destined for local

delivery include a domain that is either local or non-authoritative.

Checksthe RCPT TQ address on the envel ope against the local domains
identified in the ISD.

If the domain in the address on the envelope matches alocal domain
established in the |SD, looks up the addressin the ISD, and goes to step 13.

If the domain in the address on the envel ope does not match any of the local
domains established in the 1SD, skipsto step 14.

Checksthe RCPT TQO address on the envel ope against the account addressesin
the ISD.

If the address on the envelope is an exact match for an address in the |SD,
deliversthe message to the appropriate local mailbox (the mailbox associated
with the account with the matching address).

If the address on the envelope does not match any of the addressesin the
ISD, but there is awildcard account specified for the domain in the address,
delivers the message to the wildcard account.

If the address on the envelope does not match any of the addresses in the

ISD, and thereis no wildcard account specified for the domain in the address,
considers the recipient an unknown user, and handles the message according
totheinstructionsintheEr r or - Acti on/ acct | nval i dUser configuration

key.

Checksthe RCPT TO address on the envelope against the non-authoritative
domains identified in the ISD.

If the domain in the address matches a non-authoritative domain in the ISD,
goesto step 15 in “Rerouting and Rewriting Process Flow” on page 120.
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— If the domain in the address does not match any of the non-authoritative
domainsinthe I1SD, setsthe routing host using the value of the domainin the
RCPT TO address, and skipsto step 16 (Figure 8) in “Rerouting and
Rewriting Process Flow” on page 120.

15. Checksthe RCPT TQO address on the envelope against all addresses stored in the
ISD (primary or alias).

— If the address matches an address in the | SD, delivers the message to the
local mailbox associated with that account.

— |f the address does not match any of the addressesin the ISD, setsthe routing
host to the value of the current relay host sets the routing host to the value of
the current relay host associated with the non-authoritative domain, and skips
to step 16 (Figure 8).

Note: The system establishes the routing host when it has determined that the
message is outgoing mail (that is, mail destined for delivery to an external
mail host). The routing host identifies the external host this message
should passto and is independent of the domain contained in the RCPT
TO address on the message envel ope.

At thispoint al local delivery is complete, and the system considers any remaining
messages to be outgoing mail. Outgoing mail has a separate sequence of routing and
rewriting checks, as discussed in the next section.

Rerouting and Rewriting Outgoing Malil

Outgoing mail is mail whose final destination is aremote mail server. You can set up
InterMail to reroute outgoing mail and to rewrite headers and domains for outgoing
mail.

The Mail Routing Table

Normally the system routes outgoing mail by using the MX recordsin DNS or by
delivering a message to the hostname specified in the envelope address. Alternatively,
the SMTP mail routing table offers another routing option that can be used to override
normal delivery.

Entry Syntax

A single entry in the mail routing table consists of one required element and two

optiona elements, each with a different routing or rewriting function for outgoing

mail:

* Therequired routing host element (<rt g. host >: <new. rt g. host >) routes
mail from one host to another, without changing envel ope addresses or message
headers.
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Note:

<rtg. host>isa“host” asdefined for aRCPT TQ routein RFC 821. It may
actually be amail domain such as sof t war e. com Likewise,
<new. rt g. host > may also be amail domain.

Also, if the routing component of the address (again, according to the RFC
821 addressing model) is present, the mail routing table checks will not be
performed. For example, in RFC 821, if route information was in the form of
@DNE, @W0O. JOE@HREE, (Wwhere ONE, TWO, and THREE are “hosts’, or mail
domains), then when InterMail received a message that was to be relayed and
there was route information before the actual mailbox name (in the above
example, ONE and TWO) inthe RCPT TGO address, it would bypass the mail
routing table and use the routing information in the RCPT TO address.

For instance, if the value of mai | Rout i ngTabl e were

[ sof t war e. com exanpl e. coni and the DNS MX record for
exanpl e. compointed to snt p. exanpl e. com mail addressed to
j oe. smit h@of t war e. comwould actually be relayed to

snt p. exanpl e. com

* Theoptional header rewriting element ([ header - rewr i t e]) specifies header
rewriting for outgoing mail.

®* Theoptional domain rewriting element ([ r ewr i t e- domai n=<new. domai n>] )
specifies domain rewriting for outgoing mail.

Note: Domain rewriting for outgoing mail has nothing to do with rewrite

domainsin the ISD, which govern rewrites for incoming mail. Only the
mail routing table specifies domain rewrites for outgoing mail.

Entriesin the mai | Rout i ngTabl e configuration key have the following syntax:

<rtg. host>:<new.rtg. host> [header-rewite] [rewite
domai n=<new. domai n>]

Where:

<rtg. host> Specifiestheinitial destination (the routing host (or mail

domain) to which the outgoing message initially goes),
or "default".

If "default" is specified, all outgoing messages (that have
not matched an entry in nai | Rout i ngTabl e prior to
this entry) will be routed to <new. rt g. host >.
"Default” should be specified only inthe case whereitis
desired that all outgoing mail be processed through some
sort of gateway or firewall.
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<new.rtg. host> Specifies the destination to which the outgoing message
will be rerouted.

header-rewrite Optionally, requests header rewriting for outgoing mail.
This affects only message headers.

rew ite-domain Optionally, requests domain rewriting.

<new. domai n> If the domain is being rewritten, specifies the new
domain name that will replace the original in the RCPT
TO address.

Example:

The following entry specifies that any message that the system would normally
deliver to the host r one. negacor p. comwill instead go to a machine called
gat eway. com

/*/ mal/mail Routi ngTabl e: [rome. negacor p. com gat eway. conj

Entry Order

The mail routing table can have multiple entries, which are read sequentially from top
to bottom. For example:

/*/ mal/mail Routi ngTabl e: [rome. negacorp. com gat eway. conj
[*. megacorp.cominternal _server.conj[default:firewall.coni

Each of the above entries has a different effect:

* Thefirst entry affects only messages destined for the host
r ome. megacor p. com It reroutes these messages to another host called
gat eway. com

®* Thesecond entry uses awildcard (*) for pattern matching. It reroutes all mail
destined for <any_host >. megacor p. comtoi nt ernal _server.com Thus,
for example, mail sent to veni ce. megacor p. comor pari s. megacor p. com
will gotoi nt ernal _server. com

Note: This entry would not reroute mail sent to just megacor p. coni the“*.”
portion of the entry means that some host name must appear before
megacor p. com

* Thethird entry uses def aul t to reroute any message for any host to the host
firewal | . com Thereis no pattern matching of any kind.

Taken together, these entries give InterMail the following rerouting instructions:

1. First, reroute al mail destined specifically for r ome. megacor p. comto
gat eway. com

2. Next, reroute messages destined for any other named megacor p. comhost (that
is, *. megacor p. com toi nternal _server.com
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3. Finally, reroute mail destined for any other host (regardless of the host name) to
firewall.com

Because the system reads entriesin the mail routing table from top to bottom and uses
the first possible match it finds, it isimportant for you to organize the entries from
most specific to most general. Table entriesin adifferent sequence may yield
undesired results.

For example, suppose the RCPT TO addressin an outgoing message is

j oe@regacor p. com(the routing host portion being megacor p. com). To determine
how to route this message, the InterMail system starts by looking at the first entry in
the mail routing table. Since the address in the message does not match

r oe. megacor p. com the system ignores this entry and moves down to the next
entry in the table.

The address in the message does not match the host name in the second table entry
either—thereisnothing inj oe@regacor p. comto substitute for the wildcard (*) in
* . megacor p. com—so the system also ignores this line and moves on to the final
entry in the mail routing table.

The final entry does create a successful match, sincedef aul t specifies any possible
host. InterMail therefore reroutes the message for j oe @mregacor p. comto the
firewal | . comhost machine.

In contrast, suppose that the order of the entries in the table were changed:

[ */ mal/mail Routi ngTabl e: [*. megacorp.cominternal _server.com
[ rone. megacor p. com gat eway. conj[defaul t: firewal|l.coni

In this case, messages destined for r ome. megacor p. comwill never be rerouted to
gat eway. com Because *. negacor p. comisthefirst entry in the table, the system
reads that entry first, and all messages with matchesfor *. megacor p. com including
rone. megacor p. com gotoi nt ernal _server.com

Similarly, if thefirst entry in thetable were[ def aul t: fi rewal I . conj, the system
would read the def aul t entry first, reroute every outgoing message to
firewal | . com and never read any further entriesin the table.

Note: Setting the mai | Rout i ngHost configuration key has the same effect as
specifying adef aul t entry in the mail routing table. If both the
mai | Rout i ngHost key isset and adef aul t entry existsin the mail routing
table, thedef aul t entry in the mail routing table will be used

If theinitial domain does not match any of the entries in the mail routing table and the
mai | Rout i ngHost configuration key is not set, DNS will be used to determine the
delivery host for the message.

Header Rewriting

118

Rerouting mail changes its destination from one host to another but does nothing to
rewrite message headers or the domain portion of envelope addresses. To rewrite
message headers for outgoing mail, you must complete two additional steps:
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* Addtheheader-rewite optiontoeach mail routing table entry for which you
want header rewriting.

*  Specify the headersthat are to be eligible for rewriting.

Note: Rewriting of an outgoing header can occur only if the eligible header isfor an
account that matches an address in the | SD and there is a forwarding address
for that account.

Adding the Header-Rewriting Option

In the mail routing table, you add the header - r ewr i t e option after the routing
element in each entry for which you want header rewriting. For example, if you want
the eligible headers rewritten for al messages rerouted from r one. negacor p. com
to gat eway. com you would enter the following linein the mail routing table:

/*/ mal/mail Routi ngTabl e: [rome. megacor p. com gat eway. com
header-rewite]

If you want headers rewritten without rerouting mail, simply create an entry in the
mail routing table that routes mail from a named host to itself, and include the
header - rewr i t e option. For example:

[ */ mtal mail Routi ngTabl e: [ gat eway. com gat eway. com header-rewite]

Specifying the Headers to Be Eligible for Rewriting

You can make any of the following headers eligible for rewriting:

To:

Cc:

Bcc:

Repl y- To:
From
Sender:

To make headers eligible for rewriting, usei nconf edi t to set the
rew it eGat ewayHeader Li st configuration key as follows:

[*/ malrewiteCat ewayHeaderLi st: [ header _type]
[ header _t ype]

Example:

[*ImalrewiteCGat ewayHeaderList: [To:]
[Cc:]
[From]

The specified headers are now eligible for rewriting for mail routing table entries that
containthe header -rewr i t e element.

Domain Rewriting

Using domain rewriting for outgoing mail is similar to using the I1SD rewrite domains
for incoming mail. However, in the case of outgoing messages, InterMail does not
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check the ISD for rewrite domain values. Instead, you specify the rewrite domain
values in the mail routing table.

Domain rewriting for outgoing mail changes the RCPT TO address in the envel ope,
but it does not override the rerouting instructions specified in the

<rtg. host>: <new. rt g. host > portion of the mail routing table entry. Domain
rewriting also has no effect on either an envelope’'sMAl L FROM address or the
message headers.

To specify domain rewriting for outgoing mail, you add the[rewri t e-
domai n=<new. domai n>] option to each mail routing table entry for which you want
domain rewriting.

For example, to rewrite RCPT TO addresses to include a different domain name for
outgoing messages being rerouted from r one. megacor p. comto gat eway. com
you would enter the following line in the mail routing table:

/*/ mtal mail RoutingTabl e: [rone. megacorp. com gat eway. com
rew ite-donmai n=megacor p. conj

To specify domain rewriting for outgoing mail without rerouting this mail to another
host, simply create an entry in the mail routing table that routes mail from a named
host to itself, and include the domain-rewriting option. For example:

[ */ mtal mai | Routi ngTabl e:
[ m norcorp. com m norcorp.comrewite-domai n=negacor p. conj

Rerouting and Rewriting Example

Suppose that you want to reroute all outbound messages for theni nor cor p. comhost
tothemegacor p. comhost, while simultaneously rewriting the To: , Cc: , and Fr om
message headers and the domain portion of the envelopes RCPT TO addresses.

To achieve these results, you usei ntonf edi t to do the following:
1. Createthefollowing entry in the mail routing table:

[ */ mt a/ mai | Routi ngTabl e
[ m norcorp. com megacor p. com header-rewite
rew ite-donmai n=megacor p. conj
2. Settherew iteGat ewayHeader Li st configuration key asfollowsto makethe
To:, Cc: , and Fr om outbound message headers eligible for rewriting:

[*ImtalrewiteCGat ewayHeaderList: [To:]
[Cc:]
[ From ]

Rerouting and Rewriting Process Flow

Figure 8 shows the flow of the various checks required for rerouting and rewriting
headers for outgoing mail. This process starts with step 16, after the checks for
domain rewriting for incoming mail.
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Y

from Figure 3 )

Current routing
host matches an entry
in the MRT?

(16)

no

Identify new routing host,
but don't rewrite anything

on envelope or headers

Header rewriting specified?
17

Headers
eligible for rewriting?
(18)

no

Match with forwarding info?
(19)

Reuwrite eligible headers with
forwarding address (save original

header if indicated)

Domain rewriting desired?
(20)

Rewrite RCPT TO: address
using replacement domain

i

Check DNS and send
mail to responsible
external mail host

(21)

A

Figure 8 Rerouting and rewriting for outgoing mail
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After the domain rewriting process, the InterMail system:

16.

17.

18.

19.

Checks the routing host against the <r t g. host > portion of sequential entriesin
the mail routing table.

— |If it does not find a match, does not rewrite the outgoing message, and skips
to step 21.

— If if finds a match, changes the destination of the message to the value in the
<new. rt g. host > portion of the mail routing table entry, and goes on to
step 17.

Note: The system reads the entriesin the mail routing from top to bottom and
uses the first matching entry.

Checks the selected entry in the mail routing table to seeif it includes the
header-rew it e option.

— |If theentry doesinclude the header - r ewr i t e option, goes on to step 18.
— |If the entry does not include the header - r ewr i t e option, skipsto step 20.

Checks message headers against the entries in the
rew it eGat ewayHeader Li st configuration key, which define the outgoing
mail headers that are eligible for header rewriting.

— If none of the headers in the message are listed in the
rew iteGat ewayHeader Li st key, skipsto step 20.

— If one or more of the headers in the message are listed in the
rew it eGat ewayHeader Li st key, goes onto step 19.

Checks the address in each message header that is eligible for rewriting against
the address entriesin the ISD.

— If thereis no match for a header, does not rewrite that header, and goes on to
step 20.

If the address in an eligible header matches an addressin the ISD, examines the
associated account record for forwarding information, and then checks for a
forwarding address:

— If the associated account includes a forwarding address, replaces the address
in the eligible header with the forwarding address in the | SD account record;
if therewr it eSaveOri g configuration key ist r ue, records the original
header information in anew X- Header ; and goes to step 20.

— |If the associated account does not include a forwarding address, does not
rewrite the address in the eligible header, and goes to step 20.

Note: The system considers the various headers individually. As aresult, it may
rewrite some but not others.
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20. Checksthe selected entry in the mail routing table to see whether to perform
domain rewriting.

— |If theentry does not include ther ewr i t e- domai n option, skipsto step 21.

— If theentry includesther ewr i t e- donmi n option, replaces the domain in
the RCPT TQO address on the message envelope with the value in the
<new. donai n> portion of the mail routing table entry, and goes on to step
21.

21. Requeststhe DNS records associated with the appropriate external destination,
and hands the message off to the external mail host identified.

Delivery Status Notification (DSN)

InterMail supports delivery status notification (DSN). A DSN is a special notice
delivered to e-mail senders on other systems that also support DSN. Such a notice can
advise senders of either of the following:

* Mail delivery was successful.
* Mail delivery hasfailed or is delayed.

The system does not send DSNs on a per-user basis. Rather, it sends them
automatically for all InterMail accounts, and senders receive them if their mail clients
and service providers are DSN-enabled.

Because DSNs are far more detailed than ordinary bounce notices, they can help
companies that maintain large mailing lists keep their lists up-to-date. For example,
they identify the result of every transaction involved in a delivery attempt to each
recipient. Knowing exactly where adelivery attempt failed can help alist
administrator determine whether the problem was due to an expired e-mail address.

You enable or disable DSNs for particular conditions. For example, you might enable
DSNs for messages that are not delivered because of bad delivery information.

You enable DSNs by using i ntonf edi t to set the value of one or more of the
following Er r or - Act i on/ nt aMessage keys.

This value: Causes the system to:

return Send a DSN to the requesting client
| og Log the error

hol d Disable DSN for this condition
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Example:

/*/ mtal Error-Actions/ntaMessageDel i vered: [return]

[1og]

You can enable DSNs for the following conditions:

To enable DSNs for a
message that:

Set avalue of r et ur n in this configuration key:

Has bad delivery information

Error-Actions/ nt aMessageDel i ver ed

Has been deferred and queued
longer than the configured
limit

Error-Actions/ nt aMessageQueuedToolLong

Reached its destination and
was forwarded to at least two
mailboxes or recipients

Error-Actions/ nt aMessageExpanded

Was rejected by the receiving
SMTP server

Error-Actions/ nt aMessageRej ect ed

Was relayed to a machine that
does not handle DSNs

Error-Actions/ nt aMessageRel ayed

Islarger than the size the
SMTP server can accept

Error-Actions/ nt aMessageToolLar ge
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Mail in process is mail that a Message Transport Agent (MTA) has received but not
yet delivered to its intended recipients. While mail isin process, temporary message
storage may be necessary.

This chapter explores the concept of mail in process and covers the following topics:
*  Why temporary storage of mail is necessary

* Thelocation and organization of temporary mail storage

* Automatic and manual handling of deferred mail

* Mail queuing options

* Mail throttling and how to implement it

Note: For adiscussion of persistent mail storage and related mailbox management,
see Chapter 8.

Types of Mail in Process

The MTA examines all incoming mail to determine how to handleit (such as by
ddlivery, forwarding, or automatic response). For efficiency reasons, asignificant
percentage of incoming mail is processed entirely in memory. However, some
circumstances require that mail be stored temporarily.

Temporary disk storage of mail in process may be necessary for any of the following
reasons:

Temporarily Stored Mail

* A message exceeds configured limits on size, number of recipients, or the amount
of time required to deliver it.
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Local Deferred Mail

®* TheMessage Store Server (MSS) or Integrated Services Directory (1SD) is
temporarily unavailable.

* A messageis received for an account whose mailbox is over quota and the
configuration key / <host >/ nmt a/ bounceOnQuot aFul | issettof al se.

* Throttling of mail ddivery to the message storesisin effect.

Remote Deferred Mail

* A remote mail host istemporarily unavailable.

Sidelined Mail

* A messageis sidelined as suspected junk mail and requires your examination
before you decide whether to deliver or bounceit. Thisis dueto a system-wide or
user SIEVE filter.

Mail Held Due to Errors
®  Something in the message itself causes an error that prevents delivery.

* Any condition wherethent a/ Err or - Act i on isset to hol d will cause the
message to be treated as mail having an error.

The following sections explores each of these areas in detail.

Temporarily Stored Mail

126

If amessageis large, addressed to alarge number of recipients, or takes longer than a
configured time to deliver, mail may be temporarily stored before delivery.

By writing such messagesto disk while delivery is still in process, the MTA can safely
signal successful receipt to the sending server before delivery isfully complete, thus
reducing the possibility of servers' timing out.

There are three options that control when the system saves mail in process to disk.
You can specify:

®*  The number of secondsthe MTA should wait for message delivery. If thistime
period is exceeded, the message is written to disk.

*  Themaximum size (in kilobytes) a message can be without being written to disk.

®  The maximum number of recipients a message can have without being written to
disk.

If a message exceeds any one of these limits, the system savesit to disk during
processing.
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Maximum Delivery Time

Thet i meout Ser ver Del i very configuration key controls the maximum in-memory
delivery time, specifying the number of seconds the MTA will hold amessagein
RAM for message delivery before writing a message to disk.

If the time required to deliver a message exceeds the limit defined in this key, the
system saves the message to disk while the delivery process continues without
interruption from memory.

For example, if the value of thet i meout Server Del i very key is 3, aclient must
wait no more than 3 seconds for delivery. If delivery cannot be completed in that time,
the system stores the message temporarily and signals acceptance of the message to
the sending server.

If thevalueof thet i meout Ser ver Del i very configuration key is set too high, users
may perceive a slow response time.

If the value of thet i meout Server Del i ver y configuration key is set too low,
excessive disk input and output may negatively affect server throughput. Increasing
the number of disks used for the spool area may alleviate this problem.

Excessive message delivery times may be caused by either slow processing on the
MTA, or dow response from one of more MSS serversin the system.

Note: The maximum recommended valuefor t i meout Ser ver Del i very isb5
seconds.

Maximum Message Size

ThemaxDi r ect KB configuration key sets the maximum sizein kilobytes for a
message in memory. The system secures any message larger than this size to disk,
signal's acceptance of the message to the sending client, and continues delivery
normally from memory.

The value of this setting isafunction of the amount of RAM onthe MTA. If thevalue
of the maxDi r ect KB configuration key is set too high, excessive memory swapping
may occur.

Maximum Number of Recipients

ThemaxDi r ect Del i very key limits the number of recipients for a message that can
be delivered directly from memory. The MTA writes any message with more than this
number of recipientsto disk before attempting delivery.

For example, if the value of the maxDi r ect Del i very key is 20, the system savesto
disk any message addressed to more than 20 recipients, although the actual delivery
process continues from memory.

Figure 9 shows how InterMail processes temporarily stored mail.
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This diagram illustrates the InterMail configuration
keys that affect the temporary storage of mail
messages while in process.

yes # recipients »

maxDirectDelivery?

Those messages that do not require temporary
storage are handled in memory by the mta process
until they are delivered, deferred, sidelined, or
handled as ermored messages.

| time exceeds
timeoutsenerDelveny?

[ Continue, processing message in memory 1

one of
queneSenStoreHosts
available?

mtalstateless
=true?

localF allback
=true?

»h.res yes

Temp Message on queue server

Cortrol-> Reject Message
[common'queusDirlicontral

Temp Message on mta
Control-»
[mta'MTAS pooljeontrol

Body/Header-»
[mta'MTAS poolfmessages

Body/Header-»
[commeon'gqueusDir)/messages

¥

- Bend acceptance to client
- Continue to deliver to mss

It temporary control files are found when
the mta starts {implying that the previous
mta terminated improperly), the messages
will be processed for delivery.

|

message stored
in mss*?

Delete temp filkes

I
I
I
|
I
I
I
|
It an mta terminates improperly, it is also !
possible for a bedy andior header file to !
have been stored withowt an associated I
contrel file. |nthis case, no acceptance |
of the message will have been senttothe
originating client and the "orphaned" body |
and header files should be removed using |
the imerphanrm command. |

I

Figure 9 Temporarily stored mail
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Local Deferred Mail

Occasionally, there may be adelay inlocal mail delivery becausethe MSS or ISD is
temporarily unavailable. Temporary message storage is necessary until the connection
isavailable again, at which time the MTA automatically re-attempts delivery.

Thedef er Processl nt erval configuration key sets the number of seconds
between attempts at redelivery for messages deferred becausethe MSS or ISD is
temporarily unavailable. For example, if the value of the/ */ nt a/

def er Processl nt er val key is600, the MTA re-attempts delivery every 10
minutes (600 seconds).

In addition, amessage that isreceived for an account whose mailbox is over quotaand
the configuration key / <host >/ nt a/ bounceOnQuot aFul | issettofal se can
cause alocal deferral of mail. The delivery will be re-attempted at regular intervals as
defined by the/ <host >/ nt a/ def er Processl| nt er val configuration key.

When a message is deferred for this reason, aMsLi ni t Tot al Si ze warning log
message will be written to the nt a. | og file.

Figure 10 shows how InterMail processes loca deferred mail.
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This diagram illustrates the interaction of
ImterMail configuration keys and the deterral
of messages destined for local delivery.
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Figure 10 Local deferred mail
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Remote Deferred Mall

When the remote mail server is unavailable, InterMail must store mail temporarily for
remote mail domains. The system periodically tries delivering mail deferred for this
reason. No direct intervention is necessary.

The out boundDef er Processl nt er val configuration key sets the number of
seconds between attempts to deliver mail to remote servers that are temporarily
unavailable. The smaller the time interval between reprocessing attempts, the sooner
mail delivery islikely to occur, but the greater the demand on the MTA’s resources.

For example, if the value of the out boundDef er Pr ocessl! nt er val configuration
key is 180, the MTA re-attempts delivery every 3 minutes (180 seconds).

Note: A separate configuration key (/ */ nt a/
out boundDef er Processl ni ti al Wai t) controlsthe elapsed time
between the restarting of the MTA and the initial attempt at reprocessing of
deferred mail.
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Figure 11 shows how InterMail processes remote deferred mail.

This diagram illustrates the relatienship between InterMail
configuration keys and the deferral of messages destined
for remote delivery.
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Figure 11 Remote deferred mail
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Sidelined Malil

Message sidelining is one method of deferral over which you have total control.
Basically, sidelining allows you to “hold” messages that you suspect are unsolicited
commercial e-mail (UCE) or otherwise find interesting or suspicious. Sidelining can
occur based on system palicies, or system-wide or per-user SIEVE rule violations.

With InterMail’s mail sidelining option activated, the system moves messages that
meet your criteriato atemporary location, from which you can view and process the
messages at your leisure.

For adetailed discussion of sidelining options, see Chapter 5.
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Figure 12 shows how InterMail processes sidelined mail.

mtaisidelineMessages
= true?

mtalsideline MumBReptsPerConnection?

This diagram illustrates the relationship
between InterMail configuration keys and
message sidelining.

#'RCPT TO ">
mta'sidelineNumBRepts?

MAIL FROM = == # RCPT TOs = 1
and mta'sidelineMNullTolMany =true?

L=2-]
Y—:-—

) no

#RCPT TOs this connection = yes

|r|o

Msg Sidelined by user
or system-wide mail filter?

¥es o

L

Continue processing msg ]

mtalstateless
=true?

queueSeryStoreHosts

one of

localFallback
=true?

awvailable?

Temp Message on mta Temp Message on queus server

hres yes

Control-> Caontrol-= o Reject Message
[mta!MT AS poocl)/sidelined [eemmeon/queusDir) sdelined

Body!/Header-» Body/Header-=
[mta!MT ASpool)isidelined [common/queusDir)sidelined

| Sidelined messages must be manually processed. If ignored, they will eventually fill their disk. They '
| should sither be removed or resubmitted for processing with the immsgprocess command. i
1 1
I
1

Figure 12  Sidelined mail
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Mail Held Due to Errors

Sometimes a problem with the message itself may cause it to be deferred. For
example, the system cannot bounce mail for an unknown user if the MAI L FROM
addressisinvalid.

Asthe system administrator, you must review and dispose of mail held dueto errors.
If you do not, the disk can fill up, causing delivery prablems.

Figure 13 shows how InterMail processes mail held dueto errors.
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Figure 13  Mail held due to errors
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Mail-in-Process Files

This section discusses the storage location, format, and directory structure of mail-in-
process files.

Storage Location

Mail in processistypically stored on one or more Queue servers. However, if the
serverslisted in nt a/ queueSer vSt or eHost s are not available, or if thent a/

st at el ess configuration key issetto f al se, mail in processis stored on the MTA
server.

It ispossible for mail in process to be stored on both servers at once (if, for instance, a
Queue server had been unavailable for some time and mail in process had been stored
on the MTA during that interval). Thisisnot aproblem. An MTA can process stored
messages from either or both sources aslong asit is available.

Filename Format

136

The system stores mail in process differently from mail delivered to users. (For a
discussion of permanent mail storage, see Chapter 8.)

There are three temporary files associated with each message in process:

* TheContral file contains information about the message, including its current
status in the delivery process and the names of the corresponding Header and
Body files. Typicaly, the Control file will contain the reason why the message
has been stored to disk rather than delivered from memory.

®* TheHeader file contains the header information for messages, including To: ,
Cc:,Bcc:,From, Sender:, and Repl y- To: addresses.

* TheBody file contains the body of the message, including the text and any
attachments.

When the system has successfully delivered a message in process, it deletes these
temporary files.

The Control, Header, and Body files share a prefix, which is unique for each set of
files. The prefix consists of atime stamp, a 3-letter count of the number of messages
received (thefirstisAAA, thenext isAAB, and so on), the process ID (pid), the MTA
hostname, and the HEL O/EHL O or the | P address, assuming that one or the other
exists.
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Example:
19980601171253. AHA6542. nt al@ one. ni nor cor p. com

Each of thethreefilesendswitha- Cont r ol , - Header, or - Body label that identifies
the particular message component. Viewed together, the files might look like this:

19980601171253. AHA6542. nt al@ one. mi nor cor p. com Cont r ol

19980601171253. AHA6542. nt al@ one. ni nor cor p. com Header

19980601171253. AHA6542. nt al@ one. ni nor cor p. com Body

The MTA generally stores mail in process in the $| NTERVAI L/ queue directory. You
can configure this directory using the queueDi r configuration key. Figure 14 shows
the structure of the MTA's queue directory.

Directory Structure

Figure 14 shows the file structure of in-process mail. In some cases, mail in process
will be stored on the local spool directory of the MTA (as defined by the spool Di r
configuration key). The file system layout of the spool directory is the same as that of
the queue directory. In cases where the MTA's local spool directory is used, “ queue”
should be replaced with “spool” in the following sections to determine the physical
location of mail in process.
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queue

> deferred

15

92

> MTA { software.com
16 accordance.com

A

SMTP-Deliver —C

thisdomain.com

384 /7

36 L thatdomain.com
> control —C

118

455
»  messages —C

79

107
> sidelined —C

299

> errors

Figure 14  Structure of the MTA’s queue (or spool) directory

The numbered boxes in Figure 14 show the structure of the MTA's queue (or spool)
directory represent buckets, which are a series of numbered subdirectories. Buckets
alow further subdivision of files within the directory structure, thereby maximizing
performance by minimizing the possibility of many processes or threads
simultaneously trying to access the same directory.
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Note: Thebucket Count configuration key controls the number of bucket
directories. You set itsvalue at installation and should never change it once
the system is operational.

The location of files within the queue directory varies according to the reason for

their storage:

Reason for Deferral

Control File Location

Header and Body File
Location

Temporary storage

In abucket in the
queue/ cont r ol directory; for
example, queue/ cont rol / 237

In abucket in the

queue/ messages directory;
for example,

gueue/ messages/ 237

Local deferred mail

queue/ deferred/ nta

queue/ nessages

Remote deferred mail

In a subdirectory, by domain, within
abucket inthe queue/ def er r ed/
SMTIP- Del i ver directory; for
example, queue/ def er r ed/ SMTP-
Del i ver/ 345/ megacor p. com

In abucket inthe queue/
messages directory

Sidelined mail

In abucket inthe queue/
si del i ned directory

In abucket inthe queue/
si del i ned directory (the
same bucket as the Control
file)

Mail held dueto errors

queue/errors

queue/ errors

Managing Stored Mail

InterMail handles most mail in process automatically. Mail stored because it exceeds
message size limits continues to be processed and delivered as soon as possible. Mail
deferred because alocal or remote host is unavailable is reprocessed by the system at
regular, configurable intervals.

There are, however, two types of temporarily stored mail that do require some
management. These are sidelined mail, and mail deferred due to system errors.

Confidential and Proprietary, © Software.com, Inc. 2000

139



InterMail Mx Operations Guide

Reviewing and Reprocessing Sidelined Mail

This section describes methods for reviewing and processing sidelined mail. For a
discussion of when and how to sideline mail, see Chapter 5.

When you enable one of InterMail’s sidelining options, the system does not deliver or
bounce incoming mail that meets the conditions specified. Instead, it moves the mail
tothequeue/ si del i ned directory, where the mail remains until you move or delete
it. The system never deletes sidelined mail automatically, so if you elect to use
sidelining, it isimportant that you check this directory on aregular basis to prevent
these messages from piling up.

Suppose a message for more than 100 recipients has been sent to your si del i ned
directory and you must now decide what to do with it. If the message is actually junk
mail, you'll probably want to delete it. But if the message turns out to be legitimate,
you'll want to deliver it to its intended recipients.

As described in the previous section, the sidelined message has three components.
Control file, Header file, and Body file. All files are simple text files and may be
viewed with any text editor. To determine why the message was sidelined, you can
search the Control filefor "Si del i ne- Reason". You can also view the body and
header file to determine whether the mail is actually junk mail, or containsavalid
message.

If the message isjunk mail, you can delete its Control, Header, and Body fileswith a
normal operating system command.

Example:
rm 19980114235158898. AAA250@ar i s. m nor cor p. com *

In contrast, if the messageisvalid for ddivery to itsintended recipients, you use the
i mmegpr ocess administrative command to reintroduce the message for normal
delivery Thei msgpr ocess command has the following format:

i megprocess <Control file>
Example:
i mregprocess 19980114235158898. AAA250@ar i s. m nor cor p. com Cont r ol

Thei mmsgpr ocess utility movesthe Control file of the message to the queue/
def er r ed directory and the Header and Body files to the appropriate bucket in the
queue/ messages directory. The system then treats the message like ordinary
deferred mail, and the MTA automatically attempts to deliver it to all its intended
recipients.

Reprocessing Mail Deferred Due to System Errors
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Most messages that the MTA receives are either delivered to their intended recipients
or bounced when the MTA attempts delivery to alocal domain with an unknown
recipient. In the latter case, if the MTA is unable to return a bounce message because
the original sender’s return addressisinvalid, all three message components (Control,
Body, and Header files) go into the queue/ er r or s directory. To determine why a
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message was shunted to the er r or s directory, you can search the Control file for
"Error:".

In most cases, you will ssimply delete these files, since there is generally no way to fix
the problem. If the problem can be fixed and it is desirable to have the message

processed, the immsgprocess command must be used. It isimportant to keep an eyeon
this directory, though, because with large mail installations it can fill up very quickly.

Splitting Queues

At configurable intervals, InterMail automatically reprocesses messages deferred
because a remote mail domain istemporarily unavailable. However, even though this
process is automatic, manual intervention may be useful when queues become large.

InterMail creates a separate queue directory for each remote domain to which it
cannot deliver mail immediately. In very large mail systems, it is not uncommon for
some gueues to become quite large, especially when avery busy remote siteis offline
for along time. The larger a queue becomes, the longer it takes to write additional
messages there. Splitting a very large queue into two or more smaller queues can
speed the queuing process and enhance overall system performance. Given that
InterMail opens just one connection per queue when it re-attempts delivery, splitting a
large queue can also help speed delivery once an unavailable mail host comes back
online. If there are several queues per domain, InterMail can open several connections
to that domain and deliver messages from these multiple queues simultaneously.

The number of gqueues you should split off depends on a number of factors, including
the number of threads your system has available for MTA mail delivery and the
number of connections the domain that has been offline is able to accept.

Suppose that negacor p. com alarge remote domain, has been unavailable for
several hours and then comes back online. You have a couple of megabytes of mail
queued for megacor p. com and now you want to split its queue in order to speed
delivery. To determine how many separate queues to split off from the original, you
need to know how many other network addresses are delivery points for

megacor p. com You can then create one new negacor p. comqueue for each valid
address. (Splitting off more queues than the number of valid addresses would be
useless, since you can only connect to one address per queue.)

With thisin mind, you run the following nsl ookup command:
nsl ookup -q=mx megacorp. com
Suppose this returns the following:

megacor p. com pr ef erence
megacor p. com pr ef erence
megacor p. com pr ef erence
megacor p. com pr ef er ence

10, mmil exchanger
10, mmil exchanger
10, mmil exchanger
10, mmil exchanger

. Megacor p. com
. megacor p. com
. megacor p. com
. Megacor p. com

aoow
3333

Thistells you that there are four MX records for megacor p. com which means that
you could have four queues—and four simultaneous connections—to
nmegacor p. com
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But before you decide to split your existing megacor p. comgueue into four queues,
consider the following:

®* How much mail you haveto send. If the amount isn't large, four connections may
be awaste of resources for both you and megacor p. com

*  Whether negacor p. comwill permit you to make four simultaneous connections
to their site.

®*  Whether megacor p. compublishes the other MX records that point to its
address. If it does not, your nsl ookup would not return anything but the address
of itsmain mail exchanger.

*  What the preference levels of the MX recordsare. MX records with values higher
than 10 (such as 15, 20, or 25) are likely to indicate backup mail servers. If you
tried delivering your queued mail there, these backup servers at negacor p. com
would then have to reprocess the mail for delivery, which might create a problem
for them.

When you are ready to split the queues, you enter:

i mgueuespl it <destdomai n> <newdest > [ <newdest >]

Where:
dest domai n Is the name of the original queue directory.
newdest Are the names of the new queue directories you wish to create.

In this case, for example, to split off three new queues for atotal of four, you enter:

i mgueuespl it megacor p. com a. nx. megacor p. com b. nx. megacor p. com
C. NX. Megacor p. com

Thei myueuespl i t utility first creates the specified new queue directories. It then
moves approximately 75% of the messages from the original megacor p. comqueue
into the three new directories, balancing the load as equally as possible among the four
directories. Thei mueuespl i t utility always seeks to balance the message |oad
egually, no matter how many queues you create.

With four queue directories for megacor p. com the MTA now establishes four
connectionsto this domain when it beginsto deliver deferred mail. When it isfinished
executing, i ngueuespl i t printsout the number of messagesit has processed and the
domain to which it is routing messages.

Example:

Routi ng 264 nessages to a.nx.ninorcorp.com
Successful . 264 of 264 messages were processed.
Rout i ng 264 nmessages to b.mx. ni norcorp.com
Successful . 264 of 264 messages were processed.
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Routi ng 263 nessages to c.nx.ninorcorp.com
Successful . 263 of 263 nessages were processed.

Any failure results in one of the following messages:

Coul dn’t open <file>! <reason>

Coul dn’t nodify Host-To in <file>!
Couldn’t create <file> <reason>
Problemwiting <file> <reason>

New file was witten incorrectly: <file>!

Setting Queuing Options
InterMail offersavariety of other options that affect mail queueing and reprocessing.

Processing Interval Keys
Configuration keys allow you to set:
* Theintervasat which the MTA re-attempts delivery of deferred messages
*  Theamount of time a queue must remain idle between processing times
®  The maximum amount of time a message can remain queued

*  Whether, if adomain already has a queue, the MTA tries to deliver messages to
that domain before adding them to the queue

* A gueuefor every domain, with all messages in the queue sent during asingle
connection

Delivery Intervals

Thedef er Processl nt er val configuration key sets the length of time between the
MTA's checks for local queued mail. The out boundDef er Pr ocessl nt er val
configuration key sets the length of time between the MTA's checks for outbound
gueued mail. After each configured interval has elapsed, the MTA checksits queue
directory and attempts to deliver messages for all domains that are queuing mail. If
delivery is again unsuccessful, it queues the mail again until the next processing
interval.

The more frequent the reprocessing attempts, the sooner the mail is likely to be
delivered. However, the more frequent the delivery attempts, the greater isthe demand
on the MTA’s resources.

Minimum Idle Time

The i nQueuel dl eTi me configuration key tellsthe MTA queue scanner how much
time must elapse between when it last processed a given queue and when it next
processes that same queue. The scanner checks the queues at intervals set by the

out boundDef er Processl nt er val key, but it does not actually process them
unless the time exceeds the value of the mi nQueuel dl eTi e key.
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This feature helps distribute queue processing power so that afew large directories
don’t delay processing of all the other directories in the queue. For example, suppose
that, because the MTA processed a large queue for megacor p. comjust 10 minutes
ago as specified by the out boundDef er Processl nt er val key, you want to devote
more resources to processing other queues when the next configured delivery time
comes around. You therefore set the value of ni nQueuel dl eTi ne to be higher than
the value of out boundDef er Pr ocessl nt er val . Now, at each delivery time
(specified by out boundDef er Pr ocessl nt er val ), the queue scanner checks to see
how long each queue has been idle and processes only those queues that have been
idle longer than the time specified by mi nQueuel dl eTi ne.

Note: For mi nQueuel dl eTi e to have any effect, it must be set to ahigher value
than out boundDef er Pr ocessl nt er val .

Maximum Queue Time

Occasionally it isimpossible to deliver a message, as when a message’s addressed
domain becomes unavailable and does not come back online within a reasonable
amount of time.

The maxQueueTi mel nHour s configuration key allows you to set what you consider
a“reasonable amount of time.” Internet standards recommend a period of at least four
or five days. Once the maximum period that you have defined expires, the MTA
generates a bounce notice and returns the message to its sender.

Delivery Before Queuing

Theal waysTryFi r st configuration key determines how the MTA handles delivery
of mail to adomain that already has a queue. By default, the MTA does hot attempt to
deliver additional messages to this domain. Instead, it sends any new messages for
that domain directly to the queue directory, which adds them to one of the domain’s
existing queues. You can change the value of this configuration key so that the MTA
always attempt to deliver a message before adding it to an existing queue. You should
bear in mind, though, that this setting affects all domains for which mail is queuing at
any given time and that, since InterMail opens a connection for each delivery attempt,
system performance may decrease if adomain is unavailable for along time.

Queuing for All Messages

The al waysQueue configuration key limits the number of connections to adomain
over time by creating a queue for every domain and storing all messages there until
the next configured delivery time specified by out boundDef er Pr ocessl nt er val .
At that time, the MTA attemptsto send all queued messages for adomain during a
single connection.

Thisisuseful for situations in which you never want the MTA to attempt immediate
delivery, regardless of whether there is a problem that would ordinarily cause
messages to queue. One such situation might be when there is aremote domain to
which you send large volumes of mail. If, for example, your MTA sends one message
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to megacor p. comevery 5 or 10 seconds, you may decide that it is a waste of system
resources to establish one connection per message.

Bear in mind, however, that setting al waysQueue tot r ue queues all outgoing
messages and therefore delays al mail delivery, since the system never processes
messages immediately.

Note: If al waysQueue andal waysTryFi rst arebothsettotrue, al waysQueue
takes precedence, and mail is always queued.

Configuration Key Summary

The following table summarizes the configuration keys to set options for mail
deferred due to unavailablelocal or remote domains. For amore compl ete description,
see the InterMail Mx Reference Guide.

def er Processl nt er val Interval, in seconds, between delivery
attempts for queued local mail (deferred when
auser’smailbox or account information is
temporarily unavailable). When this number
of seconds have elapsed, the MTA attempts to
send the deferred messages.

The default value is 600 seconds (10 minutes).

out boundDef er Pr ocessl nt er val Interval, in seconds, between delivery
attempts for mail that is queued because a
remote domain is temporarily unavailable.
When this humber of seconds have elapsed,
the MTA attempts to send the deferred
messages.

The default value is 300 seconds (5 minutes).

m nQueuel dl eTi ne Minimum time, in seconds, between attempts
to deliver queued mail to a given domain.

The default value is 60 seconds (1 minute).

maxQueueTi nel nHour s Maximum number of hours a message can be
kept in the queue. Once amessage hasbeenin
the queue thislong, InterMail returnsit to its

sender.

The default value is 96 hours (4 days).

al waysTryFi r st Whether delivery isto be attempted for each
message before queuing. When thevalueis set
totrue, the MTA aways attempts delivery
of amessage before queuingitinitsqueue
directory.

The default valueisf al se.
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al waysQueue Whether every message for every domainisto
be queued and all messages sent during a
single connection.

The default valueisf al se.

ETRN (SMTP Queue Processing Requests)

Yet another mail queue processing option isthe SMTP ETRN command, which can
instruct remote mail hosts to attempt delivery of queued messages. Thisis useful if
you have a PPP, SLIP, or similarly intermittent connection to the Internet.

To request manual queue processing, telnet to port 25 of the SMTP server and enter:

ETRN @domai n>

where <domai n> is the domain of the queue to be processed. Your queued mail is
then delivered immediately, regardless of the interval specified by the
def er Processl nt erval key.

Example:
220 | ondon. m norcorp. com ESMIP server (InterMail v4.0 212) ready Tue,
12 May
1998 09: 20: 30 -0700
HELO

250 | ondon. negacor p. com
ETRN @n nor cor p. com
250 Ok

QT

The 250 Ck response acknowledges that the request has been carried out.

Note: ETRN isan open protocol standard described in RFC 1985.

Throttling Mail in Delivery

146

Mail in delivery is a subset of mail in process. It consists of those messages that the
system is actively processing and that have not been explicitly deferred. To protect
against excessive system load, InterMail offers a series of controls for managing mail
in delivery. Among these controlsis throttling, which allows you to limit the amount
of mail throughput in the system.

Three configuration keys are involved in throttling mail

®* inDeliveryDeferKb defines how much mail can bein the process of delivery
before the MTA is considered overloaded. After thislimit isreached, the MTA
accepts new messages but defers their delivery. Once the total volume of
messages currently in delivery drops below thisthreshold, the MTA starts
delivering messages again.
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®* inDeliveryReject Kb defineshow much mail can bein the process of delivery
before the MTA is considered overloaded. After thislimit isreached, the MTA
rejects any new messages, returning them with a request asking sendersto try
again later. Once the total volume of messages currently in delivery drops below
this threshold, the MTA starts accepting messages again.

® inDeliveryStopDeferKb setsasize limit of mail in delivery at which
processing of deferred mail ceasesin order to alow the MTA time to catch up.

Note: The system treats mail deferred by throttling like any other deferred mail, and
reprocesses it automatically at regular intervals.

The default values of these keys (in kilobytes) are:

[*/mtalinDeliveryDeferKb: [1000000]
[*/mtalinDeliveryRejectKb: [0]
[*/mtalinDeliveryStopDeferProcessKb: [10000]

These keys complement each other, making their relative values significant.

For example, thei nDel i ver Def er Kb limit defers mail but does not reject it outright.
In contrast, the purpose of i nDel i ver yRej ect Kb isto stop additional messages
from being accepted when the demand for simultaneous message delivery is so high
that even temporary deferral cannot prevent a serious decline in performance.
Therefore, if thevalue of thei nDel i ver yDef er Kb key is1000000 (the default), the
value of thei nDel i ver yRej ect Kb key should be set higher than 1000000 in order
for this more drastic measure to be reserved for last.

The system checksthei nDel i ver ySt opDef er Pr ocessKb at the start of each
processing interval. If the current amount of mail in delivery exceeds the limit set by
this key, processing of deferred mail does not occur, and an M aTooBusy St opDef er
entry iswritten to the log. The system will again attempt to deliver deferred mail after
the next processing interval.

Note: The system writes log entries each time one of the mail-throttling controlsis
activated. You should review log files regularly for M aTooBusyDef er,
M aTooBusyRej ect , and M aTooBusy St opDef er entries, which are
evidence of excessive system load.
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Each InterMail system processes a variety of messages—some destined for local
recipients, and others generated by local usersfor delivery to remote destinations.
While mail is being processed, InterMail may store any of these messages
temporarily. However, once delivery is completed, the system must persistently store
al messages addressed to local users until the users retrieve or delete them.

This chapter covers:
* Physical and logical message storage
®  Creating, moving, and deleting mailboxes

Note: Temporary storage of mail in processis discussed in Chapter 7.

Message Storage

A typical InterMail system includes thousands of users, each with alarge number of
messages. |ninstallations of this size, efficient storage of message data and fast access
to message information are critical. To accommodate both goals, InterMail
distinguishes between physica and logical mail storage, and provides separate storage
mechanisms for each.

The Message Store Server (MSS) isthe InterMail component responsible for
persistent storage of mail. Each MSS host contains.

* aMessage File system, which accommodates physical message storage

* aMessage Sore database, which manages logical message storage

For each message delivered to alocal user, the system must store information in both
the Message File system and the M essage Store database. The Message File system
stores the content of the message, while the M essage Store database stores additional
information about the message (status, intended recipients, and so on).
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The advantage of separating physical and logical mail storage becomes apparent when
you consider persistent storage of a single message addressed to multiple local users.
Figure 15illustrates storage of a5-MB message addressed to local users John Doe and
Susie Queue.

&J_///

John Doe’s mailbox

messagel

Susie Queue’s mailbox

messagel

messagel

w

Message Store database Message File system

Figure 15 A single message stored for multiple users on the MSS

Multiple entries exist in the Message Store database to record receipt of the message
by both John and Susie, to note status information for each, and to reference the
location of the associated message file. However, the system stores the 5 MB of
message data, which is common to both recipients, only once, as a single message file
in the Message File system.

Physical Message Storage
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The Message File system stores the body and header of each message asasingle
binary file. The body of the message includes the text and any attachments. It remains
in the M essage File system until all of itsintended recipients have read and deleted it,
or until it has reached its expiration limit. The header includes a summary of the
contents of the message, as well as a description of the path the message has taken on
its way to the recipient. Message datais static; once InterMail storesit, it never
changes.

The Message File system stores one file per message, regardless of the number of
intended recipients for that message. Message files reside in alarge directory tree
created for this purpose. In avery large InterMail system, there may be thousands of
directoriesin this tree, together containing millions of stored messages. The
configuration key messageFi | esDi r specifiesthe top of the Message File system
hierarchy (by default, $| NTERMAI L/ nsgf i | es). Thisdirectory contains three items:

®* messages, adirectory that contains the thousands of “bucket” directories that
store individual message files.
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* bucket s. di r, afilethat lists the name of the messages directory (by default,
messages).

®* buckets, afilethat contains a partial list of the bucket directories within
messages. The MSS uses thisfile to determine the names and locations of the
available bucket directories. To balance message volume among bucket
directories, this directory list excludes the one-third of all bucket directories that
contain the greatest message volume.

This Message File system directory tree is created automatically during installation.
However, if you later need to create another directory structure to accommodate
greater message activity, you can do so using thei nbucket scr eat e administrative
command.

Caution!  You should never manually modify the files or directories that make up
the Message File system. If you need to modify the structure of the
Message File system, usei mbucket scr eat e. For more information on
i mbucket scr eat e, seethe InterMail Mx Reference Guide.

Note: For information about routine tasks needed to maintain the Message File
system, including expanding, balancing, and defragmenting it, see Chapter 9.

Logical Message Storage

The Message Store database stores information about a message, such asiits status,
intended recipients, and so on. Unlike the message itself, which is static, information
in the Message Store database is dynamic. For example, the status of a message
changes once arecipient has retrieved it.

Within the M essage Store database, the following data objects define alogical
relationship between end user accounts and individual messages:

e Mailboxes

* Folders

* Messages

Note: These are abstract data objects. Although they define a hierarchical
relationship, they do not literally exist in a physical data structure. Thisis
important to keep in mind, especially when you are moving mailboxes from
one M SS host to another.

Mailboxes

A mailbox is a storage area for messages sent to an end user’s account. Each account
in the Integrated Services Directory (1SD) that uses the local delivery method has a
mailbox. Each mailbox “contains’ a series of folders, which in turn contain the
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messages that the end user has received. Mailboxes are at the top of the M SS database
object hierarchy. As such, most administrative functions in the M SS database operate
on these objects.

Note: A mailbox isrequired by an account only if the account usesthelocal delivery
method. Accounts that use only forwarding delivery do not require or make
use of an MSS mailbox.

Folders

A folder isacontainer for messages. Each folder exists within a specific mailbox (and
therefore, for a specific end user). Folders can exist within another folder. By default,
al InterMail mailboxes contain the following folders:

e [NBOX
* SentMail
®* Trash

I NBOX isthe folder that receives all new messages from the M SS. Although end users
who retrieve mail using a POP server cannot see the folders, they alwaysretrieve their
messages from the | NBOX folder.

IMAP clients allow end users to create new foldersin the MSS; copy, delete, and
move messages between folders; and delete folders. Like many clients, IMAP clients
alow usersto save a copy of all outgoing messages to a specific folder (in this case,
Sent Mai | ) while moving “deleted” messagesto another folder (inthiscase, Tr ash).

Note: IMAP terminology sometimes refersto folders as“ mailboxes.” Be careful not
to confuse these terms. In InterMail, mailboxes are the top-level objectsin the
Message Store database (one per account), whereas folders are message
containers in mailboxes (many per account).

When InterMail encounters a message that the POP or IMAP server could not retrieve
for some reason, such as because of 1oss of the corresponding message file or
corruption of database information, InterMail moves the message from its folder into
the . ERRORS folder (creating the folder first, if necessary), thereby enabling normal
processing to continue for subsequent messages.

Note: Thei msgpr ocess administrative command reprocesses messagesthat have
moved to the . ERRORS folder. For information on this command, see the
InterMail Mx Reference Guide.

Messages

A message object in the M essage Store database correspondsto an individual message
that is“in” one or more mailboxes. The information stored for each message object in
the Message Store database includes:
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*  The path to the corresponding message file in the Message File system.

* Pointersto the mailboxes and folders in which the message resides. These
pointers establish that the messageis“in” one or more mailboxes, even though
only one message object existsin the Message Store database.

* Message headers, which include all information in the message that precedes the
body. This header information is the only datathat isin both the Message File
system and M essage Store database.

*  Message status flags, which indicate whether the end user has read or deleted the
message. If the message isin more than one folder (because it was received by
two different end users, for example), the message object includes a set of status
flags for each folder..

Note: Message status flags have special meaning to IMAP clients, which typically
make use of thisinformation to report status information to end users.

Creating Mailboxes

Although mailboxes belong to accounts, the InterMail system does not create an
account’s mailbox when it creates the account itself in the ISD. Mailboxes and their
default folders (I NBOX, Sent Mai |, and Tr ash) are created later, either automatically
or manually.

Because it requires minimal administrative effort, automatic creation is by far the
most commonly used method. However, if circumstances warrant it, you can create
mailboxes manually using i mboxcr eat e or an API function. For example, you might
choose to create mailboxes manually when you have alarge number of newly
provisioned accounts and you expect a high percentage of these accounts to become
active for the first time. In this case, automatic mailbox creation might cause
excessive system load.

Automatic Creation

InterMail automatically creates a mailbox for an existing account the first time that it
needs that mailbox. Two events can trigger automatic creation:

®  The account receives a message and needs to store it in the account’s mailbox.

®* Theend user attempts to access his or her mailbox through the POP or IMAP
server.

By waiting to create mailboxes until they are needed for message storage or retrieval,
InterMail enables the M SS to avoid unnecessary processing. This method also avoids
the unnecessary creation of mailboxes for accounts that use only forwarding delivery,
not local delivery.
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Note: Theloca delivery method specifies that messages received for an account
must be stored in the account mailbox. If an account does not use local
delivery (that is, uses forwarding delivery only), it does not require a mailbox.

Thecr eat esMooxes configuration key controls the automatic creation of mailboxes.
If the value of thiskey ist r ue, the system creates a mailbox for an account the first
time that it needs one. If the value of thiskey isf al se, you must create mailboxes
manually (as described in the following section). You can define this key separately
for the Message Transport Agent (MTA), POP server, IMAP server, and Web server
or—more commonly—you can define it once globally using the configuration
database entry / */ common/ cr eat eshMboxes.

Manual Creation
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You can create mailboxes manually in the M essage Store database in two ways:
* By executingthei nboxcr eat e administrative command

* By creating a program that calls the appropriate InterMail API functions

This manual covers only the use of i mhoxcr eat e; for information on using the
InterMail API libraries, see the InterMail Mx Reference Guide.

Thei mboxcr eat e command creates a single mailbox in the M essage Store database.
The syntax of thiscommand is:

i thoxcreate [-hel p] <host> <internall D>

Where:
-help Provides a usage statement.
host Is the name of the M'SS host on which the mailbox is to be
created.
internal I D Istheinternal ID number of the account to be associated with the
mailbox.

Note: To determinetheinternal ID number of an account, usethei ndbcont r ol or
i maccount quer y administrative command. For descriptions of these two
commands, see the InterMail Mx Reference Guide.
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Example:

To create a mailbox on the host par i s for the account whose internal ID number is
123456, enter:

i mboxcreate paris 123456
When it completesits operation, i mhoxcr eat e displays the results:

Message store 123456 creat ed!

Moving Mailboxes
InterMail enables you to move mailboxes from one M SS host to another. You may
want to do thisfor several reasons, such as that:
* Your InterMail system is expanding and requires an additional M SS host.

®*  You are decommissioning one M SS host and replacing it with another.

Executing imboxmove

You must execute thei mboxnove command on the M SS host from which mailboxes
will move. The syntax of this command is:

i mhboxnmove [-i|-b][-d <sourceHost>] <destHost> <file> [<file>. ..]
Where:

-1 Runsi mbhoxnove ininteractive mode, which requiresyou
to type <Ent er > after each operation.

-b Runsi mboxnmove in batch mode, which disables all
prompts.

-d <sourceHost> Delete successfully moved mailboxes from source host

<dest Host > |sthe name of the destination M SS host to which mailboxes
will move.
file Is the name of afilethat contains the primary e-mail

address (<user namre@onai n>) of each account whose
mailbox is moving to the destination M SS host.

When executed, i mhoxnove does the following:
1. Retrievesthelist of addresses from the address file specified.

2. Verifiesthat the status of each of the specified accountsinthe ISD isActive. If an
account is not activeld for example, if it islocked its mailbox cannot be moved.

3. Changesthe status of each account to Maintenance, which queues mail to these
usersinternally and does not deliver that mail to the MSS. This step occurs for all
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accounts simultaneously, so all of the affected accounts remain unavailable until
i mhoxnove completes its operations.

4. Copies the database records associated with each accountd the mailbox, folders,
and messages(] to the destination M SS host’s M essage Store database.

5. Copies the message files associated with the moved mailboxes to the destination
MSS host’'s M essage File system.

6. Changesthe value of each account’s M SS host attribute in the I1SD to the new
MSS host.

7. Resets the status of each account to Active.

Depending on the number of mailboxes being moved and the volume of messages that
they contain, these operations may take along time to complete. To reduce the time
required, it isagood ideato move only afew hundred mailboxes at atime.

Note: Thei mboxnove utility does not delete mailboxes from the original M SS host
after moving them. If you want to delete mailboxes after moving them, use
thei mboxdel et e command, described in “Deeting Mailboxes’ on
page 156.

Sample Scenario

In this example, the MSS host venus will go offline permanently, and a new MSS
host named ner cur y (on which InterMail is already installed) will replaceit. To
move all mailboxes from venus to mer cury, you:

1. Logintothe MSShost venus.

2. Createafile, called addr essfi | e, that contains alist of e-mail addressesfor the
accounts whose mailboxes should be moved.

3. Executei mboxnove, specifying the address file created in step 2 as the source
for account information:

i mboxmove -b mercury addressfile

Mailboxes are moved, and i mboxnove reports on mailboxes that it could not
move (for example, mailboxes with locked accounts).

4. Repeat the above steps for additional blocks of accounts until all mailboxes have
been moved successfully.

5. Review the information on mailboxes that were not moved and resolve the
associated issues so you can move them later.

Deleting Mailboxes

Mailboxes cannot be deleted automatically; you must del ete mailboxes manually. You
do thiswith thei mboxdel et e administration command, which deletes from the
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M essage Store database both the specified mailbox and all of the folders and messages
contained within it.

Note: Deleting amailbox is not the same as deleting an account. Accounts are in the
ISD, whichi nboxdel et e does not affect.

The syntax of thiscommand is:

i thoxdelete [-v] [-a]-m<file>] <host> <internallD>
Where:
-V Verbose execution.
-a <file> An input file containing e-mail addresses.
-m<file> An input file containing mailbox numbers.
<host > Is the name of the M SS host with the mailbox to be deleted.

<internal | D> Istheinternal ID number of the mailbox to be deleted.

Example:

To delete amailbox that has the internal ID number 010671 from the M SS host
nmer cury, enter:

i mboxdel ete mercury 010671

When it completes the mailbox deletion, i nboxdel et e confirms that the operation
was successful:

i mboxdel ete: Message store 010671 del et ed!

Removing Deleted Messages

After messages have been deleted from the Message Store database, it is important to
del ete the associated message files from the Message File system. You do thisthrough
aprocess known as “ garbage collection.”

To understand how a message becomes “deleted,” recall that, for each message, the
Message Store database contains (among other things) alist of pointersto the
mailboxes and folders in which the message resides. As recipients delete a particular
message from their mailboxes, the list of pointers for that message object is updated to
reflect these deletions. Aslong as at least one folder contains the message, the system
keeps that message object and its associated message file. However, once every
recipient of the message has deleted it, and the system has removed the final pointer to
it in the Message Store database, the system considers the message deleted. At this
point, the system must run garbage collection on its associated message file in the
Message File system.
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The administration command that del etes messages from the Message File system,

i mmesgc, runsregularly (by default, once an hour) asacr on job. When executed,
i mresgc queries the Message Store database for alist of messages marked for
deletion in the database, and it permanently del etes both the database object and the
message file associated with each message. Because it may take along time to
complete, i mesgc deletes only alimited number of messages in one execution.

The i mssgc command usesther enot eDat abaseOpt i on configuration key. For
example, if youintendto runi mssgc locally, you must set the
r enot eDat abaseOpt i on configuration key tof al se.

The syntax of thiscommand is:
immesge [-altrb][-c <number>][-h <hours>][-f][-p][-V]
Where:

-altrb Specifies the aternate rollback segment RB_I MVISSGC.

nunber I's the maximum number of messagesto be deleted in a
single execution. If no valueis given, the default value of
1,000 is used.

hours Is the minimum age (in hours) of messages to be deleted.
M essages younger than this are retained.

-f Causes a“full” garbage collection, in which every message
in the Message File system is checked for mailbox
references and, if there are none, deleted. Thisoption is
generally not advisable, because it isavery slow process
that may use system resources inefficiently.

Note: You might usethe —f option in the unlikely event
that i m _nmessagedel et ed iscorrupted, and the
index is corrupted.

-p If the command includes the - v option, prompts you before
processing each batch of messages.

-V Requests verbose execution.

Caution! Failing toruni mesgc on aregular basis may cause the size of the
Message File system to grow at an alarming rate. It is essential that you
implement garbage collection on aregular basis.
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The InterMail system is designed to operate 24 hours a day, seven days a week. Like
al mission-critical applications, it warrants constant monitoring and maintenance, and
adjustment of individual components in accordance with performance requirements.
This chapter describes some of the monitoring and maintenance tasks that are required
to ensure smooth running of the InterMail software.

Regular operational procedures on the InterMail system consist of three basic
categories of tasks: system monitoring, performance monitoring and tuning, and
system maintenance.

®  System monitoring isthe regular review of service parameters that indicate the
system’s condition. Thisinvolves, among other things, monitoring server
availahility, checking physical disk usage, and checking log files. System
monitoring should be done on regular basis.

*  Performance monitoring isthe inspection of key performance indicators that
reflect overall system performance. The performance indicators help determine
how much system capacity is available for future growth.

®  System maintenance involves regular tasks necessary to maintain system
operations for extended periods. Thisincludes tasks like backing up log files and
expanding disk space, if required.

This chapter covers:

®  System monitoring

*  Performance monitoring

®* Monitoring Oracle databases
* |nterMail performance tuning

®  System maintenance

Confidential and Proprietary, © Software.com, Inc. 2000 159



InterMail Mx Operations Guide

System Monitoring

System monitoring is an important set of tasks that checks the InterMail system for
running state. The purpose of these tasks isto identify operational problems so that
operations personnel can be notified if a service-impacting event is about to occur or
aready has occurred. Immediate response to this notification can help prevent serious
problems.

This section describes the system monitoring tasks with respect to:
*  Server availability

* Network availability and utilization

* Physical disk usage

* Filesystem usage

* Logfiles

* sysl ogd output

®* cronjobs

Server Availability

160

In aproduction InterMail environment, it isimportant to ensure that all servers are
available and can respond in atimely manner. One quick method of checking server
availability istot el net tothe POP, IMAP, SMTP, and HTTP ports on the
appropriate InterMail hosts. Another method is to ping these hosts using

i mser vpi ng.

Telnetting to Server Ports
In the following example, atelnet session starts on port 110 (the POP port):

paris%telnet 0 110

Trying 0.0.0.0...

Connected to O.

Escape character is '"]’.

+OK InterMail POP3 server ready.

qui t

+OK ? InterMail POP3 server signing off.
Connection cl osed by foreign host.

After thet el net command is entered, the POP (or SMTP or IMAP) banner (such as
“+OK InterMail POP3 server ready”) should appear immediately (within 3
seconds). If the banner does not appear immediately, there may be excessive stress on
the server.

Pinging Servers

Each InterMail server can also be pinged with timeout values to determine if the
servers are available and responding. To determine server availability, run
i meer vpi ng asin the following example:
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paris%inmservping 1 5 nta

Fri Jan 08 10:03:18 EST 1999. inservping: (Info) ma responded

In thisexample, i nser vpi ng pinged the MTA with awarning time of 1 second (to
begin pinging) and maximum time of 5 seconds (within which to report).

Network Availability and Utilization

The network used by the InterMail servers should be monitored at all timesfor
integrity and bandwidth utilization. There are many commercial products available for
thiskind of monitoring, most of which can also be configured to monitor error rateson
server interfaces. Alternatively, the UNIX net st at command can be used to monitor
various interface and protocol measurements on a server.

Physical Disk Usage

Disk usage refers to the amount of physical memory (hard drive space) available to
InterMail at any one time. Certain InterMail components, specifically the Message
Store database and the Directory database, need to be checked on aregular basis for
their size. Regularly check the devices or mount points where these databases reside
for disk space usage.

In addition, the InterMail Message File system (nsgf i | es) and other parts of the
InterMail file system that are not server-specific (such asthe |l ogs directory) tend to
grow quickly. Without an effective archiving and backup strategy in place, they can
consume large amounts of hard drive space. The directories where growth islikely to
create problems are the | ogs and spool directories. In some cases (depending on
how sidelining has been implemented), the growth of the/ spool / si del i ned
directory can also become problematic.

Using df or asimilar utility, observe the amount of space used in a system, by mount
point. After determining the relevant mount point, run du on the directories at that
mount point, and determine which file sizes are large enough to warrant inspection.
Typically, filesthat cause adrain on disk space, and the strategy for dealing with these
files, are asfollows:

For these files:

In this directory:

Do this:

Message files negfil es If space becomes an issue for message files,
allocate more space.

Journal files j ournal Determine or revisit the backup strategy for
old journa files.

Log files | og Set log rollover to occur more frequently;

physically move old log filesto a separate
file system or media source.
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For these files:

In this directory:

Do this:

Sidelined mail queue/ si del i ned or Manually inspect messages and reprocess
spool / si del i ned them using thei msgpr ocess command.
Deferred mail queue/ def erred or Fix any undeliverable mail and reprocess

spool / def err ed

thismail using thei nmsgpr ocess
command.

Messages held in error

gueue/errors or
spool /errors

Manually inspect and clean out periodically
for messages to and from bad users. If the
problem with a message is corrected, you
can resubmit the message for processing
using thei nmsgpr ocess command.

Oracle archived redo logs

Oracle directory

Maintain these files as part of the Oracle
backup strategy. For a discussion on
backing up Oracle, see Chapter 11.

Orphaned message files

gueue/ nessages or
spool / nessages

Remove orphaned message files using the

i mor phanr mcommand. Do hot attempt to
delete them by hand. i nor phanr mchecks
to ensure that the files truly are orphans
before removal.

Temporary files

$I NTERMAI L/ t np

Remove filesin this directory when the
InterMail servers are not running. System
startup is a good time to clean out the

$1 NTERMAI L/ t np directory.

File System Usage

System administrators should be notified immediately if any file system exceeds 90%
of its capacity.

It is recommended that the M essage File system on the M essage Store Server (MSS)
not be more than about 70% full under normal circumstances. This provides a buffer
for unexpected events, such as a sudden, or seasonal, surge of traffic or a network
problem that disables POP accessfor atime.

Thei nmeysnon utility monitors the file systemsthat are key to the InterMail system.

Log Files

162

InterMail generates extensive log files that contain a running record of InterMail
operations, including information about system usage, message flow, and the number
of connectionsto and from InterMail servers. Most events printed to these logs are just
informational, but some events may indicate a serious problem or arecurring problem.
Periodic inspection of these logs is the only method of detecting certain types of
problems and may provide advance notice so that preventive measures can be taken.
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Each log event has a severity level that indicates how serious a particular event is and
to what extent InterMail has been affected by the event. The InterMail logs use the
same severity levelsasthei nsysnon utility. The severity levels used by the log files
are described in the following table.

Severity Level

Description

Notification (Note)

Does not indicate a problem; is used for informational
purposes. Notification messages are printed only to the log
file.

Example: Current disk usage on the monitored file systems,
and the time and date of each system monitor cycle.

Priority number: O

War ni ng (Varn)

Indicates a more serious event than an error. Warnings are
printed to the console as well asthe log file. The cause of
warning events should be investigated as soon as possible,
since these events represent potentially serious problems.

Example: Disk usage above 80% (configurable) on any of
the monitored file systems, failure to open SMTP
connections to indicate Urgent or Fatal events, and
unhandled signals.

SMTP failure states are Warning events; they cannot be
given ahigher priority since that would trigger e-mail and
pager notification, which in turn event would produce a
cascade of SMTP failures.

Priority number: 1

Error (Erro)

Indicates a potential problem if this event occurs frequently.
Errors are printed only to thelog file.

Example: Failureto find the processpi d filesin the PIDDir
(usually in~i mai | / t mp). Thisisan error, since the process
check step is not possible without these files.

Priority number: 2

Urgent (Urgt)

Indicates a pending failure and triggers e-mail notification,
and printing to the console and log file. You can also
configure InterMail to have these events written to the
operating system log files. The cause of urgent events should
be investigated and resolved as soon as possible.

Example: Disk usage above 90% (configurable) on any
monitored file systems, client access (SMTP and POP) port
banner failure, and process-not-found errors.

Priority number: 3
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Severity Level Description

Fatal (Fatl) Indicates that afailure isimminent or has already occurred
and triggers pager and e-mail notification and printing to the
console and log file. You can aso configure InterMail to
have these events written to the operating system log files.
The cause of fatal events needs to be investigated and
resolved immediately to prevent service disruption, or to
restore service if the system is already down.

Example: Disk usage above 98% (configurable) on any
monitored file systems or M SS not responding to ping
indicating that it is down.

Priority number: 4 or higher.

For details about InterMail logging operations, see Chapter 10.

syslogd Output

The sysl ogd daemon on a UNIX system is used to manage messages concerning
operating system, hardware, and daemon problems. You should periodically monitor
messages written to the system log files as part of monitoring the UNIX system.

On Sun systems, the system log fileistypically / var / adml nessages.

Seethe sysl ogd man page for information on configuring the logging levels for the
sysl ogd daemon.

Logging Information to System Log Files

InterMail also gives you the option of having logging information written to the
operating system log files. The benefit of thisisthat it consolidates all the critical
information—log events with the severity level Fatal and Urgent—in asingle set of
log files.

Select this option by setting the | ogToSyst emconfiguration key tot r ue:

[ */ common/ | ogToSystem [true]

cron Jobs

164

You should monitor the exit status of all r oot andi mai | cr on jobs. You can do this
by reading mail sent to ther oot andi mai | userson aregular basis. Mail is sent if
cron jobsfail or produce output (cr on jobs should be set up to produce output only
in afailing condition).

You can also monitor the cr ond daemon's log file for the exit status of cr on jobs.
Any line that contains an exit status that is non-zero indicates acr on job that has
failed. Theline indicating that the process has completed will contain r c=n at the end
in the case of afailed cr on job, where n isthe exit status of the job.
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Performance Monitoring

During the course of InterMail operations, you should check certain system resources
to make sure that the system is not overloaded. InterMail performance can vary
greatly, depending on the system’s hardware configuration, system usage, additional
third-party software, and network connectivity. However, the areas that typically
reguire tuning are:

* Memory and swap usage

* Disk performance

* Network interface performance

®* CPU Performance

®  Oracle performance

* |nterMail server interaction

This section describes each of these performance areas and suggests tools to be used

for monitoring. The actual tool used will depend on the UNIX platform on which the
InterMail system is running.

Memory and Swap Usage

Although available RAM isaconsideration for any client/server application, it may be
difficult to determine what is acceptable for total memory usage. However, you can
monitor the amount of RAM and swap space in use with vinst at or an equivalent
utility:

pari s% vnst at

procs menory page di sk faults cpu
rbw swap free re nf pi po fr de sr sO sl -- -- in sy cs
us sy id

000 17504 11760 0 147 61014 0 1 1 1 0 O 118 1597 196
3 395

The important numbers to track are the swap space used and the avail able free swap
space (swap is 17504 and free is 11760 in this example). In the example, 60 % of all
swap spaceisused (swap column/ (swap + f r ee columns)) which iswithin
reasonable parameters. If the total used swap space were 75 %, you would want to
watch RAM usage. If thislevel continued, it would indicate a possible problem. If the
total used swap space were at 95 %, this would indicate a definite problem.

It is also important to monitor the memory scan rate. A high scan rate will negatively
impact the performance of asystem. To bring the scan rate down it may be necessary
to add memory to the system, or add swap if the system requires backing store for all
stack-type data. See your system tuning guide.
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Note: Analyze the swap partition to determine if it islarge enough to handle the
transaction volume. If not, it may be necessary to add more space to the swap
partition, expand available virtual memory, or decrease the number of
available connections and processesin InterMail.

Disk Performance

166

InterMail (particularly the MSS and Queue servers) is a disk-intensive application. It
istherefore essential to tune disk performance to obtain the best throughput possible.

You can check disk performance with several tools, such asi ost at .

paris%iostat -x 10
ext ended di sk statistics

di sk rls ws Kr/s Kw's wait actv svc_t %wv %
sd3 0.4 0.1 2.0 1.6 0.0 0.0 17.7 0 0
sd4 0.8 0.1 12. 3 0.5 0.0 0.0 48. 7 0 0

In this output, the number of reads per second (r / s column), writes per second (W' s
column), and average service time appear. These numbers will vary; however, as a
rule, if the service timeishigh, or if the reads or writes per second are low, problems
may exist in the system.

Another potential problem areais access times. For instance, if it takestoo long for a
connection to the MSS to access the hard drive, problems may ensue.

To check accesstimes for agiven host, issue asar command:

paris%sar -d 10 10

SunCS paris 5.5.1 Generic sundm 1/ 27/ 99

14:25: 03 devi ce %usy avque r+w's blks/s avwait avserv
14:25:13  sdO 81 0.8 101 1978 0.0 8.1
sdl 0 0.0 0 6 0.0 10.3
14:25:23  sdO 81 0.8 97 2024 0.0 8.4
sdl 0 0.0 0 5 0.0 18.9

With this output, you can observe problems or bottlenecks on a particular hard drive.
You can also determine CPU performance based on the average number of requests
that are outstanding (avque) and the average time taken to process a request

(avwai t ). In general, ahigh avque time indicates problems and possible file
contention issues where the system is exhibiting poor disk performance.

Regardless of which tool you use, the goal is to keep the service time, % wait, and
number of waiting processes as low as possible.

If aparticular deviceisidentified as a performance bottleneck, you must take action to
remove the bottleneck. These actions might include:

* Analyze the deviceto ensure that there are no hardware problems and that the
cache, or other options associated with the device, are being used effectively.
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* Check if the device has become fragmented. If it has, run a utility to reduce
fragmentation.

* Anayzethe datathat is assigned to the device. Check if some of the data can be
moved to aless busy device?

* Add spindlesto the device (assuming here avirtual device such as a Veritas
filesystem). InterMail disk accesstendsto be very random, and I/O isinrelatively
small blocks, so the more spindles with which it has to work, the better).

® Check if the device houses Oracle indexes. If it does, reorganizing the indexes to
compress free space might help.

CPU Performance

To analyze the CPU load, issue the following command:

paris%sar -u 10 10

SunCS paris 5.5.1 Generic sundm 01/ 27/ 99
20: 58: 39 dusr usys %\ 0 % dl e
20:58: 49 1 2 0 97
20:58: 59 1 2 0 97
20:59: 09 1 2 0 98

Generally, you should calculate load from user processes and system (kernel)
processes. If the percentage of CPU load (Musr + %sys) isgreater than 95 %, thisisa
concern; however, this may be short-lived behavior. When CPU load is excessive for
at least 30 minutes, this indicates a problem. If these CPU problems last 2 weeks or
more, it may be appropriate to add additional CPUs or another host of the sametypeto
the InterMail system.

Another indicator of CPU capacity would be the run queue statistics (viewable with
the uptime command). A high run queue indicates that the system is experiencing a
bottleneck somewhere. CPU and disk statistics should be checked.

Networked Resources

Problems with networked resources are similar to those with disk space, but with more
difficult solutions. Most of the time, network input/output capacity is not a problem. If
you observe network problems, first make sure that the network is clean (that there is
no unexpected traffic from other devices) and that all segments are working correctly.

For example, enter net st at -i 5 to display network traffic on al network interface

cards for the past 5 seconds:

paris%netstat -i 5

i nput | e0 out put input (Total) out put

packets errs packets errs colls packets errs packets errs colls
525829 0 94851 1 25 630894 O 199916 1 25

8 0 1 0 0 8 0 1 0 0

11 0 2 0 0 11 0 2 0 0
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Thenet st at output can be used as agross grained indicator of network health. In
general:

®* Theerrs should be essentially 0. Any substantial errors would point to a
hardware problem with the associated interface.

®* Thecaollision rate should be under 5% (that would be (#col | /
#out put Packet s)*100). A high collision rate is an indication of excessive
bandwidth utilization. If investigation proves that thereis no "rogue" user
occupying the bandwidth, the capacity of the network should be expanded.

Monitoring Oracle Databases

InterMail’s Message Store database and Integrated Services Directory (1SD) are
Oracle databases. These databases require regular monitoring and maintenancein
order to function at peak capacity.

This section tells you how to perform some routine monitoring functions, as well as
how to check for problems that can adversely affect the performance of InterMail,
such as fragmented database indexes or lack of available disk space for tablespaces.

Reorganizing Database Indexes

168

Index reorganization improves performance by eliminating the fragmented free space
that builds up in database indexes over time. Eliminating index fragmentation also
increases the performance of the database. You reorganize indexes using

i mdbi ndexr eor g on the host where the M essage Store database runs. The

i ndbi ndexr eor g command must run during a maintenance window when services
that modify the database are not running.

The syntax for thei ndbi ndexr eor g command is:

i ndbi ndexreorg -tabl espaces <fil ename> -bl oat <percent age>
Where:

<fil ename> Specifies the name of the filein which the list of tablespaces
that require backup after thei mdbi ndexr eor g command
runsisto be written.

<per cent age> Specifies the sensitivity of the index reorganization by setting
ahigh-water mark for the percentage of index space used.
When an index has a bloat percentage greater than the
specified value, the system reorganizesthat index. In thisway,
the system can reorganize a critically bloated index and leave
the other indexes alone.

Thei mdbi ndexr eor g reads the value of db/

i ndexReor gani zat i onTi meLi mi t M nut es, which specifies the amount of time
(in minutes) that thei ndbi ndexr eor g command isto run. If the db/

i ndexReor gani zat i onTi meLi mi t M nut es configuration key istoo high, index
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reorganization may take longer than the maintenance time window. If thiskey istoo
low and i ndbi ndexr eor g runs too infrequently, the command will not have enough
time to complete defragmentation on all the indexes that need it. The-ti mel i mit
argument (in minutes) can override this key.

For more details about i ndbi ndexr eor g, see the InterMail Mx Reference Guide.

Checking Free Space

The challenge in managing space in databases is to determine when atabl espace needs
to expand. InterMail provides two tools to check on Oracle database usage and
specifically estimate when the avail able free space will need to expand:

i mdbspacecheck andi mibspacequi ckcheck.

imdbspacecheck

Thei mibspacecheck utility monitors the remaining free space in an Oracle
database, estimates when more space will be necessary, and logs an Urgent message
when space needs to be added. It calculates when more space needs to be added by
checking all possible permutations in the Message Store database, as well asthe
historical growth of tables. Historical information about database growth is
maintained in thelog filei mdbspacecheck. <DB_i nst ance>. hst . The

i mdbspacecheck utility can run while InterMail isin full operation and it can be set
to run regularly.

Two conditions cause i ndbspacecheck tolog an Urgent message:

* Anextentisegual to or greater than the percentage set by the db/
ext ent Ful | War ni ngThr eshol dPer cent configuration key. Thisindicates
the possibility that this object would not be able to add an extent.

* Anobject’slast extent will probably fill within the time specified by db/
ext ent G owt hAl | owanceDays, asaresult of which the object may not be able
to add an extent. This option is effective only in the case where
i ndbspacecheck isrun regularly, creating a usable history file.

A typical i mdbspacecheck command looks like the following:

i mibspacecheck -threshol dpercent 70 -threshol ddays 60 -dir MSS

In thisexample, i mdbspacecheck will report any combination of database growth
that will prohibit an extent that is currently at 70 % (set by - t hr eshol dper cent ) to
add an additional extent within 60 days (set by - t hr eshol ddays).

Note: Theparametersusedini ndbspacecheck take precedence over the values of
db/ ext ent Ful | War ni ngThr eshol dPer cent and db/
ext ent G owt hAl | owanceDays.
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imdbspacequickcheck

Sincei mibspacecheck is memory-intensive and can take along time to run,
InterMail providesasecond command, i ndbspacequi ckcheck, for quick checks of
free space in adatabase. In contrast to i ndbspacecheck which checks every
possible combination of table growth, and provides in-depth future projections,

i mdbspacequi ckcheck performs acursory check of current conditions.

Thei mibspacequi ckcheck utility searches the database to determine what the
result would be if any tablesin the database needed an additional extent inisolation. If
it finds that any tableswill have a problem growing, it reports this information. The

i ndbspacequi ckcheck utility can thereby warn of an impending space crisis.

Likei ndbspacecheck, i ndbspacequi ckcheck logs an Urgent message if it finds
an object (table or index) whose last extent is over the specified high-water mark
(90% full by default), and the object cannot grow. Tables and indexes that are known
not to grow are exempt from this check.

In typical system, you should schedule i ndbspacequi ckcheck asacr on job,
executed approximately once every 30 minutes. Sincei ndbspacequi ckcheck
imposes an insignificant load on the monitored system, it can be run much more
frequently than i ndbspacecheck.

A typical i mdbspacequi ckcheck command looks like:
i mdbspacequi ckcheck -threshol dpercent 70

In thisexample, i mdbspacequi ckcheck will report any database growth that will
prohibit an extent that is currently at 70% (set by —t hr eshol dper cent ).

Expanding Tablespaces

170

Once you determine that a particular database needs to grow and that thereis available
hard drive space to accommodate thisincrease, run thei ndbspacegr owcommand to
expand the available tablespace.

Example:
i mdbspacegrow -dryrun

When executed with the - dr yr un argument, i ndbspacegr ow does not actually
perform the database expansion but instead logs a description of what would happen if
the database were enlarged. It isagood ideato perform adry run of i ndbspacegr ow
and review the results before actually adding the space.

Example:
Dat abase nane: | MML
Dat abase access: | ocal
ORACLE_HOME: / di sk2/oracle/7.3.3
Ready to proceed? (YI'N) [yes]
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Once you confirm the database status information, alist of tablespace names appears,
and you can choose the name of the tablespace you want to expand.

The database is partitioned into 5 tabl espaces.

TABLESPACE LI ST

1) SYSTEM

2) TEMP

3) TBl

4) TB2

5) TB3

Pl ease select a tablespace fromthe |ist by nunber: [5]

You sel ected tabl espace TB3.

After you make a selection, InterMail will report the current status of
the tabl espace that you chose.

For your information, the tabl espace TB3 is currently conmposed of the
following files:

FI LE NAME SI ZE I N BYTES
/ di sk2/ or acl e/ adm n/ DLALE733/ TB3. dbf 32522240 bytes
Ready to continue? (Y/N) [yes]

The utility prints information about the recommended sizing for the additional fileand
then prompts you to specify the size of the new tablespace file:

Enter the size of the file to be added to the tabl espace: [0] 32522240

Next, you are prompted to enter the full path for the new file. Typically, Oracle
database filesuse the . dbf extension.

Enter full path nanme of new file:

/ di sk2/ or acl e/ admi n/ DLALE733/ TB3_2. dbf

A file naned /disk2/ oracl e/ adm n/ DLALE733/ TB3_2. dbf of size 32522240
bytes will be added to tabl espace TB3.

Proceed? (Y/N) [yes]

At this point, InterMail will add the new file to the tablespace. Since this example
specified - dryr un, the results of the operation appear, but the file is not written to
disk.

Oracl e added a new file named "/di sk2/ oracl e/ adm n/ DLALE733/ TB_3. dbf"
to tabl espace "TB3". The actual size of the file is 0 bytes.

NOTE: this differs fromthe size you requested (32522240).

The tabl espace TB3 shoul d be hot backed up now, since its structure has
been altered in a significant way.

It is extremely prudent to do a hot backup of InterMail immediately after creating
more tablespace. Therefore, it is advisable to runi ndbspacegr owduring a
maintenance window or other nonpeak time.
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Viewing Database Information

Wheni mibspacecheck ori ndbspacequi ckcheck warns of low tablespace, you
canruni ndbspacer eport to obtain a snapshot of space allocation in the database,
and thereby determine the nature of the possible space crisis. Thei ndbspacer epor t
utility prints out information about the database, including the exact Oracle version
used, the value of all database parameters, and information about space usage in the
database.

Toruni ndbspacer eport , enter:

i ndbspacereport -dir MS

Theargument - di r MSS indicates the name of the Message Store database instance
for which the report is to be produced.

Performance Tuning

Tuning

Tuning

172

In InterMail, performance tuning istypically an iterative processin which you observe
response times, available memory, and other system activity, modify certain
parameters, and then observe again. You may also do tuning in response to
bottlenecks, problems, or events that have been logged by InterMail.

Based on Observed System Performance

If the average access time to the M SSis unacceptable, try decreasing the val ue of
mt a/ t i meout Ser ver Del i very. This causes mail to spool on the Message
Transport Agent (MTA) more, thus reducing the burden on the MSS.

When the MTA appears to be running slowly, try the following:

* Decreasethe value of thent a/ cachelLi mi t | nKB configuration key.

* Increasethevalue of the nt a/ maxDi r ect Del i very configuration key
* Increase the value of the nt a/ maxDi r ect KB configuration key.

®* Check to seeif the volume has peaked recently, or if any other processes on the
machine are starving the disk/memory or CPU.

Note: In order to improve access times, it may be necessary to decrease the number
of available connections or add new hardware.

Based on Common Log Events

If connections are timing out on the POP server (which you can determine by looking
for N oMaxConnect i on eventsinthe popserv. | og file), try the following:

* Increasethe value of the popser v/ maxSessi ons configuration key.

® Increasethe number of Files Descriptorsin a3:1 ratio to the value specified in the
popser v/ maxSessi ons configuration key.
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If connections are timing out on the MTA (which you can determine by looking for
Ni oMaxConnecti on eventsinthent a. | og file), try the following:

Increase the value of the nt a/ sit pDel i ver NuniThr eads configuration key.
Increase the value of the nt a/ st pAccept NuniThr eads configuration key.

Increase thevalue of thent a/ fi | eDescri pt or s configuration key.

System Maintenance

System maintenance consists of regular tasks necessary to maintain system operations
for extended periods. The tasks described in this section should be carried out
periodically to ensure a healthy InterMail system.

Backing up Message and Directory Information

For reliable mail service, it isimportant to back up critical components of the
InterMail system regularly. Backup efforts should focus primarily on message
information stored in the Message File system and M essage Store database, and
account information stored in the Directory database. A sound backup process should
be implemented and tested at all sites.

For details about backup and recovery, see Chapter 11.

Expanding the Message File System

When the Message File system is running low on space, you can it by adding
additional filesystems.

To expand the Message File system:

1

Either mount an additional external storage device or symbolically link an
existing partition under the directory defined in the nss/ messageFi | esDi r
configuration key.

Although it is possible to add an external mounted device on an additional host,
for performance reasons it may be desired to add the additional device on the host
that currently contains the Message File system.

Runi nmbucket scr eat e once on the new subdirectory, designating the hierarchy
and number of leaf directories. (For more information oni nbucket scr eat e,
see the InterMail Mx Reference Guide.)

Runi nbucket scr eat e again, thistime with no parameters, to balance the load
among all directories in the Message File system, including the newly created
subdirectory.
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Example:
paris% cd nsgfiles
paris%ls
nessages bucket s buckets.dir
paris%Iln -s new _nessage_fs nessages_2
pari s% pwd

/vol 1/imail/msgfiles

paris%../lib/inbucketscreate nessages_2 10 10

i mucket screate: creating 100 directories under nsgfil es_2.

i mhucket screate: finished creating 100 directories under nsgfiles_2.
paris%ls

nessages messages_2 bucket s buckets.dir
pari s% nore buckets. dir
nessages

nmessages_2
paris%../1ib/inbucketscreate

This example adds a new filesystem called nessages_2 to the InterMail nsgfi | es
directory.

Theinitial invocation of i mbucket scr eat e creates the Message File system
directory structure under messages_2 with ten leaf directories and ten |eaf
subdirectories. It also writes an entry to the bucket s. di r file that contains entries
for al directoriesin which InterMail can store messages.

Finally, i mbucket scr eat e runs again, without arguments, in order to identify those
directories with the most free space (this includes the newly created directories). The
list of the most empty directoriesis stored in the file buckets, where it is accessed by
the MSS.

Balancing the Message File System

Thei nmbucket scr eat e utility distributes message files evenly in the directories of
the Message File system, thereby improving performance when the system reads
message files from, or writes message files to, individual directories.

Thei mbucket scr eat e command should be run asaperiodic cr on job. For more
information on thei mbucket scr eat e utility, see the InterMail Mx Reference Guide.

Defragmenting the Message File System

174

Because of the transient nature of the message files stored in the Message File system
on the MSS, the file system tends to become fragmented. This can seriously reduce
the amount of usable file system space. Use the utilities of by your file system
management software to check the amount of fragmentation and recapture the disk
fragments.

For example, if you are using the Veritas file system manager, usethef styp -v
command to display the amount of fragmentation for afile system. Then, if required,
run the Veritas file system manager command f sadmregularly to recapture small disk
fragments.
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Archiving Log Files

Log files must be pruned during system maintenance, but it is strongly recommended
that you back these files up before they are deleted in order to create an archive of
operational data.

Rollover isameans of controlling the size of log files, and of archiving old log filesto
secondary storage without disrupting running applications. When alog file rolls over,
the system closes and archivesit, creates anew log file, and continues logging to the

new file.

To specify how many times per day log files are to roll over, use the configuration key
rol | over sPer Day.

Example:

[ pari s/ conmon/rol | oversPerDay: [ 2]

In this example, log files roll over twice aday. A value of 0 disables rollover
atogether.

In calculating rollover times, the system always uses Greenwich Mean Time (GMT).
By default, the first rollover period of aday starts at midnight (00:00:00 GMT).
However, you can change this by setting the configuration key r ol | over Ti neZer o
(expressed in seconds) to establish atime offset from GMT.

Example:

[ pari s/ common/ rol | over Ti meZero: [18000]

In this example, the rollover period will begin at 05:00:00 GMT (18000 seconds or 5
hours after 00:00:00 GMT).

Tips to Manage Log Files
To maintain and organize log files efficiently, follow these guiddines:
* Settherollover timefor log files to areasonably quiet period.

®  Compress and/or archive log files regularly. For this, you can write a script that
runsasacron job.

* Leavetheeventlog filesfor thelast few days uncompressed since you will
probably be accessing them frequently. Archive log files older than aweek.

Handling Sidelined Mail

When you enable InterMail’s sidelining feature, the system does not deliver or bounce
incoming mail that meets the conditions specified. Instead, it moves the mail to the
spool / si del i ned directory. InterMail does not delete sidelined mail automatically;
if you use sidelining, it isimportant that you check this directory on aregular basisto
prevent sidelined messages from piling up.
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To see how many mail messages have been saved to the si del i ned directory, enter:
find spooldir/sidelined -type f -name "*Control" | wc -I

In thiscommand spool di r isthe directory defined by the configuration variable

/ */ conmon/ spool Di r (typically $| NTERMAI L/ spool ).

The InterMail system moves the Control, Header, and Body files for a sidelined
message into a numbered bucket (subdirectory) inthe si del i ne directory.

To determine why a Control file has been placed in the si del i ne directory, search
thefilefor Si del i ne- Reason: . If the message |ooks like a legitimate message, you
can resubmit it using thei nmegpr ocess command. Otherwise, you can delete the
Control, Header, and Body files.

For more information on sidelining mail options and the review and reprocessing of
sidelined mail, see Chapter 5 and Chapter 7.

Handling Mail in the Errors Directory

Most messages that the M TA receives are either delivered to their intended recipients,
or bounced when the MTA attempts delivery to alocal domain with an unknown
recipient. If the MTA is unable to return a message because the original sender’s
return addressisinvalid, all three message components (Control, Body, and Header
files) gointo the spool / err or s directory. It isimportant that you check this
directory regularly because it can fill up very quickly.

To see how many mail messages have been saved to the er r or s directory, enter:
find spooldir/errors -type f -name "*Control” | wc -I

In thiscommand, spool di r isthedirectory defined by the configuration key

/ */ conmon/ spool Di r (typically $| NTERMAI L/ spool ).

To determine why a Contral file has been placed inthe er r or s directory, search the
Control filefor Err or : . If the message can be corrected, you can fix and resubmit the
message using thei msgpr ocess command. If it cannot be fixed, you can delete the
Control, Header, and Body files.

If for somereason theerr or s directory grows very large, it is best to re-create it
atogether. In that case, review the Control files and enter:

nkdi r newerr

# Ensure that ownership/perm ssions of newerr are the sane as errors
m/ errors olderr; nv newerr errors

rm-rf olderr

Processing Bad Messages

If for any reason messages cannot be retrieved by the POP server, InterMail puts them
in a. ERROR folder in the Message Store database. These messages should be
reviewed and cleaned up regularly.
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To generate alist of “bad” messages, runi nbadnsgl i st . If amessage can be fixed,
you can fix it and runi nbadnsgf i x. If it cannot be fixed, you can delete it with
i msgdel et e.
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InterMail provides several monitoring tools to help you track system conditions and
performance. This chapter discusses those tools. System monitoring and maintenance
tasks are covered in Chapter 9 in this manual.

This chapter covers the following topics:
* Simple Network Management Protocol (SNMP)
®* insysnon utility

* Eventlogging

SNMP

Simple Network Management Protocol (SNMP) can monitor network and system
traffic statistics and reportable parameters. In the InterMail system, SNMP provides
information such as the number of connections to the POP server since the server
started, the total number of messages in the M essage Transport Agent (MTA), and the
total number of messages in the Message Store Server (MSS). The SNMP system
“samples’ thisinformation and sends it to output on the user-defined SNMP
monitoring station.

Thisinformation is particularly useful in InterMail because you can view it in real-
time, without running scripts or parsing logs. Standard SNM P monitoring stations (for
example, HP OpenView) can display information about the present state of aserver, as
well as archived information.

For information on the InterMail SNMP server, and for acomplete list of reportable
parameters available for SNMP monitoring, see the InterMail Mx Reference Guide.

Configuring an SNMP Server and Monitoring Station

In InterMail, any remote host can view SNMP information. For example, although
InterMail runs on the UNIX platform, an SNM P monitoring station can run on a
Windows NT machine that receives InterMail information from SNMP.
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The process of configuring SNMP to run on a monitoring station involves several
steps both on the InterMail host running the SNM P server and on the machine running
the SNM P monitoring station.

SNMP Server Configuration

When configuring the InterMail SNMP server for operation, adjust the following keys

as necessary:

®* The/*/common/trapMask configuration key, which lists the severity level of
events that SNMP reports. Valid valuesfor t r apMask are “notification,”
“warning,” “error,” “urgent,” and “fatal.”

Note: Aswith all configuration keys, you can set the conmon/ t r apMask
configuration key on a server-by-server basis, by adding a configuration
key for each server (such asnt a/ t r apMask). By specifying severity
levelsfor al servers, you can reduce the amount of unwanted information
displayed on an SNM P monitoring station.

®* The/*/snnp/ mast er Agent Host configuration key, which specifies the name
of the host that is running the SNMP Master agent.

The SNMP thread on each server maintains a queue of events (traps) that it
dispatches periodically. This activity takes place when the thread is not busy
processing requests. The following configuration keys relate to the queuing and
dispatching activities of the SNM P thread:

* The/*/snnp/trapQueueSi ze key, which specifies the number of events the
trap queue can track and store. Valid values range from 512 to 4096. After
reaching the value specified by this key, the system adds new eventsto the
“bottom” of the queue and no longer tracks events that are at the “top” of the
gueue. The default sizeis 1024 (only 1 KB of memory for the queue itself). If the
gueue were to fill up, some traps might not actually make it to the monitoring
station, but the system would still report the events to the appropriate server logs.

* Thesnnp/ event MaxWai t configuration key, which specifies the maximum
time (in milliseconds) that the SNMP thread will wait for arequest from a
management station. Valid values range from 3000 and 10000 (3 to 10 seconds)
with a default of 3000 (3 seconds).

Here is an example of the configuration keys that configure the SNMP server:

/ */ common/ t r apMask:
[fatal]
[urgent]
/*/ conmon/ t r apQueueSi ze:
/*] snmpdm event MaxWai t :

[ 1024]

[ 5000]

/ venus/ snnpdnt nast er Agent Host :

[ venus]

180
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SNMP Monitoring Station Configuration

The process of configuring an SNM P monitoring station varies depending on the
particular monitoring software. However, the following general steps always apply:

1. Findthe Ovt b directory for the SNMP monitoring station, and create a
subdirectory under it (for instance, swcomn).

2. Establish an FTP connection to the InterMail host running the SNMP server, find
the directory that contains the MIB (Management Information Base) files (with
the extension . ny), and copy these files to the new subdirectory.

3. Compilethesefilesinto *. ni b files asinstructed in the documentation provided
with the SNMP monitoring station software.

4. Identify the host that is running the InterMail SNMP server to the SNMP
monitoring station.

The imsysmon Utility

You can monitor InterMail servers by telnetting to ports or pinging. However, the

i msysnmon command can provide time-sensitive monitoring of servers. The

i msysnmon command checks the overall health of the InterMail system and reports
statusto alog file. When i nsysnon discovers events of a user-definable severity
level (see Chapter 11 for more information on severity levels), it will optionally send
an e-mail and/or pageto alist of specified addresses. In thisway, real-time monitoring
can continue 24 hours aday 7 days aweek.

The imsysmon.ini file

Before running thei nsysnon command, you should configure i nsysnon to specify
the location of system files, which servers to monitor, where to write log files, and
who will receive e-mail and/or pager alerts. Modifying thei nsysmon. i ni file
(located in $1 NTERMAI L/ conf i g) configuresthei nsysnon command.

Thei msysnon. i ni file contains four sections:

* |MSYSMON—variables controlling the running environment of i nsysnon
* INTERMAIL—variables setting the location of InterMail

®*  ORACLE—variables setting the location for Oracle instances

* DEFAULT—variables setting the threshold limits for parameters that affect the
operation of i nrsysnon

The following four subsections describe the variables and meaning of values found in
thei msysnon.ini file

IMSYSMON: Setting the Running Environment for imsysmon

The IMSY SMON section of thei nsysnon. i ni filecontrols how i msysnon should
behave—where it should expect certain information to exist, to whom it should send
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e-mail and pager notifications, and threshold levelsfor certain routine operations. The
variablesin the IMSY SMON section and their meaning are as follows:

Banner Ti ne

Number of seconds to wait for a banner to appear.

Mai | Host s List of mail hosts that can deliver e-mail and pager
notifications. It isimportant to specify at least one mail host
that isnot in your InterMail system, in the event that InterMail
MTAs are not available.

Mai | Rept To Email address(es) that will receive amessage when a Fatal or

Urgent event occurs.

MaxConnAt t enpt Not e

Maximum number of attempts in connecting to a port.

M nEr r Di skUsage

Minimum amount of disk usage before reporting an “Error”
event.

M nFat | Di skUsage

Minimum amount of disk usage before reporting a Fatal event.

M nUr gt Di skUsage

Minimum amount of disk usage before reporting an Urgent
event.

MaxErr oFr eeExt ent s

Minimum percentage of free extents available before
reporting an Error event.

MaxFat | Fr eeExt ent s

Minimum percentage of free extents available before
reporting a Fatal event.

MaxUr gt FreeExt ent s

Minimum percentage of free extents available before
reporting an Urgent event.

PageRcpt To E-mail address(es) that will receive amessage when an Urgent
event occurs.
Ti meQut Time (in minutes) that i msysnon will wait for atask or a

probe to complete, before timing out and reporting an error.

INTERMAIL: Setting the Running Environment for InterMail

The INTERMAIL section of thei msysnon. i ni file controls the interaction of
i meysnon with InterMail. The variablesin the INTERMAIL section and their

meaning are as follows:

User Name

Name of the InterMail user. Thiswill typically be the same
value asthe cormon/ conmonUser configuration key.
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ORACLE: Setting the Running Environment for Oracle

The ORACLE section of thei nsysnon. i ni file consists of one variable listing the
Oracle instances that thei msysnon command will monitor.

Oracl eSI D List of Oracleinstancesto monitor. Typically, there will be
at least two instances: one for the Message Store database
and one for the Integrated Services Directory.

DEFAULT: Setting the Threshold Limits for imsysmon

The DEFAULT section of thei nsysnon. i ni file determines which eventsto
monitor. This section also determines what severity level i nsysnon should consider a
particular error when reporting it to alog file, displaying it in standard error, and/or
sending amail or page (if the event is Urgent or Fatal). Whereas the IMSY SMON
section sets thresholds in percentages or numbers, the DEFAULT section sets the
severity level that i nsysnon will report when the item reaches the threshold
percentage or number.

The following values represent severity levelsin the DEFAULT section:

0 | Notification
1 | Warning

2 Error

3 Urgent

4 | Fatal

For each of the following variablesin the DEFAULT section, you can set avalue for
which severity level to report. If the user does not wish i nsysnon to monitor and
report a particular event, they can “comment out” the event.

Fat | Di skSpace The percentage of disk usage is at least
M nFat | Di skUsage.

Fat | FreeExt ent s The number of free extentsis less than
MaxFat | Fr eeExt ent s.

Or al nst Pi ngFai | An Oracleinstance (that the Or acl eSI Dvariable defines)
is not responding.

Pr ocNot Found An InterMail server is not responding to a ping.

Fat al MsgsFound! nLog Fatal messages found in server logs.
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Al ar nTi neout

A timeout has occurred while waiting for atask.

Ar chi vePat hNot Found

Could not find the Oracle archive path for a specific
instance.

Di skSpaceCheckFai |

An error has occurred while trying to perform adisk
space check.

LogFi | eOpenFai |

Could not open thei msysnon log file.

Ur gt Di skSpace

The percentage of disk usage is equal to or greater than
M nUr gt Di skUsage.

O aTabOpenkFai |

Cannot open or read the or at ab file.

Por t Banner Fai |

A failure to connect to server port expecting a banner has
occurred.

Ur gt FreeExtents

The number of free Oracle extentsis less than or equal to
MaxUr gt Fr eeExt ent s.

Ur gt MsgsFoundl nLog

Urgent messages found in server logs.

CheckFr eeExt ent sFai |

There has been afailure to check for free Oracle extents.

Err oFr eeExt ent s

The segment for an Oracle instance islow.

| MAPQuUI t Error

The IMAP server regjected a“QUIT” command.

| MDbSpaceChecker

There has been afailuretoruni ndbspacechecker.

| MDbLogPar si ngFai | ure

There has been afailure to parse an InterMail log file.

| MSer vPi ngFai |

There has been afailuretoruni mser vpi ng.

LogSegment Cr eat i onFai |
ure

There has been afailure to create alog segment.

LogSegnent ReadFai | ure

There has been afailure to read a previously saved log
segment.

POPQui t Error

The POP server regjected a“QUIT” command.

SendMai | At t enpt Fai |

There has been afailure to notify an event via Ssendmail.

SMrPDat aEr r or

SMTP server rejected our “DATA” address.

SMI'PFr onEr r or

SMTP server rejected our “MAIL FROM” address.

SMI'PRcpt ToEr r or

SMTP server rejected our “RCPT TO" address.
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SMIPMessageBodyEr r or

SMTP server rejected the body of our message.

SMTPNot i f yFai |

Failure to notify of event via e-mail.

SMTPQui t Error

SMTP server rejected our “QUIT” command.

Socket SMIPMi | Fai |

Failure to notify of event via e-mail.

SockOpenFai | Unable to create a socket to communicate with one of the
Servers.
Unhdl Si gnal An unaccounted-for signal has occurred.

War nDi skSpace

The percentage of disk usage for afile system is at least
M nError Di skUsage.

BadPor t Banner

Received a bad port banner

Not eDi skSpace

A notification message on disk space.

Not eFr eeExtent s

A notification message on free extents.

Not eOr al nst Responded

A notification message that an Oracle instance has
started.

O aSi dNot Found

Oracle instance (Or acl e_SI D) not found.

O aHonreNot Found

Oracle home directory for specific instance not found.

Pr ocFound

Found a process.

Por t Banner

Banner found for a server port.

Modifying the imsysmon.ini file

Thei msysnon. i ni fileislarge and offers many options for configuration. The
following example shows how to set some sample variablesin thisfile.
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[ 1 MBYSMON]

# Maxi mum anmount of secs. to wait for a banner.
BannerTime = 20

# Mail Hosts - The list of hosts that will be used by inmsysnon to send

# emai | nmessages. Add one host per line between the |ine
# contai ning <<EOT and the line containing ECT.

Mai | Hosts = <<EOT

ECT

# Mai |l Rept To - The enmil adress(es) that will receive a nessage when
# an urgent event happens.

Mai | Rept To = <<EOT

ECT

# LogEventFilters - List error menonics and associ ated args to describe
# the log event(s) that you do *not* want to be notified
# about .

LogEventFil ters = <<EOT

M aControl Fil eWiteFail ed

ECT

# Emai |l FromAddr - The address imsysnon uses to send its email nessages

# from This account is NOT created automatically. It
# must exi st and be active for insysnmon email notification
# to work.

Emai | FromAddr = i mai |

# The maxi mum percentage the directory cache can be out of sync with the
# directory database before raising an "urgent" nessage.
Qut OF SyncThreshhol d = 90

# The maxi mum nunber of attenpts in connecting to a port.
MaxConnAtt enpt Note = 5

# M nErrDi skUsage - The mi ni num amount of di sk usage before raising
# an "error" nessage.
M nErr Di skUsage = 80

# M nFat| Di skUsage - The m ni mrum anpunt of di sk usage before raising
# an "fatal" message.
M nFat | Di skUsage = 98

[ | NTERMAI L]

# UserNanme - The nane the the InterMil user.
User Nane = inmail

[ ORACLE]

# OracleSID - The list of Oracle instances that will be nonitored.
Oracl eSI D = <<ECOT

| MVIL

| MD1

EOT

[ DEFAULT]

# Percent of disk usage is at |east M nFatl D skUsage.
Fat | Di skSpace = 4
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Figure 16 Sample imsysmon.ini file

Running imsysmon

After configuring thei nsysnon. i ni file invokethei nsysnon command on a
command-line by typing i msysnon. However, in order to run i nsysnon, you must
ber oot .

Note: Torunthei nsysnon utility, you need to set the ORACLE_USERI NFO
environment variable.

For a complete description of available syntax for i nsysnon, see the InterMail Mx
Reference Manual.

The following example shows the execution of i nsysnon and some possible
problems that it may report.

paris% . /i msysnon
i meysnmon:  Monitor procedure started for host paris on Fri Jan 08
14: 46: 15 PDT 1999

Initializing......

i msysmon:  Initialization conplete. Running with these val ues
Host Nane paris
OpSys SunGs
I mai | UNane i mai l
O acl eUNanme
oracl e
InterMai I Dir /vol 1/i mai |
Ver boseMode 0
LoghMode 1
LogFil e /vol 1/imail /| og/
i meysnon. paris. 19990108144615. | og
Mai | Del i ver yHost s earth: 7131
Wai t Ti me 2

Envi ronnent: i nail
Envi ronnent: oracle
i meysnon:  nonitoring InterMail nodul es: nmss nta popserv

Checki ng nodul e mss. ..

i meysnmon:  FATAL! 19980508144624: nss does NOT respond to connection
requests.

Checking nodule nta...

Figure 17 Running Imsysmon

Based on the output shown in Figure 17, i msysnon createsalog file
(i meysnon. venus. 19980508144615. | og) and sends an e-mail to the addresses
that Mai | Rept To specified.
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InterMail Event Logging

This section describes the various types of log files and log file formats, and explains
how to read log data.

InterMail generates extensive log files that contain arunning record of InterMail
operations, as well asinformation about system usage, message flow, and the number
of connections to and from InterMail servers. You can configure how much
information is to be logged.

In addition to being an important tool for system monitoring, log files are very useful
for debugging since they allow you to retrace the steps that led to an event or problem.

Types of Log Files

188

InterMail generates three kinds of log files:

Log File Type | Suffix Contents

Event log .log Error, warning, and informational messages recorded as
the events occur.

Statistics . stat Statistical information for a period of time.

Trace .trace Diagnostic information recorded as events occur. Trace
filesare typically turned on at the direction of the
InterMail technical support staff.

You should regularly review the. | og files as part of routine system monitoring.

InterMail writesall log filesto the samelog directory. To specify the log directory, use
thecommon/ | ogDi r configuration key. The value must be avalid path name, relative
to the InterMail home directory. For example:

/*/ common/ 1 ogDir: [|og]

For more information about the configuration keys mentioned in this chapter, see the
InterMail Mx Reference Guide.

Event Log Files

All InterMail server processes (such asnss, nt a, and popser v) are capable of
writing eventsto . | og files. Each server process maintains a current log file that can
be rolled over after aconfigurable period of time. The server then starts anew log
file.

References to current log files appear in files whose names include a server name and
filetype (for example, popser v. | og contains a reference to the current log file for
popserver). Similarly references to archived log files appear in files whose names
include a server name, a host name, a date/time stamp, and the log type (for example,
popserv. | yons. 199805050000- 0700. | og).
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Thetime stamp in log files can be in local time or Greenwich Mean Time (GMT). If
you want time stampsin local time, set the configuration key gnt LogTi nes tof al se
(the default value). If you want time stamps in GMT, set the value of the

gnt LogTi nes key totr ue.

If thetime stamp isin local time, the log filename will include atime zone offset; for
example, popser v. | yons. 199805050000- 0700. | og where—-0700 isthetime
zone offset.

By default, the system does not print event logsto st der r. To turn this capability on,
and have al event logs of severity level Warning and higher to st der r, set the value
of the configuration key ser v\War nToSt derr tot r ue:

[ *] conmon/ ser vWar nToSt derr: [true]

Statistics Files

Statistics files contain statistical information for a configurable period of time. You
can use these statistics to measure system performance.

Each server generates a statistics file. Initially, the statistics file reports all the
statistics that the server generated. You can use ther epor t Par ansl nt er val
configuration key to specify how frequently you want the . st at file generated. The
default value for thiskey is 180 seconds. After the specified interval, the server checks
whether any reportable parameters have changed and reports any changes.

Statistics files follow the same naming convention as event log files, but witha. st at
extension. Therefore, for example, the filename for a statistics file might be
popserv. paris. 199805050000- 0700. st at .

Trace Files

Trace files contain diagnostic information recorded as events occur. Thisis an
important option for debugging and measuring system performance, sinceit tracksthe
flow of messages through the InterMail system. You generally turn trace files on only
a the direction of the InterMail technical support staff.

If the message tracing capability isturned on for a server, it adds an entry toitslog file
whenever it processes a message. These message tracing entries allow you to trace
messages through the system, and help to track down problems with messages.

To set message tracing, use the configuration key messageTr aci ng. You can set this
key independently for each server.

You can set the level of detail (verbosity) of the. t r ace file output using the
configuration key t r aceQut put Level . For example:

[ paris/mal/traceQut putlLevel : [rnme=1, sock=2]

By default, output to the . t r ace file does not print to st der r. To turn this capability
on for any InterMail application, you can set the value of the configuration key
traceToSt derr totrue, or you can launch the programwith a-t r aceToConsol e
option.
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Log File Formats

190

Date

This section explains the formats of the event log file, statistics file and tracefile.

Event Log File Format

Inside each event log file, numerous log “events’ appear. The format for entriesin an
event log fileis:

<l ogEntry>:: = <date> <ti ne> <host> <progranr <pi d> <l wp> <t hread>
<severity> ";" <event>

Figure 18 shows atypical event log in an event log file.

Lightweight
Process IP

Ti "
ime Timezone Server process (LWP) Lolgggg ‘

Offset

1 % = | |

Event parameters

\T_l

Process ID

number (PID)
Thread

number

699804}3 121518481-0800 paris mta 25569 SOEE Note;‘SmtpCOnnectionCIosed(70/%) [10.6.1.1]:1:1:30008

Hostname Event identifier

Figure 18 Event log format

The event log shown in Figure 22 provides a notification that, on 13 April 1998, at
12:15 PM local time, the MTA had an SM TP connection close on the host named
pari s fromthe IP address 10.6.1.1. one second after connection time. The client sent
1 message of length 30008 bytes.

Event logs consist of the following fields:
Date — Thedate stamp in YYYYMMDD format.

Time— Thetime stamp in HHMM SSmmm format, where mmm isin milliseconds,
inlocal time or GMT. If thetime stampisin local time, the timezone offset aso

appears.
Host name — The name of the machine where the server resides.

Server Process— The name of the process that logged the event (such as mta or
popserv).

Process I D number (PID) — The standard PID of the operating system.

Light Weight Process D (LWP) — Thelightweight PID; not supported by all UNIX
platforms.

Thread Number — The thread number for a multi-threaded process.

Logging Level — Thelogging level for the log event. Thislevel indicatesthe level of
effect that the event will have on a server or process. Logging levels are Fatal (Fatl),
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Urgent (Urgt), Error (Erro), Warning (Warn), and Notification (Note). See Chapter 9
for additional information.

Event I dentifier — The event’s specific name, containing a prefix denoting the
general event category, an abbreviated description of the event, and a message set ID
and message ID (a code that refers to a message type that other commands use to
produce a more human-readable format).

Event Parameters— Details about the logged event, including information to help
trace data through a system, diagnose operating system problems, and so forth.

There are afew guidelines for the format of this field:

Event parameters are colon delimited.

Events associated with a network connection will contain the network address of

the connection.

Message events will include a message ID as their first parameter.

Events associated with a specific client identity will provide the user name when

available.

Process | Ds should appear, to establish parent-child relationships when created/

reaped.

An event log may also include, at the end, any of the following colon-separated

additional information:

user =% Mail user
MsS=9% Mail host

port =% Port

mbox=9 Mailbox
from=9% From string
fldr=% Folder

megi d=% Message ID
ori gMsgi d=% Original Message ID
si ze=%l Size

cnd=% Command
rme=9 RME operation
fronmhost =% From host
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dest host =% Destination host

For example:

19980507 133423832-0700 paris popserv 2089 9 16
Not e; PopConnTi nedQut ( 66/ 15) 240: user =j ane: nss=l yons: port =5010: nbox=30:
cmd=retr 1:fromhost=127.0.0.1

Statistics File Format
The format for entriesin a statistics log fileis:
<rpl LogEntry>:: = <date> <tinme> <host> <programs <pid> ";" <event>

Figure 19 shows atypica statistics file entry.

Process ID

Hostname number (PID) Reportable
Time parameter

1

19980513 151421441-0700 paris popserv 19555;StatConnections(77/12) 1

Timezone

Date offset Program Event identifier

Figure 19  Statistics log file

A statistics file entry consists of the following fields:
Date — The date stamp in YYYYMMDD format.

Time — Thetime stamp in HHMM SSmmm format, where mmm is in milliseconds,
inlocal time or GMT. If thetime stampisin local time, the timezone offset aso

appears.
Hosthame — The name of the machine where the process resides.

Program — The name of the process that logged the statistic (such as mta or
popserv).

Process | D number (PID) — The standard PID of the operating system.

Event I dentifier — The reportable parameter’s specific name which isan abbreviated
description of the reported statistic. This field also contains a general event category
number, and amessage ID (a code that refersto a message type that other commands
use to produce a more readable format).

Reportable Parameter s— Reported statistics.
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Trace File Format

The format for entriesin atracefileis:

<traceEntry>::= <date> <ti me> <host> <progranr <pi d> <l wp> <t hread>
' <traceFeature> <tracelLevel > <traceDat a>

For example:
19980511 122236824-0700 paris popserv 2089 5 8;wait=1 entering
wait Al l (tineout={5,0}), manager is ef16bb78([-1])

Reading Log Files

Log files can contain hundreds or thousands of lines. Although you can view log files
in their original format, InterMail also allows you to parse them to produce a more
readable format. You can do this using the following two commands:;

®* imogsum(only for. I og files)

® imogprint(for.log,.stat,and. trace files)

Using imlogsum
You can usethei m ogsum administrative command only for reading . | og files.

Thei m ogsumcommand produces a summary of output that is easy to read and
allows you to see useful system information while ignoring less important
information. The output summary includes:

* Alist of message typesthat have occurred in thislog
* Thetota number of each type of message produced

*  Thenumber of messagesthat the M TA handled whilethe filewaslogging activity
in the system
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For example:

paris% /vol 1/imail/lib/imogsum-v nta.venus.199708250000. | og
File ‘nta.paris.1997199708250000. 1 0g" {

796: Acct UnknownUser -> The user is not known at this site
1717835: MsgTrace -> Message

1: ProcLaunchReport -> Launched as user
80472: Snt pConnecti onReceived -> An SMIP client connected
56: Snt pDNSLookupTi medQut -> A | ookup tinmed out
6: Snt pQueueProcess -> The deferred queue is being processed

*kkkkkkkkkkkkk Totals of rressages In ‘.Iog’ flles kkkkkhkkhkkhkkhkkhkkkk*

796: Acct UnknownUser -> The user is not known at this site
1717835: MsgTrace -> Message
1: ProclLaunchReport -> Launched as user
80353: Snt pConnectionCl osed -> An SMIP client closed its connection
to the server after seconds of connect tine
80472: SmtpConnectionReceived -> An SMIP client connected
56: Snt pDNSLookupTi medQut -> A | ookup tinmed out
6: Snt pQueueProcess -> The deferred queue is being processed

R R Sk SR Sk SR Sk S S S Sk S S S R kS Sk Sk Sk kS kS Sk Sk kS kS Sk Sk Sk Sk kS Ik ko ok

Message Traffic H stogram

ER R R R R R R R

Ti me delivered-paris-int
08/ 25/ 97 19: 00 4677
08/ 25/ 97 20: 00 2753
08/ 25/ 97 21:00 15513
08/ 25/ 97 22:00 25362
08/ 25/ 97 23:00 35513

Total : 83818

R R Sk SR Sk SR Sk S S S S S S S S R kS kS kS Sk kS Sk kS Sk Sk ok kS Sk ko

You can aso usethe-| <severity> argument to limit the output to only those
messages of a specified severity level.

For more information about thei m ogsumcommand, see the InterMail Mx Reference
Guide.

Using imlogprint

You can usethei m ogpri nt commandto present. | og,.stat,and. trace file
information in a readable format. You usually use this after prefiltering the logsto
remove unwanted entries. You can include or exclude log entry fields, have output
printed on multiple lines, and include field tags to make the meaning of each field
clear.

For alog file with time stampsin GMT or atimezone other than thelocal one, you can
use-|[ocal tine] tohavethetime stamps converted to local time.
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Whilei m ogpri nt typicaly accepts alog entry from standard input, you may use
asodirect an entirelog fileinto i m ogpri nt in the following manner:
imogprint -t -m< nmta.log

The—t option places descriptive tags in the beginning of each output field and the —m
option prints output on multiple lines. If you choose to direct alog file, you will
probably want to redirect this output to asecond file (such asnt a. | og. pri nt out)
in the following manner:

imogprint -t -m< nmta.log > nta.log. printout
Example

The first of the two examples below shows astandard i m ogpri nt command and
resulting output. In the second example, the command aso includes—x 1- 2 to
exclude the first two fields of the log entry (the date and time).

nercury%imogprint -t -m
19971021 021512922 nercury popserv 14812 7 14 Not e; PopPr ot ocol Err(66/1) AUTH
twi nki e: cmd=AUTH t wi nki e
dat e=10/21/ 1997 tine=02: 15: 12. 922 GMI host=nercury prog=popserv pi d=14812
| wp=7 t hread=14 sev=Notification;[errorCode=PopProtocol Err]
A POP protocol error occurred during session: POP cnd: "AUTH
tw nki e". cnmd=AUTH tw nki e

nercury%imogprint -t -m-x 1-2
19971021 021512922 mercury popserv 14812 7 14 Note; PopProtocol Err(66/1) AUTH
twi nki e: cnd=AUTH t wi nki e
host =nercury prog=popserv pi d=14812 | wp=7 t hread=14
sev=Noti fication;[errorCode=PopProtocol Err]
A POP protocol error occurred during session: POP cnd: "AUTH
tw nkie". cnmd=AUTH tw nki e

For more information about thei ml ogpri nt command, see the InterMail Mx
Reference Guide.

Accessing Log Data Through Named Pipes

Logs are archived records of past InterMail transactions. For circumstances in which
you want to seelog entriesin real-time, you can use anamed pipe to access any events
reported in log files, and you can view the output in a consol e window.

You use the following configuration keys to control named pipes:
®* | ogNanedPi peMbde

® stat NanedPi peMbde

®* traceNanmedPi peMbde

If you want to run a console window in the background, set thel ogNanmedPi peMbde
configuration key to 1. This causes the log output to be written to the pipe (for
example, popser v. pi pe. | og) aswell asto thefile (for example, popserv. | og).
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Named pipes exist in the same directory as log files (the directory specified with the
| ogDi r configuration key) and have the extension . pi pe. <fi | et ype> (filetype
canbel og, stat,ortrace).

Web Server Logging

The Web server has a separate logging system than the other InterMail servers. The
log files generated by the Web server are located in WEBEDGE_DI R/ confi g_ndn/
| ogs where WEBEDGE_DI Risthe top directory in which the Web server isinstalled.

The Web server generates three log files:
i access

® errors
i | MError

access Log File

Thisfile stores requests made by the connecting clients/browsers. An entry in thislog
contains the following information:

®* ThelP address of the client
* Thedate and time of the request
*  Therequest made by the client on the server

Thefollowing is an example log entry in thisfile:

127.0.0.1 - - [08/Jun/1999:11:16:27 -0400] "POST /cgi-bin/gx.cgqgil/
ApplLogi c+MobPref ? HTTP/ 1. 0" 200 8651

errors Log File

Thisfile contains errors, events, and actions taken by the Web server. It also lists
errors and exceptions detected during program execution. Informational messages
(preceded by | nf 0: ) generally occupy asingle line, whereas error messages
(preceded by Er r or : ) include the program stack trace, which generally takes up
several lines.

For example:

Info: Tue Jun 08 09:46: 33 EDT 1999 Parsing tenpl ate:
M\ nobi i ty\vcafe\config_ndn\ Tenpl at es\ ad. ht m

You can specify the Web server logging level from the Web server administration
screen. To select the logging level:

1. From the Administrator menu, select Web Server.

2. Inthe Server Configuration section, go to the Logging level drop-down list and
select the logging level you want:

— Full displays server operation details that are useful when you are trying to
isolate problems.
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— Normal logs errors and significant events.
— Nonedisables logging.

3. Click Submit.
Thelogging level is selected.

You can archiveer r or s log files by specifying thetime of day at which you want the
log files rotated, as well as the number of log files you want archived.

To set logging time and number information:
1. From the Administrator menu, select Web Server.
2. Inthe Advanced Configuration section, fill in the following fields:

— In Rotate Log Hour, enter the hour of the day at which you want the log files
rotated, from O (midnight) to 23 (11:00 p.m.). The server automatically
switchesto new log files at the time of day specified (archiving happens, in
general, once every 24 hours, unless the Log Rotate Hour gets changed in the
middle).

— InMax Archived Logs, enter the number of archived log files you want kept.
The default is 30. The archived logs are present in the same directory as the
current log files. The archived files get a number appended to them - the
higher the number the older the archive. So, whilethe currenter r or s fileis
simply caled error s, the onejust archivediser r or s. 0, the one before
that errors. 1, and soon.

3. Click Submit.

The logging time and number information is set.

IMerror Log File

Thel Merror log file replicates the information contained in theer r or s log file.
However, it presentsthe log information in the InterMail log file format. The entries
follow the same logging levels used in the InterMail log files. This helps users who
may have developed tools to analyze InterMail logs. An example entry in the

I Merror logfilelooks like the following:

19990608 162641395-0400 gromit NMDN 00000 00 O Note; Server running at:
10.64.5.42 on port: 82 docunent root:
M\ nobi i ty\vcafe\config_ndn\docs(0/0)
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Using a comprehensive backup strategy combined with properly tested recovery
procedures, you can recover datain the event of catastrophic failure. This chapter
covers the basics of backup and recovery for the InterMail system. The specific
procedures used at your site will depend on your own provisioning system, the size of
the database, available hardware, and available person-hours.

This chapter covers:

*  Planning your backup and recovery strategy

*  Recommended backup hardware

®  Backing up the Configuration database

* Backing up the InterMail Oracle databases

* Restoring the InterMail Oracle databases

*  Backing up and restoring the Message File system
*  Backing up and restoring mail in process

*  Testing backup and recovery procedures

This chapter assumes you have thorough knowledge of your operating system, system
configuration, and backup software, as well as a good working knowledge of
InterMail and its operations and a general understanding of backup strategy options.
You should have considered the requirements for recovery and the expected level of
service that your chosen backup strategy will protect. Knowledge of Oracleis helpful
but not necessary.

Planning Your Backup and Recovery Strategy

Hardware failure, data corruption, or operator error can severely damage your
InterMail system. A comprehensive backup strategy combined with an understanding
of recovery techniques allows you to design your system to maintain the required
level of service even if an unforeseen disaster occurs.
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InterMail backup and recovery procedures address three types of disaster scenarios:

®* Hardware failures—CPU failure, memory errors, disk errors, disk controller
failure, device driver failure, or total system failure

* Software failures—Errors that occur in the operating system or related third-
party software applications

®* QOperator errors—Errorsthat result from unexpected user behavior, such asthe
erroneous deletion of files or logs or accidental shutdown of the system

Backup effortsin InterMail should focus primarily on:
*  Account information contained in the Directory database
*  Configuration information contained in the Configuration database

* Persistent mail storage in the Message File system and the Message Store
database

* Temporary mail storagein the Queue directory and thelocal spool directories of
the Message Transport Agent (MTA)

You should perform regular system or environment backups in addition to the
procedures discussed here. Environment backups should include regular incremental
backups of non-InterMail files and occasional backups of InterMail binaries and
configuration files.

Note:  You cannot consider any backup and recovery strategy effective until you
fully test it under field conditions. You should conduct regular testsin alab
environment to ensure that your backup and recovery strategies work.

Recommended Backup Hardware

Thefirst step in devel oping abackup and recovery plan isto decide upon the hardware
to be used. This section provides general recommendations with respect to disk arrays,
tape devices, and high-availability solutions.

Note: For MTA hosts, regular online backups are not possible due to the transient
nature of the data. The most reliable strategy for backing up MTAs s full
hardware mirroring including three-way mirrors with redundant controllers.

Disk Arrays

200

Disk arrays are fast and capture images of data quickly, without much overhead on the
production system. However, disk arrays are expensive and have limited storage
capacity. If cost is an issue, a spare disk array may be less desirable than tape. If
performance is the prevailing issue, the disk array option is clearly the best choice. It
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is not necessary that spare disk arrays be redundant arrays of inexpensive disks
(RAID) or mirrored.

Tape Devices

Tape devices take much longer than disk arrays to capture images, and they tend to
have higher error rates than disks. However, tape devices are inexpensive and have
unlimited storage potential. Multiple backups of any given file reduce the risk of file-
write errors.

For long-term storage, saving images to tape is the only practical solution. Digital
linear tape (DLT) is much faster and has higher capacity than digital audio tape
(DAT), dthough it is aso more expensive, especialy compared with DLT jukeboxes.

Ideally, the first step would be to copy backed up filesto a separate array of fast disks
in order to minimize impact on production systems. The next step would be to copy
the files to tape or another backup medium.

High-Availability Solutions

Another strategy that may increase system reliability is the use of a high-availability
solution. Systems usually implement high availability as a software failover
mechanism that runs as a daemon process. High availability requires at least one
redundant machine with a configuration and shared disks, identical to those of the
production machineit will recover. During failover, the redundant machine essentially
assumes the identity of the failed production machine. Software.com does not provide
ahigh-availability solution, but has certified several third-party tools for use with
InterMail systems.

Backing Up the Configuration Database

The Configuration server is on the master configuration host. This server maintains
the Configuration database and is responsible for distributing the contents of that
database to all other InterMail hosts. It is extremely important that you back up the
information in the Configuration database.

You should back up the Configuration database:
* After amagjor installation

* Eachtime the configuration information changes

You can set a path with the ext r aCopy Conf i gDBPat h configuration key in order to
have the Configuration server write an extra copy of the Configuration database file.

Should it ever be necessary to revert to an earlier version of the Configuration
database, use the ver si onConf i gDB configuration key.

You can also use the configuration key ver si onConf i gDB to make abackup copy of
the current Configuration database. If ver si onConfi gDBissettot r ue, eachtime
the Configuration server writes a new Configuration database, it renames the old one
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toconfi g. db. <YYYYMVDDHHMVSS>. This makes it easy to revert to an earlier
Configuration database should that be necessary. You should periodically examine the
size of the directory containing the backed up Configuration database files and delete
filesthat are no longer needed.

Backing Up the InterMail Oracle Databases

202

InterMail contains two Oracle databases: the Directory database and the M essage
Store database. The backup and recovery procedures are the same for both databases.

The Directory database is part of the (Integrated Services Directory (1SD), which aso
contains several local Directory Cache (non-Oracle) databases and their associated
servers. Given that the 1SD is the sole source of directory information for the
InterMail system, it is essential that the Directory database be backed up regularly.
Thelocal caches can be reproduced from the main Directory database and, therefore,
do not have to be backed up separately.

The frequency of backups depends on how quickly the datain the Directory database
changes. If your site creates or modifies alarge number of accounts, you should back
up this data often. We recommend that you make a hot backup of the Directory
database nightly. For complete inforamtion on hot backups, see “Making a Hot
Backup” on page 205.

The Message Store database maintains tables of pointersto message files and their
statuses (such as Read or Deleted) in the Message File system. The actual message
files containing the message content are stored in the Message File system.

For every Message Store server in your InterMail system, there is aMessage File
system and an associated M essage Store database. If the system loses one, the
contents of the other are meaningless. You should back them both up.
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Figure 20 illustrates the structure and content of the M essage File system and M essage

Store database.
MSS Host
o o
w \¥/
w \\_//
Message Online redo
files logs .,
T T Tablespaces
e = S =
Journal Archived redo
files logs
Message file system Message Store database

Figure 20 Message File system and Message Store database

Oracle Database Files to Be Backed Up

The following files must be included in M SS backups because they are stored both in
an Oracle database and in the Message File system:

* Message files—InterMail message files are stored in the Msgf i | es directory.

* Journal files—InterMail creates atransaction record for every message file
created and deleted and stores these recordsin journal files.

In addition, for successful recovery of an Oracle directory database or Message Store
database, it is critical that the following files be backed up:

* Onlineredo logs—These files record the changes made by the most recent
transactionsin the Oracle database. They are similar to InterMail journal files.
Oneonline redo log is the current log in which Oracle records all new changes. If
the system loses the online redo logs, in particular the current log, it also losesthe
most recent set of changes to the database.

When the current log becomes full, Oracle switches to a different redo log and
begins recording changes there, and it copies the previous log to the
ar chi ve_dest directory as an archived redo log.

Oracle's software mirroring feature protects the online redo logs. The software
mirroring of Oracle redo logsis set up automatically by the Oracle installation
utility.
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Note: Itisimpossible to perform ahot backup on online redo logs. Online redo logs
must be mirrored in arobust fashion so that you can be confident that at least
one mirror will survive. The redo logs can be backed up “cold,” meaning that
the database is down when the files are copied. Thisis, however, of limited
value, in that the datain the redo logs typically changes reapidly. The only
copy of the most recent changesisin the redo logs only. Therefore, if the redo
logs are lost, some of the most recent changes to the database will also be lost.

* Archived redo logs—These are copies of online redo logs that have “filled up”
with transactions and been archived by the system. Make backup copies of these
files.

* Tablespace data files—These include the system tablespace, temporary
tablespace, data table tablespace, rollback segment tablespace, and, optionally,
index tablespace. Make backup copies of all of thesefiles.

Note: Tablesin the Message Store database and the Message File system can bein
one of two unsynchronized states. In the “widows’ state, the database tables
contain references to missing message files; in the “orphans’ state, there are
message files which have no corresponding pointers in the database tables. If
one of these unsynchronized states exists when file recovery is needed,
InterMail uses the information contained in the M essage Store database asthe
authoritative information.

Types of Backup Used with Oracle Databases
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There are three types of backup used for Oracle databases:
*  Satic file backups

*  Completeimage (“cold") backups

* Hot backups

Static File Backups

In the Directory database, you should back up the entire SORACLE_HOME directory.
This directory includes Oracle files needed to support the operation of the Directory
database (e.g., Oracle configuration files an administrator would make minor changes
to from time to time). These files are only rarely written.

Note: Dynamic database files are not usually kept in SORACLE_HOVE, where they
would complicate Oracle upgrades.

Static files, such as the host system software, Oracle software, and configuration files
require occasional backups since they change rarely. For example, the Oracle binary
files change only when the software is upgraded, and the . cshrc and. profi | e files
change only when manually edited.
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Caution! Thistype of occasiona backup should include only static files described
above, not the highly dynamic files that contain the database data. Do not
include any of the database data, online redo logs, or control filesin this
type of backup. Thesefilestypically havea. dbf or. ct| extension.
Inadvertently restoring one of these files from this type of occasional
backup could be disastrous, since the backup data would be obsol ete.

Complete Image Backups

A complete image backup of both InterMail-specific files and operating system files
should be made immediately following a new or upgraded installation. Although this
type of backup is done only infrequently, it isimportant for recovery sinceit provides
a“snapshot” of the entire system at one point in time. A compl ete image backup
should take place whenever the system isin a quiescent state; the more recent a
complete backup is, the more useful it will be during recovery.

Note: Whenever installing any new software, you should back it up immediately as
part of your general backup strategy. If you have a customized system,
remember to back up your customized directories as well.

Immediately after an InterMail installation, no services have started. If you have
started them manually or if thisisan existing InterMail system, you must stop them on
al the MTA, MSS, and ISD machines before making the backup.

You should copy all directories and files created as a part of InterMail and any other
filesthat have changed as a result of the installation, as well as the system
configuration files and user files.

Following this process, you should have a complete image of the working system and
the operating environment. At this point, the InterMail system can begin running. If
thisis anew installation, the system should aso be ready for provisioning new
accounts.

Hot Backups

Typically, acr on job performs a hot backup of the M essage Store database and the
Oracle directory database nightly, while the service is up and running. Another cr on
job periodically wakes up to make copies of archived redo log files.

Making a Hot Backup

Two InterMail utilities, i mdbhot backup andi nmor acopyar chr edo, runascr on
jobs to make hot backups of :

® Critical datafiles
* Archivedredo logs
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Thesefiles are crucid to recovery of the Message Store or Directory database. If any
one of them is missing, the system can lose the results of committed transactions,
resulting in lost mail or vanishing user accounts.

Critical Data Files

The files that contain the database tables, the rollback segments, and the system
tablespace are considered critical datafiles. The database tables specify which
messages are in which mailboxes; the rollback segments are vital to complete
recovery; and the system tablespace contains a“map” of the database that describes
the schema and organization of tables, blocks, and files. All these are critical pieces of
information.

To make backup copies of critical datafile, you should run the administration
command i ndbhot backup asacr on job. The complete syntax for thisscript is
shown in the InterMail Mx Reference Guide.

By default, thei mdbhot backup utility handles backups only to disk. To back up a
file to tape, you must write a customized command and passit toi ndbhot backup
with the —backupconmand parameter.

Backing Up to Disk

In the following example, the system dedicates adisk array, / vol B, to storing
backups. The array isinstructed to keep two backup copies: the latest backup and the
previous one. In the example, the cr ont ab entry belongsto the or acl e user, so that
will be no permission problems with access to datafiles.

30 3 * * * ORACLE_HOVE=/vol X/ oracle/7.3.2 ORACLE_SI D=I ML LD_LI BRARY_PATH=/
vol X/imail/lib:/vol X/ oracle/7.3.2/1ib /vol X imail/bin/indbhotbackup

—cronj ob-sl eepti ne 120-ot hert enpor ar yt abl espaces TEMP—-backupdestdi r / vol B

—t ot al backupskept 2 -l ogdir /vol B/ BACKUP_LOGS —dbnanme |MML —id imail/imail

Backing Up to Tape

Following isasample cr ont ab entry for the or acl e UNIX user for backup to tape.
Thecr ont ab entry belongs to Oracle so there will be no permission problems with
accessto datafiles. The or acl e user is not amember of the InterMail group and will
not be able to access the Configuration database. Therefore, the —I ogdi r parameter
prevents the command from trying to look up | ogDi r in the Configuration database
and failing.

30 3 * * * ORACLE_HOME=/vol X/ oracl e/ 7. 3. 2 ORACLE_SI D=I MMX LD_LI BRARY_PATH=/
vol X/imail/lib:/vol X/ oracle/7.3.2/1ib /vol X/ oracl e/ i mdbhot backup

—cronjob —sleeptinme 120 -ot hert enporaryt abl espaces TEMP —backupdestdir /
vol Y/ backup —total backupskept 1 —l ogdir /vol Y/ backup/ LOGS —backupcommand
/usr/1ocal / bi n/ backupt ot ape —dbname | MU —id imail/imail

When you back up to tape, you must specify the —backupdest di r argument (asis
shown in the example above). The destination directory stores the following:
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*  Scriptsfor re-creating indexes and temporary tablespace
* A backup history file maintained by i mibhot backup
* A backup copy of the database contral file

Thefollowing is an example of a customized backupt ot ape command:

#!' /bin/sh
if echo “$1” | cpio —ocBv > /dev/tapexas
t hen
exit 0
el se
exit 1
fi

Handling a Crash During a Hot Backup

If acrash occurswhilei mdbhot backup isrunning, it islikely that, when you reboot
the machine, the Oracle background processes will launch successfully but that the
database will not come back up cleanly. Issuing aps command will reveal that the
database processes are running, but the database will not accept any commands.

The problem isthat a crash during a hot backup of adatafile leavesthe file header in
an inconsistent state. The sytem detects this at startup, issues an error saying
“ORA-01113: file X needs mediarecovery”, and refuses to open the database fully.

To get the database fully operational:
1. Set the ORACLE_HOVE and ORACLE_SI D environment variables properly.
2. Loginastheoracl e user.

3. RuntheOraclesvrngrl utility asfollows:

% echo $ORACLE_HOME $ORACLE_SI D

% $ORACLE_HOVE/ bi n/ svr ngr |

>connect i nternal

>startup

ORA-01113: file N needs nedia recovery
ORA-01110: datafile N *‘/foo/bar/snafu. dbf’
>recover datafile ‘/foo/bar/snafu. dbf’

>al ter database open;

4. If the system issues another “ORA-01113" error, repeat ther ecover dat afil e
and al t er dat abase commands.

5. Issueanexit command toterminatesvrngrl .

Archived Redo Logs

Archived redo logs are critical to recovery if the system loses a critical datafile. If one
of the archived redo logs is missing, the backup copy can be re-created only to the
time at which the missing log started recording changes.

You should back up archived redo logs shortly after the system creates them. This
ensures that two copies always exist: onein Oracle’'sar chi ve_dest directory and
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one in the backup directory, or onein Oracle’'sar chi ve_dest and one among the
online redo logs.

Losing one archived redo log makes full recovery impossible. The
i ndbcopyar chr edo utility addresses this problem by copying archived redo logs
soon after creation so that two copies exist on independent devices.

Thei mdbcopyar chr edo utility also regularly prunes old archived redo logs from the
archi ve_dest directory, preventing them from filling up the ar chi ve_dest
directory.

You should run thei mdbcopyar chr edo utility asacr on job at intervalsthat are a
small multiple of the average time between log switches. This ensures that the utility
copies an archived redo log before the system begins to overwrite its online redo log
original.

Restoring the InterMail Oracle Databases

This section explains how to recover components of the InterMail Oracle databases,
including:

®  Oracle homedirectory

* System tablespace

*  Temporary tablespace

* Datatable tablespace

* Rollback segment tablespace
® Index tablespace

®*  Online and archived redo logs
®* archive_dest directory

* Filesfrom acombination of categories

Your backup strategy should ensure that you can fully recover the database if all the
files on any one device are lost. Whatever the specifics of your strategy are, you
should do hot backups nightly and have a day’s worth of archived redo logs available
inarchi ve_dest.

Oracle Home Directory
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If the system loses the or acl e home directory, including all the Oracle binaries,
libraries, and database parameter files, try copying Oracle binaries from the
$ORACLE_HOME directory on another machine.

You should re-create the or acl e home directory, including . cshrc and . profile
files. TNS_ADM N istypically set to $ORACLE_HOVE/ net wor k/ adni n; in general,
this should be set to the path of the directory that contains the SQL*NET
configuration filesl i st ener. or a, t bsnanes. or a, and sqgl net . or a.
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ORACLE_SI D must be set to the name of the database. ORACLE_HOME must be set to
the path of the root of the Oracle system file hierarchy. LD_LI BRARY_PATH must
include $ORACLE_HOME/ | i b. In the following instructions, assume that HOME is the
or acl e user'shome directory path.

To recover the Oracle home directory:
1. Copy $ORACLE_HOME from another machine

2. Makethe directories $HOVE/ adni n/ $SORACLE_SI DY dunp_dest / bdunp,
... cdunp, and ..[ udunp.

Make the file $HOVE/ admi n/ $ORACLE_SI D/ pfi | e.

Copy the hot backup file BAK. i ni t $ORACLE_SI D. or a to $HOVE/ admi n/
$ORACLE_SI D/ pfil e/init$ORACLE_SI D. or a.

5. Create asymbolic link:

In —s $HOVE/ adnmi n/ $ORACLE_SI D/ pfil e/ i ni t $ORACLE_SI D. or a
$ORACLE_HOVE/ dbs/ i ni t SORACLE_SI D. ora

6. Copy the hot backup file BAK. confi gl MDB. or a to $HOME/ admi n/
$ORACLE_SI D/ pfil e/ confi gl MDB. or a.

7. Copy the hot backup files BAK. t nsnanes. or a and BAK. | i st ener. or a into
$ORACLE_HOVE/ net wor k/ adni n/ t nsnanes. oraand ../l i stener. ora.

System Tablespace

The system tablespace file, Syst enTabl espace. dbf, recordsthe schemaand
structure of the database, and Oracle cannot start the database without it.

You can use the following procedure to recover the Oracle system tablespace file only
if al of the following conditions are met:

* You are certain that you are restoring only the data files affected.
* You are certain that you are operating on the correct tablespace.

* All of theonline redo log files are intact. If thisis not the case, a full database
recovery must be done, and the assistance of an experienced database
administrator is recommended.

* All of the archives redo log files from the time of just before the last hot backup
of Syst enTabl espace. dbf up to the present, without any gaps, are in the
directory $ORACLE_HOVE/ dbs/ i ni t $SI D. or a file parameter
| og_ar chi ve_dest . If your archived redo log files are not al in this directory,
you must use the set | ogsour ce <pat h> command to specify the path of the
directory where they can be found.

To recover the system tablespace file:

1. Copy BAK. Syst eniTabl espace. dbf from your last hot backup to
Syst eniTabl espace. dbf inthe proper directory.
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2. Run Oracle Server Manager and start the Oracle instance in Restricted Mount
mode:

SVRMGR> connect internal
SVRMGR> startup restrict nount

Note: If you are restoring Syst enirabl espace. dbf to adifferent path or file
system, issue the following command at this point:

al ter database renanme file ‘/<ol dpat h>/
Syst enifabl espace. dbf’ to ‘/<newpat h>/
Syst enifabl espace. dbf’

3. Roll therestored file forward using archived redo log files:
SVRMGR> recover database

Oracle examines the Syst enilabl espace. dbf file and automatically
determines that it needs to be rolled forward. It automatically determinesthe
name of the first archived redo log file it needs. Oracle then “guesses” at the
complete path of thisfile, and asks for your approval. Press the Return key to
approve Oracle's choice. Oracle then rolls the Syst eniTabl espace. dbf file
forward using the archived redo log. It then determines the name of the second
archived redo log it needs, “guesses’ at a path, and prompts you to approve. This
process continues until the Syst enirabl espace. dbf fileisbrought completely
up to date. Do not enter Cancel inresponseto Oracle's prompt. Telling Oracleto
cancel recovery at this point could cause serious conseguences.

SVRMGR> alter database open

4, Start the affected M SS Oracle instance on the recovered M'SS machine, and start
InterMail on the MSS.

Temporary Tablespace

By default, i ndbhot backup does not back up temporary tablespaces. However, it
does include scripts with the nightly hot backup that can re-create each one quickly
and easily. For every temporary tablespace that is not backed up, the scripts
FilesO fli neTEMPTBS. sql and Recr eat eTenpTbsTEMPTBS. sql areincluded
in the hot backup.

To recover temporary tablespace:

1. Create all necessary directories, including the directories in the temporary
tablespace file paths that appear in the scripts, if they do not exist.

2. Run Oracle Server Manager and start the Oracle instance:
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Svrngrl

>connect internal

>startup nount

>@ ar chi ve/ st or el/ HOT_BACKUP_COPI ES_| MD1/ CURRENT/ Fi | esOf f | i neTEMPTBS. sql
>recover automatic database

>al ter database open

>@ ar chi ve/ st or el/ HOT_BACKUP_COPI ES_| MD1/ CURRENT/

Recr eat eTenpThsTEMPTBS. sql

Data Table Tablespace

To recover a data tabl e tablespace file, make a new online copy from a hot backup
copy of the corrupted file.

Note: The procedure for restoring alost data table tablespace file is much the same
as for restoring alost system tablespace file, as shown above in “ System
Tablespace” on page 209.

To recover data table tablespace:

1. Copy BAK. Syst eniabl espace. dbf from your last hot backup to
Syst enirabl espace. dbf inthe proper directory.

2.  Run Oracle Server Manager and start the Oracle instance:

SVRMGR> connect internal
SVRMGR> startup nount

3. Issuethe following commands:

SVRMGR> recover dat abase
SVRMGR> al ter dat abase open

Rollback Segment Tablespace

Rollback segments are vital to Oracle database recovery. If the rollback segment
tablespacefile, Rol | backTabl espace. dbf , iscorrupted, copy ahot backup copy to
where the online copy should be.

Note: The procedurefor restoring alost rollback segment tablespace fileis much the
same as for restoring alost system tablespace file, as shown abovein “ System
Tablespace” on page 209.

To recover rollback segment tablespace:

1. Copy BAK. Syst eniTabl espace. dbf from your last hot backup to
Syst enirabl espace. dbf inthe proper directory.

2. Run Oracle Server Manager and start the Oracle instance:

SVRMGR> connect i nternal
SVRMGR> startup nount
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3. Issuethe following commands:

SVRMGR> recover dat abase
SVRMGR> al ter database open

Index Tablespace

By default, the hot backup does not include the index tablespace. However, it does
include scripts for re-creating all indexes from scratch; these scripts are named
I ndexFi |l esOf fli ne. sql and Recr eat el ndexTabl espaces. sql .

To recover index tablespace:

1. Makecertain that i rmssgc, the garbage collector, is not running and cannot run
until you restore all the indexes.

2. Comment out thei mai | cront ab entry for i mssgc.
3. Enter/bin/ps —ef | grep i mssgc to make sureit isnot running.
4. Run Oracle Server Manager:

Svrngrl

> connect internal

> startup nount

> @ndexFil esOfline.sql

> al ter database open

> @Recr eat el ndexTabl espaces. sql

Online and Archived Redo Logs

You should have hardware or software to mirror the online redo logsin order to reduce
the likelihood of losing both copies. You cannot recover the database fully if these
logs are lost.

If the system loses one mirror, you can restore it by copying the other mirror. By
default, redo log files have names such as RedoG p<N>MenxX>. dbf . Filesthat have
egual values of the variable <N> in their redo log names are mirrors of one another.
The variable <X> is the mirror number, ranging from 1 to the number of mirrors.

If the system loses all of the archived redo logs, perform a hot backup as soon as
possible.

Combination of Files

212

If the system loses files belonging to more than one category, combine the instructions
from each section as follows:

1. Doall the steps from each section up to the point of running svrngrl .
2. Runthe Server Manager.

3. Do all the subsequent steps from each section up to the point of issuing the
recover automatic dat abase statement.
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4. Issuetherecover automatic database command, if it applies.

5. Do all the subsequent remaining steps from each section.

Backing Up and Restoring the Message File
System

The Message File system contains the content of all messagesfor all InterMail users.
Since the Message File system is very large, making afull system backup nightly is
inconvenient. Instead, you should make incremental backups, which add the new
messages in the M essage File system to the backup copy of the Message File system.
The incremental backup then continually updates the full backup.

To keep the backup copy from becoming too large, you must remove those messages
from the backup copy that the system has deleted from the actual Message File
system. To do this:

1. Compare the garbage collector journal files against the backup. Garbage collector
journal files contain the paths of deleted message files.

2. Délete these message files from the backup copy.

Backing Up the Message File System

To back up the Message File system, you should establish two utilitiesas nightly cr on
jobs:

* Runthei ndbrmsgbackup utility to make incremental backups of the Message
File system.

* Runthei mdbpl aygcj r n utility to play old garbage collector journal files
against the backup and remove unnecessary messages.

Making Incremental Backups of the Message File System

The administration commandi mdbnsgbackup queriesthe Message Store database to
determine the list of message filesto back up. Thisis more efficient than entering a
stat command on amillion message files to determine which ones are new.

The complete syntax for this script is shown in the InterMail Mx Reference Guide.

Thei mdbnsgbackup utility does not back up message files for messagesnot in a
message store. Therefore, it does not matter whether you run this utility before or after
the garbage collector runs. However, you should avoid running i mdbnsgbackup
concurrently with the garbage collector. If you did, there could be contention for the
Message File system, and the garbage collector could del ete a message that

i ndbnsgbackup isabout to back up, resulting in a warning message that a message
fileismissing.

You should run thei mdbnsgbackup command nightly.
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Removing Unnecessary Messages from the Backup

The administration command i ndbpl aygcj r n plays garbage collector journals that
it has not played before, but that are at least 24 hours old, against a backup copy of a
Message File system.

Thei mdbpl aygcj r n command should run nightly asacr on job. It should play
garbage collector journals from the InterMail journal directory, runt ar on the
journalsit has played, and store the resulting compressed t ar file.

The complete syntax for this script is shown in the InterMail Mx Reference Guide.

Restoring the Message File System
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To recover the M essage File system, you need:
*  Journasthat MSS processes maintained
* Hot backups of the Message File system

Thejournals record all transactions (writes and deletes) to the Message File system.
Journaling provides protection for messages received between regularly scheduled
backups. Together, journals and backups allow you to recover your system to the exact
point it was at before disaster struck. It isthereforeimportant to keep journal fileson a
disk system that is separate from the M essage File system and to make backups of
these files at least hourly to protect against file loss

Between hot backups, the system writes journal entries and, depending on the number
of messages moving through the system, creates one or more new journal files. Until
the next hot backup, journal files are the last record of transactions to the MSS.

Activating the Stand-In

Since restoring the Message File system will take some time, you may want to bring
up an initially empty stand-in Message File system so that customers can read new
mail whiletherecovery isin progress. If thecr eat esMooxes configuration key is set
tot r ue, the system will automatically create mailboxes in the stand-in as messages
arrive or users attempt to retrieve mail.

Deactivating the Stand-In

After completing the recovery, you can choose either to have the restored system take
over and deactivate the stand-in or to leave the stand-in active and keep the restored
system offline. In either case, however, you must move al the mail from the inactive
system to the active one.

The Message Store database on the inactive system knows which messages arein
which user’s mailbox. This data, together with the message body in the Message File
system, can help redeliver each message to the proper mailboxes on the active M SS.
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Recovery Procedure

The basic strategy for recovering the Message File system is simple: copy the backup
MSS and play it against the jounal files. Before you start the recovery, determine
which journal filesto play against the backup by opening the file

message_fil e_system backup/ message_backup_st at e. t xt and looking at
theline LAST_BACKUP_SNAPSHOT _TI ME=<YYYYMVDD. HHMVSS> which tellsyou the
time at which the last incremental backup began. You will need to play all journal files
starting with those created or modified just before this time.

Note: Keepin mind the incremental backup time, and make sure you play enough
journal files.

To recover the Message File system:
1. Copy the archived Message File system to $SMessageFi l eDi r.

You should copy each subdirectory separately by entering cp —r. That way, if
you encounter a problem while making a copy, you will not have to start over.

2. After copying the Message File system completely, usethei nj r nr ecover
utility to bring it up to date.

There are three types of journal files:

* MSSjournas

*  Queuejournals (discussed in “Backing Up and Restoring the Queue Directory”
on page 217)

*  Garbage collector (GC) journals

After the system is backed up, you can play GC journals at your convenience. The
only drawback to delaying the replay of GC journalsis that the recovered Message
File system may initially contain garbage messages that waste space.

Backing Up and Restoring Mail in Process

The Queue server manages mail in transit and stores it temporarily in the Queue
directory on the host on which the Queue server resides. If the system must store mail
temporarily and no Queue server is available, the MTA stores the mail in itslocal
spool directory.

Figure 21 showsthe directory structure used to organize mail in process. The structure
of the directory isidentical for the Queue server and the MTA; however, the root for
the entire structureis called queue on the Queue server and spool onthe MTA.
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Figure 21  Structure of the queue or spool directory
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Backing Up and Restoring the Queue Directory

The Queue directory containsall mail that isdeferred, in error, or sidelined. Therefore,
it iscritical that you back up thisfile system.

Because the system journals all queuing activity, it is possible to recover all messages
in the Queue directory up to the moment at which the directory was lost.

Backup of the Queue directory is atwo-step operation:
1. Backing up the contents of the Queue directory.

2. Backing up the queue journal files and garbage collector files.

To recover the Queue directory:
1. Restorethelast backup of the Queue directory.

Note: If you have lost both the Message File system and the Queue directory,
you should also restore the last backup of the Message File system.

2. Usethei nj rnrecover utility toreplay the journal filesfrom the time of the last
backup. To recover queue data only, limit the replay to the journal files with the
. queue extension.

Backing Up and Restoring the Spool Directory

The one important difference between the spool directory and the Queue directory is
that the system does not journal spooling activity on the MTA, making data | oss of
datapossible. To reduce the chances of such loss, the MTA server should have disk or
file system redundancy, and you should back up the spool directory periodically.

To recover the spool directory, restore the last backup.

Testing Backup and Recovery Procedures

In order to ensure that backup and recovery procedures will be effective for your
InterMail system, it isimportant to test all procedures and hardware before using them
in a production environment. It is also important to establish a regular schedule of
backups and system monitoring to ensure that the InterMail system can run smoothly.

The results of the test procedures described in this section should help you tune your
backup and recovery strategy to obtain optimum system performance and reliability.

Thetest procedures described in this section model the following potentia failures
and subseguent recovery strategies.

* Tota system loss dueto total hardware failure, disk array loss, operator error, or
environmental conditions, not including database control files and redo logs

* Total systemloss, including loss of Oracle datafiles, control files, and online redo
log files, with recovery from nightly backup files only
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Loss of Oracle tablespace and datafiles
Loss of Oracle control files

Loss of individual messages

Preparing to Run Test Procedures

In preparation for testing the procedures, it is recommended that you do the following:

1.

Establish thetest platform—Before bringing your system online, you should
construct atrial run and perform a backup and mock recovery using the
production configuration.

Document the production environment—This includes a detailed description
of installation options and backup strategy.

Install I nter M ail—Create a fresh installation for testing.

Perform an initial backup—Create a backup of the configuration of your test
environment.

Build simulated mailboxes and sample messages—Add users, mailboxes,
sample messages, and other datato simulate aworking system.

Back up the smulated work environment—Take an incremental backup of a
working test system.

Total System Loss and Recovery

This procedure simulates a catastrophic disaster by shutting down InterMail and
removing the entire system. It assumes that you still have the database control files
and redo logs. If thisis not the case, see “Total System Laoss and Recovery” on
page 218.

218

Test Procedure

1
2.

Create test accounts and send test messages.
Shut down InterMail and Oracle;

% lib/inmservctrl stop

% | snrctl stop

% shutdownDB IMML // or MSS Oracle SID
% shutdownDB IMD1 // or DIR Oracle SID

Delete the file systems containing the following:
— InterMail

— InterMail journals

— Message text

— Oracle

— Oracle tablespace
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9.

— Oracleredo archive logs
— Oracle control files

Optionally, you can delete the operating system, machine configuration, and
tuning files, and then restore the operating system to the required patch level and
reconfigure the system files and tuning parameters required for InterMail.

Restore the compl ete backup and the last available hot backup.

Copy the backup control fileto all Oracle control file paths. You can find the
control file pathsin the SORACLE_SI D hone_di rectory/ pfil e/

conf i gl MDB. or a file under the key CONTROL_FI LES. The backup contral file
must be copied to the same path/file name as each item in the list before the
Oracle instance will start.

Start up the database and recover using the redo log files.

Replay the MSS journals to restore the latest state of the Message File system:
i njrnrecover -—-a

Restart the InterMail and Oracle services:

% startupDB IMML // or MSS Oracle SID
% startupDB IMD1 // or 1SD Oracle SID
% |l snrctl start

% lib/inmservctrl start

From the POP server, attempt to retrieve the test messages created in Step 1.

10. Create new test mail accounts and messages to test the restored services.

Total System Loss and Recovery from Nightly Backup Files

Only

If all of the online database datafiles, contral files, and online redo log files have been
lost, and only copies of the nightly hot backup files are available, there is no way to
fully recover the database. Thisis because the latest changes to the database were
recorded only in the lost online redo logs.

Note: To prevent theloss of online redo log files, make sure your redo log mirroring

isvery robust.

Test Procedure

1.

Loginastheor acl e user so that files are created with the proper ownership.
Make sure the ORACLE_HOME, ORACLE_SI D, and TNS_ADM N environment
variables are set properly. ORACLE_HOVME must be set to the path of theroot of the
Oracle system file hierarchy. ORACLE_SI D must be set to the name of the
database. TNS_ADM Nistypically set to $ORACLE_HOVE/ net wor k/ adni n. In
general, it should be set to the path of the directory that contains the SQL*NET
configuration files| i st ener. ora and sqgl net . or a.
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Note: If any directories are missing in the paths shown in the subsequent steps,
create them.

If the files under $ORACLE_HOVE were lost, restore $ORACLE_HOME from a
backup, or copy $ORACLE_HOVE from another machine.

Copy thei ni t . or a database parameter file BAK. i ni t $ORACLE_SI D. or a,
made by i mibhot backup under the backup destination directory, to
$ORACLE_HOWVE/ dbs/ i ni t $ORACLE_SI D. or a.

Examinethei ni t SORACLE_SI D. or a fileforanyi f i | e parameters and restore
to the proper path a backup copy of eachfilelistedinthei fi | e parameter. The
i mdbhot backup utility creates backup copies, in the backup destination
directory, of al fileswithani fi | e parameter.

Look for the parameters backgr ound_dunp_dest , core_dunp_dest, and
user _dunp_dest inthei ni t SORACLE _SI D. orafi | e, the values of which
will be directory names. If these directories were lost, restore them from the most
recent backup available. If no backup isavailable, create them. Their being empty
isnot a problem; simply make sure they are readable and writeable by or acl e.

Look for thel og_ar chi ve_dest parameter inthei ni t $ORACLE_SI D. or a
file. If the directory listed here does not exist, create it, making sureit is readable
and writeable by or acl e.

Copy the system tablespace hot backup file BAK. Syst enTTabl espace. dbf to
Syst enirabl espace. dbf inthe proper directory. If you don’t know the proper
directory path, you can extract that information from the

CREATE_CONTROLFI LE. $ORACLE_SI D. sql file created under the backup
destination directory. Make sure that the restored file is readabl e and writeable by
oracl e.

cd /vol 4a/ oracl e/ adm n/ | ML

cp /archivel/storel/ HOT BACKUP_COPI ES | MML/

COPY. BAK. Syst emTabl espace. dbf Syst emlabl espace. dbf
chnod u+rw Syst enifabl espace. dbf

10.

Delete any remaining RedoG p* Ment . dbf files. Oracle re-creates the online
redo log files from scratch.

Examinethei ni t SORACLE_SI D. or a file again, thistime for the

control _fil es parameter, the value of which will list the full paths of mirrors
of the control file. Choose one of the backup control files which will have the

. ct| extension, and copy it to each of the file names. Backup control files have
the extension . ct | . Make sure that the restored control file mirrors are readable
and writeable by or acl e.

If SQL*NET or Net8 isinstalled, copy thet nsnanes. or a parameter file,
BAK. t nsnanes. or a, to $TNS_ADM N t nsnamnes. or a.
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11. If SQL*NET or Net8 isinstalled, copy the Listener parameter file,
BAK. | i stener.ora,to$TNS ADM N/ | i st ener . or a. Examine the restored
listener.orafileforal og_directory_listener parameter, and check
that its value is an existing directory readable and writeable by or acl e. If the
directory does not exigt, createit.

12. Copy ahot backup copy of each of the POV . dbf filesto the proper path. Your
database will have a number of these files. To get alist of them, look in the file
CREATE_CONTROLFI LE. $ORACLE_SI D. sql created in the backup destination
directory. Make sure the restored files are readable and writeable by or acl e.

cd /vol 4b/ pom

cp /archivel/storel/ HOT_BACKUP_COPI ES_| MML/ COPY. BAK. POVD1. dbf POWD1. dbf

cp /archive/storel/ HOT_BACKUP_COPI ES_| MML/ COPY. BAK. POVD2_1. dbf POWD2_1. dbf
cp /archive/storel/ HOT_BACKUP_COPI ES_| MML/ COPY. BAK. POWD3_1. dbf POWD3_1. dbf
cp /archivel/storel/ HOT_BACKUP_COPI ES_| ML/ COPY. BAK. POVD4_1. dbf POWD4_1. dbf
cp /archive/storel/ HOT_BACKUP_COPI ES_| MML/ COPY. BAK. POWD5_1. dbf POWD5_1. dbf
chrmod u+rw POVF. dbf

13. Restoretherollback segment tablespace datafile, typically named
Rol | backTabl espace. dbf, from abackup copy:

cd /vol 4b/ rol | back

cp /archive/storel/ HOT_BACKUP_COPI ES_| MML/ CURRENT/ COPY. BAK. r back01. dbf
rbackO1l. dbf

chnod u+rw rback01. dbf

14. Remove all POx*. dbf files,which provide storage for indexes. Oracle will re-
create all indexes from scratch.

15. Make certain that i rssgc, the garbage collector, is not running and cannot run
until al theindexes are restored. Comment out thei mai | cront ab entry for
i mresgc by putting a pound character (#) in front of the line that contains
i nmesgc. Thenenter/ bin/ps —ef | grep i nesgc to make surethe
garbage collector is not running. If you seealine containingi nmssgc, removeit.

Caution! If i mmsgc runs during the ensuing steps, tens of thousands of messages
could belost.

su - imail

setenv EDI TOR vi
crontab -e

/bin/ps —ef | grep gc
exit

16. Run the Oracle server manager utility svrngr| by entering:

>connect internal

>startup nount

>set echo on

>@ <backup-area>/ Fi |l esOf f1 i neTEMP. sql
>@ <backup- area>/ | ndexFi |l esO fl i ne. sql
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17.

18.

19.

20.

21.

Oracle should print “St at ement processed” in response to each SQL
command in the script. If it prints a message beginning with “ORA- <nnnnnn>",
where <nnnnnn> is a number, you must address the problem before continuing
the recovery.

If there are Oracle errors, look for thefollowing lineinthe. sqgl file: “Connect
imail/imil @M (or thelike). In another window and without terminating
svrngr |, changeit to read “ Connect imail/imail.” Then try this step again. The
script Fi l esOF f 1 i neTEMP. sql iscreated by i mibhot backup.

Look for other filesnamed Fi | esOf f | i neFQO. sqgl in the backup destination
directory. Unless your DBA has created extratemporary tablespace, you won't
find any. If you do, run these scripts in the same fashion.

Check whether the archived redo log file generated by the database, beginning
just before the oldest restored hot backup file up until as recently as possible, are
in the default archived redo log destination for the database, as specified in the

| og_archi ve_dest . i nit. ora parameter. Thelog files should be here, unless
you are using a hot backup more than aday old or thel og_ar chi ve_dest was
lost. However, if they are not, enter one of the following commands:

— For aSolaris platform:
>set | ogsource /<directory-where-archived-redo-I|ogs-are>
— For other platforms:

>set | ogsource /<directory-where-archived-redo-I|ogs-are/a>

Make sure al the archive redo log files are both readable and writeable by
or acl e. To do this, enter:

find /directory-where-archived-redo-1ogs-are —nane \*.log —
exec chnmod u+rw \{\} \;

Recover the database by entering:

>recover automatic database [until tine ‘YYYY-MVWDD: HH: MM SS'] [until
cancel] using backup controlfile parallel 6;

>al ter database open resetl ogs;

>@ <backup- ar ea>/ Recr eat eTenpTbs TEMP. sql

>@ <backup- ar ea>/ Recr eat el ndexTabl espaces. sql

Usethetheuntil ti me clauseif you want to recover the database up to a
specific moment. Otherwise, usetheunti | cancel clause. Inthiscase, when
the database runs out of archived redo logs to play and prompts you for what to
do, enter CANCEL.

Note: The best setting of the value of the parallel clause depends on the power of

your hardware. You might want to experiment with different values on atest
box.

222

Oracle should print “St at ement pr ocessed” in response to each command in
each SQL script. If it prints a message beginning with “ORA- <nnnnnn>", where
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22.

23.

24,

25.
26.

<nnnnnn> is an Oracle error number, you must address the problem before
continuing the recovery. One common reason for this step to fail isthat the
Tenpor ar yTabl espace. dbf filealready exists. If it does, delete it and rerun
the script:

>@ <backup- ar ea>/ Recr eat eTenpTbhsTEMP. sql
>@ <backup- ar ea>/ Recr eat el ndexTabl espaces. sql

If there are Oracle errors, look for the following lineinthe. sql file: “Connect
imail/inmail @MAL” (or thelike). In another window and without terminating
svrmgrl, change it to read “Connect i mai | /i mai | .” Thentry thisstep again.
Thescript Fi l esOf f 1 i neTEMP. sqgl iscreated by i ndbhot backup.

If there are any other Recr eat eTenpTbhsFOO. sql scriptsin the backup
destination directory, run them now.

Look for afile named Recr eat el ndexTabl espaces. *. | og in the current
working directory. Thisfilewill contain the output from running the script file. To
verify that no errors occurred, do agrep ORA-

Recr eat el ndexTabl espaces*. | og.

Remove the comment symbol (#) from the cr ont ab entry fori mrssgc.

If necessary, restart the Listener:

| snrctl status
I snrctl start

The database is now as fully recovered as it can be. Still, because the only redo
logs were lost, so were the effects of the most recent transactions. The most
recently accepted messages have been lost and the most recently deleted
messages still exist. If the garbage collector i mmssgc was running when changes
were lost, many mailboxes can contain messages (widows) that the garbage
collector deleted. When a user attempts to retrieve a bad message, the user will
get an error, and InterMail will move the bad message from the user’sinbox to the
user’s error folder.

Oracle Tablespace/Data File Failure and Recovery

This section describes how to simulate an Oracle tablespace or datafile failure by
shutting InterMail down and removing a specific tablespace or datafile such as
POMD1, and then restoring the data files from the latest backup and applying Oracle
redo logs to restore the previous system.

Test Procedure

1
2.

Create test accounts and send test messages.
Shut down InterMail and Oracle:

% lib/imservctrl stop
% | snrctl stop
% shutdownDB I MML | IMD1 // or MBS Oracle SID

Delete the Oracle POMD1 tablespace datéfile.
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Restore the data file set from the last available hot backup.
Shut down the Oracle services.

Start up the database and recover using the redo log files, as described in “ Oracle
Home Directory” on page 208.

Restart the InterMail and Oracle services:

% startupDB IMML // or MSS Oracle SID
% startupDB IMD1 // or 1SD Oracle SID
% |l snrctl start

% lib/inmservctrl start

From the POP server, attempt to retrieve the test messages created in step 1.

Create new test mail accounts and messages to test the restored services.

Oracle Control File Loss and Recovery

This section describes how to simulate an Oracle contral file failure by shutting
InterMail down and removing a specific Oracle control file such as

ctrl $ORACLE_SI DO1. ct |, then restoring the control file from the latest backup and
applying Oracle redo logs to restore the previous system.

224

Test Procedure

1
2.

Create test accounts and send test messages.
Shut down InterMail and Oracle:

% lib/inmservctrl stop
% | snrctl stop
% shutdownDB | MML | INMD1 // or MSS Oracle SID

Delete the Oracle control filect r | SORACLE_SI DO1. ct .
Restore the backup control file from last available hot backup.

Start up the database and restore using the redo log files, as described in “Oracle
Home Directory” on page 208.

Shut down the Oracle services.
Restart the InterMail and Oracle services:

% startupDB IMML // or MSS Oracle SID
% startupDB IMD1 // or DIR Oracle SID
% | snrctl start

% lib/inmservctrl start

From the POP server, attempt to retrieve the test messages created in step 1.

Create new test mail accounts and messages to test the restored services.
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Message Deletion and Recovery

This section describes how to simulate and recover from accidental deletion of
messages by shutting down InterMail, moving specific message files from the
Message File system to atemporary area, attempting to retrieve these messages from
the POP server, and restoring the message files.

Test Procedure

1
2.

N o u k&

Create test accounts and send test messages.

Move the test message files you want to test from the Message File system to a
temporary location.

Attempt to run these messages and receive the —ERR message; this places the
message entry in the database to a. ERROR folder for later repair.

Move the message files back to their original locations.

Runi nbadnsgl i st to produce amessagelist for i mhbadnsgf i x to repair.
Attempt to run POP again on these messages.

Create new test mail for the affected accounts to test the restored services.
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InterMail is arobust messaging system designed for continuous use seven days a
week, 24 hours aday. To best prepare yoursdlf for managing amail server in this
environment, it isimportant to understand the relationships between system
components and the overall impact on mail service should one component become
unavailable.

To assist you in obtaining the necessary understanding, this chapter describes a model
mail system to use in discussing a variety of troubleshooting scenarios. Theintent is
not to provide a definitive list of issues and solutions, but rather to equip you with an
understanding of the entire system in relation to itsindividual parts.

For each scenario, the following information appears:
* |Immediate effect on the system
®* |mpact on service

* Possible actions to take to remedy the situation

In addition, several miscellaneous scenarios are presented at the end of this chapter,
addressing various problems that can occur throughout the lifespan of a post-
installation InterMail system.

Sample System Configuration

The troubleshooting scenarios that follow refer to the sample InterMail system shown
in Figure 22. The intent of this diagram is not to represent the typical InterMail
installation. In fact, given the flexibility of InterMail, no such standard exists. This
sample is one of many viable InterMail configurations. Your specific installation will
undoubtedly vary, and you should modify your associated troubleshooting procedures
accordingly.
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The sampl e system includes two hosts dedicated to message delivery, four hosts
dedicated to message storage, and two hosts dedicated to servicing client requests for
mail retrieval. In addition, the sample system includes a host dedicated to system
management, and another host dedicated to the storage of account and domain

information.

Each message delivery host runs a Message Transport Agent (MTA) and a Directory
Cache Server (Hosts A and B in the diagram). Each host dedicated to message storage
runs a Message Store Server (MSS) and a Queue server (Hosts C, D, E, and F in the
diagram). The hosts responsible for message retrieval run a POP server and an IMAP
server (Hosts G and H in the diagram). The host responsible for system management
(Host G) has a Configuration server and an SNMP server installed. The Integrated
Services Directory (I1SD) installed on Host H maintains account and domain

information.

Note: A Manager server aso runs on each host.

T

Directory Cache

<
>

T

Directory Cache

<
>

Host A Host B
MSS MSS MSS MSS
Host C Host D Host E Host F
POP/IMAP POP/IMAR,
Directory Cache Directory Cache
erve Server
Host G Host H
SNMP Serve
Configuration Server,
Host |
Integrated
Services
Directory
Host J
Figure 22 Sample system configuration
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To simplify the troubleshooting discussions and concentrate on the most important
issues, this scenario makes the following assumptions:

*  For thissite map, the domain name system (DNS) records the domain name
associated with this mail server to multiple | P addresses. When the DNS server
performs name resolution, it “round robins’ through the records, distributing the
load for the domain among several machines.

®* ThequeueSer ver Host s configuration key allows each MTA to locate multiple
Queue servers. The primary Queue server (the onethe MTA typically contacts) is
same host as the MSS with which the MTA isrequesting contact.

®* Thedir CacheHost s configuration key allows each MTA, each POP server, and
each IMAP server to locate multiple Directory Cache servers. The primary
Directory Cache server (the one each server typically contacts) isthe one on the
same host as the server requesting contact.

*  Although the configuration of Host F isfully complete, the servers on that
machine are not in production. The sample system reserves this host as a backup
that is not actively linked to the production environment and that can substitute
for another MSS host if necessary.

Sample Scenarios

This section describes scenarios with respect to various InterMail servers. They refer
to particular incidents but can be generalized to other, similar circumstances.

Directory Cache Server Is Unavailable

The Directory Cache server responds to requests for account information. It interacts
with the MTA, the POP server, and the IMAP server, supplying and verifying account
information as necessary.

The design of the InterMail messaging system allows one Directory Cache server to
take over for another automatically, if required. The configuration of the sample
system supports this feature.

Scenario
The Directory Cache server on Host A is unavailable.
Effects

When the MTA on Host A is unable to contact the Directory Cache server on Host A,
it sends the request for account information to the Directory Cache server on Host B.
The MTA continues to send the next 99 requests for account information to the
Directory Cache server on Host B. For the 100t request, it re-attempts contact with
the Directory Cache server on Host A. If the Directory Cache server on Host A
responds, standard operation resumes. If the MTA still cannot reach the Directory
Cache server on Host A, it continues sending requests to the Directory Cache server
on Host B.
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Impact on Service
Thereis no noticeable effect on mail delivery or retrieval.
Actions

1. Check the Directory Cache server log files for the cause of failure. Bring the
Directory Cache server on Host A up again, if possible.

2. If the Directory Cache server on Host A has been down for less time than the
valuein thel ogAgeHour s configuration key, no further action is necessary. It
will automatically synchronize the content of itslocal cache with the content of
the ISD on the next update cycle (every 60 seconds, by default).

3. If the Directory Cache server on Host A has been down longer than the valuein
thel ogAgeHour s configuration key, it will be unable to synchronizeits cache
automatically. Instead, you must either copy a cache file from one of the other
Directory Cache servers (on Host B or C) or run thei ndi r sync command to
create a new cache file directly from the ISD.

MTA Is Unavailable

230

The MTA handles receiving all incoming messages. For mail addressed to local users,
it obtains account information from the Directory Cache server, then hands the
message to the appropriate M SS. For recipientsin other domains, it sends the message
to the remote location over the Internet.

Scenario
The MTA on Host B is unavailable.
Effects

Round-robin DNS redirects mail to the MTA on Host A. Ordinarily, there are no
issues involving spooled mail. However, if no Queue servers are running, the MTA
host may have spooled mail locally. Any deferred mail stored temporarily on Host B
continues deferred until the MTA on Host B returnsto service.

Impact on Service

Mail delivery may be slow because the MTA on Host A is carrying the entire burden.
There isno effect on mail retrieval.

Actions

1. Check the MTA log filesfor cause of failure. Bring the MTA server on Host B up
again, if possible.

2. |If it appearsthat the server will be down for more than afew minutes, you should
start up an MTA on an alternate InterMail machine and roll the IP address for
Host B to that machine.
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MSS Is Unavailable

The MSSisresponsible for hosting mailboxes, storing incoming messages, and
providing access to clients' mailboxes. Large InterMail systems may have severa
M SS machines.

Each M SS has its own database, which contains a unique set of mailboxes. The ISD
maintains information about these mailboxes, including their associated accounts and
their exact physical location.

Message storage is transaction-based, and journals record transactions for full data
integrity and recoverability.

Scenario
The MSS on Host C isunavailable.
Effects

The system defersinternally all mail destined for users with mailboxes managed by
thisMSS. The MTAs pass the mail to the Queue servers for temporary deferral and re-
attempt delivery on aregular basis. See Chapter 7 for more information about delivery
of deferred mail.

Impact on Service

Users with mailboxes managed by this MSS are unable to retrieve their mail. Thereis
no effect on mail delivery and retrieval for users whose mailboxes reside on Hosts D
and E.

Actions

1. Restart the MSS and resume service; check the MSS log files for the cause of the
failure.

2. If itisnot possible to restart the server, and the M SS database and the Message
File system arefine, and Host C isdual ported to Host F (the hot spare), then start
up an MSSon Host F, roll the IP address from Host C to Host F, and allow Host F
to take over.

3. If Host C and Host D are dual-ported, you could fail the MSS on Host C over to
Host D. However, be aware that the combined burden cannot exceed 100% of the
capacity of Host D. You must also watch for conflictsin MSS ports.

Note: If the MSS and Queue servers are unavailable, local spooling needs to be
enabled for spooling to occur. To set up local spooling, set the following keys:

/*Inmtallocal Fal | back: [true]
[ */ ntalstatel ess: [true]
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Message Store Database Is Unavailable

The Message Store database contains data about message store content (folders and
message file pointers) along with indexing information for message headers and MSS
statistics.

Scenario
The Message Store database on Host C is unavailable.
Effects

The system defersinternally all mail destined for users whose mailboxes reside on
Host C. The MTAS pass the mail to the Queue servers for temporary deferral and re-
attempt delivery on aregular basis.

Impact on Service

Users whose mailboxes reside on Host C are unable to retrieve their mail. Thereisno
effect on mail delivery and retrieval for users whose mailboxes reside on Hosts D and
E.

Actions

1. Shut down the MSS pointing to this database.

2. Restorethelast good backup of the Message Store database.
3. Restorethe archived redo logs.

4. Restart the MSS. (Thisrestores serviceto all users.)

Message File System Is Unavailable

232

Message files contain al message data: header, body, and attachments. InterMail
stores one message file per message on each M SS host, regardless of the number of
recipients to whom the message is addressed.

The effect and recommended response to message file loss varies based on the number
of filesin question. The scenarios described in this section illustrate the differencesin
impact and approach.

Scenario 1
A small portion of the Message File system, one leaf directory on Host C, islost.
Impact on Service

Mail delivery continues uninterrupted. Some users with mailboxes on Host C are
unable to retrieve a portion of their mail. Thereis no effect on mail retrieval for users
whose mailboxes reside on Hosts D and E.

Actions
1. Leavethe MSS up and running.
2. Copy the directory from your latest file system backup.
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Runi nj rnrecover to bring the content of the directory up-to-date.

4. Runinbadnsgli st. It producesalist of messages that the system could not
retrieve using the POP server and therefore moved from a user’s | NBOX folder to
the user’'s. ERROR folder.

5. Runi nmbadnsgfi x to move the restored messages back to the user’s | NBOX
folder.

Scenario 2
The entire Message File system on Host Cislost.
Effect

The system defers internally all incoming mail destined for users with mailboxes on
Host C.

Impact on Service

Userswith mailboxes on Host C are unable to retrieve their mail. Thereis no effect on
mail retrieval for users whose mailboxes reside on Hosts D and E.

Actions

Stop the MSS on Host C.

Copy the backup file system.

Play the journal filesto bring it up to date.

Runthei nbadnsgl i st andi nbadnsgfi x utilities.
Restart the MSS.

o > W N PE

For more information on restoring the Message File system, see Chapter 11.

Queue Server Is Unavailable

If the MTA cannot deliver amessage immediately (as when aremote host is
temporarily offline), it passes the message to a Queue server, which storesit in the
queue directory. At regular intervals, the MTA requests stored messages from the
Queue server and attempts to deliver them again. The Queue server also provides
temporary storage of messages that exceed the MTA’s limits for message size, number
of recipients, or time required for delivery.

The design of InterMail allows one Queue server to take over for another
automatically, if required. The configuration of the sample system supports this
feature.

Scenario 1

The Queue server on Host C is unavailable.
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Effects

When the MTA on Host A is unable to contact the Queue server on Host C, it sends
the request for temporary mail storage to the Queue server on Host D. The Queue
server on Host D provides temporary storagein its queue directory. The MTA
periodically re-attempts contact with the Queue server on Host C. If the Queue server
on Host C responds, standard operation resumes. If the MTA till cannot reach the
Queue server on Host C, it continues sending requests to the Queue server on Host D.

Impact on Service
There is no noticeable effect on mail delivery or retrieval.
Actions

Bring the Queue server on Host C up again, if possible. Check the Queue server log
filesfor the cause of failure.

Scenario 2
The Queue directory on Host Cislost.
Impact on Service

Thereisno effect on mail delivery or retrieval. Previously deferred mail remains
undelivered until the system restores the contents of the Queue directory.

Action

1. Shut down the affected Queue server.

2. Restore latest backup of the queue directory.
3. Runinjrnrecover to restorethe lost files.
4

Restart the server.

POP Server Is Unavailable

The POP server handles requests for message retrieval from any client that supports
the POP3 protocol. It communicates with the Directory Cache server to validate the
user’slogin name and password, and to obtain the name of the M SS host on which the
user’s mailbox resides. The POP server also communicates with the MSS to service
reguests for message retrieval on behalf of the client.

Scenario

The POP server on Host G is unavailable.

Effects

Round-robin DNS will send client requests to the next POP server (on Host H).
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Impact on Service

Thereisno ffect on mail delivery. Mail retrieval may suffer dightly because thereis
an extraload on the POP server on Host H. (If the server on Host H istoo busy, it may
refuse some client connections.)

Actions
1. Restart the POP server on Host G. Check the log files for the cause of failure.

2. If it appearsthe server will be down for more than afew minutes, you should start
up aPOP server on an alternate InterMail machine and roll the |P address for
Host G to that machine.

IMAP Server Is Unavailable

The IMAP server handles requests for message retrieval from mail clients that support
the IMAP pratocol. It communicates with the Directory Cache server to validate the
user’slogin name and password, and to obtain the name of the M SS host on which the
user’'s mailbox resides. The IMAP server also communicates with the MSS to service
requests for message retrieval on behalf of the client.

Scenario
The IMAP server on Host G is unavailable.
Effects

Host G will drop clients connected at the time of the failure. Round-robin DNS will
send new requests for IMAP access to the next IMAP server (on Host H).

Impact on Service

Thereisno effect on mail delivery. Mail retrieval will suffer because thereis extra
load on the IMAP server on Host H. (If the server on Host H istoo busy, it may refuse
some client connections.)

Actions
1. Restart the IMAP server on Host G. Check the log files for the cause of failure.

2. |If it appearsthat the server will be down for more than afew minutes, you should
start up an IMAP server on an alternate InterMail machine and roll the |P address
for Host G to that machine.

Configuration Server Is Unavailable

The InterMail system includes a single master configuration host for the
Configuration server. The Configuration server maintains the master Configuration
database and is responsible for distributing the contents of that database to al the
other InterMail hosts.

Scenario

The Configuration server is unavailable.
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Effects

Serversregularly try to reconnect to the Configuration server (every 15 seconds).
Because the Configuration server is unavailable, these attempts fail with
ECONNREFUSED. The servers attempting connection record this event with an entry in
their log files.

The configuration editing utility, i nconf edi t, runsin local mode, meaning that it
cannot synchronize with the master Configuration database. It cannot assess the
impacts of changes, and it cannot propagate these changes to running servers.

Any attempted installations fail because they need the Configuration server to begin
running.

Impact on Service

Thereisno effect on mail delivery or retrieval. However, it is more difficult to
propagate configuration changes. If you could not get the Configuration server started
again and you had to make a configuration change, you would have to manually copy
the master Configuration database by hand to each InterMail host and then restart the
servers on those hosts to force them to read the new configuration settings.

Actions

Go to the Configuration server host, and as the InterMail user (i mai | , by default)
start the Configuration server (Ii b/i mservetrl start inconfserv). Check the
log file to verify that whatever brought the server down is not preventing it from
starting up again.

ISD Is Unavailable

236

The | SD stores domain and account information. The Directory Cache server responds
to requests for account information. It has accessto the |SD but services most requests
directly from its cache, which contains alocal copy of the required account
information.

Scenario
The |SD isunavailable.
Effects

The Directory Cache servers respond to all requests with information from their local
cachefiles.

Impact on Service

There is no noticeable effect on mail delivery or retrieval. However, you cannot add,
delete, or change account information until the database is restored to service.

Action

Try to bring the ISD up again.
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Miscellaneous Troubleshooting Scenarios

This section addresses miscellaneous troubleshooting scenarios that can occur in an
InterMail system.

Maintaining Login Names for Multiple Domains

In the course of operations, a service provider that is currently handling mail for one
domain may become responsible for managing mail from additional domains. When
this happens, multiple existing users may have login names that conflict.

For example, whereas originally there may have been one user with alogin name of
j doe, there may now be two users with thelogin j doe, one at sof t war e. comand
one at exanpl e. com Although these users are in domains with different names, if
the mail system uses only login names when authenticating through a directory
service, thetwo j doe users will now be in contention.

In order to allow existing users to maintain their login names and to guarantee
uniqueness for these login names, the InterMail system provides domain-based login
completion through the | ogi nDef aul t Domai nTabl e configuration key. This key
causes InterMail to fully qualify auser’slogin name by adding a domain name suffix
to the login name when the user logs in from a known | P address. For example:

| ogi nDef aul t Domai nTabl e: [ 10. 2. 62. 22: sof tware. conj
[13. 1. 43. 23: exanpl e. conj

In this example, the originating |P addresses are specified for both domainsin the
system. This causes both the domain name to be appended to a user’slogin hame
when the user attempts to make a client connection and this fully qualified login name
to then be used in the authentication process.

Note: By default, thel ogi nDef aul t Domai nTabl e configuration key isempty. In
order to enable domain-based login completion, you must specify the IP
addresses for al domainsin your system.

Disabling the Welcome Message

If the MsMsgl dNot Event log message appearsinnss. | og, it may bedueto auser’'s
having disabled the welcome message improperly. If you do not awant awelcome
message sent to new users, you must removethe/ */ nss/ wel coneMsgl D
configuration key from conf i g. db. If thiskey issettonull (/ */ nss/

wel comeMsgl D []), the MSS will attempt to add a welcome message to new
mailboxes with amessage ID of null. In this situation, there will be no message with
this message ID, and War n; MsMsgl dNot Event will be recorded in nss. | og.

Note: If wel comeMsgl dissetto“ “ andthereisamessage that correspondsto
<« thismessage will inadvertently be placed in all new mailboxes.
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Changing a Domain to a Rewrite Domain

If you attempt to change alocal domain to arewrite domain, it is possible to receive
the following error:

Donmai n Type Change Not Al |l owed, Del ete Domain First

This problem occurs when the domain contains accounts; a domain should not be
changed to arewrite domain when users belong to that domain.

If you wish to change an existing domain to arewrite domain, you must:
1. Move and/or delete the accounts from that domain.

2. Deletethe domain.

3. Re-create the domain as arewrite domain.

4

If you so choose, add accounts to that domain.

Processing Messages in the Queue

238

During certain conditions, InterMail’s message queue may contain an excessive
number of messages waiting to be processed.

Possible symptoms to indicate this condition include:

* Manual or scripted observation of alarge number of filesin the $I NTERNMAI L/
queue/ control directory that have not been processed over a period of time.

Note: The determination of what constitutes a“large number” is site-specific
and involves length of average processing time as well as number of files.

* Repeated invocations of i mt acheck reporting an increasing number of
messages waiting to be processed.

®* N oServer GoneDown eventsrecorded innt a. | og.

If you want to process these messages, it is recommended that you lower the value set
inthe def er Processl nt er val configuration key. Thiswill cause the Control files
to be processed more quickly, athough the amount of time it takes for the queue to
empty will vary.

A more immediate solution is the following:
1. Shut down the Queue server.

2. Move any Control filesin the $| NTERMAI L/ queue/ cont r ol to atemporary
location, such as queue/ def err ed/ MTA- save.

Find and remove widowed Control files.

Re-introduce messages from the def er r ed/ MTA- save directory to def er r ed/
MTA at the interval specified by def er Pr ocessl nt erval by movingthemin
batches.
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5. Restart the Queue server.
6. Shut downthe MTA.
7. Restartthe MTA.

Creating Accounts

This section describes problems involving account creation.

Nonexistent Default Domain

During a pre-production testing period in operations, the Directory and LDAP
databases may be reset . If during this period you do not re-create the default domain
or set it asthe default domain, a subsequent attempt to add accounts will produce an
error such as:

i nmdbcontrol: Oracle Error executing comrand ca
Domai n not known or not active

If you experience this condition, you should re-create the default domain and set it as
the default domain. For example:

i mdbcontrol cd software.com
i mdbcontrol sdd software.com

After performing these operations, you will be able to add accounts as before.

Unsynchronized Accounts in the Directory and LDAP

If duringi mbat chl oad operations you have uncommented out the following linesin
thesi t est art up. bat ch file (or other user-defined input file that you are using in
conjunction with i mbat chl oad), i nbat chl oad will create accountsin the LDAP
database, but not in the Directory database:

Opti on:

error OnNonExi st: account

Attempts to manipul ate these accounts through i ndbcont r ol will fail, and these
accounts will not be available for mail.

In this case, you should comment out the linesin the input file and rerun
i mbat chl oad. The accounts will then be visible to command-line utilities and be
active.
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This appendix contains license information related to InterMail Mx.

InterMail Licensing Agreement

THIS SOFTWARE ISPROVIDED “AS1S” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
SOFTWARE.COM BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

EMANATE

InterMail incorporates the EMANATE server as part of its monitoring functionality. Software.com
licenses EMANATE pursuant to alicense agreement with SNMP Research International, Incorporated.
The copying and distribution of EMANATE iswith the permission of SNMP Research International,
Incorporated.

GNU General Public License

Version 2, June 1991
Copyright (C) 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyoneis permitted to copy and distribute verbatim copies of thislicense document, but changing it is
not alowed.

[Thisisthefirst released version of the library GPL. Itis numbered 2 because it goes with version 2 of
the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and changeit. By con-
trast, the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users.
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Thislicense, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other libraries whose authors decide to useit. You can useit for your
libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
serviceif you wish), that you receive source code or can get it if you want it, that you can change the soft-
ware or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give the recipi-
entsall therightsthat we gave you. You must make sure that they, too, receive or can get the source code.
If you link a program with the library, you must provide complete object files to the recipients so that they
can relink them with the library, after making changes to the library and recompiling it. And you must
show them these terms so they know their rights.

Our method of protecting your rights hastwo steps: (1) copyright thelibrary, and (2) offer you thislicense
which givesyou legal permission to copy, distribute and/or modify the library.

Also, for each distributor’s protection, we want to make certain that everyone understands that thereis no
warranty for thisfreelibrary. If thelibrary is modified by someone el se and passed on, we want its recip-
ients to know that what they have is not the original version, so that any problems introduced by others
will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
companies distributing free software will individually obtain patent licenses, thus in effect transforming
the program into proprietary software. To prevent this, we have made it clear that any patent must be
licensed for everyone's free use or not licensed at all.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License,
which was designed for utility programs. Thislicense, the GNU Library General Public License, applies
to certain designated libraries. Thislicenseis quite different from the ordinary one; be suretoread it in
full, and don't assume that anything in it is the same asin the ordinary license.

The reason we have a separate public license for some librariesis that they blur the distinction we usually
make between modifying or adding to a program and simply using it. Linking a program with alibrary,
without changing the library, isin some sense simply using the library, and is anal ogous to running a util-
ity program or application program. However, in atextual and legal sense, the linked executableis a
combined work, aderivative of the original library, and the ordinary General Public License treatsit as
such.

Because of this blurred distinction, using the ordinary General Public License for libraries did not effec-
tively promote software sharing, because most developers did not use the libraries. We concluded that
weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all ben-
efit from the free status of the libraries themselves. This Library General Public Licenseisintended to
permit devel opers of non-free programs to use free libraries, while preserving your freedom as a user of
such programs to change the free libraries that are incorporated in them. (We have not seen how to
achieve this as regards changes in header files, but we have achieved it as regards changes in the actual
functions of the Library.) The hopeisthat thiswill lead to faster devel opment of freelibraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to
the difference between a“work based on the library” and a“work that usesthelibrary”. The former con-
tains code derived from the library, while the latter only works together with the library.

Notethat it is possible for alibrary to be covered by the ordinary General Public License rather than by
this specia one.
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GNU LIBRARY GENERAL PUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License Agreement applies to any software library which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Library General Pub-
lic License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently linked
with application programs (which use some of those functions and data) to form executables.

The“Library”, below, refersto any such software library or work which has been distributed under these
terms. A “work based on the Library” means either the Library or any derivative work under copyright
law: that isto say, awork containing the Library or a portion of it, either verbatim or with modifications
and/or trandated straightforwardly into another language. (Hereinafter, trandation isincluded without
limitation in the term “modification”.)

“Source code” for awork means the preferred form of the work for making modificationstoit. For a
library, compl ete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are out-
sideits scope. The act of running a program using the Library is not restricted, and output from such a
program is covered only if its contents constitute awork based on the Library (independent of the use of
the Library in atool for writing it). Whether that is true depends on what the Library does and what the
program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact al the notices that refer to this
License and to the absence of any warranty; and distribute a copy of this License along with the
Library.

You may charge afee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for afee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming awork based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) Themodified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If afacility inthe modified Library refersto afunction or a table of datato be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely well-
defined independent of the application. Therefore, Subsection 2d requires that any application-sup-
plied function or table used by this function must be optional: if the application does not supply it,
the square root function must still compute square roots.)

These requirements apply to the modified work as awhole. If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate worksin
themselves, then this License, and itsterms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of awhole which isawork
based on the Library, the distribution of the whole must be on the terms of this License, whose per-
missions for other licensees extend to the entire whole, and thusto each and every part regardless of
who wrote it.
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Thus, it isnot the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent isto exercise the right to control the distribution of derivative or collective
works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on avolume of astorage or distribution medium does not bring the other
work under the scope of this License.

You may opt to apply the terms of the ordinary GNU General Public License instead of this License
toagiven copy of the Library. To do this, you must alter al the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2, instead of to thisLicense. (If
anewer version than version 2 of the ordinary GNU General Public License has appeared, then you
can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in agiven copy, it isirreversible for that copy, so the ordinary GNU Gen-
eral Public License appliesto all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is
not alibrary.

You may copy and distribute the Library (or aportion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the compl ete corresponding machine-readabl e source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offer-
ing equivalent access to copy the source code from the same place satisfies the requirement to dis-
tribute the source code, even though third parties are not compelled to copy the source along with
the object code.

A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked withit, is called a“work that usesthe Library”. Such awork,
inisolation, is not a derivative work of the Library, and therefore falls outside the scope of this
License.

However, linking a“work that usesthe Library” with the Library creates an executable that isa
derivative of the Library (because it contains portions of the Library), rather than a“work that uses
thelibrary”. The executableistherefore covered by thisLicense. Section 6 states terms for distribu-
tion of such executables.

When a“work that usesthe Library” uses material from a header filethat is part of the Library, the
object code for the work may be a derivative work of the Library even though the source codeis
not. Whether thisis true is especialy significant if the work can be linked without the Library, or if
thework isitself alibrary. The threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or lessin length), then the use of the object fileis
unrestricted, regardless of whether it islegally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work isaderivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

As an exception to the Sections above, you may also compile or link a*“work that usesthe Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the cus-
tomer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of thework that the Library isused in it and that the
Library and its use are covered by this License. You must supply acopy of this License. If the
work during execution displays copyright notices, you must include the copyright notice for the
Library among them, aswell as areference directing the user to the copy of thisLicense. Also, you
must do one of these things:
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a) Accompany the work with the complete corresponding  machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable “work that usesthe Library”, as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable contain-
ing the modified Library. (Itisunderstood that the user who changes the contents of definitions
filesin the Library will not necessarily be able to recompile the application to use the modified
definitions.)

b) Accompany the work with awritten offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of perform-
ing this distribution.

¢) |If distribution of the work is made by offering access to copy from a designated place, offer
equivaent access to copy the above specified materials from the same place.

d) Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a contradiction means you cannot use
both them and the Library together in an executable that you distribute.

7. Youmay placelibrary facilities that are awork based on the Library side-by-sidein asingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncom-
bined with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined library of the fact that part of it isawork based on
the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, madify, sublicense, link with, or distribute the Library except as expressly pro-
vided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distrib-
ute the Library isvoid, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9.  You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Library (or any work based on the Library), you indicate your acceptance of this Licenseto do so,
and all its terms and conditions for copying, distributing or modifying the Library or works based
onit.

10. Eachtimeyou redistribute the Library (or any work based on the Library), the recipient automati-
cally receives alicense from the original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further restrictions on the recipients
exercise of therights granted herein.

You are not responsible for enforcing compliance by third parties to this License.

11. If, asaconsequence of acourt judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or

Confidential and Proprietary, © Software.com, Inc. 2000 245



InterMail Mx Operations Guide

246

otherwise) that contradict the conditions of this License, they do not excuse you from the condi-
tions of thisLicense. If you cannot distribute so as to satisfy simultaneously your obligations under
this License and any other pertinent obligations, then as a conseguence you may not distribute the
Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section isheld invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as awhole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which isimplemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or sheiswilling to distribute software through any other system and a licensee cannot impose
that choice.

This section isintended to make thoroughly clear what is believed to be a consegquence of the rest of
this License.

12. If thedistribution and/or use of the Library isrestricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who placesthe Library under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. 1n such case, this License incorporates the
limitation asif written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Library General
Public License from time to time. Such new versionswill be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which appliesto it and “any later version”, you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software Founda-
tion. If the Library does not specify alicense version number, you may choose any version ever
published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution condi-
tions are incompatible with these, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we some-
times make exceptions for this. Our decision will be guided by the two goals of preserving the free
status of all derivatives of our free software and of promoting the sharing and reuse of software gen-
eraly.

NO WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHER-
WISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE
THELIBRARY “AS IS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANT-
ABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE
QUALITY AND PERFORMANCE OF THE LIBRARY ISWITH YOU. SHOULD THE LIBRARY
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

IN NO EVENT UNLESSREQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDIS-
TRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARIS-
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Oracle

ING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIM-
ITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY
OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Oracle Programs are the proprietary products of Oracle and are protected by copyright and other intellec-
tual property laws. Customer acquires only the right to use Oracle Programs and does not acquire any
rights, express or implied, in Oracle Programs or media containing Oracle Programs other than those
specified by License. Oracle, or itslicensor, shall at al times retain all rights, title, interest, including
intellectual property rights, in Oracle Programs and media.

The Regents of the University of California Copyright

InterMail includes software that is copyright © 1990, 1993, 1994, The Regents of the University of Cali-
fornia. All rights reserved.

This code is derived from software contributed to Berkeley by Mike Olson.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Re-distributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Re-distributionsin binary form must reproduce the above copyright notice, thislist of conditions
and the following disclaimer in the documentation and/or other materials provided with the distribu-
tion.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: This product includes software developed by the University of California, Berke-
ley and its contributors.

4.  Neither the name of the University nor the names of its contributors may be used to endorse or pro-
mote products derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE REGENTS AND CONTRIBUTORS “"ASIS’ AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY,OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The Regular Expression Routines

1. Permissionisgranted to anyoneto use this software for any purpose on any computer system, and to
ater it and redistribute it, subject to the following restrictions:

2. Theauthor is not responsible for the consequences of use of this software, no matter how awful,
evenif they arise from flawsinit.

3. Theorigin of this software must not be misrepresented, either by explicit claim or by omission.
Since few users ever read sources, credits must appear in the documentation.
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4.  Altered versions must be plainly marked as such, and must not be misrepresented as being the orig-
inal software. Since few users ever read sources, credits must appear in the documentation.

5. Thisnotice may not be removed or atered.

RSA Data Security, Inc. MD5 Message-Digest Algorithm

License to copy and use this software is granted provided that it isidentified as the “RSA Data Security,
Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing this software or this
function.

Licenseis also granted to make and use derivative works provided that such works are identified as
“derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning
or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software
or the suitability of this software for any particular purpose. It is provided “asis’ without express or
implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.
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absolute pathname
The path to afile beginning at the root directory. See also relative pathname.

account

A directory entry containing attributes for a user. An account is used by InterMail
and other applications, and includes one or more e-mail addresses, instructions for
mail delivery, and auto-reply information. An account typically corresponds to an
individual computer user, and istypically associated with a mailbox that storesthe
messages that the account receives. An account is synonymous with an LDAP
Person entry in the ISD.

account class-of-service attribute value

A vdue for aclass-of-service attribute that is relevant only to a specific account.
The Directory cache uses it when returning a resolved class-of-service attribute
valueto aclient in the evaluation of a class-of-service rule. In some situations, the
account class-of-service attribute acts as a “ user preference.” When present, an
account class-of-service attribute value takes precedence over, or overrides, the
corresponding class-of-service attribute value.

See adso class-of-service attribute value.

account status

An account attribute that defines the current state of the account. The status of an
account determines whether normal delivery of mail should occur for the account.
The available account status types are Active (normal delivery), Maintenance
(message delivery istemporarily delayed), Suspended (message delivery is
denied), Deleted (message delivery is permanently disabled), and Proxy (delivery
occurs to another mail system).

address completion

The automatic correction of an e-mail address that is not SMTP-compliant. As
required by the SMTP protocol, recipient addresses must include both a username
and adomain. If ausername is present, but not a domain, InterMail appends a
default domain name to the username to form a complete address. For example, if
the address completion domain is sof t war e. com and mail arrives for

j ohn. doe, the InterMail system completes the address by appending the default
domain name and creates the recipient addressj ohn. doe@of t war e. com
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Address completion is carried out only when a message would be otherwise
undeliverable because of an address error.

administration utility
A command-line tool used to search for and modify data and to observe and
change behavior in an InterMail system. There are commands for directory,
account, mailbox, server, and log management, as well as for monitoring system
diagnostics.

administrative mailbox

A mailbox that stores default account information for a new user’s mailbox,
including new account information, default mailbox data, and customer support.
An administrative mailbox differs from other mailboxesin that it is strictly for
administering account information, not for message retrieval.

alias
1. An alternative name that is usually short and easy to remember.

2. On Web servers, away to map an incoming request for a Web page. When an
dias appearsin aURL, the original address replaces the alias.

API (application programming interface)
A set of routines that defines how programmers may access a particular InterMail
service, such asthe ISD, amailbox, or alog file. APIs are typically used to enable
utilities to access InterMail services, and to enable provisioning and other
applications to be integrated with InterMail.

attachment

Portions of a message that are separate from the main body of the mail message
and are not automatically displayed in amail client, instead requiring some further
action from the user.

attribute

Information describing one trait of a directory object. Each attribute has a name
followed by one or more values. For example, the attribute o, belonging to the
object classor gani zat i on, could have the value Sof t war e. com The attribute
ou, belonging to the object class or gani zat i onal Uni t, could have the value
engi neeri ng.

attribute constraint
A parameter assigned to an attribute that determines which administrators and
users (if any) may create and modify it, and which legal values they can assign to
it.

attribute value

The dataassociated with an attribute. For example, 555- 1212 isan attribute value
for the attribute t el ephoneNunber.
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authentication

The ability of one entity to determine the identity of another entity. Typically, this
involves the use of ausername and password pair or of aproprietary key.

auto-reply feature

A feature associated with InterMail accounts. When mail arrives for an account
that uses the auto-reply feature, InterMail automatically sends the account’s auto-
reply message to the sender of the original message.

availability
See high availability.

blocking
See mail blocking.

Body file

A temporary file that contains the text of a message and any attachments. Itis
created, along with the associated Control and Header files, when mail is secured
on disk.

bounce message

A message that the M SS transmits to the sender of a message that has bounced.
Also called bounce notice.

bouncing
The process of returning an undeliverable message to its sender.

bucket

A subdirectory for storage of message files or message components (such as a
message body, or message Control files). On the MSS and Queue servers, the use
of buckets for load bal ancing enhances system performance.

canonicalization

A method of completing Mai | - Fr omaddresses on incoming messages. When the
InterMail canonicalize feature is active, the default domain name (defined in the
def aul t Donai n configuration key) is used to complete Mai | - Fr omaddresses
that lack a domain. Addresses completed in thisway are said to have been
canonicalized.

certificate

A key used as part of an authentication strategy for users. InterMail uses
certificates during MTA and all transactionsinvolving SSL.

child process
A process created by another process. The creating processis the parent process.
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class of service

A set of permissions, resource limits, and default user preferences shared by a set
of accountsthat determines, among other things, the services that the users of each
associated account may access. Each permission, resource limit, and preferenceis
represented by a specific class-of-service attribute.

class-of-service attribute

An attribute of a class-of-service entry in the directory. Each class-of-service
attribute defines a permission, resource limit, or preference that affects the set of
accounts associated with the class of service.

class-of-service attribute rule

A vaue that defines the relationship between a class-of-service attribute and the
account class-of-service attribute values (for example, whether the account class-
of-service attribute val ue takes precedence over the class-of-service attribute
value).

class-of-service attribute value

The value assigned to a class-of-service attribute that applies to all accounts
associated with the class of service. Sometimesthisis referred to as a global COS
attribute value to differentiate it from the account COS attribute value.

See also account COS attribute value.

Configuration database
Thetext file that contains all configuration keys and their associated values.

configuration key

A parameter defined in the master Configuration database and replicated on each
host’slocal Configuration database (conf i g. db file) that represents the local and
globa configuration settings for all InterMail servers. Configuration keys are
represented in the form “ path/name:value”, where “ path” defines the scope of the
key, “name” identifies the key, and “value”’ specifies the value of the key.

Configuration server
The InterMail server that holds the master Configuration database and distributes
the latest version of it to all InterMail hosts. The Configuration server runson a
single host.

consumer server
The destination server for replicated data. In InterMail, the consumer server isthe
Directory Cache server.

Control file

A temporary file that contains information about a message, including its current
status in the delivery process and the names of the corresponding Header and
Body files.
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cookie

A piece of information that a Web server provides to a Web client for
identification. Thisinformation contains data that the server can retrieve later. In
addition to tracking detail s as you browse the Internet, cookies also help the server
remember when you previously visited a site.

deferred mail

Mail that the MTA cannot deliver immediately, either because a remote mail host
isdown or because the MSS or Directory Cache server istemporarily unavailable.
Deferred mail goesto the Queue server for later delivery.

Directory Cache server

A component of the | SD that contains a copy of al or part of the master Directory
databasein itslocal cache database. The Directory Cache server is capable of
servicing the same read and write requests as the Directory server and is regularly
updated from the Directory server, preventing bottlenecks to the master Directory
database and ensuring quick response time to queries by other servers.

Directory database

A single Oracle relational database that is the authoritative master version of
InterMail account information, including an end user’s domain, username,
password, class of service, e-mail address, and delivery information. Directory
cache servers communicate with the Directory server, which in turn accesses the
Directory database, to get the updatesto their local cache databases. The Directory
database is a component of the | SD, together with the Directory server, Directory
Cache servers, and Directory Cache databases.

Directory Information Tree (DIT)

An LDAP term for the hierarchical structure that contains all directory entries.
Each directory entry isuniquely identified by adistinguished name (DN), which is
apathinthe DIT used to name and locate the entry, similar to afile's path in afile
system.

Directory server

The component of the ISD that maintains an authoritative master copy of the
Directory database. It contains Oracle client libraries to communicate with the
Directory database and is responsible for storing replication information that is
read by the Directory Cache servers.

disk array

A group of multiple physical drivestied together into logical units (LUNS) to
support disk striping and/or mirroring. Also called RAID (Redundant Array of
Inexpensive Disks).

disk striping
The writing of data blocks across multiple disks in order to enhance throughput.
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distinguished name (DN)

An LDAP term for the name of a directory entry that uniquely identifies the entry
in the directory. The distinguished name consists of a sequence of attribute name/
attribute value pairs that shows the location of the entry in the Directory
Information Tree (DIT). For example:

dn: ui d=j ohndoe, ou=engi neering, dc=software, dc=com

distributed architecture

A system design that allows a single software application to span several
independent pieces of hardware. Some benefitsto adistributed architecture system
are incremental/modular backup, possible failure only of single points (as opposed
to failure of the entire system), security, and scal ability.

domain

One or more | P addresses corresponding to a particul ar organization. For example,
sof t war e. comisadomain that contains addresses in the 10.2.6.x Class C IP
network.

domain name system (DNS)

A system in which names are assigned to P (Internet protocol) addresses. This
structured system contains a hierarchy based on a proper name and type of
organization, such as. org,. com. edu, or . mi | . DNS has two primary benefits.
First, it provides users with a convenient and easy path to find an organization
(with human-readable namesinstead of nonintuitive numbers). Second, it supports
name lookup with asystem of name serversthat are dedicated to maintaining DNS
records, polling for DNS records, and recording new entries.

draining (of a server)

The process of shutting down a server without interrupting any current client
connections. When a server isdrained, it does not accept any new connections and
waits for all of its current connections to close before shutting down.

See also stopping, killing.

DSN (delivery status notification)

Return notification sent to e-mail senders on other systems that also support DSN
informing them of e-mail delivery success, failure, or delay.

e-mail address

The combination of a username, followed by an @symbol, followed by a domain
name. For example, j oe. schnoe@of t war e. comis an e-mail address, where
j oe. schnoe isthe username and sof t war e. comis the domain name.

empty address

An envelope or header address field that contains no information.
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entry

The basic unit of information stored in a directory. Entries consistsof a collection
of attributes.

envelope

The portion of an InterMail message that contains the RCPT TOand MAI L FROM
addresses, alowing the message to be delivered to its proper recipients. Unlike
headers, the envelopeis not a visible part of the message.

See also header.

environment variable

A variable that defines how the user’s environment responds to commands. A user
or aprogram may set an environment variable. Common examples of environment
variables include PATH statements and library paths.

ESMTP (extended simple mail transfer protocol)

The protocol used by the server that processes mail queue requests when the
ETRN command is executed.

ETRN (extended turn)

A mail-queue-processing option used in conjunction with SMTP. ETRN instructs
remote mail hosts to attempt delivery of queued messages. Thisis useful if your
server has a PPP or SL/IP connection or a similar intermittent connection to the
Internet. ETRN isintended for use by connecting mail servers, but you can also
execute the command manually to request queue processing.

failover strategy

A strategy in which, in the event of machine failure, an aternate machine assumes
the network identity of the failed machine and accesses its disk array through a
second port. M SS hosts should use a failover strategy, because they host message
datainformation that must be accessible at all times.

filter

1. A program that accepts a certain type of data asinput, transforms it, and then
generates the transformed data. For example, a program that sorts namesisa
filter because it accepts the names in unsorted order, sorts them, and then
generates the sorted names.

2. A pattern through which datais passed. Only data that matches the pattern can
pass through the filter.

folder

A container for messages within a mailbox. By default, al InterMail mailboxes
contain three folders: | NBOX, Sent Mai |, and Tr ash. Although POP mail users
cannot see the folders, their messages automatically come from their | NBOX
folders.
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Users with IMAP accounts can see folders within their mailboxes. They can
create, delete, and move folders, aswell as nest folders within other folders.

forwarding
See mail forwarding.

FTP (file transfer protocol)

A set of systems and interfaces for transferring files across the Internet. Typically,
FTP downloads files from a host machine or from an archive siteto auser’s
computer, or uploads files from a user’s computer to a host machine.

hashing

1. The scrambling of a plain-text string (such as an account password) into an
apparently random string from which the original plain text cannot be
recovered.

2. The provision of rapid access to dataitems in a database through distinguishing
keys. A hash function acting on the item’s key produces a hash value that is an
index to one of anumber of “hash buckets’ in a hash table.

header

An address-related lineinside amessage, suchasTO. , REPLY- TO. , and SENDER: .
Headers are a visible part of the message but are not used to route mail.

Header file

A file that contains the header information for amessage, including TG, , CC:
BCC: , FROM , REPLY- TO. , and SENDER: information.

header rewriting

The process of changing the content of message headers (such asthe TO , CC: and
FROM headers) without changing the addressing in the message envelope. Header
rewriting does not affect mail routing. Itis primarily used to clean up the addresses
that readers see in messages, and to hide proprietary address information when
necessary.

high availability

Availability of asystem to users 24 hours per day, seven days per week, without
any significant interruption of service. Achievement of high availability requires
the implementation of a variety of hardware and software strategies.

host
A machine in anetwork. For example, invenus. sof t war e. com venus isthe
host.

HTTP (hypertext transfer protocol)

The protocol that both Web clients and Web servers use to communicate and
transfer data across the Internet.

Confidential and Proprietary, © Software.com, Inc. 2000



Glossary

IMAP (Internet mail access protocol)

A protocol that allows usersto view and manipulate messages directly on the MSS
without having to download them. IMAP provides multiple connections with
simultaneous access to mailboxes, and allows users to request only portions of
messages, such as headers or attachments. IMAP users can also create new folders
in their mailboxes and move or copy messages between folders.

IMAP server
The InterMail server that handles requests for message retrieval from mail clients
that support the IMAP protocol.

See dlso IMAP.

inbox

One of the default folders for an InterMail mailbox. All new messages go into this
folder asthe M SS receives them.

incoming mail
Every message, whether addressed to alocal user or destined for aremote
recipient. After applying the rules for incoming mail, InterMail completes
additional checks to determine whether the message’s final destination islocal or
remote.

See also outgoing mail.

index

In database design, alist of keys (or keywords), each of which identifies a unique
record. Indexes make it faster to find specific records and to sort records by the
index field (that is, the field that identifies each record).

InterMail user

A new UNIX user account created before installation on every host on which
InterMail will be installed. InterMail filesarein this user’s directory, and all
InterMail processes run in this directory. To execute any administrative
commands, or to administer InterMail in any way, the administrator must log in as
the InterMail user.

InterMail user group

A UNIX user group created on every InterMail host. The InterMail user isthe only
member of this InterMail group.

IP address
The network address on a TCP/IP network.

ISD (Integrated Services Directory)

A set of services and databases used as a high-speed, scalable repository of
account, administrative, and related information. The ISD consists of the Directory
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Cache servers, Directory server, Directory Cache databases, and Directory
database.

ISP (Internet service provider)

A company that provides connectivity to the Internet. Typically, an | SP provides
user connections for the World Wide Web, FTP, news, and e-mail.

journaled file system

Any system that writes datato ajournal. The journal isnot lost in the event of a
system crash and can therefore be used for recovery.

journaling

The process by which all Message File system transactions are saved in InterMail.
A journal records every insertion, change, and deletion. Playing back the journal
will re-create a full image of the Message File system. With a system of full
backups, journaling provides a mechanism for full recovery of lost messages.

key
See configuration key, public key.

Killing (of a server)

The most forceful means of shutting down a server. Unlike stopping or draining,
killing aserver causes its client connections to be terminated immediately.

See a'so draining, stopping.

LDAP (lightweight directory access protocol)

An Internet protocol that allows users to access and search a variety of otherwise
incompatible directory systems for information such as names, telephone
numbers, and addresses.

LDIF (LDAP data interchange format)

A standard way of representing directory datain atext file format, used to import
and export dataamong LDAP directories. An LDIF entry consists of a series of
lines of ASCII text, thefirst line specifying a distinguished name for the entry, and
each subsequent line specifying an attribute of the entry.

leaf node
A locationin aDIT that is at the end of abranch. A leaf node has no descendants.

local delivery
Delivery of mail to alocal mailbox.

local mailbox
A mailbox created and maintained by the InterMail messaging system.
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local mail domain

A mail domain over which the InterMail system has complete authority. All users
within alocal mail domain have accountsin the ISD.

See also non-authoritative domain.

local user
A user with an account in the ISD.

logical unit number (LUN)
A single unit made up of one or more disks.

See also disk array, disk striping.

login name

The name a user employsto start a POP or IMAP client session and begin the
authentication process.

mail blocking
A method of preventing specific users or systems from sending mail to your site.

mailbox

A storage areain the M essage Store database for messages that are sent to an end
user’s account. Typically, each account in the ISD is associated with a mailbox.
Each mailbox has folders, which in turn contain the messages that have been
received for the end user.

mailbox quota

A limit set on an account to control the size of the mailbox or the messages it
contains. Quotas defined for each mailbox are the total size of messagesin the
mailbox, the maximum size of a single message in the mailbox, and the total
number of messages in the mailbox.

mail forwarding
The sending of mail addressed to a particular destination to a different specified
address. When amessage arrives for an account for which mail forwarding is
turned on, InterMail modifies the destination addressto the one specified, and then
sends the message to the modified location.

mail in delivery

All messages that the system is actively engaged in delivering. Messages that have
been explicitly deferred are not considered mail in delivery.

See also mail in process.
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mail in process

All messages that have not yet been delivered or explicitly rejected. Mail in
processincludes all mail in delivery, plus al mail that has been explicitly deferred
for later delivery, sidelined for review, or held due to an error condition.

mail loop

A condition in which a message moves infinitely between two MTAs due to
improper use of the empty address, or due to alack of MTA hop specification.

mail routing table

A series of (typically) colon-delimited domainsthat can route mail if the specified
destination domain for amessage is unavailable.

Manager server

The InterMail server that allows administrators to log on to asingle InterMail host
and start or stop any of the servers running on that host or on any other InterMail
host. The Manager server runs on each InterMail host.

master agent

An SNMP agent that collects information from the subagents in the system for
exchange with an SNM P network management system using the SNMP protocal.
Thereisone SNMP master agent per system.

master Configuration database

A database containing the authoritative list of InterMail system settings. The
master Configuration database is used by the Configuration server to provide all
InterMail servers with current configuration information.

master configuration host
The host machine on which the master Configuration database and Configuration
server are located.

message
1. Inan e-mail system, an individual piece of mail.

2. In computer systemsin general, an information unit that the system sends back
to the user or system operator with information about the status of an operation,
an error, or other condition.

message aging

A feature that permits deletion of old mail from the Message Store database, even
if recipients have not read the mail. Message aging is useful for controlling the size
of mailboxes and preventing over-quota conditions.
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Message File system

Thefile system located on the MSS that is responsible for storing the physical
contents of a message, including the header (summary of the contents of the
message) and the body (the text of the message and any attachments).

message relaying

The process of sending messages from one MTA to a second MTA for any of a
number of reasons, including migration.

See dso relay host.

Message Store database

A database containing state information about messages stored in the Message File
system.

MIB (Management Information Base)

The database of information maintained by an SNMP agent that the network
management system can query or set. InterMail supports querying only.

migration

The process by which users' mailboxes are moved from a“legacy” mail system
(for example, Post.Office) to an InterMail system. The process of migrating
mailboxes involves exporting account information from the old system, creating
new accountsin InterMail, and then moving mailboxes to InterMail.

MIME (multi-purpose Internet mail extensions)
A standard for multi-part, multimedia el ectronic mail messages and World Wide
Web hypertext documents on the Internet. MIME provides the ability to transfer

nontextual data, such as graphics, audio and fax. RFC 1341 defines the MIME
standard.

mirroring

The writing of duplicate data to multiple devices (usually two hard disks) in order
to protect against loss of datain the event of device failure. There are hardware
implementations (sharing a disk controller and cables) and software
implementations of this technique, which is acommon feature of RAID
(redundant array of independent disks) systems.

MSS (Message Store Server)
The InterMail server responsible for hosting mailboxes and storing incoming
messages.

MTA (Message Transport Agent)

The InterMail server responsible for delivering messages. The MTA determines
whether amessage is destined for local or remote delivery, and then performs
those tasks required to complete the delivery process.
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multi-threading

The ability of an individual server process to perform multiple tasks
simultaneously. Multi-threading enhances system performance, resulting in higher
message throughput.

mutex

Short for mutual exclusion lock. Use of this type of lock excludes all threads other
than the lock holder from any access to the locked resource.

MX record (mail exchanger record)

An Internet MX record specifies amail exchanger for a specific domain. The mail
exchanger is the host machine whose task it isto deliver or forward mail for this
particular domain. When the MTA attemptsto deliver mail to aremote domain, it
must first find the M X record for the machine that delivers mail for that domain.

non-authoritative domain

A mail domain over which the InterMail system has partia authority. InterMail
accepts messages for all usersin a non-authoritative mail domain, but only some
of those users have accountsin the ISD. Also called semi-local domain.

See also local mail domain.

object class

A collection of required and optional attributesin adirectory that defines atype of
data. For example, per son, or gani zat i on, and domai n are standard object
classesin an LDAP directory.

object identifier (OID)

A string of numbers separated by dots, used to uniquely identify objectsin the
directory. Each part of an OID represents anode in a hierarchical OID tree. This
allows blocks of hamespace to be delegated to individual organizations for their
own use. For example, the InterMail object cl ass mai | User Pr ef s isthe string
of numbers assigned to Software.com followed by a string of numbers designated
by us: SWCOM 1. 2. 2.6

orphan
1. A child process left when a UNIX parent process createsit and then terminates.

2. A messagefile that existsin the Message File system without a corresponding
referential pointer inthe MSS.

See also widow.

outgoing mail
Mail whose final destination is aremote mail server.

See also incoming mail.
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parent process
A processthat creates another process. The created processis a child process.

partitioning
Thereplication of Directory datato two or more Directory Cache servers. The
serverstypicaly have mutually exclusive sets of entries, which together constitute
all of the datarequired for the application served by the Directory caches. Dividing
accounts by region (for example, east and west) is an example of partitioning.

password

The string that a user enters when starting a POP or IMAP client session, after
entering alogin name.

path

The specification of afile or directory in ahierarchica file system. The path
usually lists the directories top-down, separating the directories by the pathname
separator (/" in UNIX, "\" in DOS).

permission

An access privilege (for example, read and write) associated with afile or
directory. Depending on the operating system, each file may have different
permissions for different kinds of access and different users or groups of users.

ping
A program that "bounces" arequest off another computer over a network to seeif
the remote computer responds. If the ping comes back, the remote computer is
aive.

Since ping works at the IP level, its server side is often implemented entirely
within the operating system kernel and is thus probably the lowest-level test of
whether aremote host is dive. A ping often produces a response even when
higher-level TCP-based services cannot.

POP (post office protocol)

The protocol used by most e-mail clients to retrieve e-mail from a mail server.
There are two versions of POP. Thefirst, POP2, became a standard in the mid-
1980s and requires SM TP to send messages. The newer version, POP3, does not
require SMTP.

POP server

The InterMail server that handles requests for message retrieval from any client
that supports the POP3 protocol. It communicates with the Directory Cache server
to validate the user’slogin name and password, and to obtain the name of the M SS
host on which the user’s mailbox resides. The POP server also communicates with
the M SS to service requests for message retrieval from the client.
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port
In a communications network, an endpoint to alogical connection, with a unique
port number. For example, port 110 istypically used for POP traffic.

See also reserved port, well-known port.

primary SMTP address

The main address for a user’s account. Options such as forwarding and SMTP
aiases use the information in this primary address as a source of forwarding
information.

private key
A key used in public-key cryptography to perform atype of decryption. Private
and public keys come in corresponding pairs.

A private key belongsto asingle user only. Unlike a public key, which can be
available to anyone, a private key remains secret to everyone except its user. Itis
used to decrypt data that has been encrypted with that same user’s public key.

See also public key.

process
A single stream of instructions that may in turn spawn other processes.

proxy
A server that acts as a surrogate for another server. The proxy receives messages,
then relays them to another server where the end user’s account may actually
reside. Proxying is used primarily during the migration process (when user
accounts are moved from alegacy system to InterMail).

public key

A key used in public-key cryptography to perform atype of encryption. Public and
private keys come in corresponding pairs.

User A may send a secure message to User B by obtaining User B’s public key.
User A then encryptsall or part of the message with User B's public key. After
receiving the encrypted message, User B decryptsit with a corresponding private

key.

A user’s public key can be made available to anyone who wishes to initiate an
encrypted transaction with that user.

See dso private key.

queue directory

Theroot directory for the Queue server. The queue directory contains a series of
subdirectories that store messages that the MTA cannot deliver immediately.

264 Confidential and Proprietary, © Software.com, Inc. 2000



Glossary

Queue server

The InterMail server that is responsible for temporary storage of messages that the
MTA cannot process immediately.

quota
See mailbox quota.

quota threshold

A percentage of aquotavalue at which auser is warned about an impending quota
violation.

redundancy (server)

A condition in which multiple servers of a particular type exist to perform required
tasksin an InterMail system. In such a system, the loss of any one server has a
minimal effect on system operations.

relative distinguished name (RDN)

An LDAP term for the most specific component of a distinguished name. A
relative distinguished name must be unique among entries of the same parent in
the DIT.

relative pathname

The path to afilerelative to agiven starting point. The starting point is typically
the InterMail operational directory, which you can identify by typing:

echo $I NTERMAI L

See also absol ute pathname.

relay host

A backup host that functions asthe MTA. A relay host can be aproxy host usedin
the migration process or an MTA that takes over for the primary MTA in asystem.

relaying
See message relaying.
remote delivery
Delivery of a message to another mail server (as opposed to alocal mailbox).

remote mail server
A mail server outside the InterMail system.

remote recipient
A recipient who does not have an account in the ISD.

replica set

A set of identical Directory Cache serversthat are interchangeable for the purpose
of satisfying client requests. If one of Directory Cache server is unavailable, a
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client tries to communicate with the others, one at atime. Replica sets thereby
function as a failover mechanism.

replication

The process by which directory entries are automatically copied from the
Directory server to one or more Directory Cache serversfor local storage to
provide greater performance, scalability, and reliability.

replication agreement

A filter that specifies which directory entries and which of their attributes are
copied and maintained by one Directory Cache server or by areplicaset formed by
several Directory Cache servers.

replication area
A set of objects and attributes to be replicated to a consumer server.

reserved port

A port that, although not explicitly defined to carry aparticular protocol or service,
is within the range of well-known port numbers (0-1023). A reserved port is
reserved for future use, and users should take care not to assign port numbers
arbitrarily to reserved ports.

See also port, well-known port.

resource file

A filethat defines a set of environment variables and user preferencesto determine
behavior during a session. Examples of resourcefilesare. cshrc and. profil e.

rewrite domain
A domain name that serves as an alias for alocal or non-authoritative domain.

RFC (request for comments)

A series of notes about Internet standards and protocols. An RFC number
designates each RFC. Once published, an RFC never changes. Any changes that
are necessary become anew RFC with anew RFC number. Anyone may submit an
RFC, but an RFC gains acceptance as an Internet standard only if it generates
enough interest.

RME (remote method execution)

The protocol that InterMail servers use to communicate the results of transactions
between themselves.

rollover

In an InterMail system, ameans of conveniently archiving large log filesto
secondary storage without disrupting running applications. In log file rollover, the
system closes the old log file, creates a new log file, and continues logging to the
new file without interruption.
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root directory
The top-level directory on adisk.

routing host
A host machine that performs the functions of arouter.

scalability

The ahility to change the size or capacity of a system in proportion to the increase
in resources used; for example, the ability to handle alarger number of users based
on a proportionately greater hardware base.

schema

A description of the Directory database that setsthe rules for what can be stored in
it, aswell as how the Directory server and its clients handle information during
search, modify, add, or delete operations. In LDAP-based directories, aschemais
composed of object classes and attributes.

sidelining
The automatic placement of incoming mail suspected of being spam to a
designated directory for special review and handling. Mail may qualify for
sidelining if it originates from certain domains or addresses, if it is addressed to
too many recipients, or if its origin isincomplete or missing. Sidelined mail that is
found to be legitimate can be moved back into ordinary mail processing.

signature

Information (such as name, telephone number, and address) automatically
appended to outgoing e-mail messages.

SMTP (simple mail transfer protocol)

An application-level TCP/IP protocol for e-mail on the Internet. SMTP definesthe
message format and message transfer agent. Although SMTP istext-based, MIME
(Multipurpose Internet Mail Extension) and other encoding methods allow nontext
attachments.

SMTP address
See e-mail address.

SNMP (simple network management protocol)

A widely used application-level protocol for network management. Network
management applications can query management agents in network devices such
as hubs, bridges, and routers. The hardware- or software-based management
agents can report information about the device stored in the device's MIB
(Management Information Base). Although SNMP is a TCP/IP standard protocoal,
other non-TCP network types, such as Ethernet, also have SNMP
implementations.
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SNMP server

An InterMail server that communicates with other InterMail servers (all except the
Manager and Configuration servers) to gather useful system information and pass
it to an SNMP monitoring station, which can be any remote host. Each InterMail
system includes a single SNMP server. (You must supply your own monitoring
system.)

spool directory

A directory on the MTA for messages that would normally go into the queue
directory. The MTA normally operatesin a stateless mode. However, if the system
is configured to handle this operation and the Queue server becomes unavailable,
the spool directory onthe MTA stores all messages that are not immediately
deliverable.

SSL (secure sockets layer)

A transport-level security protocol for authentication and data encryption on the
Internet. SSL negotiates security between clients and servers.

stateless mode

A condition of independence. A stateless server request, for example, isan
independent transaction, unrelated to any previous request. This simplifies the
server design, because it does not require the server to allocate storage to deal with
conversationsin progress, or to free storage if a client failsin mid-transaction.

The MTA operates in a stateless mode. The Queue server handles all storage of
mail in process.

statistics file
A file containing information about system performance.

stopping (of a server)

The process of shutting down a server so that it stopsimmediately, regardless of
the presence of client connections, but terminates client connections with
meaningful error or status messages. Thisisthe most common method of
shutdown.

See also draining, killing.

sub-agent

A component of a system that can exchange information with the system’s SNMP
master agent. There can be one or more sub-agents per system.

supplier server

A server that supplies information to be replicated. In InterMail, the supplier
server isthe Directory server.
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tablespace

A logical portion of an Oracle database for allocating storage for table and index
data. Databases have one or more tabl espaces, each made of one or more datafiles.
Tables and indexes must exist within atablespace. A tablespace can have many
tables and indexes.

TCP/IP (transmission control protocol/internet protocol)

A networking protocol for communicating between heterogeneous networks and
hardware and software platforms. Most of the Internet operates using TCP/IP.
Practically all platforms offer TCP/IP support.

TCP, atransport-layer protocol, first establishes a connection between two
systems. Then the sending system breaks transmitted data into bundles, called
packets. Each packet carries a distinguishing sequence number that allows the
receiving system to reassembl e the packets into the original data. If thechecksum
of the result matches the original checksum the receiving system acknowledges
proper receipt of the packet. TCP attempts to retransmit lost or damaged packets.

IPisanetwork-layer protocol, and uses the 32-bit IP address, subnet mask, and
default gateway to address and send packets to their proper destinations.
throttling

The process of controlling the pace of mail flow by adjusting the threshold size of
mail to be automatically deferred, the threshold size of mail to be automatically
rejected, or the threshold size of mail to automatically cause work to stop on
deferred mail (in order that current mail can be processed).

trace file
A file containing diagnostic information. Trace files track the flow of messages
through the InterMail system and are useful for debugging and measuring system
performance.

username

The portion of an e-mail address that precedes the @symbol. For example, in the e-
mail addressj oe. schnoe@of t war e. com the usernameisj oe. schnoe.

See also e-mail address.

welcome message
A message to greet new users and inform them of system poalicies, quotas, and so
on. The welcome message is located in a special administrative mailbox, where
the site's message aging policy cannot delete it.

well-known port

A port that is explicitly designated for a particular protocol or service. For
example, port 110 is designated for the POP3 protocol. The well-known port
numbers are in the range 0-1023.

See also port, reserved port.
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widow

A message reference which appears in the Oracle tables on the M SS but for which
there is no corresponding message file in the Message File system.

See also orphan.

wildcard account

An administrative account with an address such as* @onai n. com This account
is designed to receive all mail that does not exactly match some actual e-mail
address.
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access
to IMAP, 35
with SSL, 35
to InterMail services, 34
to POP3, 34
with SSL, 35
to SMTP, 35
with SSL, 35
access log file, 196
access times
checking, 166
to MSS, 172
account attributes
class-of-service, 26
identification of, 35
account information

deleting, 41
delivery information for, 32
domains and, 23, 30
forwarding limit for, 33
forwarding messages for, 33
IMAP accessfor, 35

with SSL, 35
local delivery for, 33
locked, 31
login names for, 34
mail filtering for, 33
mailbox quotas for, 34
mailboxes for, 32
maintenance, 31
migrating, 18
modifying, 40
passwords for, 30

accessto, 6 POP3 access for, 34
inthelSD, 30 with SSL, 35
listing, 41, 42 primary addresses for, 32
reporting, 42 provisioning rulesfor, 37
storage of, 6 proxy, 31
account management, 44 reserved, 36
account provisioning rules, 37 SMTP access for, 35
account status, 31 with SSL, 35
accounts status of, 31
active, 31 suspended, 31
advanced management of, 44 troubleshooting creation of, 239
alias addresses for, 32 types of, 31
attributes of, 29 unsynchronized, 239
authenticated SMTP for, 35 usernames of, 30
auto-reply messages for, 33 wildcard, 36
class of service associated with, 26 active accounts, 31
class-of-service attributes for, 43 address completion, 101
creating, 17 canonicalize key for, 103
in batch mode, 38 completionMethod key for, 102
with imldapsh, 37, 38 with no domain, 102
deleted, 31 with partial domain, 102
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addresses

blocking mail from, 58, 59, 62

forged, 63

restricting relay by, 67
administration commands

location of, 9

overview of, 7

using, 9
administrative accounts, 31
alias addresses, 32

limitsfor, 32
alocations, overview of, 35
alwaysQueue key, 144, 146
awaysTryFirst key, 144, 145

and alwaysQueue key, 145
archived redo logs

backing up, 204

restoring, 212
archiving, of log files, 175
attributes, class-of-service, listing, 29
AUTH LOGIN command, 63
authentication

SMTP, 35, 63
authentication attempts

setting delays for, 89
authoritative domains, 24
auto-reply feature

optionsfor, 33

setting up, 43

B
backup and recovery, 199
strategy for, 16, 199
backup files, system recovery from, 219
backups, 199
hot, 205
of Configuration database, 201
of Directory Cache databases, 202
of 1SD, 202
of journal files, 203
of mail in process, 215
of Message File system, 202, 213
of message files, 203
of Message Store database, 202
of online redo logs, 203
of Oracle databases, 202
types of, 204
of spoal directory, 217
strategy for, 199

272

to disk, 206
to tape
sample, 206

badPasswordDelay key, 89, 90
badPasswordWindow key, 91
batch mode, for provisioning accounts, 38
batch provisioning, 38
billing information, listing, 41
blockAddresses key, 59
blockConnections key, 60
blockDomains key, 60
blocking, 57
blockLocalNOAcct key, 59
blockPerAccount key, 59

setting, 28
blockReplyCode key, 61
blockReplyText key, 61
blockTheseAddresses key, 60
blockTheseDomains key, 60
blockThesel Ps key, 60
blockTheseUsers key, 61
blockUsers key, 61
Body files, 136

reviewing, 140

sidelined, 74
Boolean configuration keys, 50
bounce notices, 144
bounce notifications, 34
bounceOnQuotaFull key, 34
bucketCount key, 139
buckets, 138
bucketsfile, 151
buckets.dir directory, 151

C
CAPI

setting per-user filters with, 86
canonicalize key, 103
checkAuthentication key, 64
classes of service, 26

creating, 17, 28

with imldapsh, 28

identification of, 35

listing, 29

preparing to set up, 28

samples of, 27

SMTP authentication optionsin, 63
class-of-service attributes

for accounts, 43

listing, 29, 40

valuesfor, defining, 40
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class-of-service options
setting per-user filters with, 85
setting user access with, 96
clients, 53
complete image backups, 205
config.db file, 47
Configuration database, 47
backing up, 201
changing, 49
Configuration server and, 5
creating an extra copy of, 201
described, 6
propagating changesin, 6
viewing, 52
configuration keys
changing, 18
Configuration database and, 6
confirming changesto, 51
editing, 49
guidelinesfor, 50
overview of, 47
syntax of, 47
viewing, 52
Configuration server
described, 5
imconfedit and, 49
in sample system, 228
master Configuration database and, 6
process name for, 10
troubleshooting, 235
confServHost key, 102
connection dropping, 55
configuration keysfor, 55
mail blocking and, 58
connections, multiple, 141
constraints, on account data, 37
Control files, 136
in errorsdirectory, 176
sidelined, 74, 176
control files, Oracle
testing recovery of, 224
CPU load, monitoring, 167
createsMboxes key, 154
cron jobs, 21
monitoring, 164

D
datafiles
backing up, 206
testing recovery of, 223
data table tablespace files, restoring, 211
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database tables, backing up files for, 206
databases, 6
default domain, troubleshooting, 239
default values, for configuration keys, 50
defaultDomain key, 102
deferProcessinterval configuration key
troubleshooting, 238
deferProcessinterval key, 143, 145
deferred mail, 125
deleted accounts, 31
deleted configuration keys, 50
deleted messages
removing, 157
restoring, 225
delivery information
account attributes for, 32

delivery status natification (DSN), 123, 124

delivery time, maximum, 127
denial-of-service attacks

dealing with, 55, 56

protecting LDAP ports from, 91

protecting RME ports from, 91
destination addresses

non-existent

wildcard accounts for, 36

restricting relay by, 67
destination domains

restricting relay to, 71
Directory Cache server

described, 2

Directory cache and, 6

IMAP server and, 5

in sample system, 228

MSSand, 4

MTA and, 3

POP server and, 4

process name for, 10

troubleshooting, 229

Web server and, 5
Directory caches, 6
directory checking

serversinvolved in, 2
Directory database, 199

described, 3, 6

disk space usage in, 161
Directory Information Tree (DIT), creating

classes of servicein, 28

Directory server, 3

process name for, 10
directory structure

of mail in process, 137
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disaster recovery, testing, 218, 219
disk arrays, for system backup, 200
disk backups
of Oracle database files, 206
disk performance, monitoring, 166
domain rewriting
for incoming mail
process flow, 112
for outgoing mail, 116, 119
example of, 120
process flow, 120
domainName configuration key
in address completion, 102
domainName key, 102
domains, 30
blocking mail from, 58, 60, 62
changing to rewrite, 238
creating
with imldapsh, 25
default, troubleshooting, 239
deleted, 24
establishing, 17
identifying, 25
local, 24
missing, in addresses, 102
multiple, login namesfor, 237
non-authoritative, 24
restricting relay by, 67
restricting relay from, 69
restricting relay to, 70
rewrite, 24
draining, of servers, 12, 13
dropConnections key, 55
dropMaxM essageRCPT s key, 56
dropRCPTsReplyText key, 56
dropThesel Ps key, 55
DSN, 99

E

Echo mode, of auto-reply, 33
envelopes, in message addressing, 100
environment backups, 200
error messages, 163
Error-Action/mtaM essage keys

setting, 123
errors

causing message deferral, 135
errors directory, handling mail in, 176
ERRORS folder, 152

processing messagesin, 176
errorslog file, 196
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ETRN command, 146
event logs, 7, 188
format of, 190
reading, 193, 194
viewing in real-time, 195
exiting, of servers, 13, 14

F
failover mechanisms, 201
fatal messages, 164
file system usage, monitoring, 162
firewalls, as anti-relay strategy, 65
folders, 152, 153
formatting, of configuration keys, 50
forwarding delivery
mailboxes and, 152
forwarding messages, 33
limit for, 33
free space, in Oracle databases, 169

G

garbage collection, 157
garbage collector
Message File system backups and, 213
running journalsfor, 214
gmtLogTimes key, 189

H
hardware
disk arrays, 200
for system backup, 200
tape devices, 201
hardware mirroring, 200
Header files, 136
sidelined, 74
header rewriting
for incoming mail, 105
choosing a condition for, 107
example of, 108
process flow, 108
for outgoing mail, 116, 118
example of, 120
process flow, 120
methods for, 106
headers
in message addressing, 100
in Message File system, 150
saving original, 108
types of, 106
high-availability solutions, 201
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hosts
configuration keys and, 48
restricting relay from, 69

hot backups, 205
after tablespace creation, 171
of critical datafiles, 206
to disk, 206

I
IM_ReadMtaFilter function, 87
IM_UpdateMtaFilter function, 87
IM_ValidateMtaFilter function, 86
imaccountreport utility, 42
IMAP access, 35
controlling by location, 95
with SSL, 35
IMAP clients
message status flags and, 153
IMAP password protection, 89
IMAP port
configuring SSL for, 93
IMAP server
described, 5
in sample system, 228
process name for, 10
troubleshooting, 235
IMAP users
folder management for, 152
imbillreport utility, 41
imboxcreate command, 154
imboxdel ete command, 156
imboxmove command, 155
imbucketscreate command, 151
imconfedit utility, 49
imctrl command, 12
draining serverswith, 13
exiting servers with, 14
killing servers with, 13
restarting servers with, 14
starting serverswith, 12
stopping serverswith, 13

imdbcAdminRoot variable, defining, 28

imdbcopyarchredo utility, 208
imdbhotbackup command, 206
imdbhotbackup utility, 205
imdbindexreorg command, 168
imdbmsgbackup command, 213
imdbplaygcjrn command, 214
imdbspacecheck utility, 169
imdbspacegrow utility, 170
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imdbspacequickcheck utility, 170
imdbspacereport utility, 172
IMerror log file, 197
imfiltercheck command, 81
imfilterctrl command, 86
imldapsh utility
creating accounts with, 37
creating classes of service with, 28
creating domains with, 25
defining class-of-service attribute values
with, 40
deleting accounts with, 41
displaying class-of-service attributes with, 40
listing account information with, 42
modifying accounts with, 40
using in batch mode, 39
imlogprint command, 194
imlogsum command, 193
immsgprocess command, 73, 75, 140, 152
immssgc command, 158
immtacheck command
troubleshooting, 238
imoracopyarchredo utility, 205
imqueuesplit command, 142
imreplyctrl command, 43
imservctrl command, 11
imservdisplay command, 14
imsysmon utility, 181
configuring, 181
running, 187
imsysmon.ini file, 181
modifying, 185
INBOX folder, 152
incoming mail, rewriting, 105
incomingMail Filter command, 75
incomplete addresses, completing, 101
inDeliveryDeferKb key, 146
inDeliveryRejectKb key, 147
inDeliveryStopDeferKb key, 147
index tablespace files, restoring, 212
indexes, reorganizing, 168
InterMail group, 9
InterMail integration, with existing systems, 15
InterMail servers, 1
monitoring, 6
overview of, 1
InterMail system
sample, 227
testing recovery of, 218, 219
InterMail user, 9
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I P addresses
blocking mail by, 60
blocking mail from, 58, 61
port connections and, 91
RCPT TO harvesting from, 97
restricting relay by, 67
trusted, 96

ISD (Integrated Services Directory), 199
accountsin, 29
backing up, 202
described, 2
in sample system, 228
mailboxesin, 151
troubleshooting, 227, 236
unsynchronized accountsin, 239

J
journal files
backing up, 203
garbage collector, 214
junk mail
combatting, 55, 57
deleting, 140
message relay and, 65
sidelining, 73

K

killing, of servers, 13

L
LDAP (Lightweight Directory Application
Protocoal), 7
LDAP database
unsynchronized accountsin, 239
LDAP ports, 91
IdapAccessList key, 92
Idapadd utility, using in batch mode, 39
IdapBatchTimeoutM S key, 39
Idapdelete utility, using in batch mode, 39
|dapMaxBatchOperations key, 40
Idapmodify utility, using in batch mode, 39
local deferred mail, 129
location of, 139
local delivery, 33
mailbox quotas for, 34
mailboxes and, 152
local domains
creating, 25
specifying wildcard accounts with, 36
wildcard account in, 103

276

local mail
deferral of, 129
reprocessing of, 143
locked accounts, 31
log files
archiving, 175
IMerror, 197
InterMail
types of, 188
monitoring, 162
organizing, 175
reading, 193
severity levels used by, 163
system, 164
Web server, 196
log monitoring program, 16
logDir key, 188
logging, 7
logical message storage, 151
login names, 34
multiple domains and, 237
logNamedPipeM ode key, 195
logs directory
disk space usagein, 161

M
mail blocking, 55, 57
by domain, 58, 60
setting up, 62
by e-mail address, 58, 59
setting up, 62
by |P address, 58, 60
setting up, 61
by username, 58, 61
configuration keysfor, 59
criteriafor, 58
per-account
vs. system-wide, 58
responses to clients
setting up, 61
system-wide
setting up, 59, 61
VS. per-account, 58
mail clients
mail blocking and, 61
notifying of denied relay, 71
mail delivery, 3
mail delivery methods, 32
mail filtering, 33
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mail filters, 75

per-user, 83
samples of, 88
setting up, 85

mail flow, controlling, 146

mail held dueto errors, 135
location of, 139
process flow, 135

mail in delivery, 146

mail in process, 125
backup and recovery of, 215
causing system errors, 135
deferred for local delivery, 129
deferred for remote delivery, 131
directory structure of, 137
due to errors, reprocessing, 140
filesfor, 136
maximum time in queue, 144
processing intervals for, 143
reasons for storing, 125
reprocessing of, 139
sidelined, 133, 140
storage of, 136
temporarily stored, 126

mail queues
delivering to domains with, 144
overloaded, 238
reprocessing, 143
splitting, 141

mail queuing
of messages exceeding configured limits, 126
of messages for local delivery, 129
of messages for remote delivery, 131
policy for, 19

mail recipients
non-existent, 24
sidelining by, 73

mall retrieval
serversinvolved in, 4

mail routing, 99
setting rules for, 19

mail routing table, 115
order of entriesin, 117
setting domain rewriting in, 120
setting header rewriting in, 119
syntax of, 115

mail storage, 4

mailbox quotas, 34
bounce notifications for, 34
types of, 34
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mailboxes, 32

automatic creation of, 153

creating, 153

deleting, 156

IMAP terminology for, 152

inMSS, 151

manual creation of, 154

moving, 155

example of, 156

pointersto, 153
mailRoutingHost key, 118
mailRoutingTable key, 116
maintenance accounts, 31
Manager server

described, 5

process name for, 10
master Configuration database

Configuration server and, 5

described, 6
maxBadPassword key, 91
maxBadPasswordDelay key, 91
maxBadPasswordUsers key, 91
maxDirectDelivery key, 127, 129
maxDirectK B key, 127
maxM essageSizelnKb key, 28
maxPasswordFailures, 91
maxPasswordFailures key, 91
maxQueueTimelnHours key, 144, 145
message addressing, 100
message body, 150
message delivery

gueued messages, 144

serversinvolved in, 3

to domains with existing queues, 144
message delivery time, maximum, 127
Message File system

backing up, 202, 213

balancing, 174

defragmenting, 174

deleting message files from, 157

described, 6

directoriesin, 150

disk space usagein, 161

expanding, 173

information in, 150

message storage and, 149

MSSand, 4

restoring, 214

stand-in, 214

troubleshooting, 232
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message files
backing up, 203
pointersto, 153
testing recovery of, 225
message forwarding limit, 33
message headers, storage of, 153
message objects, 152
message quotas, 19
message reci pients, maximum number, 127
message relay, 53
denied, responseto, 71
described, 64
destinations for, defining, 70
non-authoritative domains and, 24
restricted, 66
security and, 53
sources of, defining, 69
message retrieval
serversinvolvedin, 4
message sidelining, 73
message size, maximum, 127
message spooling, 4
message status, 151
message status flags, storage of, 153
message storage
physical vs. logical, 149
serversinvolvedin, 4
Message Store database, 199
backing up, 202
deleting mailboxes from, 157
described, 6
disk space usagein, 161
informationin, 151
message storage and, 149
MSSand, 4
troubleshooting, 232
messageFilesDir configuration key, 150
messages
bounced, 103
configured limits for, 126
deleted, removing, 157
delivery of, 99
for multiple users, 150
forwarding of, 33
in process, storage of, 125
local delivery of, 33
logical storage of, 151
physical storage of, 150
relayed, 53
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routing of, 99

storage of, 6, 149

to non-existent recipients, 24
messages directory, 150
messageTracing key, 189
minQueuel die key, 145
minQueuel dieTime key, 143
monitoring

of CPU load, 167

of cron jobs, 164

of disk performance, 166

of file system usage, 162

of log files, 162

of network availability, 161

of networked resources, 167

of Oracle databases, 168

of physical disk usage, 161

of RAM usage, 165

of server availability, 160

of space in Oracle databases, 169

of syslogd output, 164
monitoring station, 179
monitoring tools, 179
msgfiles directory, 150
MsLimitTotal Size log message, 129
MsMsgldNotEvent log message, 237
MSS (Message Store Server)

accesstimesto, 172

described, 4

hosts

moving mailboxes from, 155

in sample system, 228

mail storage on, 149

mailboxesin, 152

POP server and, 4

process name for, 10

troubleshooting, 227, 231
MTA (Message Transport Agent)

backups for, 200

connection dropping on, 55, 57

described, 3

firewalls and, 65

in sample system, 228

mail storage on, 125

performance of, 172

per-user filters and, 83

process name for, 10

protecting from third-party relay, 64

relaying options on, 66

reprocessing intervalson, 143
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SIEVE filter actions on, 80
storage of mail in process on, 136
timeouts on, 172
troubleshooting, 227, 230
MTA filters, 75
mtaM essageDelivered key, 124
mtaM essageExpanded key, 124
mtaM essageQueuedT ool ong key, 124
mtaM essageRejected key, 124
mtaM essageRelayed key, 124
mtaM essageT ool arge key, 124
multiple domains
address compl etion method in, 103
multiple-value configuration keys, 50
multi-threading, 7
MX records
preference levels of, 142

N
named pipes, 195
network availability, monitoring, 161
networked resources, monitoring, 167
non-authoritative domains

creating, 25
non-existent addresses

wildcard accounts for, 36
notices, of denied relay, 71
notification messages, 163
null return address

sidelining messages from, 73

@)
OK-To-Sideline header, 75
online redo logs
backing up, 203
loss of, 219
restoring, 212
Oracle control files
testing recovery of, 224
Oracle databases
backing up, 202
backups of, 202
hot, 205
types of, 204
checking free spacein, 169
expanding tablespacesin, 170
monitoring, 168
recovering, 208
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reorganizing indexesin, 168
testing recovery of filesin, 223, 224
viewing space alocation for, 172
outboundDeferProcessinterval key, 143, 145
and minQueueldieTime key, 144
setting, 131
outgoing mail
rerouting of
example, 120
process flow, 120
routing of, 115

P
password protection
configuration options for, 90
optionsfor, 89
passwords, 30
performance monitoring, 165
performance tuning, 172
per-user mail filtering, 83
samples of, 88
setting up, 85
physical disk usage, monitoring, 161
physical message storage, 150
pinging, of servers, 160
POP access
controlling by location, 95
POP3, 34, 35
with SSL, 35
POP password protection, 89
POP port, configuring SSL for, 93
POP server
described, 4
in sample system, 228
process name for, 10
timeouts on, 172
troubleshooting, 234
POP users, INBOX folder and, 152
pop3Port key, 94
pref_imapaccess attribute, 96
pref _popaccess attribute, 96
pref popsslaccess attribute, 96
preproduction planning, 15
primary addresses, 32
provisioning rules, 37
provisioning system, 16
proxy accounts, 31
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Q
gueue directory
backing up, 217
filesin, 139
restoring, 217
gueue processing requests, 146
gueue scanner
setting intervals for, 143
Queue server
described, 3, 4
in sample system, 228
process name for, 10
storage of mail in process on, 136
troubleshooting, 233

gueue/control directory, troubleshooting, 238

queued mail
reprocessing of, 143
sending, 144
queues, 238
gueuing, 126
quota threshold warnings, 34
guotas
for mailboxes, 34

R

RAM usage, monitoring, 165

RCPT TO addresses, 101

RCPT TO harvesting, 97
configuration options for, 98

rcptHarvesterCount key, 97

rcptHarvesterTTLMinutes key, 98

rcptMaxHarvesters key, 98

rcptPotentialHarvester TTLMinutes key, 97, 98

recipient addresses
rewriting, 24

recovery, 199
from nightly backup files, 219
from total system loss, 218
of archived redo logs, 212
of datatable tablespace files, 211
of deleted messages, 225
of index tablespace files, 212
of mail in process, 215
of Message File system, 214
of multiple file types, 212
of onlineredo logs, 212
of Oracle control files, 224
of Oracle databases, 208
of Oracle tablespace files, 223
of queue directory, 217
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of rollback segment tablespaces, 211
of spool directory, 217
of system tablespaces, 209
of temporary tablespaces, 210
test procedures for, 217
redo logs
backing up, 203
restoring, 212
relay, 53
relay hosts
non-authoritative domains and, 24
specifying, 25
relay prevention, 64
policiesfor, 66
by destination, 67
by source, 67
configuring, 68
scenarios for, 71
strategies for, 65
relayDestAllowList key, 70
relayDestDenyL ist key, 70
relayL ocal DomainsOk key, 69
relayLocaMustExist key, 69
relayMaxRCPTS key, 68
relayNullRestricted key, 69
relayReplyCode key, 71
relayReplyText key, 71
relaySourceDomainList key, 69
relaySourcelLocal | PList key, 70
relaySourcePolicy key, 69
relaySourceRemotel PList key, 70
remote deferred mail, 131
location of, 139
remote domains
splitting queuesto, 141
remote hosts, storage of mail for, 131
remote mail
deferral of, 131
reprocessing of, 143
Remote Method Execution, 7
Reply mode, of auto-reply, 33
requireSecureAuth key, 64
restricted relaying, 66
by source, 67
mail delivery and, 72
rewrite domains
changing to, 238
creating, 26
in header rewriting, 106
rewriteDomains key, 107
rewriteGatewayHeaderL ist key, 119
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rewriteHeaderList key, 106
rewriteMaxMtaHops key, 107
rewriteOnlyLocal key, 108
rewritePrimary key, 107
rewriteSaveOrig key, 108
rewriting

recipient addresses, 24
RME (Remote Method Execution), 7
RME ports, protecting, 91
rmeAccessList key, 92
rollback segments

backing up files for, 206

restoring tablespacesin, 211
rolloversPerDay key, 175

S
security, 53
security features
blocking of RCPT TO harvesting, 97
connection dropping, 55
LDAP port protection, 91
mail blocking, 57
mail filtering, 75
per-user, 83
password protection, 89
relay prevention, 64
RME port protection, 91
sidelining, of junk mail, 73
SMTP authentication, 63
SSL authentication, 92
SentMail folder, 152
servers
checking status of, 14
configuration keys and, 48
message tracing on, 189
monitoring, 160
pinging, 160
ports on, telnetting to, 160
process names of, 10
restarting, 14
shutting down, 10, 12
starting up, 10, 12
unavailable, 129, 131
servWarnToStderr key, 189
setenv command, defining the imdbcAdminRoot
variable with, 29
shutdown methods for servers, 12
sidelined directory, checking, 140
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sidelined mail, 133
characteristics of, 73
deleting, 74
handling of, 175
location of, 139
process flow, 134
processing of, 73
reprocessing of, 75, 140
reviewing contents of, 74
viewing, 74

sidelineMessages key, 74, 98

sidelineNullToMany key, 74

sidelineNumRcpts key, 74

sidelining
configuration options for, 74
of junk mail, 73
of mail in process, 133

SIEVE filters
actions of, 79
language extensions for, 83
language syntax for, 76
numeric expressionsin, 77
sample, 80
statementsin, 76
string expressionsin, 78
testsin, 77
verifying, 81

SMTP access, 35
with SSL, 35

SMTP addresses
in header rewriting, 106

SMTP aliases
limits for, 32

SMTP authentication, 35, 63
class-of-service options for, 63
configuration options for, 64

SMTPPort key, 94

SNMP monitoring station, 16, 179
configuring, 181

SNMP server
configuring, 180
described, 6
in sample system, 228
process name for, 10
system monitoring from, 179

snmp/eventMaxWait key, 180

snmp/masterAgentHost key, 180

snmp/trapQueueSize key, 180

spamming, 97
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spool directory, 137

backing up, 217

disk space usagein, 161

restoring, 217
SSL

with IMAP, 35

with POP3, 35

with SMTP, 35
SSL (Secure Socket Layer), 92

assigning additional portsfor, 93

configuration options for, 94

dataflow in, 92

enabling, 93
sslCacheAgeSeconds key, 94
sslCacheBucketL en key, 94
sslCacheBucketNum key, 94
sslCertChainPathAndFile key, 95
sslCertChainPathandFile key, 94
sslCertPassword key, 94, 95
sslIMAPPort key, 93, 95
sslPop3Port key, 93, 95
ssISMTPPort key, 93, 94, 95
ssl TrustedCertPathAndFile key, 94
sslUseSessionCache key, 95
standard accounts, 31
stand-in Message File system, 214
statisticslogs, 7, 189

format of, 192

reading, 194

viewing in real-time, 195
statNamedPipeMode key, 195
status flags, storage of, 153
stopping, of servers, 12, 13
suspended accounts, 31
sysadmin configuration keys, 50
syslogd daemon, 164
system backup

complete image backup, 205

hardware for, 200

high availability solutions for, 201
system configuration

changing, 18, 49

sample, 227

structure of, 47
system log files, 164
system maintenance, 173
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system management
serversinvolvedin, 5
system monitoring, 160
toolsfor, 179
system performance, measuring, 189
system performance, tuning, 172
system recovery
complete image backups and, 205
strategy for, 199
test procedures for, 217
system security, 53
policy for, 18
system tablespace files, restoring, 209

system tablespace, backing up files for, 206

T
tablespace data files, backing up, 204
tablespace files
datatable, restoring, 211
index, restoring, 212
system, restoring, 209
temporary, restoring, 210
testing recovery of, 223
tablespaces, expanding, 170
tape devices, 201
telnet sessions, 160
temporarily stored mail, 126
location of, 139
process flow, 127

temporary tablespace files, restoring, 210
testing, of backup and recovery procedures, 217

third-party relay, 65

preventing, 71
throttling, of mail in delivery, 146
time stamps, in log files, 189
timeoutServerDelivery key, 127
TLS (Transport Layer Security), 94
trace logs, 189

format of, 193

reading, 194

viewing in real-time, 195
traceNamedPipeMode key, 195
traceOutputLevel key, 189
traceToStderr key, 189
trackReptHarvesters key, 97, 98
trapMask key, 180
Trash folder, 152
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troubleshooting
Configuration server, 235
default domain, 239
Directory Cache server, 229
disabled welcome message, 237
domain changes, 238
IMAP server, 235
ISD, 236
login names, 237
mail queues, 238
Message File system, 232
Message Store database, 232
MSS, 231
MTA, 230
POP server, 234
Queue server, 233
unsynchronized accounts, 239
trusted interfaces, configuring, 96
trustedi nterfaces key, 96
tuning, of system performance, 172

U

UCE (unsolicited commercial e-mail)
sidelining of, 133
UNIX accounts, 37
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urgent messages, 163
user access, controlling, 95
usernames, 30
blocking mail from, 58, 61
restricting relay by, 67
users

controlling access from, by location, 95

restricting relay from, 69

\
V acation mode, of auto-reply, 33
versionConfigDB key, 201

W

warning messages, 163

Web server, 5
logs for, 196

welcome message, 20
changing, 21
setting up, 20
troubleshooting, 237

wildcard accounts, 103
disabling, 105
setting up, 104
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