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Preface

Welcome to InterMail!

ThelnterMail Operations Guide includes instructions for the operation of InterMail. This
document assumes you have a technical background as well as a working knowledge of the
Internet and high-end system issues.

This manual is supplemented by tinker Mail Reference Guide which provides information on
system architecture, configuration keys, and administrative and database commands, as well as
theInterMail Installation Guide, which offers detailed instructions for installing InterMail.

Overview of the Manual

The content of this manual is organized as follows:

» Chapter 1 provides an introduction to the InterMail system, including a summary of system
components and architecture.

» Chapter 2 offers an outline of pre-production tasks. This is a list of brief discussions of what
needs to be done after InterMail is installed, but before bringing the system into production
mode.

» Chapter 3 discusses basic system management, including startup and shutdown of servers, as
well as server configuration.

» Chapter 4 offers a detailed description of InterMail's security features, including sidelining
potential junk e-mail and POP password defense.

» Chapter 5 covers mail routing—how mail flows through an InterMail system.

» Chapter 6 discusses how users’ mail is stored, and offers methods for managing mailbox
guotas and message aging, which determines how long users’ mail can be stored on the
system.

» Chapter 7 covers managing “mail in process’—messages that have not yet been delivered by
InterMail.

» Chapter 8 offers a discussion of logging, including instructions for determining which types
of events will be logged by InterMail.

» Chapter 9 provides information on system monitoring and maintenance, including a
discussion of SNMP, and tips for expanding your system.

» Chapter 10 covers backup and recovery.

» Chapter 11 offers basic troubleshooting tips for high availability and failover capabilities.
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Style and Conventions

To assist you in understanding the material presented in this manual, the following conventions
have been observed:

+ Commands and configuration options are referenced by their proper names.

« Environment variables (set at time of installation) are referenced with a pret¢e&dirig.g.,
$spool Dir).

e Commands (and other entries you might type) appearrinspaced type.
» Variable names for elements within a command either appear between <angle brackets>.

» Optional entries within a command appear in [square brackets] No option is required in such
a list.

» Optional entries separated by a vertical bar (pipe) as in [option 1 | option 2] are exclusive—
you can choose only one item from such a list.

» Optional entries followed by an ellipsis (...) can be repeated. When an ellipsis follows a
bracketed set, the expression within the brackets can be repeated.

» {Curly braces} surround a list of options, one of which is required as an argument.

» Boldface indicates literal input used in an example

Questions and Comments

To suggest improvements or provide feedback on the content of this manual, send e-mail to
I nt er Mai | . Manual @sof t war e. com

Legal Notices

The InterMail software is copyright 1993-98 Software.com, Inc. All rights reserved.

The InterMail documentation is copyright 1997-1998 Software.com, Inc. All rights reserved. No
part of this documentation may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or information storage and retrieval
systems, for any purpose other than personal use, without the express written permission of
Software.com, Inc.

Trademarks

Many of the designations used by manufacturers and sellers to distinguish their products are
claimed as trademarks. Where those designations appear in this documentation, and
Software.com was aware of a trademark claim, the designations have been printed in initial caps
or all caps.

InterMail and Software.com are trademarks of Software.com, Inc.
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Licensing Agreement

THIS SOFTWARE ISPROVIDED "ASIS' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL SOFTWARE.COM BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The RSA Data Security, Inc. MD5 Message-Digest Algorithm

The MD5 Message-Digest algorithm used in InterMail is © 1991-92 RSA Data Security, Inc. Created 1991. All rights
reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5
Message-Digest Algorithm" in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the
RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the
suitability of this software for any particular purpose. It is provided "as is" without express or implied warranty of any
kind.

These notices must be retained in any copies of any part of this documentation and/or software.

RSA Data Security, BSAFE

InterMail incorporates a derivative work of the BSAFE cryptographic toolkit, copyright 1992-1996, RSA Data
Security, Inc. All rights reserved.

BSAFE is a trademark of RSA Data Security, Inc.
The RSA Public Key Cryptosystem is protected by U.S. Patent #4,405,829.

SSL Plus: SSL 3.0 Integration Suite Toolkit

InterMail incorporates a derivative work of the SSL Plus: SSL 3.0 Integration Suite Toolkit, copyright 1996, 1997
Consensus Development Corporation. SSL Plus: SSL 3.0 Integration Suite is a trademark of Consensus Development
Corporation, which reserves all rights thereto.

Portions of the SSL Plus: SSL 3.0 Integration Suite Toolkit software are based on SSLRef(tm) 3.0, which is copyright
(c)1996 by Netscape Communications Corporation. SSLRef(tm) was developed by Netscape Communications
Corporation and Consensus Development Corporation.

The Regular Expression Routines

The Regular Expression Routines used in InterMail are © 1992-94 Henry Spencer. All rights reserved. This software is
not subject to any license of the American Telephone and Telegraph Company or of the Regents of the University of
California.

Permission is granted to anyone to use this software for any purpose on any computer system, and to alter it and
redistribute it, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful, even if they arise
from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission. Since few users
ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the original software.
Since few users ever read sources, credits must appear in the documentation.

4. This notice may not be removed or altered.
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The Regents of the University of California Copyright

InterMail includes software that is © 1990, 1993, 1994. The Regents of the University of California. All rights
reserved.

This code is derived from software contributed to Berkeley by Mike Olson.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Re-distributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Re-distributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
This product includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

GNU General Public License

Version 1, February 1989

Copyright (C) 1989 Free Software Foundation, Inc.

675 Mass Ave., Cambridge, MA 02139, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble

The license agreements of most software companies try to keep users at the mercy of those companies. By contrast, our
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. The General Public License applies to the Free Software Foundation's software and to
any other program whose authors commit to using it. You can use it for your programs, too.

When we speak of free software, we are referring to freedom, not price. Specifically, the General Public License is
designed to make sure that you have the freedom to give away or sell copies of free software, that you receive source
code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you
know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of a such a program, whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they, too, receive or can get the source code. And you must tell them
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty
for this free software. If the software is modified by someone else and passed on, we want its recipients to know that
what they have is not the original, so that any problems introduced by others will not reflect on the original authors'
reputations.
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The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING,

DISTRIBUTION AND MODIFICATION

0.

a)

b)

©)

d)

This License Agreement applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The "Program”, below, refers
to any such program or work, and a"work based on the Program" means either the Program or any work
containing the Program or a portion of it, either verbatim or with modifications. Each licensee is addressed as
"you'".

Y ou may copy and distribute verbatim copies of the Program’ s source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this General Public License and to the absence of
any warranty; and give any other recipients of the Program a copy of this General Public License along with the
Program. Y ou may charge afee for the physical act of transferring a copy.

Y ou may modify your copy or copies of the Program or any portion of it, and copy and distribute such
modifications under the terms of Paragraph 1 above, provided that you also do the following:

cause the modified files to carry prominent notices stating that you changed the files and the date of any change;
and

cause the whole of any work that you distribute or publish, that in whole or in part contains the Program or any
part thereof, either with or without modifications, to be licensed at ho charge to all third parties under the terms of
this General Public License (except that you may choose to grant warranty protection to some or all third parties,
at your option).

If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the simplest and most usual way, to print or display an announcement including
an appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling the user how to view a copy of this
General Public License.

Y ou may charge afee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for afee.

Mere aggregation of another independent work with the Program (or its derivative) on avolume of a storage or
distribution medium does not bring the other work under the scope of these terms.

3.

a)

b)

©)

Y ou may copy and distribute the Program (or a portion or derivative of it, under Paragraph 2) in object code or
executable form under the terms of Paragraphs 1 and 2 above provided that you also do one of the following:

accompany it with the complete corresponding machine-readable source code, which must be distributed under
theterms of Paragraphs 1 and 2 above; or,

accompany it with awritten offer, valid for at least three years, to give any third party free (except for anominal
charge for the cost of distribution) a complete machine-readable copy of the corresponding source code, to be
distributed under the terms of Paragraphs 1 and 2 above; or,

accompany it with the information you received as to where the corresponding source code may be obtained. (This
aternative is alowed only for noncommercial distribution and only if you received the program in object code or
executable form alone.)

Source code for awork means the preferred form of the work for making modifications to it. For an executable file,
compl ete source code means all the source code for all modulesit contains; but, as a special exception, it need not
include source code for modules which are standard libraries that accompany the operating system on which the

executablefile runs, or for standard header files or definitions files that accompany that operating system.

4.

Y ou may not copy, modify, sublicense, distribute or transfer the Program except as expressly provided under this
Genera Public License. Any attempt otherwise to copy, modify, sublicense, distribute or transfer the Program is
void, and will automatically terminate your rights to use the Program under this License. However, parties who
have received copies, or rights to use copies, from you under this General Public License will not have their
licenses terminated so long as such parties remain in full compliance.

By copying, distributing or modifying the Program (or any work based on the Program) you indicate your
acceptance of thislicenseto do so, and all its terms and conditions.
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6. Eachtime you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
Y ou may not impose any further restrictions on the recipients’ exercise of the rights granted herein.

7. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versionswill be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of the license which
appliesto it and "any later version”, you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of
the license, you may choose any version ever published by the Free Software Foundation.

8. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

9. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "ASIS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND
PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

10. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

Appendix: How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest possible use to humanity, the best way to achieve
thisisto make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at |east the "copyright” line and a pointer to
where the full noticeis found.

<one line to give the program’s name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 1, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY ; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Genera
Public License for more details.

Y ou should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 675 Mass Ave., Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like thiswhen it startsin an interactive mode:
Gnomovision version 69, Copyright (C) 19xx name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY ; for details type ‘ show w’.

Thisisfree software, and you are welcome to redistribute it under certain conditions; type ‘show ¢’ for details.

Xiv © Software.com, Inc. 1997-1998



Preface

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts of the General Public License. Of
course, the commands you use may be called something other than ‘show w’ and ‘show ¢'; they could even be mouse-
clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your school, if any, to sign a"copyright
disclaimer” for the program, if necessary. Here a sample; ater the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program ‘ Gnomovision’ (a program to direct compilersto
make passes at assemblers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

Oracle

Oracle Programs are the proprietary products of Oracle and are protected by copyright and other intellectual property
laws. Customer acquires only the right to use Oracle Programs and does not acquire any rights, express or implied, in
Oracle Programs or media containing Oracle Programs other than those specified by License. Oracle, or its licensor,
shall at all timesretain al rights, title, interest, including intellectual property rights, in Oracle Programs and media

SmartHeap

Portions copyright 1991-1997 Compuware Corporation.

EMANATE

InterMail incorporates the EMANATE server as part of its monitoring functionality. Software.com licenses
EMANATE pursuant to a license agreement with SNM P Research International, Incorporated. The copying and
distribution of EMANATE iswith the permission of SNMP Research International, Incorporated.

Apache Server License

Copyright (c) 1995-1997 The Apache Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:

"This product includes software developed by the Apache Group for use in the Apache HTTP server project
(http://www.apache.org/)."

4. The names"Apache Server" and "Apache Group" must not be used to endorse or promote products derived from
this software without prior written permission.

5. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the Apache Group for use in the Apache HTTP server project
(http://www.apache.org/)."

THIS SOFTWARE IS PROVIDED BY THE APACHE GROUP "*ASIS’ AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE APACHE GROUPOR ITSCONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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This software consists of voluntary contributions made by many individuals on behalf of the Apache Group and was
originally based on public domain software written at the National Center for Supercomputing Applications,
University of Illinois, Urbana-Champaign. For more information on the Apache Group and the Apache HTTP server
project, please see <http://www.apache.org/>.
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| ntroduction to InterMail

InterMail is a scalable, high performance, native Internet e-mail system for very large messaging
environments. Each InterMail installation is a unique configuration created from a common set
of software components. This chapter provides an overview of the InterMail system components,
a discussion of the unique technologies supporting their operation, and detailed descriptions of
their architecture and internal operation.

The following topics are outlined here and covered in detail throughout this manual, and in the
InterMail Reference Guide:

e System components, including a brief description of each InterMail Server
» Information storage—how data is stored by InterMail
e Supporting technology, such as multi-threading and RME

* [nterMail features and benefits

1.1 Server Distribution

The InterMail messaging system includes ten servers. Each server operates independently as a
separate process with specific responsibilities.

The InterMail servers can be distributed into separate machines for flexible configuration and
system scaling. A complete InterMalil installation requires at least one server of each type
specified, but typically includes multiple instances of all but the Configuration Server.

Additional servers can be added as message traffic or the number of users supported increases.

Functionally, InterMail servers can be divided into four categories:
» Servers involved in delivering messages

e Servers involved in storing messages

» Servers involved in retrieving messages

e Servers that manage the system

Although most of the InterMail servers play a role in only one of these functions, there are two
(the Directory Cache Server and the Queue Server) that have overlapping duties. Figure 1
illustrates the functional relationship between servers. The sections that follow describe these
relationships in greater detalil.
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Figure 1. The Functional Role of InterMail Servers
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Message Delivery

The MTA, Directory Cache Server and Queue Server work together to provide message delivery.

The MTA receives and delivers messages. It also enforces relay restrictions and redirection
instructions, and manages any errors that occur during the delivery process.

The Directory Cache provides the MTA with the account information required for message
delivery.

The Queue Server also works with the MTA. Its job is to temporarily store (queue) messages
that the MTA cannot deliver immediately.

Message Storage

Both the Message Store Server and the Queue Server play roles in message storage.

The MSS is responsible for storing messages in users’ mailboxes. It takes delivery of
messages from the MTA, and services retrieval requests from the POP and IMAP Servers.

The Queue Server also plays an role in message storage as it is responsible for storing any
messages the MTA cannot deliver immediately. It is frequently installed on the same host as
the MSS so that all messages can be backed up from a single machine. However, this is not a
requirement.

Message Retrieval

Message retrieval by end users is handled by the POP, IMAP and Directory Cache servers.

The POP Server handles requests for message retrieval using the POP3 protocol.
The IMAP Server handles requests for message retrieval using the IMAP4 protocol.

The Directory Cache Server, which provides account information for message delivery, has a
similar function in message retrieval, providing the class of service, mailbox name and MSS
host information that the POP and IMAP Servers require.

Management

The Manager, Configuration and SNMP servers are used to control and monitor the functioning
of the entire InterMail system.

The Manager Server, which runs on each host, is used to start and stop any server running on
any host.

The Configuration Server supplies configuration changes to all other InterMail servers as
required.

The SNMP Server gathers useful system information and, upon request, passes it to your
SNMP monitoring station for real-time viewing.

The Web Server supports access to InterMail account information via a web browser.
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1.2 System Components

As illustrated in the previous section, the InterMail messaging system is a combination of
components working together to provide message delivery, message storage, message retrieval,
and system management. The following sections identify the InterMail components individually
and describe the function performed by each one.

1.2.1 Message Transport Agent (MTA)

The MTA handles the receipt of all incoming messages. It listens on the SMTP port, accepts
messages from clients, then determines whether the recipients are in a local or remote domain.
For recipients in a local domain, it obtains account information from the Directory Cache Server
then delivers messages to the appropriate mailbox. For recipients in other domains, it sends mail
to the remote location indicated.

The MTA is responsible for enforcing relay restrictions and executing redirection instructions. It
is also responsible for managing any error conditions that arise in the delivery process, producing
and sending bounce messages as required.

One MTA may be run per host. Additional hosts can be added independently as needed, with
message traffic distributed via a load-leveling mechanism such as round-robin DNS.

Please see Chapter 3 of this manual and Chapter 2 bftéhilail Reference Guide for further
information on the MTA.

1.2.2 Queue Server

If the MTA cannot deliver a message immediately, the MTA passes the message to a Queue
Server which stores the message in its queue directory (see Chapter 7 of this manual). Each
Queue Server can be shared by multiple MTAs. This means that a message sent to a Queue
Server by one MTA can be reprocessed later by any other MTA.

By running a Queue Server on the same host as the MSS, you keep both your temporarily queued
messages and your users’ permanently stored messages on the same machine, thus creating a
central source for message storage. This allows you to concentrate your backup resources
efficiently.

Note:  Although running a Queue Server on the same host as the MSS can be a useful strategy
for backing up messages, there is no requirement to do so.

Please see Chapter 3 of this manual and Chapter 3 bftéhilail Reference Guide for further
information on the Queue Server.
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1.2.3 Directory Cache Server

The Directory Cache Server facilitates the retrieval of account. For fast access, the Directory
Cache Server maintains a local copy of account information. It is also capable of reading through
to the Integrated Services Directory (the source of all InterMail account information) if it cannot
find the desired information in its own local cache.

The Directory Cache Server also interacts with the MTA, and the IMAP and POP Servers,
providing the information required for message delivery and message retrieval.

The Directory Cache Server can be run on multiple machines (in fact, a minimum of two such
servers is recommended). Configuring a system with multiple Directory Cache Servers provides
high performance I1SD (Integrated Services Directory) look-ups.

Please see Chapter 3 of this manual and Chapter 4 bftéhilail Reference Guide for further
information on the Directory Cache Server.

1.2.4 Message Store Server (MSS)

The MSS is the InterMail component responsible for persistent storage of messages in a user’'s
mailbox. It takes delivery of messages from the MTA and services requests for message retrieval
from the POP and IMAP Servers. The MSS interacts with both an Oracle database and the
Message File System. Information about mailboxes, folders, message headers and message
structure is stored in the database. The messages themselves are stored as individual files in the
file system.

Note: Several MSS processes can be run on the same host simultaneously, but they will be
supported by a single Message Store database and a single Message File System.

Please see Chapter 3 of this manual and Chapter 5 biftéhilail Reference Guide for further
information on the MSS.

1.2.5 POP Server

The POP (Post Office Protocol) Server communicates with the Directory Cache Server to
validate the user’s login name and password, and to obtain information required to service
message retrieval requests (e.g., mailbox location, class of service, etc.).

One POP Server may be run per host. If needed, several hosts can be configured to run POP
Servers with the load distributed via a load-leveling mechanism such as round-robin DNS.

Please see Chapter 3 of this manual and Chapter 6 bftéhi®lail Reference Guide for further
information on the POP Server.
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1.2.6 IMAP Server

The IMAP (Internet Message Access Protocol) Server allows most IMAP-enabled clients to send
and receive messages in on-line, off-line and disconnected modes. Unlike POP users whose
messages are automatically downloaded to a single local machine each time they connect, IMAP
users have the option of working with their messages directly on the server.

The IMAP Server communicates with the Directory Cache Server to validate a user’s login name
and password, and to obtain information required to service message retrieval requests (e.g.,
mailbox location, class of service, etc.).

One IMAP Server may be run per host. If needed, several hosts can be configured to run IMAP
Servers, with the load distributed via a load-leveling mechanism such as round-robin DNS.

Note: Sncethe IMAP protocol gives users the ability to work with messages directly on the
server, it isvery likely that average connection timeswill be longer than with POP
connections.

Please see Chapter 3 of this manual and Chapter 7 bftéhilail Reference Guide for further
information on the IMAP Server.

1.2.7 Configuration Server

Each host on an InterMail system has its own Configuration Database that contains a complete
set of system settings.

The Configuration Server runs on a single host and holds a “master” Configuration Database.
The purpose of the Configuration Server is to distribute the latest version of the master
Configuration Database to all the other hosts of an InterMail system. When you make changes to
the master Configuration Database and elect to propagate them, all the InterMail hosts check to
see if the master Configuration Database is hewer than the one they are currently using. If it is,
they pull the latest version from the Configuration Server.

Please see Chapter 3 of this manual and Chapter 8 biftéhilail Reference Guide for further
information on the Configuration Server.

1.2.8 Manager Server

A Manager Server is installed on each InterMail host. The Manager Server allows you to log on
to an InterMail host and start or shut down any of the servers running on any other host in your
InterMail system. When you issue a startup or shutdown command from one host, the
instructions are passed to the Manager Server on each affected host, and the Manager Servers
then carry out the operation(s) you requested.

Please see Chapter 3 of this manual and Chapteri®edhter Mail Reference Guide for further
information on the Manager Server.
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1.2.9 SNMP Server

The SNMP (Simple Network Management Protocol) Server communicates with the other
InterMail servers, gathering useful system information, such as present server status, number of
connections since the server started, the number of messages stored in the MSS, etc. A
monitoring station can request information from the SNMP server for viewing and processing.
Currently, all servers except the Manager and Configuration Servers can be monitored by
InterMail's SNMP Server.

Note:  You must supply your own monitoring system.

Please see Chapter 3 of this manual and Chapter 10 lot¢higlail Reference Guide for further
information on the SNMP Server.

1.2.10 Web Server

The Web Server provides access to account information via a web interface. It supports
individual account management in InterMail, and provides a means for delegated administration
when used in combination with the InterManager product.

1.3 Information Storage

InterMail servers are complemented by a series of databases that maintain information about
InterMail users, their messages, and even the servers themselves. These databases are described
in the sections that follow.

1.3.1 The Integrated Services Directory

The Integrated Services Directory (ISD) is the definitive source of InterMail account
information. There is a single ISD for the entire InterMail installation. It is the foundation from
which all Directory Caches are created.

1.3.2 The Directory Cache Database

A Directory Cache Database, containing a complete copy of all user account and domain
information, is maintained on each host running a Directory Cache Server. These caches provide
quick, local access to account information.

Each Directory Cache Server automatically updates its local cache with the most recent
information in the Integrated Services Directory. This update occurs at a configurable interval
(by default, every 60 seconds), guaranteeing that the local cache is up-to-date within this time
interval. A Directory Cache Server can also read through to the Integrated Services Directory at
any time, requesting account information that is new and not yet contained in its cache. When
such a read-through occurs, the Directory Cache Server automatically updates its cache with the
account information for the new record, without waiting for the regularly scheduled update
interval to pass.
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1.3.3 The Message Store Database and Message File System

The Message Store Database and Message File System are responsible for persistent storage of
messages. Dynamic data (e.g., information about which users have read and deleted messages) is
housed in the Message Store Database. Information about mailboxes, folders, message headers,
and message status is maintained here. The message data itself (static information not subject to
change) is maintained in the Message File System. Each message is stored in a single file which
includes all headers, body text, and attachments.

1.3.4 The Configuration Database

The Configuration Database stores configuration options that control the behavior of the
InterMail servers and indicate the location of required system resources. A copy of the
Configuration Database is maintained on each InterMail host and is read by every InterMail
process at startup.

The “master” Configuration Database is stored on the host on which the Configuration Server
resides. Any time you make changes in the Configuration Database, you should always make
them to the “master” and then propagate them throughout your system.

1.4 Supporting Technology

The sections that follow describe technology shared among all components of the InterMail
messaging system.

1.4.1 Multi-Threading

All InterMail servers are multi-threaded to enhance performance. Multi-threading allows
individual InterMail processes to handle simultaneous message delivery and retrieval requests.
The result of multi-threading is high message throughput.

Multi-threading also allows a server to take advantage of multiple CPUs on a single machine.
Performance will increase as system CPU resources grow. In addition, the number of threads
each process may use is configurable, allowing you to fine tune your system for the most
efficient use of system resources.

1.4.2 Remote Method Execution (RME)

InterMail servers communicate using a distributed object protocol called Remote Method
Execution (RME). This communication method is designed to facilitate the exchange of data at
the object level. For example, if a server asks the MSS to retrieve a message, it replies by sending
an object representing the message.

The RME protocol is transaction based, guaranteeing that the results of all operations are known.
In addition, RME supports versioning to facilitate smooth system upgrades. Different versions of
the various InterMail servers communicate seamlessly as system components are upgraded one
by one.
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1.4.3 Event Logging and Statistics

All InterMail server processes share a common logging mechanism. This mechanism can be used
to produce standard logs which record events as they occur. It can also produce statistics logs
which indicate activity over time. These logs can be used to monitor the overall performance of
the system for capacity planning and fine tuning.

1.4.4 Administration Commands

The administration utilities are command-line programs for observing and changing the behavior
of the InterMail system. The execution of many commands is location-independent, and can be
used to monitor and control any component of the system. Commands are provided for account,
mailbox, server, and log management, as well as for system diagnostics.

1.5 InterMail Features and Benefits

InterMail encompasses a rich feature set, whose highlights are described in the following
sections.

1.5.1 Native Internet Standards Support

InterMail is a native Internet messaging server. It supports Internet messaging protocols at its
core, without the use of gateways or connectors to convert to proprietary protocols or message
formats.

1.5.2 Scalability via Distributed Architecture

All mail servers perform the basic functions of message delivery, message storage, and message
access. What sets InterMail apart is its unique architecture, with separate servers independently
dedicated to each of these three functions.

This design provides flexibility as it allows any InterMail installation to scale independently
along three vertical axes (as depicted in Figure 2). As a result, InterMail supports customized
scaling to suit the unique needs of a particular user base, with hardware and software added to
the system as the user base expands.
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Figure 2. Example of a Distributed InterMail Installation

The variables for scaling are based on server type and correspond to the three axes in the
preceding illustration:

» Message Traffic: the volume of mail going in and out of the system
* Number of Users: the number of accounts in the Integrated Services Directory
* Frequency and Type of Access: how (and how often) users retrieve their messages

MTASs are responsible for the set of tasks governing incoming and outgoing message delivery.
They allow the system to scale with respect to the number of messages delivered to and sent from
the mail system. In other words, the number of MTAs you need depends on the volume of
message traffic on your system.

The Message Store Servers are responsible for persistent storage of messages in users’
mailboxes. The number of Message Store Servers required is determined by the number of users
in the system. In typical configurations, a single machine will easily support hundreds of
thousands of users.

The POP and IMAP servers are responsible for providing users with access to Message Store
Servers via the POP3 and/or IMAP4 protocols. The number of POP and IMAP servers can be
increased as the number of users expands. The frequency and type of access will determine how
many machines you need to run these servers.
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1.5.3 High Availability

High availability, the need to have a system up and running at all times, is also referred to as
“24x7" access. InterMail supports multiple strategies to enhance high availability, as described in
the sections that follow.

Server Redundancy

Server redundancy simply means that more than one server is available to fulfill a function. The
first and third axes of Figure 2 (MTAs and POP/IMAP Servers) are designed to take advantage
of server redundancy. The system is also configured so that there are more machines than
necessary to handle expected traffic. In the event that one of the machines goes down, the other
machines can pick up the load until the first machine is brought back on line. When a machine
goes down, it is taken out of the DNS rotation; it is then reintroduced when it comes back up.

Failover

If an MSS and Queue Server machine fails, the alternate assumes the network identity of the
failed machine and accesses its disk array through a second port. Such “failover” capability is
recommended for the MSS and Queue Server machines because they host actual message data,
information that must be accessible at all times. In order to insure continuous access, another
active MSS and Queue Server machine should be designated as an alternate.

Failover is provided by third party software and is not part of InterMail itself. When you design
your failover strategy, there are two aspects to consider. The first is monitoring your hardware so
that failures can be detected. The second is creating a set of scripts that are executed if a failure
occurs. These scripts should cause the switch-over to the alternate machine, which will connect
to the failed machine’s disk array (through a second port), and begin to handle the activity of the
failed machine.

Note:  While Software.com recommends the use of a failover mechanism, it is not required by
InterMail.

Disk Mirroring

Disk mirroring is used to protect data integrity. All critical disks should be mirrored to insure that
data will always be accessible. In the event of a disk failure, the mirror will immediately be used
to give access to the data. ‘Hot spare’ disks will be available in the storage array and will be
brought up to date with their mirrors. By using this mechanism, single points of disk failure are
eliminated.

The MSS and, Queue Server machines, and the machine that hosts the ISD should always be
backed up, as should the master Configuration Database on the Configuration Server. All other
servers require only redundancy to provide continuous operation.

Online Operations

InterMail enables you to carry out crucial operations, such as account migration, system backups
and configuration changes while the system remains online. The helps minimize maintenance
downtime, during which service is unavailable to customers.
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1.5.4 High Reliability

InterMail’s high reliability features minimize the danger that any messages will be lost before
delivery is completed.

Journaling

InterMail provides message-level journaling. All transactions to the Message File System are
saved in a journal; every insertion, change and deletion to the Message File System is recorded.
The journal can be played back to re-create a full image of the Message File System. InterMail’s
use of relational databases and message-level journaling provides for reliability and rapid system
recovery. Relational databases provide transaction logging which enhances data integrity,
robustness, and recoverability. Journaling provides for recovery in the event of a Message File
System failure. When used in conjunction with full backups, these mechanisms provide full
disaster recovery, insuring that no messages are lost.

Transaction-Based Communications

Communications between servers is transaction-based, meaning that an operation is not
considered complete until the initiating server receives confirmation from the server to which it
communicated. For example, when the MTA passes a message to the MSS, the operation is not
considered complete until the MSS signals the MTA that it has accepted the message; this
happens only after the MSS has successfully written the message information to the Message
Store database and the Message File System.

1.5.5 Class of Service Support

12

. Classes of service can be used to bundle features in distinct packages for consumers. For
example, a service provider may charge customers one monthly rate for e-mail accounts with a
limited range of services (simple POP3 access, low mailbox quotas, etc.), and a second rate for e-
mail accounts with a larger set of allowed services (IMAP access, higher mailbox quotas,

security features, etc.). Classes of service allow you to manage these sets of features and
associate them with e-mail accounts. SedriteeMail Integrated Services Directory Guide for a
complete description of class of service features.
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Outline of Pre-Production Tasks

Installing the InterMail software is the first step in establishing your complete messaging system.
There are a number of additional tasks you must complete before considering your site ready to
operate in full production mode, serving customers 24 hours a day, 7 days a week.

This chapter discusses a variety of pre-production tasks. The tasks are grouped into five
categories:

e Tasks that should be completed before installing InterMail.

» Basic integration tasks. These tasks are very broad in nature and involve your operation as a
whole, rather than your messaging system specifically.

e Tasks that pertain to InterMail directly. Completion of these tasks results in a custom
configuration specifically suited to the needs of your organization.

» Tasks required to add account and domain information to the system.

e Tasks to test the procedures that you have established before going on line.

2.1 Pre-Installation Planning

This chapter assumes prior installation of the InterMail software, and therefore prior
consideration of any pre-installation issues. The list below provides examples of issues you
should have addressed in planning your installation.

Note: For further information on planning your installation, refer to the InterMail Installation
Guide

Determine server configuration

InterMail’'s distributed design allows for a variety of server configurations. As part of the
installation process you should have established the number of servers required (both in total and
by type) and the distribution of those servers on available hardware. In making those
determinations, issues such as your specific requirements for security and high availability
should have been addressed.

Define storage requirements

InterMail is intended for use in very large installations, sites that handle millions of messages for
millions of users. Mail processing on this scale involves a substantial number of files for which a
significant amount of disk space may be required.

Before beginning production, you should make certain that you have sufficient free disk space to
meet the needs of InterMail’s various servers and file systems. Chapter 9 of this manual offers an
in-depth discussion of managing disk space requirements for InterMail.
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2.2 Integration with Existing Systems

Certain tasks need to be considered when integrating InterMail into your existing operations
environment. Those tasks are listed in the sections that follow. Because these tasks are
necessarily site-specific, detailed descriptions cannot be provided; instead, these issues are
addressed in general terms that can be applied to all installations.

Create a log monitoring program

The content of the InterMail log files enables you to determine system usage, message flow, the
number of connections to and from servers, and other pieces of vital system information. Each
InterMail server generates its own log file, and log rollover periods are configurable.

Log files are a comprehensive dump of data, designed for flexible reporting. While you can read
InterMail logs from the directories in which they reside, you may want to consider creating a
custom log monitoring program that allows you to monitor your logs and receive event
notifications in whatever way is most convenient.

Refer to Chapter 8 of this manual for an overview of InterMail logging, and Chapter 13 of the
InterMail Reference Guide for a complete listing of InterMail events.

Link InterMail to your SNMP monitoring station

InterMail supports additional system monitoring through inclusion of an SNMP Server that
gathers useful system information and passes it to an SNMP monitoring station for real-time
viewing.

If you wish to take advantage of InterMail’'s SNMP monitoring capabilities, you will need to link
the SNMP server with your SNMP monitoring station. To assist you in this task, please refer to
Chapter 9 of this manual for a discussion of configuring your SNMP monitoring station, and
Chapter 10 of thénterMail Reference Guide for a description of server architecture.

Establish a connection to your provisioning system

To link InterMail accounts with related billing information, you’'ll need to integrate the content
of the Integrated Services Directory (the central repository for InterMail account information)
with your existing provisioning system.

Define backup and recovery policies

Establishing a clearly-defined and well-tested backup and recovery program is very important.
There are many considerations involved in backing up your InterMail system: Which items
require backup? How often should backups occur? What strategies should you employ to make
most efficient use of your backup and recovery resources?
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Precise answers to these questions will depend on factors that are unique to each InterMail
installation—issues such as available hardware and message traffic. But whatever the particulars,
the surest way to minimize any potential disaster is by establishing a suitable backup and
recovery policy, modifying it as needed, and making certain that it is enforced.

Chapter 10 discusses recommended backup and recovery procedures; however, you should view
these instructions only as a starting point for developing your own site-specific instructions.

They are not a substitute for backup procedures you already have in place, or for those you need
to develop.

2.3 Custom Configuration

When your InterMail system was installed, a value was established for each available
configuration option. You are probably unaware of how most values were set, as very few of
them required direct selection on your part. Instead, most options were set to their initial values
(the “starter” entry that is set for a particular configuration key when InterMail is installed). This
method simplifies the installation process, but does not necessarily result in the ideal
configuration for your site.

The sections that follow identify a variety of configuration options that should be considered
before bringing your site into full production mode. By examining and editing the values
associated with each option, you'll be able to implement the routing, storage, and security
policies specific to your site.

For instructions on editing configuration keys, please refer to Chapter 3 of this manual. For
details on specific configuration keys, see Chapter 11 dintieeMail Reference Guide.

Determining a security policy

InterMail provides a number of security-related features you should thoroughly understand
before going into production. It is not possible to offer a definitive set of rules on how to define
your security settings since this would depend chiefly on your particular environment and
security needs. However, Chapter 4 of this manual explains each security option in detail, and
discusses the potential impact of different security settings on your mail service.

Once you become familiar with InterMail’s security features, you can determine how to apply
them to meet your particular needs.

Set mail routing rules

Mail routing rules allow you proxy mail from an InterMail host to some other mail system. This
is typically useful during the migration process, when accounts are being transferred from a
legacy mail system to InterMail. (see timerMail Migration Guide).

There are also a number of other mail routing policies that can be set, including the use non-
authoritative and rewrite domains and header rewriting. You can add to these rules or change
them at any time after going into production, but it may be useful to establish an initial set of
rules in pre-production. For a full discussion of routing rules, see Chapter 5 of this manual.
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Establish message quotas

Message quotas allow you to limit the amount of disk space that a mailbox can consume, as well
as the maximum size of messages accepted.

There are three types of message quotas:
e System-wide quotas on mailbox size
» System-wide quotas on message size
» Per-account quotas on mailbox size

Setting per-account quotas is an ongoing administrative task, rather than a pre-production issue.
On the other hand, the system-wide settings are important considerations for pre-production,
since the choices you make will affect your entire system right from the start. See Chapter 6 of
this manual and thimtegrated Services Directory Guide for additional information about setting
message quotas.

Examine the message aging policies

Your message aging policy determines how long messages are allowed to remain in a user’s
mailbox. This is important whether you enforce mailbox quotas or not. If quotas are enforced,
and an aging policy allows messages to remain in users’ mail boxes for too long, then busy
mailboxes may fill up quickly, causing further messages for these users to bounce. If quotas are
not enforced, then a strict message aging policy is still crucial, since a large number of messages
on the Message Store Server may fill up disk space rapidly.

Separate controls are provided to enforce message aging policies for retrieved and unretrieved
mail. During installation, you will be asked to specify the length of time unread messages can
remain in a user’s mailbox. Unread messages “older” than this will be removed from mailboxes.

When determining your message aging policy, you will need to consider both the needs of your
users, as well as the resources you are able to allocate to message storage. For more detailed
discussions of message aging, see Chapter 6 of this manual

Set queuing policy

When InterMail cannot deliver a message immediately, it queues it for future delivery. Delivery

of queued mail is re-attempted at regular intervals. InterMail allows you to determine how often

it will re-attempt delivery of such deferred mail. You can also decide how long deferred mail can
remain in the queue before it is considered undeliverable and returned to sender.

Before going into production, you will need to decide on a policy for how queued mail is

handled. This is important because deferred mail that is allowed to remain on your system for too
long can consume large amounts of disk space. Also, delivery attempts that are too frequent may
vie for system resources required by other processes. On the other hand, if you bounce deferred
mail too quickly, or allow too much time between delivery attempts, you may diminish quality of
service to your users.

InterMail's default settings for queued mail are usually adequate. However the specific needs of
your site may mean that you will want to change these settings. For a further discussion of mail
gueuing, as well as procedures for changing the default settings, see Chapter 7 of this manual.
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Review the welcome message

If specified, a welcome message can be inserted automatically in every new mailbox. Before
going into production, you may want to create the welcome message for new users. A well-
written welcome message can create a positive first impression and convey important
information, such as: contact numbers and/or e-mail addresses for technical support, information
on quota policies, and the URL for your organization’s Web site.

You can use thenmsi ni t command to create an administrative mailbox containing the

welcome message. It is important to keep this message in a special administrative mailbox, since
this will prevent its being deleted by your message aging policy. Use iofntisé ni t command

is described in Chapter 12 of th&terMail Reference Guide.

Set up cron jobs

Certain InterMail processes should be run periodically to perform routine system monitoring or
maintenance tasks. One example is garbage collection, which does the actual removal of
messages that have been flagged for deletion.

Most recommended cron jobs are established automatically at time of installation, however you
may wish to review the schedules set for those utilities, and supplement them with additional
cron jobs that perform tasks such as the archiving of mail-related log files.

Back up your newly configured system

Once InterMail is fully installed and configured, you should make a complete backup of your
customized system. This will provide you with a “template” that contains a clean installation

along with all your initial configuration settings. While this initial backup is not an absolute
requirement, the safety margin it provides is well worth the time. Making a second copy of this
backup and storing it in a secure, remote location is a useful added precaution. For a discussion
of backup and recovery procedures, please see Chapter 10 of this manual. For a description of all
configuration settings, see Chapter 11 ofltiterMail Reference Guide.

2.4 Creating Account and Domain Information

Account and domain information is defined in the Integrated Services Directory (ISD). The
following sections offer a brief description of the data contained in the ISD. For detailed
discussions on how to create account and domain information, please keerail

Integrated Services Directory Guide.

Establish Domains

In addition to the default domain defined during the installation process, InterMail allows you to
specify other domains over which your server can claim authority. If you want to provide mail
service to users whose e-mail addresses are not within your default domain, you must identify
those other domains to the system before mail processing begins. For example, if your default
domain is set asof t war e. combut you also expect to handle at least some mail for users in a
domain callechccor dance. com you will need to define theccor dance. comdomain in the
Integrated Services Directory.
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If you fail to identify one of your desired mail domains, InterMail will be unable to deliver
messages to users in that domain. In fact, you will be unable to create accounts with addresses
that in are that domain. See Chapter 6 of this manual for a full discussion of domains.

Create Accounts

Like domain information, account information is created in the Integrated Services Directory.
Accounts can be created using standard InterMail administrative commands, but you will
probably want to use a provisioning system of some kind to simplify this task. There are four
ways in which a provisioning system can interface with InterMail: CAPI, Perl, API, or via
command line interface.

Create Class of Service Options

A class of service is a kind of template that defines a common set of InterMail services that are
available to individual users. Classes of service can be used to bundle feature sets into distinct
packages that define certain attributes of an account, such as IMAP access, mailbox quotas, and
end user access to the InterManager web interface. Classes of service are extremely useful from a
marketing standpoint, since a service provider may charge customers one monthly rate for e-mail
accounts with a limited range of services (e.g., “class of service A”), and a second rate for e-mail
accounts offering a larger set of services (e.g., “class of B").

Note: The names “class of Service A” and “class of Service B” are used only as examples.
They are not necessarily real class of service names.

An important pre-production task is to determine the various feature sets to use in each class of
service you wish to offer.

Migrating existing accounts

If you have a database of account information from alegacy mail system, one of your most
important pre-production tasks will be to “migrate” existing account information to the
Integrated Services Directory, which stores all account information for InterMail and related
Software.com products.)

Migration also addresses the issue of moving messages stored by your legacy mail server to
mailboxes in the InterMail messaging system.

Migration is performed after InterMail is installed, but before you bring the system online. You
will find a discussion of migration in theterMail Migration Guide.

Note: Migration is an intricate procedure which should never be performed without the
support of Software.com’s Professional Services staff.
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2.5 Testing your Procedures and Policies

Having reviewed and refined all mail processing polices and performed the work necessary to
integrate InterMail with the rest of your operating environment, you are now ready to test the
system.

It is recommended that you create some “dummy” accounts and start sending them mail to check
the validity of your configuration settings. Exactly what you should test depends on what settings
you feel you must verify.

Example

To test your quotas, create a dummy account with a mailbox quota of 5MB, then flood the
account with mail until it reaches its limit. The next message sent to that account should be
bounced.

Note: If afeature of the systemis not behaving as expected, the first thing to do is double check
the setting for that feature to make sure it's right. If the setting appears correct and the
system’s behavior is still not as expected, consult the InterMail documentation again to
make sure you haven’'t missed an important detail.

Once testing is complete and you are satisfied that the system is operating as desired, full scale
mail processing can begin.
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3

Basic System Management

This chapter discusses the basic operations associated with administering InterMail. Anyone who
administers InterMail in any capacity should be familiar with the concepts in this chapter, which
include:

* Logging in to the InterMail system
e Starting up and shutting down servers

* Viewing and editing the configuration database

3.1 Logging In

The initial task required to administer InterMail is to log in to one of the UNIX systems on which
InterMail is installed.

The InterMail User

On every host where InterMail is installed, a new UNIX user and group are created prior to
installation. This user account is known as lifterMail user, and is the only member of the new
InterMail group. It is in this user’'s home directory that InterMail files are installed, and it is as
this user that all InterMail processes are run. To execute any administrative commands, or to
administer InterMail in any way, you must be logged in as the InterMail user.

Note: All hosts in the system include a complete set of utilities for administering InterMail, so
you can accomplish administrative tasks from any InterMail host.

Executing Commands

The assorted utilities used to administer InterMail from the UNIX command-line are stored in the
bi n andl i b directories in the InterMail user’'s home directory. These directories are added to
the user’s path during installation, so you can execute all InterMail commands from any
directory. For example, to get a report on the InterMail servers currently running, you need only
log in as the InterMail user and execute the appropriate command:

UNI X(r) System V Rel ease 4.0 (venus)

login: imail
Passwor d:

venus% i nservdi spl ay

Figure 3. Executing an InterMail administrative command.
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Throughout this manual, examples are given for executing specific InterMail commands. These
examples assume that you have already logged in as the InterMail user; if you have not, then you
must do so before executing the command(s).

3.2 Starting Up and Shutting Down Servers

Once you have logged in as the InterMail user and are ready to start administering the system,
your first task is to start up the InterMail servers. This section explains the basics of starting up,
shutting down, and restarting InterMail servers.

3.2.1 Overview

All InterMail servers can be started up, shut down, or restarted from any host in the system. This
centralized control of servers is facilitated by a Manager Server, which runs on each host in the
InterMail system and handles startup and shutdown instructions for all other servers on that host.

Manager Server

All hosts which run at least one InterMail server also run a Manager Server. This server is
responsible for receiving startup and shutdown instructions for the InterMail servers on that host.
By accepting these instructions from any host in the system, the Manager Server allows the
administrator to control all InterMail servers from a single location.

When startup or shutdown instructions are issued by the administrator, these instructions are
passed to the Manager Servers on the affected hosts. Each Manager Server then carries out
whatever operation was requested, starting up and/or shutting down the specified servers.

Note: The Manager Server isdescribed in detail in Chapter 9 of the InterMail Reference
Guide.

Types of Startup and Shutdown Operations

There are several different methods for starting, stopping, and restarting InterMail servers:

e Starting. Starting up a server means executing the process associated with the server. There
is only one type of startup for InterMail servers. When servers are started up, they refer to
their local copy of the Configuration Database for relevant configuration data, and then go
“online” and can begin receiving client connections and processing operations.

e Stopping. Stopping a server means causing the process to exit as soon as possible, but in an
orderly fashion. Client sessions will be interrupted by the server shutdown, but meaningful
error or status messages will be given to clients that are disconnected.
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« Draining. Draining a server means causing the process to refuse to accept any new client
connections, while completing those still in process. When all transactions are finished, the
server then exits gracefully (that is, without terminating any client connections). For
example, when a POP Server is drained, no new connections from POP3 clients are accepted;
the server waits for all existing client connections to be closed, and when no more clients are
present, the POP Server closes its connection to the MSS and the process exits.

» Killing. Killing a server means using the utmost force to cause the process to exit. This is
equivalent to using the UNIKi I | -9 command, and does not allow the server to
gracefully close its connections. This method of shutdown is not recommended and should
be used only when absolutely necessary.

* Redtarting. In addition to startup and shutdown options, there are commands which both
shutdown and immediately restart InterMail servers. These restart options are simply
variations of the three shutdown methods which also execute a start of the appropriate
servers when shutdown is complete. The available types of restart are: drain and start, stop
and start, kill and start.

imctrl Syntax and Options

The administration command responsible for starting up and shutting down InterMail servers is

i rctrl . When executed,nct r1 determines the hosts affected by the specified commands, and
then passes these commands to the Manager Server of each affected host. The Manager Servers
then execute the appropriate startup or shutdown operations for the affected servers.

The basic syntax for usirigrct r | is:

inmctrl [-verbose] [-dryrun] <task> ..
Where:

-verbose Causes all program output to be printed to standard output and/or standard
error.

-dryrun Causes the program to show you the results ofiyetirr | commands, but
without executing the commands.

task Defines a specific startup or shutdown command to be executed by
inmctrl.

The<t ask> parameter of ntt r|1 includes one or more host names, an operation, and one or
more server types:

<host>[:<host>:...] <operation> <server>[:<server>:..]
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The following table defines thesect r| task parameters:

The server component being started/stopped. The available values aré

ma MTA
mes[ . <number > ] MSS
popserv POP Server
i mapserv IMAP Server

i mdi rcacheserv
i rqueueser v

i nrconfserv

i mgr serv
snmpdm

httpd

al | servers
mailservers

Directory Cache Server
Queue Server
Configuration Server
Manager Server

SNMP Server

InterManager web server
all servers but Manager Servers

all InterMail servers (MTA. MSS, POP
Srerver, IMAP Server, Directory Cache
Server, Queue Server).

host The host name of the target system. Multiple host names can be specffied,
each separated by a colon (:). To specify all InterMail hosts, use the value
al | host s for this parameter. To specify the host one which imctrl is being
executed, use the valuecal host .
operation The type of startup/shutdown operation performed. The option for starfing
up a server is:
start
The values used to shut down servers are:
stop
drain
kill
exit
The available restart options are similar to the shutdown options, but restart
the server(s) immediately after shutdown:
stopStart
drainStart
kill Start
exitStart
restart
server h

Note: Multiple task arguments can be included in a single execution of imctrl. For example,
you can use a single invocation of this command to shut down a server on one host while
starting up a server on another host.

The following sections demonstrate using:t r | to startup, shutdown, and restart InterMail

servers.
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3.2.2 Starting Up

To start up an InterMail server, executect r | with thest art option:
inctrl <host> start <server>

For example, to start all InterMail servers on all hosts, enter the following:
inctrl allhosts start allservers

To start all servers on a particular host (in this cpket o), include the host name before the
start parameter:

imctrl pluto start allservers

Finally, to start one or more specific servers on a particular host, include both a host name and
the server type(s). For example, to start the IMAP and POP servers on a particular host (again,
pl ut o in this case), you would enter:

inctrl pluto start popserv:imapserv

3.2.3 Shutting Down

To shut down one or more InterMail servers, executg r |1 with any of the available shutdown
parametersdf ai n, stop, kil |l ,exit).

Stopping

The stop method causes a server to immediately shut down regardless of the presence of client
connections, but terminates client connections with meaningful error or status messages. This is
the most typical method of shut down.

To shut down a server by stopping it, exedutet r | with thest op option:
inctrl <host> stop <server>
For example, to stop all InterMail servers on all hosts, enter the following:

inctrl allhosts stop allservers

To stop all the servers on a particular host (in this gésag, o), include the host name before the
stop parameter:

inctrl pluto stop allservers

Finally, to stop a particular server on a particular host, include both a host name and a server
type:
inctrl pluto stop imapserv
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Draining

As described in Section 3.2.3, the drain method of shut down allows the servers to be shut down
without interrupting any current client connections. This is particularly useful for the POP Server
and MTA components, which are the most visible to end users.

Note: Because client connectionsto the IMAP Server are typically long-lived, the drain method
of shut down istypically not practical for the IMAP Server.

To shut down a server by draining it, exedutet r | with thedr ai n option:
inctrl <host> drain <server>

For example, to drain the POP Server on a particular host (in thisptase,), enter the
following:

inctrl pluto drain popserv

When this command is executed, the POP Server ono will continue to service connected

clients, but will refuse to accept any new connections. Because there is no interruption to current
connections, the end users who are connected to this POP Server when the command is executed
will be unaware of the imminent shutdown of the server.

Killing

As described in Section 3.2.3, the kill method of shutdown is equivalent to using thekUNIX

-9 command to kill a process. It causes server processes to exit immediately, and does not report
error or notification messages to connected clients. Shutting down servers with the kill method is
generally not recommended.

Note: Servers can also be shutdown by executing i nct r1 with the exi t option, which behaves
similarlytokil I .

To shut down a server by Killing it, executect r I with theki I | option:
inmctrl <host> kill <server>

For example, to kill the MTA on a particular host (in this casaus), enter the following:
inmctrl venus kill nta
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3.2.4 Restarting

Several configuration changes require InterMail servers to be shut down and restarted before the
change can take effect. To restart an InterMail server that is currently running, you could execute
two separatd nctrl operations: one to shut down the server and a second to start it. However,

i rctrl also includes variations of the shutdown options that allow you to accomplish both of
these in a singlenct r| execution.

The available nctr| restart options aret opSt art,drai nStart,kill Start. These
operations are identical to the associated shutdown options described in the previous section, but
cause the servers to be immediately restarted after shutdown.

Note: Theinctr| parameter restart isidentical tothe st opSt art option. Also, the
exi t Start option hasthe same effect astheki | | St art option.

For example, to stop and restart all InterMail servers on all hosts, enter the following:
inctrl allhosts stopStart allservers

To drain and then restart the POP Server on a particular host (in thiplcaise), enter the
following:

inmctrl pluto drainStart popserv

To kill and restart the MTA on a particular host (in this casaus), enter the following:
inmctrl venus kill Start nta

Again, the use of the restart options is identical to the use of the shutdown options described in
the previous section.

3.3 System Configuration

One of the most important tasks involved with setting up InterMail is editing the configuration
database. This section discusses the tasks related to viewing and updating the configuration
database, and includes “how to” instructions for making configuration changes.

3.3.1 Overview

All InterMail components are controlled by a configuration database, which contains values for
any and all configuration options for each server. This configuration data is stored in a file
namedconf i g. db. Although each InterMail host keeps a local copy of the configuration
database, a single host maintains the “master” configuration database. On fhikrimsh as
themaster configuration hostd the Configuration Server responds to requests by individual
servers for updated configuration information. Changes to the configuration database can be
made only on the master configuration host.
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Centralized Configuration

When configuration data is modified by the administrator, information about all potential

changes is sent to each InterMail server. Each server then responds by indicating the impact of
the new changes. For example, a server may report that it must be restarted to accommodate the
changes. The administrator is informed of the effects of his/her changes, and has the option to
commit or cancel the changes.

Once changes to the configuration database are committed, each host is alerted to the presence of
configuration changes. These hosts then request a copy of tteneing. db database from the
Configuration Server. The new configuration database overwrites the prewioflisy. db file,

and all previous configuration data is discarded. Because configuration changes are automatically
propagated throughout the system, manual intervention is not required.

Configuration Keys

The configuration database contains a series of individual data objects, knownfi g ation
keys. Each key represents a specific aspect of InterMail server functionality or behavior.

Every entry in the configuration database is made up of four elements: a host, a server, the key
name, and one or more values. When viewing or editing configuration database entries,
configuration keys are displayed in the form

/host/ server/ keyNane: [val ue]
Thehost portion of a key defines the host to which the key applies. This allows you to define

configuration options on a per-host basis. The wildcay&ljaracter is used to define entries in
the configuration database that apply to all hosts.

Theser ver portion of a key defines the InterMail server (POP Server, MTA, Directory Cache
Server, etc.) to which the key applies. This means that keys can be defined to apply only to a
particular server. The keywotnmon is used to define entries in the configuration database
that apply to all servers.

ThekeyNane is the literal name of the configuration key; this is the configuration option being
defined for the specified host(s) and server(s). Some MTA configuration key names are
themselves split into more than one hierarchical level. For example, the configuration entry

/*/ mtal Error-Actions/sntpbnsBadConfig: [return]
defines a value for the configuration kEyr or - Act i ons/ snt pDnsBadConfi g.

Theval ue portion of a configuration database entry defines the value assigned to the specified
configuration key. Some configuration keys take only a single value, while others can include
multiple values. All configuration key values are given between [square brackets].

For example, the following configuration database entry sets the MTA option for automatically
creating an account’s mailbox the first time a message arrives for the account:

/*/ ntalcreat eshboxes: [true]

In this example, the wildcard ) character specifies that the entry affects all hosts. Because the
server type is defined as a, this entry affects only MTAs.
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Be aware that configuration keys can be defined multiple times in the configuration database,

and can be combined with any host or server type. This means that if your system consists of

three hosts (in this exampkegt ur n, venus, andpl ut o), you can define a configuration key

three times — once for each host — instead of using the wildcard:
/saturn/ ntal/ creat eshboxes: [true]

/venus/ nt a/ cr eat esMooxes: [true]
/ pluto/ ntalcreateshboxes: [true]

Because all InterMail hosts are accounted for here, this series of keys has the same effect as the
previous example: they set “on-the-fly” mailbox creation for every MTA in InterMail. In fact,
because this particular keyr(eat esMoxes) affects only the MTA, you can define the server

of these entries aomon and achieve the same results as the previous examples:

/*/ comon/ cr eat eshboxes: [true]

or

/ sat urn/ cormon/ cr eat eshboxes: [true]
/ venus/ conmon/ cr eat esMioxes: [true]
/ pl ut o/ conmon/ cr eat esMioxes: [true]

It is certainly less intuitive to define an MTA-specific keycasmon instead ofrt a, but it is

important to understand that you can define the same key in several different ways. The way that
you specify a configuration database entry — the host and the server for which it is defined —
determines the precedence of that entry in the configuration hierarchy.

Configuration Key Hierarchy

As described in the previous section, you can define a single configuration key several times in
the InterMail configuration database. This can result in configuration entries that overlap. For
example, there may be an entry that defines a key value for all hosts, while a second entry
defines a different value for the same key for only a particular host. In these cases, InterMail
servers use a hierarchy to determine the appropriate value for a configuration option.

The InterMail configuration hierarchy goes from most specific to most general. Keys defined in
the configuration database for a specific host and server are used first, while keys defined for all
servers and hosts are used last. This allows you to specify system-wide configuration options, but
define specific exceptions to those policies on a per-host and/or per-server basis.

InterMail servers go through the following steps to determine the appropriate value of a
configuration key:

1. The server looks for a configuration database entry that defines the key explicitly for the
server and the host on which it runs. These keys are defined as:

/ <host >/ <server >/ <key>

2. Inthe absence of a hoatd server-specific key, the server next looks for the key to be
defined for all servers on the host on which it runs. These keys are defined as:

/ <host >/ conmon/ <key>

3. If there are no host-specific entries for the configuration key, the next level in the hierarchy
are server-specific entries that are defined for all hosts:

[ *] <server >/ <key>
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4. If an entry has not been found in any of the previous levels, the server looks for keys that are
specified for all servers on all hosts. These keys are defined as:

[ */ common/ <key>

5. Finally, if no entries exist for the key anywhere in the configuration database, the server uses
the key’s default value (if one exists).

For example, when an MTA on the hpsut o is started up, this server reads the configuration
database to determine — among other things — the default domain name that it should use for
address completion and other tasks (as defined in the configuraticietkayl t Dormai n). When
searching the configuration database, the MTA looks for the following configuration database
entries:

1. /pluto/ ntal/defaultDomain

2. [/ pluto/ common/ def aul t Domai n

3. /*/ntaldefaul t Domai n

4. /*/common/ def aul t Domai n

To define its default domain, the MTA @h ut o uses the value of the first entry in this list that
it finds in the configuration database.

Accessing the Configuration Database

The administration command used to access the configuration databaserisedi t . This
command is used both to edit the configuration database and to view it in read-only format.
When changes are made to the configuration databasenf edi t shows the administrator a
review of his or her changes, and reports the impacts of the new changes on InterMail servers.

The following sections contain information on usingconf edi t to edit or view the
configuration database.

3.3.2 Modifying Configuration Data

This section deals with the tasks required to modify configuration database information. There
are three basic steps to making such changes:

1. Executé ntonf edit to display the current configuration database.

2. Use a text editor to manually enter new key values and/or entries.

3. Commit or cancel your changes, based on change impact information reported by individual
InterMail servers.

Executing imconfedit

To executé ntonf edi t , simply type the command name at the system prompt:
i nrconf edi t
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The utility begins by contacting the Configuration Server to confirm that it is running, and
reports its status to the user:

% i nconf edi t
imconfserv is running on pluto

Figure 4. Confirmation that configuration server is active.

If the configuration server is runninggconf edi t retrieves a copy of the master configuration
database and open it in the system’s default text editmi (drno editor is defined). The
database appears as a long series of entries, each with a host, server, key name, and associated

value(s):
/*/comon/runDir: [/var/tnp]
[ */ common/ commonG oup: [imail]
/*/ common/ commonUser: [imail]
/*/comon/logDir: [I]og]
/*/ common/ spool Di r: [spool]
/*/ common/ queueDi r: [ queue]

Figure 5. The configuration database as seen in the system text editor. Note that only the
beginning of the file is shown here; there are hundreds of configuration keys.

Once the configuration database is displayed in the text editor, edit its contents to change current
configuration settings.

Making Configuration Changes

There are two basic types of configuration changes: modifying the value of an existing key, and
creating a new configuration key entry. Although the first of these is by far the more common,
you should understand the requirements and potential pitfalls of each.

Note:  When making changes to the configuration database, you should always have at your
disposal the comprehensive list of configuration keys given in the InterMail Reference
Guide. Thislist includes the name, possible values, and other important characteristics
of every configuration key. Access to thisinformation is essential when making
configuration changes.

To edit the value of an existing entry, you must first find the entry in the configuration database
(using the text editor’s search facility is typically the best method). Be aware that a single key
may appear multiple times in the configuration database; to avoid mistakenly modifying the
wrong entry or causing unintended configuration errors, you should search for all occurrences of
a particular key before modifying its value anywhere in the configuration hierarchy.

When adding new configuration database entries, extra caution should be taken. In most cases,
the addition of a new configuration key entry overrides a value set for the same key at a higher
level in the configuration hierarchy, or is itself overridden by an entry lower in the hierarchy. Be
sure to identify every instance of a key in the configuration database, and consider the impact of
each of these entries, before adding another instance of the key.

All configuration key values are showndonfi g. db between [square brackets]. To change the
value of a configuration key, simply delete the value of the key inside the brackets, and enter a
new value. All configuration keys have an associated range of possible values, so be aware of the
data requirements of a key before changing its value.
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Additional Editing Tips

Aside from the configuration key and value syntax requirements, there are few restrictions on
editing the contents of the configuration database. However, the tips that follow can simplify the
task of editing the configuration database:

» Keys which signify boolean options (that is, keys that enable/disable a configuration option)
can have any of four valueges, no, t r ue, andf al se. For the sake of simplicity, it is
recommended that you consistently use only one boolean valuggsind, t r ue/f al se)
for these keys.

» If you want a key to assume its default value, it is generally preferable to simply enter this
value for the key under / conmon, rather than delete the key from the configuration
database. Deleted keys will not be displayed in subseguennf edi t operations, so the
key (and its value) will be hidden from you.

* You should never edit configuration keys which are defined under the configuration path
/ <host >/ sysadmi n. These keys are set and used by InterMail, and should never be
modified manually.

* When adding a second value to a key that can accommodate multiple values, you should
place the new valui¢ enclosed in [square brackdispn its own line beneath the current
value. For example:

/*/ mtal Error-Actions/BadReturn: [hold]
[1og]

* When editing a configuration key whose value spans multiple lines (such as an MTA error
message), enter each line of the valemnclosed in [square brackeispn its own line under
the key. For example:

[ */ ntal SMIP- Accept/ Hel p/ hel o: [Usage: HELO donmai n]
[]

[ HELO announces t he donai n name of the sending host.]
[This is required at the start of every SMIP session.]

Committing Configuration Modifications

Whenconfi g. db is closed from the system’s text editonconf edi t displays a review of the
configuration changes that you have made, and prompts you for how to proceed:

The changes you have nmde are:

12c12
< [/ */ comon/ di r CacheConnect i ons: [40]

> /*/ comon/ di r CacheConnecti ons: [39]

Do you want to assess the changes now (Re-edit/Quit) [Proceed] ?

Figure 6. Reviewing configuration changes before committing them.
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If you are not satisfied with your changes, tyat this prompt to return to the text editor for
further editing, oiQto cancel all changes and terminateonf edi t .

If you want to commit your changes to the configuration databasep gpthis prompt. This
causes nconf edi t to query all InterMail servers about the impact of these changes on their
operation. The results of this query are reported to the terminal:

* I mpacts of Changes

o R R R R X

*
* Servers Needing Re-starting

* R R E R SR SRS SRR EEEREEEEEEEEEEREEEEEEEEEEEREEEEEEEEEESEEEEEEEEEEEEEEEEEESEEEEEESEEESE]
* imapserv on venus (dirCacheConnections): requires a re-start

* inmconfserv on venus (domai nNane): requires a re-start

* nes. 1 on venus (dirCacheConnections): requires a re-start

* mta on venus (dirCacheConnections): requires a re-start

* popserv on venus (dirCacheConnections): requires a re-start

*
*
*
*

E R R R R R R X

Parms Not Yet (if ever) Fetched

R R R R R X

imconfserv on venus (journal Dir): has not yet been fetched

Do you want to install the changes now (Re-edit/Qit) [Proceed] ?

Figure 7. Displaying the effects of configuration changes on InterMail servers.

As with the previous prompt, entRrat this prompt if you are not satisfied with your changes and
want to re-edit them. Ent€rto cancel all changes and terminate&onf edi t , or enterP to
commit the changes and propagate them to all InterMail hosts.

If you decide to commit your configuration changes;onf edi t reports the outcome of the
changes. If the configuration changes require that one or more servers be réstaoteidedi t
also prompts you for whether the affected servers should be immediately restarted:

---- The changes have been made on the config server ----
Do you want to re-start the servers now? (Y/N) y

Figure 8. Prompt to automatically restart servers after committing configuration changes.

Althoughi ntonf edi t can restart servers, this is typically a manual operation to be performed at
an off-peak time or during a maintenance window. Refer to Section 3.2.4 for instructions on
manually restarting servers.

Propagation of Configuration Changes

When changes are committed to the master Configuration Database, each InterMail system is
alerted to the presence of configuration changes, and automatically retrieves a copy of this
updated database from the Configuration Server. No manual intervention is required to propagate
the new Configuration Database throughout the system.

However, this does not necessarily mean that all changes take effect immediately. If a
configuration change requires that a server be restarted, then you must shut down and restart the
server before the change will be incorporated. Until this happens, the server will continue to use
the old value for the affected configuration options.
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Note:  After making configuration changes, you should monitor your system carefully to make
sure that your changes result in expected behavior.

3.3.3 Viewing Configuration Information

In addition to editing the configuration database;onf edi t allows you to view configuration
information in read-only format. To view the configuration database without making changes,
executd ntonf edi t with the- vi ewonl y flag:

i mconfedit -viewonly

When executed with this flagnconf edi t retrieves a copy of the master configuration database
and opens it in the system’s default text editorv(oif no editor is defined). You can then use
the editor’s search functions to locate the values of individual configuration keys.
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Security

This chapter addresses security-related InterMail administration tasks. Before putting your mail
system into full production, you should understand the features discussed in this chapter, which
include:

* Mail relay prevention
* Mail blocking

e Connection dropping
* Message sidelining

» Mail filtering

* Authenticated SMTP
e Password protection

» SSL (Secure Socket Layer) authentication

4.1 Relay Prevention

Relay prevention allows you to protect the MTAs at your site from third-party relay, a tactic
commonly used by distributors of “junk” e-mail. Third-party relay can disrupt mail activity at
your site, so defining policies that prevent this type of relaying is an important step in preparing
your site for full production.

InterMail includes several options for restricting the source and destination of relay mail.
However, before attempting to set anti-relay policies, you should have a good understanding of
the principles of mail relay. The following section provides an introduction to the basics of mail
relay; if you are already familiar with the topic, skip ahead to Section 4.1.2.

4.1.1 Mail Relaying Basics

Relaying is often difficult for novice administrators to understand, because there is both “good”
relaying and “bad” relaying. The desirability of relay is generally measured by the types of
messages being relayed, and whether or not the administrator of the mail server that is used for
the relay deems it acceptable.

Mail relay occurs every time that a message given to an MTA is destined for some other MTA.
Users do this with their mail clients each time they send a message to a user whose e-mail
account is stored at a different site. When an MTA receives such a message, it must relay
(transfer) the message to the appropriate mail server.
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Third-Party Relay

In principle, there is nothing wrong with mail relaying; in fact, relay is one of the primary

functions of an MTA. However, this functionality has been abused by distributors of junk e-mail,
who often use mail servers at other sites to relay huge volumes of junk e-mail to users throughout
the Internet. This message volume can consume an MTA system’s memory and processing
capacity, disrupting normal mail operation for hours, and can cause the recipients to blame the
unwanted messages on the site that was used to relay them. This typelofrretdnjch both the

sender and the recipients of the mail are unrelated to the MTA used to felakitown as

third-party relay.

For distributors of junk e-mail, third-party relaying allows them to avoid the cost of the hardware
and software needed to support their level of mail activity. Relay also provides them with
anonymity, which allows them to avoid backlash from users who do not want to receive junk e-
mail. It effectively allows junk e-mailers to distribute messages at little or no cost to themselves,
with the expense borne by the sites that relay and receive the messages.

Relay Prevention Tactics

Because relay is both a necessity and a vulnerability, preventing unwanteéd welide still
maintaining mail server activity for your site’s udérsan be difficult. It is extremely important
to understand the role of all MTAs in the system, their potential for being exploited via third-
party relaying, and the flow of messages between them.

For instance, in a common mail server configuration, one MTA runs behind a network firewall
accepting messages from users within the network, while a second MTA running outside the
firewall accepts messages from the Internet. When messages are received by the external MTA
for users in the site’s local mail domains, it routes them to the internal MTA. In this case, the
external MTA is neither the source nor final destination of the messages that it receives.
Technically, the external MTA is used for third-party relaying. Configuring the external MTA to
deny all third-party relay would prevent the internal MTA from ever receiving mail directly from
the Internet.

In general, it is desirable to deny almost all third-party relay for MTAs that run outside of a
network firewall, with specific exceptions that allow for delivery of mail to specific domains, or
from specific sources. For MTAs that are behind the firewall, relay prevention is typically
required only if you want to prevent users within your network from sending mail to particular
domains.
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4.1.2 Anti-Relay Options

InterMail includes a large number of configuration options for controlling the flow of relay mail.
These options support four basic relay policies:

» Completely unrestricted. This is the default system behavior, and allows relay in all cases
regardless of the sender and destination.

» Unrestricted with exceptions. This policy maintains a mostly open relay policy, with
restrictions that prevent relay only if sent from specific hosts and/or users.

» Completely restricted. Because this policy restricts all relay, it causes the MTA to accept
only messages that are addressed to users in local mail domains, or to other specific domains.

* Restricted with exceptions. This option allows you to maintain a mostly closed system,
with relay allowed under certain circumstances. This is the most commonly used relay

policy.

These relay policies can be defined for InterMail as a whole, or for each MTA independently.
The level of relay restriction that you choose should be based on the intended use of the MTA
and its role in your mail system.

Restricted vs. Prevented

Be aware thatestricting relay in InterMail does not necessarily meaeventing relay. In

InterMail terminology, “restricted” means that a message is suspected of being junk e-mail, and
is a candidate for denial. Mail that is restricted by the assorted relay policies may still be allowed
to be delivered to its destination domain.

For example, you may decide to restrict all relay mail, and then allow delivery only to one
domain; in this case, relay is allowed only for mail that is addressed to the designated domain. In
general, you will restrict relay because you want to prevent it, but it is important to understand
that relay is denied because of the combination of its source and destination.

When determining whether potential relay should be allowed, InterMail uses the following logic:

1. Isthismessage addressed to alocal mail domain? If yes, accept the message; if not,
proceed to step 2.

2. Isthe source of thismessage a system and/or user that isallowed to relay mail, as
defined in the current relay policies? If yes, accept the message and send it to the
destination domain; if not, proceed to step 3.

3. Isthedestination of this message a domain that is allowed to receiverestricted relay
mail, as defined in the current relay policies? If yes, accept the message and send it to the
destination domain; if not, reject the message.
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Relay Source Policies

The principal method of preventing mail relay in InterMail is to restrict the systems and users
that are allowed to relay. You can define the source of restricted relay in four ways:

e |Paddress. When relay is restricted by IP address, any system whose IP address does not
match a list of allowable addresses (or is defined in a list of denied addresses) is restricted
from sending relay mail. IP addresses can be specified using a wildcard character, which lets
you allow (or restrict) relay from all systems in a range of IP addresses.

* E-mail address. Relay can be restricted based on the e-mail address of the sender. In this
case, relay is allowed if the address given bywiiee FROMcommand is in the list of
allowed e-mail addresses (or is not in the list of restricted e-mail addresses). When granting
relay privileges by e-mail address, you can optionally choose to verify that each sender
address exists in the Integrated Services Directory before allowing the relay.

e Domain. Similar to e-mail address restriction, restricting by domain also usésithe-ROM
address of the message to determine relay privileges. Relay is allowed if the domain of the
MAI L FROMaddress is in the list of allowed domains (or is not in the list of restricted
domains). Domains can be specified using a wildcard character to define all subdomains
within a particular domain.

» Username. Also similar to restricting by e-mail address, this option determines relay
privileges based on the username portion ofid. FROMaddress (that is, the local portion
of the address, given before tt@ ¢haracter). This allows you to restrict relay by the same
username from multiple domains.

Because e-mail addresses and domain names can be easily forged, restricting by IP address is by
far the most secure of these methods. Whenever possible, define your relay restrictions by IP
address.

Relay Destination Policies

If a message is restricted by relay source policies, the fate of that message then depends on the
domain of its destination address. If the destination domain is one that is allowed to receive
restricted relay mail, normal delivery of that message occurs; if the domain is among those that
are barred from receiving restricted mail, the message is rejected.

As with relay source restrictions, allowable destination domains can be defined in multiple ways:

» All domains (with specific exceptions). This allows delivery of restricted relay to occur
unless the destination domain is specified in a deny list.

* Nodomains (with specific exceptions). This prevents delivery unless the destination
domain is specified in an allow list.

Because allowing delivery of restricted mail is an exception to the relay restriction rules, the
most common delivery policy is to deny delivery except for messages addressed to particular
domains (for example, a domain for which your site isabackup).

Note: If arestricted message is addressed to multiple recipients, and only a subset of themare
in allowable domains, delivery is permitted for only those users, and the sender will be
informed that the denied recipients did not receive the message.
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4.1.3 Configuration Options

InterMail relay policies are defined through a combination of configuration keys. Most of these
configuration keys fall into one of three categories:

» keys that define general relay policy

* keys that define restrictions on the sources of relay mail

» keys that define allowable destinations for restricted relay mail

Additional configuration keys specify the response to clients who are prevented from relaying
mail.

General Relay Policy

The following configuration keys define general relay policy. These keys determine the overall
InterMail anti-relay strategy, as well as the behavior of other relay-related keys:

rel ayMaxRCPTs This key defines the minimum number of recipients that a message
must have before relay restrictions are applied to it. This allows you
to exempt messages from your anti-relay policies if they are
addressed to one (or a few) recipients. For example, if this value|is
set to3, and a user attempts to relay a message addressed to twp
recipients, the relay will be allowed regardless of other relay polities.
If you intend to prevent all third-party relay, set thiskey to 1 to
eliminate this exemption.

9%
o

rel aySourcePolicy | This key defines the overall relay policy. This policy can be defin
to allow all relay &l | owAl | ), allow relay except from specific
users/hosts/domainddnyLi st ed), restrict relay except from
specific users/hosts/domaire ( owLi st ed), and restrict all relay
(denyAl I ). When defining relay restrictions, you should always start
by setting the value of this key, or by verifying its value.

Defining Relay Sources

When relay is restricted, the following configuration keys define restrictions on the sources of
relay. These keys define either the users/hosts/domains ttataaved to relay (when

rel aySour cePol i cy is set taal | owLi st ed), or the users/hosts/domains that rmagricted

from relaying (whem el aySour cePol i cy isdenyLi st ed):
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r el aySour ceDomai nLi st

A list of domains to which the relay policy defined by

rel aySour cePol i cy is applied. When the return address
a message (defined by thial L FROMcommand) includes a
domain given here, the message will be restricted or alloy
based on the value o€l aySour cePol i cy.

of

ved

rel ayLocal Domai nsCk

Option to include local mail domains in the list of domains
specified by el aySour ceDomai nLi st . This option applies
only if rel aySour cePol i cy restricts relay except for give
hosts, domains, and usess  owLi st ed). When this key is

set tot r ue, all messages whose return address includes

local mail domain are relayed without restriction.

-

rel ayLocal Must Exi st

Option to verify local senders before allowing relay. Wher
this key is set tor ue, and the return address of a submitte
message includes a local mail domain, InterMail confirmsg
existence of the sender in the Integrated Services Directg
If the address exists, relay is allowed; if the address does
exist, relay is denied.

2d
the
ry.
not

rel aySour ceLocal I pLi st

A list of local IP addresses to which the relay policy defing
by r el aySour cePol i cy is applied. When a message is
received by an InterMail MTA from a host whose IP addrg
is given here, the message will be restricted or allowed b
on the value of el aySour cePol i cy for this host.

For example, say you have an MTA running on a single
system that has two Ethernet interfaces: one has the IP
addresd0. 18. 5. 1, and the other has the address

10. 18. 5. 2. You set up your network routers so that systg
from your own private network can connect only to

10. 18. 5. 1, while systems from the Internet can connect
only to the addresk0. 18. 5. 2. By creating a

rel aySour ceLocal | pLi st entry for the IP address

10. 18. 5. 1, you can specify that only users on our own
private networkl that is, users who connect to the listed IH
addresBl can relay through this MTA.

9%
o

2SS
hsed

tMsS

r el aySour ceRenot el pLi st

A list of remote IP addresses to which the relay policy
defined byr el aySour cePol i cy is applied. When a
message is received from a host whose IP address is giv
here, the message will be restricted or allowed based on
value ofr el aySour cePol i cy.

en
the

rel ayNul | Restricted

Option for restricting messages that have a rt) (eturn
address. This option applies only &l aySour cePol i cy
allows relay except from specified host, domains, and us4

2I'S

(denyLi st ed).

40
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Defining Relay Destinations

Relay mail that is allowed by the defined source policies is accepted regardless of its destination
domain. However, delivery of restricted relay mail can be allowed or denied on a domain-by-
domain basis (agaimnestricted does not necessarily meprevented). The following keys define

the domains that are allowed to receive messages that are restricted by relay source policies:

rel ayDest Al l owLi st | A Jist of domains to which messages can be relayed, regardless of

restrictions of the source of the messages. Including domains in this
list implies that no other domains receive mail that is restricted by
your relay source policies.

rel ayDest DenyLi st Destination domains for which restricted relay mail is denied. Any
message whose source is restricted (according to your relay source
policies) is not sent to these domains. Including domains in this |list
implies that all other destination domains receive relay mail
regardless of source restrictions.

When defining allowable destination domains, it is not necessary to specify local mail domains
inrel ayDest Al | owLi st . Local mail domains are assumed to be included in this list.

Note: If you want to disallow delivery of relay mail to a local mail domain, include the local
mail domain in the list of domains defined by r el ayDest DenyLi st .

Responses to Denied Relay

When relay is denied by InterMail, the MTA must notify the connected client that the message
was not accepted. The following configuration keys define this response:

rel ayRepl yCode | The three-digit SMTP error code that is sent to the client when a relgyed
message is denied. By default, this value is 550, the standard SMTH code
to indicate that the client operation was not successful.

relayRepl yText | The error text that is returned with thel ayRepl yCode value. This text
informs the client of the nature of the message failure. By default, thi
message is:

Rel ayi ng to <domai n> is not all owed.

n
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4.1.4 Sample Scenarios

42

This section contains a series of typical relay-prevention scenarios, with instructions for setting

the required configuration keys. Although not all relay prevention strategies are discussed here,
these examples illustrate the interaction between the many relay prevention configuration keys.
An understanding of these keys, and the ways in which they work together, is a prerequisite for
creating InterMail relay prevention policies.

Preventing Third-Party Relay

Because the source of third-party relay is not within your network, only an MTA that is outside a
firewall is vulnerable to this type of relay. To prevent third-party relay, you should define
configuration options for MTAs outside the firewall to establish the following policies:

» Mail received from systems within your network (as defined by IP address) is not restricted.
This allows users who are connected to your network to send mail through these MTAs
without restriction.

* All mail received from systems outside of your network is restricted.

» If restricted mail is addressed to an account within your local mail domains, delivery of this
mail is allowed. This allows normal delivery of messages from throughout the Internet that
are addressed to your users.

» All other restricted relay mdil which, by definition, is both sent from and addressed to users
from outside of your network is rejected.

To define these policies, modify the configuration database as follows:

1. Create a newel aySour cePol i cy configuration key entry for the host where the MTA is
running, and set the value of this keyatd owLi st ed. This sets a relay policy for this MTA
that is restricted except for specified systems or domains. For example:

/pluto/ntal/relaySourcePolicy: [allowlisted]

2. Create a newel aySour ceLocal | pLi st configuration key entry for this host, setting its
value to a list of your network’s IP addresses. This specifies that the only systems that are
allowed to freely relay mail through this MTA are systems within your network. Use a 0
(zero) as a wildcard to specify a range of IP addresses. For example:

/ pluto/ntalrel aySourceLocal | pList: [10.2.3.0]

[ 10. 3. 21. 0]
[127.0.0. 1]

3. Repeat the above steps for each MTA that is outside of the network firewall.

When these changes are committed to the configuration database, the specified MTAs
subsequently reject all third-party relay attempts made by users outside of your network.

Note: Modifying relay prevention configuration keys does not require the MTAs to be restarted
before the changes can take effect.
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Allowing Delivery of Restricted Relay Mail

By default, restricted relay mail is denied regardless of its destination domain. However, there
are conditions in which you may want to allow delivery of mail that was restricted. For example,
if your site is an MX backup for another domain, you should allow mail addressed to that domain
to be relayed.

To allow delivery of restricted relay mail to one or more domains, set the following options in
the configuration database:

1. If you have not already done so, set up your relay source restrictions, using
rel aySour cePol i cy and its related configuration keys (described in the previous
example).

2. Create a newel ayDest Al | owLi st configuration key entry. Because delivery should be
allowed regardless of the MTA, define this key for all InterMail MTAs (i.e., specify the key
as/*/mtalrel ayDest Al | owLi st ).

3. As the value for the new configuration key, enter the list of destination domains that should
receive restricted relay mail. Remember to enclose each domain name between [square
brackets]. Use the asterisK) (character as a wildcard to specify all subdomains of a
particular domain. For example:

[*Intalrel ayDest Al | owLi st: [softwarenow. coni
[ *. accordance. conij

The values in this example specify that all InterMail MTAs handle messages addressed to users
in the domairsof t war enow. com and to any subdomain é&ecor dance. com(or to
accor dance. comitself), even if these messages are restricted by the relay source policies.

4.2 Mail Blocking

Mail blocking is used to prevent specific users and/or systems from sendirig angimail( to

your site. Unlike relay restrictions (described in Section 4.1), mail blocking is an extreme
measure, and is typically used only after a particular sender has flooded your site with unwanted
e-mail. Because blocking is an all-or-nothing strategy for handling mail, care should be taken to
avoid blocking legitimate mail.

4.2.1 Blocking Options

InterMail blocks messages during their initial transmission to an MTA. When a client connection
is made, the MTA consults the configuration database to determine the current mail blocking
policies. If blocking is enabled, and the source of the message is a blocked user or system, the
MTA blocks the message.

When mail is blocked, the MTA reads the headers of the mdsdagenot the body before

rejecting the message. It stops transmission of the message by returning an SMTP error code to
the connected client to indicate that message transmission failed. The client is then responsible

for taking the appropriate action, which typically includes alerting the sender that delivery failed.

The MTA also logs information about the sender and the rejected message, which allows you to
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review the effects of your mail blocking policy (i.e., you may find that your site is inadvertently
blocking mail from legitimate senders).

Blocking Criteria

InterMail allows you to block mail according to any of the following criteria:

e |Paddress of the sending system. This allows you to block all mail sent by a particular
system or network. Blocking by IP address is similar to connection dropping (described in
Section 4.3), but allows the MTA to log information on each rejected message.

» Sender’s e-mail addressThis blocking method rejects a message if its sender address
(given by the Mal L FROMcommand) matches alist of blocked addresses.

» Sender's domain Thisoption is similar to blocking by e-mail address, but blocks messages
based on the domain portion of the sender’s return address (givenNs®y thEROM
command). This allows you to block any sender whose return address includes a particular
domain.

» Sender’s usernameThisoption is also similar to blocking by e-mail address, but blocks
messages based on the username portion of the MAI L FROMaddress (that is, the local portion
of the address, given before th@ ¢haracter). This allows you to block mail from users who
send mail from multiple domains using the same username.

Note: Because e-mail addresses can be easily forged, blocking by IP address is the most secure
of these methods.

System-Wide Blocking vs. Per-Account Blocking

The InterMail mail blocking facility can operate in two modes: on a system-wide basis, or on a
per-account basis.

System-wide mail blocking causes messages to be blocked based solely on their sender
information. In this mode, all incoming mail that matches any of the blocking criteria is rejected,
regardless of the recipient address(es). This is the default blocking behavior.

Per-account mail blocking, meanwhile, allows the system’s mail blocking policies to be
overridden for individual e-mail accounts. This allows messages to be blocked or allowed based
on both the sender and the recipient; if the sender is blocked, but the recipient account does not
have blocking enabled, the message is delivered normally. For instance, you can define policies
to block all mail sent from a particular host, but allow certain end users to receive mail from that
host. Per-account mail blocking is among the InterMail class of service options, which are
discussed in thintegrated Services Directory Reference Guide.

Note: Per-account mail blocking simply allows accounts to accept or ignore the entire set of
administrator-defined blocking policies. New blocking criterial] such as additional
domains and addresses to blockd cannot be defined on an account-by-account basis.

1 Thisisan important difference between mail blocking and connection dropping. Because connection

dropping occurs the moment that a server connection is made, it does not allow for logging of
information regarding the messages that would have been sent in that transaction.
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4.2.2 Configuration Options

Mail blocking options are set by using configuration keys to enable particular blocking

method§] by IP address, sender e-mail address, sender domain, or sender uSeandme

specifying a list of senders to block. These blocking methods are independent of one another, and
you can use as many or as few as you want.

Blocking Mode

A single configuration key defines the mode of mail blocking:

bl ockPer Account This key determines whether the blocking policy is system-wide
(blocking policies are applied globally to all incoming messages),
or per-account (blocking policies are enforced only for accounts
that have this option enabled). Setting this keyrtoe sets the
blocking mode to per-account. By default, this key is set to
fal se.

Blocking by E-mail Address

There are three configuration keys that define mail blocking based on the e-mail address of the
sender:

bl ockAddr esses This key enables (or disables) mail blocking by e-mail address.
When this key is set to true, tMal L FROMaddress of each
incoming message is checked against the list of addresses defined
in bl ockTheseAddr esses. If the address matches a listed
address, the message is blocked.

bl ockTheseAddresses | A Jist of e-mail addresses to be blocked. Addresses should
include both a username and domain name (for examygite;
money- f ast @cammet . com).

bl ockLocal NoAcct An option for verifying the existence of local sender addressegs.
This option prevents users from fraudulently including one of
your domains in their e-mail addresses, which might allow them
to avoid mail blocking or other policies. When this key is set to
true, the domain of theAl L FROMaddress is checked against the
list of local mail domains. If this address includes a local mail
domain, the Directory Cache Server is asked to verify the
existence of the sender address in the Integrated Services
Directory. If the address does not exist, the message is bIocljed.
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Blocking by Domain

Two configuration keys define mail blocking by the domain of the sender:

bl ockDonmmi ns

this key is set tor ue, the domain of th&Al L FROMaddress of eacl

bl ockTheseDonai ns. If the address includes a listed domain, the
message is blocked.

bl ockTheseDonai ns

A list of sender domains to be blocked. Domains can include an
optional wildcard {) to specify all subdomains within a domain (fg
exampley. scamet . com).

—

Blocking by IP Address

Two configuration keys define mail blocking based on the client IP address:

bl ockConnecti ons

incoming message is checked against the list of domains defined i

This key enables (or disables) mail blocking by sender domain. \Vhen

This key enables (or disables) mail blocking by client IP address. When
this key is set tor ue, the IP address of a connected client is compared

to the list of IP addresses definethinockThesel ps. If the client IP

address matches a listed address, all messages sent by the client are

blocked.

bl ockThesel ps

A list of IP addresses to be blocked. IP addresses can include a zero (0)

as a wildcard to specify all systems within a network (for example,
10. 3. 21. 0). You can also enter an IP address as a subnet to speq
all systems within a range of IP addresses (for example,
10. 3. 21. 16/ 24).

Blocking by Username

Two configuration keys define mail blocking based on the username of the sender:

bl ockUser s

This key enables (or disables) mail blocking by sender username
When this key is set tor ue, the username portion of tiMal L FROMV
address of all incoming messages is checked against the list of
usernames defined i ockTheseUser s. If the address includes a
listed username, the message is blocked.

bl ockTheseUser s

A list of usernames to be blocked (for examptgke- noney- f ast ).

46
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Mail Blocking Responses

When mail is blocked, the MTA must notify the connected client that the message was not
accepted. The following configuration keys define this response:

bl ockRepl yCode The three-digit SMTP error code that is sent to the client when a
message is blocked. By default, this value is 550, the standard SMTP
code to indicate that the client operation was not successful.

bl ockRepl yText The error text that is returned with theockRepl yCode value. This
text informs the client of the nature of the message failure. By defdult,
this message is “You are not allowed to send mail to <recipient>.”

4.2.3 Sample Scenarios

This section contains examples of mail blocking operations, with instructions for using the
available blocking-related configuration keys to set typical configurations. Before defining mail
blocking policies, it is important that you understand the way that these configuration keys work
together to block mail.

Blocking All E-mail From a Particular System

The most typical usage of mail blocking is to prevent specific sites from sending unsolicited
commercial e-mail to your users. The easiest method of stopping such messages is to block all
mail sent by the offending sites. To set this type of blocking policy, execute the following steps:

1. Determine the IP address of the mail server that is responsible for sending unwanted e-mail
to your site. This address can be found in the MTA log files, as well as iRetled ved:
headers of the unwanted messages. Identify any other messages that have been sent from this
site to ensure that blocking this host would not cause legitimate mail to be rejected.

2. Execute théntonf edi t administrative command to edit the configuration database (as
described in Chapter 3).

3. Locate the key*/ nt a/ bl ockConnect i ons in the configuration database. If this key is set
tof al se, change its value tor ue. If the key does not exist in the configuration database,
add it as a new configuration key entry:

/*/ ntal bl ockConnections: [true]

4. Locate the configuration key / nt a/ bl ockThesel ps (if this key does not already exist,
add it as a new entry). Specify the IP address of the offending system as a value of this key,
using a zero (0) as a wildcard to define all systems within a network. This key can have

multiple values, so add as many IP addresses as needed, with each enclosed in [square
brackets]. For example:

/*/ ntal bl ockThesel ps: [10. 3. 21. 0]
[21.5.117. 4]
[21.5.117.5]

Save your changes, committing the new blocking policies to the configuration database.

Carefully monitor all MTAs to determine the effects of the new blocking policy.
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Warning! Because blocking by IP address affettanail sent from blocked systems, this kind
of policy may prevent your users from receiving legitimate mail.

Blocking Mail From Non-Existent Local Addresses

A common issue for Internet service providers is the problem of users who send e-mail from non-
existent addresses within the service provider’s local domains. For example, an end user may use
your service to distribute junk e-mail using a forged address. In this case, responses from the
recipients of the junk e-mail message would be sent to the non-existent address. This causes your
mail system to handle undeliverable mail, which occupies system resources.

To prevent the use of non-existent return addresses, make the following changes to the
configuration database:

1. Locate the key*/ nt a/ bl ockAddr esses in the configuration database. If this key is set to
f al se, change its value tor ue. If the key does not exist in the configuration database, add
it as a new configuration entry:

[ */ ntal bl ockConnections: [true]
2. Locate the key*/ nt a/ bl ockLocal NoAcct . If this key is set td al se, change its value to

t rue. If the key does not exist in the configuration database, add it as a new configuration
entry:

/*/ ntal bl ockLocal NoAcct: [true]

Blocking Mail From All Users in a Domain

Some distributors of commercial e-mail consistently use addresses from their own domains as the
return addresses of junk e-mail. To stop messages from such groups from being delivered to
users at your site, you can block mail according to the domain name of the return address.

To set this type of blocking policy, make the following changes to the configuration database:

1. Locate the key*/ nt a/ bl ockDonai ns in the configuration database. If this key is set to
f al se, change its value tor ue. If the key does not exist in the configuration database, add
it as a new configuration entry:

/*/ ntal bl ockDomai ns: [true]

2. Locate the configuration key / nt a/ bl ockTheseDomai ns (if this key does not already
exist, add it as a new entry). Enter the domain name associated with the offending addresses
as a value of this key, using a wildcard (*) to specify all subdomains within the domain. This
key can have multiple values, so add as many domain names as you heed, with each enclosed
in [square brackets]. For example:

/*/ ntal bl ockTheseDomai ns: [*.cyberspanmers. conj
[j unknet . net]

After these changes are committed to the configuration database, any messagéanhe8OM
address includes a blocked domain is rejected by the MTA.
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4.3 Connection Dropping

Another tool for combating e-mail abusenection dropping. This feature allows the MTA to
immediately terminate client connections that are made by a specific host, or which are being
used to send mail to a large number of recipients. As with mail blocking, connection dropping is
an extreme measure that can disrupt the flow of legitimate mail to your site, and should be used
with caution.

The main use of connection dropping is to conteatal -of-service attacks on MTAs. A denial-
of-service attack typically involves a program that opens up many client connections to a server
for the purpose of disrupting normal activity on that server. If your site has been the victim of an
SMTP denial-of-service attack, use connection dropping to terminate any future SMTP
connections from the site from which the attack was launched.

InterMail’'s connection dropping features also allow the MTA to terminate a connection if the

client is sending a single message to more than a specific number of users. This allows you to use
connection dropping to combat the sending of junk e-mail, which is typically addressed to
hundreds or thousands of recipients.

When a connection is dropped, the MTA sends the client a 421 error response code to indicate
that the connection was closed.

4.3.1 Configuration Options

The following configuration keys control connection dropping options:

dropConnecti ons This key enables (or disables) connection dropping. Whe
this key is set tor ue, the IP address of every connecting
client is compared to the list of IP addresses specified by
dr opThesel ps. Also, if there is a recipient limit defined by
dr opMaxMessageRCPTs, the message recipients are counted
and compared against this limit. If the connection is in
violation of either of these policies, the server immediately
terminates the connection.

=

dropThesel ps A list of IP addresses of systems that should be dropped.
Whendr opConnecti ons is set ta r ue, the IP address of
each connecting client is compared to the values in this list. If
a match is found, the connection is immediately terminated.
Use a zero (0) as a wildcard to specify all hosts within a
network.

dr opMaxMessageRCPTs The maximum number of recipient addresses that can be
given for a message before the client connection is
terminated. If this key is set &y connection dropping based
on number of recipients is disabled.

dr opRCPTsRepl yText The text returned with the 421 error code to clients whose
connections are dropped. The default value for this messpge
is “Servi ce unavail able.”
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4.3.2 Sample Scenarios

The examples in this section illustrate use of the InterMail connection dropping features, with
step-by-step instructions for creating typical configurations.

Combating SMTP Denial-of-Service Attacks

If your site has been the target of an SMTP denial-of-service attack, or you know of a site that is
commonly responsible for such attacks, create a connection dropping policy that terminates all
client connections made from the attacking site. To set this type of connection dropping policy,
execute the following steps:

1.

Determine the IP address of the system responsible for the attack, which can be found in the
MTA log files. Identify any other connections that have been made by this site to ensure that
dropping all connections from this site would not cause legitimate mail to be blocked.

Execute théntonf edi t administrative command to edit the configuration database (as
described in Chapter 3).

Locate the key*/ nt a/ dr opConnect i ons in the configuration database. If this key is set
tof al se, change its value tor ue. If the key does not exist in the configuration database,
add it as a new configuration entry:

/*/ ntaldropConnections: [true]

Locate the configuration key / nt a/ dr opThesel ps (if this key does not already exist,

add it as a new entry). Specify the IP address of the offending system as a value of this key,
using a zero (0) as a wildcard to define all systems within a network. This key can have
multiple values, so add as many IP addresses as needed, with each enclosed in [square
brackets]. For example:

[*/ ntaldropThesel ps: [10.3.21.0]

[21.5.117. 4]
[21.5.117. 5]

Save your changes, committing the new connection dropping policies to the configuration
database.

Carefully monitor the logs of each MTA to determine the effects of the new policies.
Because connection dropping affealisconnections from the listed systems, this kind of
policy may prevent your users from receiving legitimate mail.

Dropping Connections From Distributors of Junk E-mail

Combating the distribution of junk e-mail is best accomplished with the mail blocking features
discussed in Section 4.2. Unlike connection dropping, mail blocking allows the MTA to log data
about rejected messages, which provides valuable information on the effectiveness of the
blocking policies. However, only connection dropping allows you to stop mail transmissions
based on the number of message recipients.

50
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To drop MTA client connections that are used to transmit junk e-mail, make the following
changes to the configuration database:

1. Locate the key*/ nt a/ dr opConnect i ons in the configuration database. If this key is set
tof al se, change its value tor ue. If the key does not exist in the configuration database,
add it as a new configuration entry:

/*/ nta/ dropConnections: [true]

2. Locate the key*/ nt a/ dr opMaxMessageRCPTs in the configuration database, setting its
value to the maximum number of recipients that a single message is allowed before the
sender is assumed to be a distributor of junk e-mail. If the key does not exist in the
configuration database, add it as a new configuration entry:

/*/ ntal dropMaxMessageRCPTs: [ 1000]
3. Again, carefully monitor your MTA logs and the behavior of your system after setting a

connection dropping policy. These policies can inadvertently cause disruption in the flow of
mail to your site, so use caution.

4.4 Message Sidelining

An alternative to mail blocking isessage sidelining, which allows you to “hold” messages that
are likely to be unsolicited commercial e-mail. Unlike mail blocking, which rejects e-mail based
on the source of the mail, sidelining stops a message based on characteristics of the message
itself. Once sidelined, a message can be evaluated (either manually or by a filtering agent) to
determine if it should be delivered to its intended recipients or discarded.

There are two message characteristics that can be used to sideline mail:

e Total number of recipients. Because junk e-mail is typically addressed to hundreds or
thousands of recipients, any message that is sent to such a large number of recipients may be
suspect. Sidelining by the total number of recipients allows you to review the contents of
mass mailings before they are distributed.

* Null return address. Mail servers often send automatic respohnsgsch as bounce
notifications, auto-replies, efd.using the null return address>). These automatic
notifications are important to mail server operation, so mail from the null address is never
blocked. However, this provides a loophole for junk e-mailers, who can use the null return
address as thel L FROMaddress of their messages, thereby avoiding address and domain
blocking rules. For this reason, the InterMail mail sidelining feature includes an option for
sidelining messages from the null address that are sent to more than one recipient. Because
legitimate automatic responses are always addressed to only one user, this allows potential
junk e-mail to be sidelined while allowing legitimate notifications to be sent.

If message sidelining is enabled, and an incoming message is covered by either of these
sidelining criteria, the message is moved tostheel i ne directory. You can then inspect these
messages to determine if they should be delivered. If a message is considered legitimate, you can
use thd mregpr ocess administrative command to reintroduce it to the system. Unwanted
messages can be simply deleted from the sideline directory.

Note: Mail inthe si del i ne directory is not processed automatically. If you choose to sideline
potential junk e-mail, be sure to review and handle the sidelined messages periodically.
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4.4.1 Configuration Options

The following configuration keys are used to define message sidelining policies:

si del i neMessages This key enables (or disables) message sidelining. If this key
is set tat r ue, messages that violate the

si del i neNunRcpt s orsi del i neNul | ToMany values are
moved to the sideline directory.

)

si del i neNul | ToMany Option to sideline all messages sent from the null addres
(<>) that are sent to more than one recipient.

si del i neNunRept s The number of recipients that a message must have to be¢
sidelined as potential junk e-mail. If set to zero (the defaul
value), this feature is disabled.

—

4.4.2 Viewing and Processing Sidelined Mail

When sidelining is enabled, and an incoming message violates one of the sidelining policies, the
Header, Control, and Body files of the message are moved to the sideline dit&cory.
example, when a message with the Id

19970114235158898. AAA250@rar s. sof t war e. com

is sidelined, the following files are moved to $IeNTERMAI L/ queue/ si del i ne directory:

19970114235158898. AAA250@rar s. sof t war e. com Cont r ol
19970114235158898. AAA250@rar s. sof t war e. com Header
19970114235158898. AAA250@rar s. sof t war e. com Body

To review the contents of a message, simply use a text editor to open the header and/or body file.
Once you have reviewed a sidelined message, you should either delete the mail or reprocess it to
allow normal delivery. Deleting mail simply requires you to use normal operating system
commands to delete the Header, Control, and Body files of the message from the sideline
directory. For example, to remove the message files shown in the previous example, execute the
following command:

rm 19970114235158898. AAA250@rar s. sof t war e. com *
Reprocessing a message requires you to usentheypr ocess administrative command. When
executedi mrsgpr ocess moves the Control file of the specified message to the deferred

directory, where it will be processed normally by the MTA. Meanwhile, the Body and Header
files of the message are moved to appropriate buckets iretisages directory.

For example, to reprocess the sidelined message shown in the previous example, you would
execute the following command:

i msegprocess 19970114235158898. AAA250@rar s. sof t war e. com Cont r ol

Note:  You can specify either the Control, Body, or Header file name with i mrsgpr ocess to
reprocess a message.

52

2 For anintroduction to Control, Header, and Body files, refer to the discussion of message filesin

Chapter 7.
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4.5 Malil Filters

InterMail allows you to extend its relay prevention, mail blocking, and message sidelining

features through the use of custom mail filters. These filters are run against all incoming mail,

and can specify that the mail be rejected, bounced, sidelined, forwarded, thrown away, or
delivered normally, based on its content. Filter actions can depend on the presence or absence of
certain headers, the sender, the recipients, or any other text contained in the headers or body of
the message. Message content can be tested by searching for exact string matches, by using
simple patterns, or by using complex regular expressions.

Mail filters are defined in the Configuration Database with the configuration key
i ncom ngMai | Fi | ter. Each MTA can have one associatedoni nghMai | Fi | t er key,
which defines all of the filtering criteria used by that MTA.

4.5.1 Filter Syntax

InterMail mail filtering is based on the SIEVE filtering language. The general syntax of a mail

filter is:
if <test> <action> [el se <action>];
Where:
test Specifies a boolean expression that is true or false, based on a characteristic
of the message. See Section 4.5.2 more information.
action Defines an action taken against the message by the MTA. See Section #.5.3
for more information on the values of this parameter.

Filter statements follow thief - el se syntax that is common to many programming languages,
and can have any number of levels. Blocks of syntax can be delimited by {curly braces}. This
allows you to construct highly complex filtering criteria, such as:
if <test> {

if <test> <action>;

else if <test> <action>;

else if <test> <action>;

el se <action>;

el se {
<acti on>;
}
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Logical Operators

The tests within filter statements can include the following logical operators:

ANY-OF (1 <test> ...) | Defines a logical OR. If any of the specified tests is true, the
entire expression is true.

ALL-OF ( <test> ...) | Defines a logical AND. If any of the specified tests is false
the entire expression is false.

NOT <test> Defines an action taken against the message by the MTA .| See
the following section for the possible values for this
parameter.

TRUE Defines an action taken against the message by the MTA.|See
the following section for the possible values for this
parameter.

FALSE Defines an action taken against the message by the MTA.|See
the following section for the possible values for this
parameter.

Note: Filter keywords are not case-sensitiveld they are shown in this section in all capital
letters for readability purposes only. Thisis not a requirement when defining filters.

For example:

if ANY-OF ( <test>, <test>, <test> ) {
if ALL-OF ( <test> <test> ) <action>;
else if NOT <test> <action>;
else if TRUE <action>;

452 Tests

Each test in a filter is an expression that yields a value of true or false, based on one or more
comparisons. There are two general types of tests:

* Numeric expressions, which determine action by the number of recipients or the size of the
message.

e String expressions, which search the specific areas of the message for one or more string
values.
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Number Expressions

The syntax of a number expression is:
<message- el ement > <nunber - oper at or > <nunber >

Where:

message- el enent | Specifies an attribute of the message that is expressed as a number.
The possible values are:

RECI PI ENTS. COUNT the number of recipients
S| ZE total size of the message, including
attachments

number - operator | Specifies a comparative number operator. The possible values arg:

OVER is greater than
UNDER is less than
IS equals
| S- NOT does not equal
> is greater than
>= greater than or equal to
< less than
<= less than or equal to
number Specifies an integer value, with an optional unit of measurement.

Because thsl ZE element is measured in bytes, specifying a unit gf
measurement with a number value provides a convenient method to
specify kilobytes, megabytes, or gigabytes. The possible values are:

K kilobytes; value is multiplied by 1,024
M megabytes; value is multiplied by 1,048,576
G gigabytes; value is multiplied by 1,073,741,824

For example:

i f RECI PI ENTS. COUNT >= 100 <acti on>;
else if SIZE OVER 1M <acti on>;

String Expressions

The general formats of a string expression are:

<message-element> <string-operator>[-NOCASE] “<string>"
<message-element> <string-operator>[-NOCASE] ( “<string>", ...)
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Where:
nmessage- el enent | Specifies an attribute of the message that is expressed as a string. The
possible values are:
HEADER “<header>" the value of the specified header
HEADER (“<hdr>", ..)) the value of the specified headers
SENDER the full sender address
SENDER.DOMAIN the domain of the sender address
SENDER.LOCAL-PART the username of the sender address
RECIPIENTS all recipients of the message
BODY message body, including attachments
BODY.TOP(#) thefirst # lines of the body
string-operator Specifies a comparative string operator. The possible values are;
[-NOCASE]
CONTAINS contains the specified string
IS isidentical to the specified string
IS-NOT isnot identical to the specified string
HAS-PREFIX begins with the specified string
HAS-SUFFIX ends with the specified string
MATCHES contains the specified string pattern
CONTAINS-RE contains the specified regular expression
All of these operators can be used with the -NOCASEsuffix to indicate
acase-insensitive query. For example:
CONTAINS-NOCASE
IS-NOCASE
string Specifies the text string to which the message element is compared,
and is enclosed in “double quotes.”. In the case of the operators
CONTAI NS, | S, | S- NOT, HAS- PREFI X, andHAS- SUFFI X the value of
this parameter is a literal string. In the cas®&®WICHES, this value is a
character pattern that can includand? to find partial matches. In
the case o€ONTAI NS- RE, this value is evaluated as a regular
expression.

For example:

if BODY.TOP(10) CONTAINS “MLM" <action>;
else if HEADER(“Subject:”) HAS-PREFIX “make.money.fast” <action>;
else if SENDER.DOMAIN MATCHES-NOCASE “*.software.com” <action>;

An additional string test uses the keyword EXISTS to check for the presence of one or more
message headers:

EXISTS (“<header>", “<header>", ...)
If al of the specified headers exist in the message, the EXISTS expression istrue. If any of the
headers are not present, the expression is false. For example:

if EXISTS (“To:”, “Subject.”, “From:”, “Date:”) <actions>;
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4.5.3 Actions

Mail filters can specify that a message should be deleted, bounced, sidelined, forwarded, or
delivered normally. The following keywords are used to define actions in mail filter expressions:

KEEP Causes the message to be delivered normally.
TGSS Causes the message to be deleted.
STOP Causes the mail filter to stop execution immediately. If no action

has been run yet, then the message is delivered normally.
Otherwise, the filter will complete the actions that have been
executed thus far.

FORWARD " <address>" | Causes the message to be forwarded to a specific address. Multiple
FORWARD actions can be included in a filter. HORWARD is
specified along withkkEEP, then the mail is both forward and
delivered normally.

SI DELINE "<reason>" | Causes the message to be sidelined. (See Section 4.4 for
information on sidelined mail.)

REJECT ["<reason>"] | Causes the message to be rejected by the server. This typically
means that the sending client will bounce the message back tg the
sender. The text entered for theeason" is passed back to the
client in the SMTP response to the DATA command.

v

BOUNCE ["<reason>"] | This action operates in two different modes, based on the value of
the configuration kel ockPer Account . If this key is set to

f al se, BOUNCE operates identically tBEJECT, and causes the
message to be rejected. However, if this key is sette, the

MTA checks account information for each recipient to determine if
the account is using the MTA Filtering class-of-service option. If
Filtering is enabled for the recipient, then the message is rejected
for that recipient. If the account does not use Mail Filtering, thep
normal delivery occurs for that recipient.

If the mail is rejected, the bounce message that is returned to the
sender is:

An incoming mail filter has determined that this
nmessage shoul d not be delivered.

<reason=>

Any filter actions other than normal delivety&EP) are logged, and MTA statistic files will
reflect the number of times that each filter action has been taken.
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4.5.4 Sample Filters
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The following examples illustrate simple mail filters. Because InterMail sites typically have a
extensive list of criteria for handling mail, mail filters are typically longer than those given here.
However, the principles and syntax are the same.

Example #1

The following filter uses a string expression to test for the presence of a particular domain in
recipient addresses:

i f RECI PI ENTS mat ches "*@ar. coni’ BOUNCE

If an incoming message includes a recipient address in the dbarainom the MTA bounces
the message.

Example #2

The following sample filter uses a variety of criteria to operate on messages:

if size >= 100k {
i f SENDER DOMAI N | S- NOCASE ("software.conl') KEEP
el se if HEADER("Is-Junk:") |S-NOCASE "yes" TGCSS;
el se if RECI PI ENTS. COUNT >= 100 TGCSS;
el se SIDELINE "too | arge"

}

This filter carries out the following tests:

1. The first line checks the size of the message:
if size >= 100k

If the size of a message is less than 100 kb, the rest of the filter does not apply to that
message, and it is handled normally. However, if its size does exceed (or equal) this value,
the filter continues with the next test.

2. The second line checks the domain portion of the sender’s address:
i f sender.donmmin is-nocase ("software.conl) KEEP

If the sender’s address includes the dorsaiint war e. com then the message is delivered
normally KEEP). If not, the filter continues with the next test.

3. The third line checks the value of a particular header:
el se if header("ls-Junk:") is-nocase "yes" TGCSS;

If the message includes the headerJunk, and the value of this headeliss (regardless
of case), then the message is deleted from the sy$@ss)( If not, the filter continues with
the next test.

4. The fourth line checks the value of a particular header:
else if recipients.count >= 100 TOSS

If the number of recipients of the message is greater than (or equal to) 100, then the message

is deleted from the systemdss). If not, the filter continues with the next test

5. The fifth line specifies that if the message has passed steps 2-4, it should be sidelined:
el se SIDELINE "Too | arge”
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4.5.5 Verifying Filters

Because they are defined in the configuration database, mail filters are added to InterMail by
usingi nconf edi t . However, ntonf edi t performs no validation checks on mail filters, so it
is important that you verify your filters before using them. The administrative command

i nfiltercheck provides this verification.

The usage of this command is:

infiltercheck {
-v <filter-file> ... |
-vi |
-vc <key>
-e [<filter-file>-c <key>] <nmessage-file> ..
-es [<filter-file>-c <key>] <header-file> <body-file>
-ei [<filter-file>-c <key>] }

Where:
-V Validates that one or more filters (as specified in files) are valid.
-ve Validates that a filter (as specified in a configuration key) is valid.
- Vi Validates that a filter (taken from standard input) is valid.
-€ Executes the given filter on a message (defined in a single file).
-es Executes the given filter on a message (defined in a body and header
file).
- el Executes the given filter on a message (taken from standard input).
filter-file Specifies the file that contains the filter to validate.
key Specifies a configuration key that contains the filter to validate. The
value of this parameter is typicailyconi ngMai | Fil ter.
nessage-file Specifies a message to execute the filter on.
Examples

1. To validate a filter that is defined in one or more files, use thaption:
infiltercheck -v filterl, filter2

This example checks the mail filters contained in the filds er 1 andfil ter2 to
determine if they are defined correctly. If they are not, the line number and position of the
first error is reported.

2. To validate a filter that is already defined in the Configuration Database, usectbetion:
infiltercheck -vc incomngMail Filter

This example checks the mail filter defined in tleoni nghai | Fi | t er configuration key
for the current host to determine if it is defined correctly.

3. To validate a filter that is taken from standard input, useheoption:
infiltercheck -vi
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4. To execute a filter on one or more existing messages that are defined in single files; use the
e option:

infiltercheck -e filterl test-nessagel, test-nmessage2

This example executes the filter defined in theffilét er 1 on the messages defined in the
filest est - messagel andt est - message?2.

5. To execute a filter on an existing message that is defined in a header and body file; use the
es option:

infiltercheck -es filterl 19970114235158898. AAA250@rar s. sof t war e. com
Header 19970114235158898. AAA250@rar s. sof t war e. cont Body

This example executes the filter defined in theffilét er 1 on the messages defined in the
given header and body files.

6. To execute a filter on a message taken from standard input, use thption:
infiltercheck -ei filterl

This example executes the filter defined in theffilét er 1 on a message that is given from
standard input.

4.6 Authenticated SMTP

60

An issue related to the sending of junk e-mail is the forgery of sender addresses. By using forged
addresses, senders of junk e-mail can hide their identities. If senders forge their return addresses
to include one of your local domains, they may also bypass the relay-prevention and mail
blocking policies described in this chapter.

To combat address forgery, InterMail supports SMTP authentication. When enabled, this
authentication mechanism requires senders to transmit a username and password at the beginning
of the SMTP client session. The client session is allowed to continue only if the given
authentication data matches that of an existing account. When messages are transmitted, the
sender address of the messagbsth in theMAl L FROMcommand anér om headeld are

compared to the addresses associated with the account. If the sender address is not valid for the
account (that is, the address is a forgery), the message is rejected.

Note: SMTP authentication requires that the user’s e-mail client supportiiel LOG N
command.
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4.6.1 Related Class of Service Options

SMTP authentication is set for users on a class of service level. The following class of service
options are related to SMTP authentication, and can be enabled or disabled for each class of
service:

» Authenticated SMTP. This option specifies that the usaust provide authentication
information when sending mail via SMTP. When this option is enabled, and the user submits
mail to an MTA, the message is accepted only if the user provides the appropriate username
and password information. If authentication information is not given (or is incorrect), the
message is rejected.

«  SMTPwith SSL. This option is used only when the Authenticated SMTP option is enabled,
and controls user access to sending e-mail via the SSL (secure) SMTP port.

e SMTP. This option is used only when the Authenticated SMTP option is enabled, and
controls user access to sending e-mail via the standard (non-secure) SMTP port.

4.6.2 Configuration Options

The following configuration keys affect SMTP authentication:

checkAut hentication The key enables (or disables) checks for per-account SMTP
authentication. If enabled, the MTA checks each incoming
MAI L FROMaddress, as well as the address orFtloen
header line, to see if the SMTP authentication is set for the
sender’s account in the Integrated Services Directory. If it is,
then the MTA requires the sender to authenticate using the
AUTH LOG N command.

requireSecureAuth This option does not cause authentication to be required,|but
rather, requires the user to have a secure connection. If this
key is set ta r ue, the MTA allows users to transmit the
AUTH LOG N command only if they are connected to the $SL
port. If set tof al se, the MTA allowsAUTH LOG N
regardless of whether SSL is enabled.
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4.7 Password Protection

Another common abuse of e-mail systems involves users who retrieve e-mail from accounts other
than their own. This is done by guessing the target account’s password, often sending dozens or
hundreds of authentication attempts before discovering the password value. Once someone has
successfully guessed the password of an account, they can access mail sent to that account using
any e-mail client.

InterMail allows you to combat this type of improper mail access with a series of options that

deter users from guessing passwords. These options apply to both the POP and IMAP servers, so
failed authentication attempts made with either server have the same effect. InterMail's password
protection features include the following methods of deterring password guesses:

1. Limited number of authentication attempts. When a user has submitted more than a
certain number of incorrect passwords, the client connection is terminated.

2. Increasing delays after incorrect passwords ar e given. If user authentication fails because
of an incorrect password, the client is kept waiting for a defined nhumber of seconds before a
subsequent authentication attempt is allowed. With each failed attempt, the delay time
increases.

3. Sourcesof incorrect passwordstracked. Hosts responsible for sending failed login
attempts are tracked for a specific period of time. This allows the system to enforce
increasing password delays on single users who attempt to guess the passwords of multiple
accounts during the same transaction.

4. Logging of password failures. Several logging options allow for recording information
about failed authentication attempts. This information alerts you to incidents of password
guessing from particular systems or against particular accounts.

4.7.1 Formula for Authentication Delays

If an authentication attempt fails, InterMail imposes a delay in response to subsequent
authentication attempts. This delay is calculated based on the following factors:

* The number of failed password attempts that have been submitted for this account.

* The number of failed password attempts that have been submitted for any account from the
same client IP address.

» The authentication delay value specified bylihdPasswor dDel ay configuration key.

The formula for calculating the delay is given in the following equation:

number of failures on an account
N ) . number of seconds defined by

_ + * badPasswor dDel ay = delay
failures by a particular IP address

62 © Software.com, Inc. 1997-1998



Security

For example, a user at IP addr28s82. 172. 24 attempts to guess the password of John Doe’s
account, and fails. The user is immediately notified that the authentication failed, and promptly
attempts another guess. When the second authentication attempt also fails, InterMail delays
notifying the user of the failure for a certain number of seconds. Assuming that the
badPasswor dDel ay value is five seconds (the default), the delay after the second
authentication attempt is 10 seconds:

1 failure on John Doe’s account

+ * 5seconds = 10 seconds
1 failure from[ 29. 82. 172. 24]

If the user then tries and fails a third time to guess the account’s password, the delay for this third
notification is 20 seconds:

2 failures on John Doe’s account

+ * 5seconds = 20 seconds
2 failures from 29. 82. 172. 24]

Finally, the user gives up trying to guess the password of John Doe’s account, and instead
attempts to access Susie Queue’s account. When the user tries and fails to guess the password of
this account, InterMail delays the client notification for 20 seconds, even though the user has not
previously attempted to guess the password of this account:

1 failure on Susie Queue’s accou

+ * 5seconds = 20 seconds
3 failures from 29. 82. 172. 24]

These delay times continue to escalate until the configurable maximum delay time is reached.
The delay timeisreset to zero if avalid password is given for the account, or if the window for
tracking specific |P addresses and accounts has expired (also set at a configurable interval).
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4.7.2 Configuration Options

The following configuration keys control password protection policies used by both the POP

Server and IMAP Server:

maxBadPasswor d

The number of failed authentication attempts allowed bef
the client connection is dropped.

pore

badPasswor dDel ay

The number of seconds that notification of a failed
authentication attempt is delayed. With each failed attem
this number of seconds is added to the delay time (up to
limit on delay time defined by the value of
maxBadPasswor dDel ay).

Dt,
the

maxBadPasswor dDel ay

The maximum delay time for authentication attempts. If the

delay time reaches this limit, and subsequent failed
authentication attempts are made, there are no further
increase on the delay time.

badPasswor dW ndow

The number of minutes that users and IP addresses are
tracked after an incorrect password has been given. Afte
number of minutes have elapsed, InterMail resets the nui
of failed password attempts made against a particular
account, or from a particular system (both are used to
calculate password delay time).

this
mber

max BadPasswor dAddr s

Each time a failed authentication occurs, InterMail stores
IP address of the client that issued the incorrect login
information. This key controls the maximum size of this IR
address list. By default, the size of this list is 10,240. Wh¢
this limit is reached, the event is logged and the list size i
reset to zero.

the

D
N

maxBadPasswor dUser s

Each time a failed authentication occurs, InterMail stores
login name of the account for which the incorrect passwo
was given. This key controls the maximum size of this log
name list. By default, the size of this list is 10,240. When
limit is reached, the event is logged and the list size is res
to zero.

the
rd
in
this
set

maxPasswor dFai | ur es

This key is used to generate log events. When a user sul
this many failed login attempts during the number of miny
specified bybadPasswor dW ndow, an

Acct BadPswdMaxFai | ur es event is recorded in the POP
or IMAP server log.

mMits
tes
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4.8 SSL (Secure Socket Layer) Authentication

InterMail incorporates the SSL (Secure Socket Layer) into the MTA and POP Server, which
allows both client and server to verify authentication in mail transactions by operating on
alternate secure ports.

Note: InterMail does not currently support S for the IMAP Server.

4.8.1 Introduction to SSL

SSL operates on a low-level TCP layer and performs authentication before any message
transactions occur between client and server. SSL involves encryption, allowing SSL-capable
clients to access a special key/certificate pair on the server in order to secure transactions and
prevent unauthorized “listening” and authentication. The basic order of events with SSL in
InterMail is shown in the following illustration:

Mail client sends a

1 client hello"to server

Server replies with a "Server Hello"
l«— to client and sends certificate and

server key exchange 2
. Client responds with client .
Mail | ——— key exchange certificate —— | InterMail

Client 3 verify "finished" Server

The server requests account

authentication; server "finished" 4

[¢—Application Data Transmitted —————»
5

Figure 9. SSL Data Flow

1. An SSL-enabled e-mail client contacts InterMail on an alternate POP port specifically used
for SSL transactions.

2. InterMail sends a “Server Hello” message to greet the client and the certificate/key exchange
is initiated.

3. The client responds either with a message containing the certificate or a “no certificate”
message and verifies the exchange.
The server requests account authentication and finishes the exchange process.

Application data is transmitted and protected by SSL.
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4.8.2 Connections With SSL Clients

The configuration of SSL allows one additional SMTP port and one additional POP port to be
assigned for secure SSL sessions. When an SSL-enabled client is detected, the SSL handshake
procedure (verification) is performed on the defined SSL ports.

When enabling SSL, thes| Pop3Port and/orssl SMrPPort configuration keys are used.

These are the SSL-defined ports and will accept connections from SSL clients. By default, these
keys are set to 995 for POP SSL and 465 for SMTP SSL. These port assignments should not be
changed, as SSL clients will expect these assignments.

In addition to specifying the port numbers, information must be supplied on the certificate/key
pair used for SSL sessions. As shown in Figure 9, the SSL process involves certificate exchange
and communication of a “shared secret” by client and server. Therefore, a certificate must exist
in the InterMail system; the file containing this certificate must be defined in the

ssl Trust edCer t Pat hAndFi | e configuration key.

Also, a file containing an encrypted private key (defineslsinCer t Chai nPat handFi | e) and
the password to decrypt this private key (defineslsinCer t Passwor d) must be set prior to
SSL operation.

Note: When a client that is not SSL-enabled connects to InterMail, the ports defined by the
pop3Port and SMrPPor t configuration keys accept the connection instead of the SS_
ports.

4.8.3 Transport Layer Security

Based on SSL, InterMail provides an additional extension to the SMTP server: Transport Layer
Security (TLS). TLS provides private, authenticated communication over the Internet to help
protect messages from eavesdroppers and attackers. TLS allows a SMTP server/client pair to
activate SSL on the normally non-secure SMTP Port.

Several conditions must be met in order for TLS to be enabled in an SMTP session. First, as with
SSL in general, the connected client must be SSL-compliant. Second, the successful negotiation
of data (shown in Figure 9) must be completed. Lastly, the MTA configuratiorsk&P®or t

andssl SMIPPort must be set to the same port number (typically, port 25).
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The following configuration keys define the behavior of InterMail SSL features:

ss|l SMIrPPor t

Defines the port for secure SMTP operation. If tl
key has a value of1, or if the key does not exist,
secure SMTP operation is disabled. If this key is
assigned a valid, unused port number, the MTA
will operate in secure mode on the specified por

ns

ssl Pop3Port

Defines the port for secure POP server operation.

this key has a value ofl, or if the key does not
exist, secure POP server operation is disabled.
this key is assigned a valid, unused port numbe

—

the POP server will operate in secure mode on the

specified port.

ssl CacheAgeSeconds

Defines the lifetime (in seconds) of an SSL sess
cache entry. Entries older than the number of
seconds specified here are expired.

ion

ssl CacheBucket Len

Defines the maximum number of entries in each
bucket of the SSL session cache. If a bucket

reaches the maximum number, then the first enfries

are removed to make room for new entries.

ssl CacheBucket Num

Defines the number of buckets in the SSL sessi
cache.

ssl Trust edCer t Chai nPat hAndFi | e

Specifies the name of a file containing a PKCS }
password encrypted, formatted private key,
followed by DER formatted certificates defining
the private key and certificate chain for the POP
and IMAP servers. The last certificate in the file
the root certificate.

The encrypted private key and certificates are
delimitedby“  Begin"and®___ End”

PEM syntax. If this configuration key does not
exist, of if there are errors reading the file, then
POP and IMAP server operation on the secure |
is automatically disabled.

is

bort

ssl Cert Passwor d

The password used to decrypt the server private
key specified irss| Cer t Chai nPat hAndFi | e.

ssl UseSessi onCache

Option for using the SSL session cache.
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5
Mail Routing

InterMail offers a variety of mail routing options. This chapter discusses the various options and
their intended use. A thorough understanding of the subjects covered here will assist you in
configuring your mail system to route mail appropriately.

This chapter covers the following topics:

» Domains and Accounts

» Envelope and Message Addressing

» Address Completion

* Rewriting Incoming Malil

* Rerouting and Rewriting Outgoing Mail
* Proxying Mail Between Hosts

» Delivery Status Notification

5.1 Domains and Accounts

Domains, accounts and addresses play a major role in mail routing. InterMail accounts and
domains are maintained in the Integrated Services Directory (ISD), and are discussed in this
chapter only as they apply to mail routing.

5.1.1 Local and Non-Authoritative Domains

The first InterMail objects that must be defined in the Integrated Services Directory are domains.
In very general terms, a domain identifies a unique Internet site, for example:

sof t ware. com

In InterMail, domains are “hosted” by the system. A “hosted” domain is simply one about which
InterMail has some direct knowledge. Hosted domains are also referred to as “known domains.”
A single InterMail installation may host just one domain, or it may host multiple domains. A
single account can be associated with just one domain, or with any number of domains (through
additional addresses).

Accounts cannot be added to your InterMail messaging system until the related domain
information has been added to the ISD; however, before setting up your domains in InterMail, it
is important to understand the difference between local, non-authoritative, and rewrite domains.

Note: Domaininformation is stored in the Integrated Services Directory. For a discussion of
how to create and manage domains and accounts in InterMail, see the Integrated
Services Directory Guide.
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Local Domains

A local domain is one over which the InterMail system claims complete authority. All users
within a local mail domain have accounts established in the Integrated Services Directory.

All mail addressed to any user in a local mail domain will be handled directly by the InterMail
MTA, which will either deliver it to the appropriate mailbox, forward it to a forwarding address,
or else return it to its sender if the intended recipient does not have an account in the Integrated
Services Directory. Most InterMail accounts are associated with a local domain.

Creating a Local Domain

Domains are created with thedbcont r ol command using ther eat eDorai n option. Unless
otherwise specified,mdbcont r ol creates all domains as a local. The syntax for creating a local
domain is:

i mdbcontrol CreateDomai n <Domai nNane>
Where:
Donmai nName  The name of the local domain

To create a local domain feof t war e. com you would issue anndbcont r ol command as
follows:

i mdbcontrol CreateDonai n software.com

Non-Authoritative Domains

A non-authoritative domain is a domain over which the InterMail system claims partial authority.
InterMail accepts messages for all users in a non authoritative mail domain, but only some of
those users have accounts established in the ISD.

Non-authoritative domains allow InterMail to accept mail for a domain, but relay it to another
mail host if the user to whom a message is addressed does not have an account in the ISD. In
order to establish a non authoritative domain, you must identify the relay host to which mail
should be passed if it cannot be delivered directly.

When mail arrives for a known usera non-authoritative domain, InterMail simply delivers it to
the appropriate local mailbox. When mail arrives for an unknown user in a non-authoritative
domain, InterMail passes the message on to the designated relay host.

It is assumed that the relayed message can be delivered by the mail server on the receiving host,
although InterMail has no way of verifying this. All InterMail needs to know is the name of the
host to which it should send the mail. From that point forward, the message becomes the
responsibility of the other mail server.

For example, assunaecor dance. comis created as a hon-authoritative domain, and is
associated with a host namgdut 0. accor dance. com When mail arrives for an address
within this domain (e.gj,ane. doe@ccor dance. com), InterMail first checks for the existence
of this address in the Integrated Services Directory. If a match is not found, the message is
relayed to the mail servergitut o. accor dance. com

Note: When mail addressed to a non-authoritative domain is relayed, the operation affects
mail routing only. No modifications are made to the message’s original address
information because of this routing change.
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Creating a Non-Authoritative Domain

The syntax for creating a non-authoritative domain is:
i mdbcontrol CreateDonai n <Donai nNane> nonaut h <rel ayHost >

Where:
Domai nName  The name of the non-authoritative domain

rel ayHost The host (or fully qualified domain name) to which mail addressed to
unknown users at the non-authoritative domain is routed.

To create a non-authoritative domain &rcor dance. com issue ar ndbcont rol command
as follows:

i mdbcontrol CreateDomain accordance. com nonaut h pl uto. accordance. com
In most instances you should use a fully qualified domain name as the relay host. The only

exception would be if the relay host is a “pingable” host on your local network, in which case
just the host namepl ut o) would be sufficient for theel ayHost argument:

i mdbcontrol CreateDomain accordance.com nonauth pluto

Note: Because domain identification plays a critical role in mail delivery, it is extremely
important to identify domains appropriately. You should never claim a domain as local
unless you are the sole provider of mail service for that domain. Conversely, you should
not assert partial authority (by specifying a non-authoritative domain) if you are, in fact,
entirely responsible for mail addressed to that domain.

5.1.2 Rewrite Domains

Rewrite domains are not really domains in the sense of local and non-authoritative domains;
rather, they are rules for rewriting the recipient address of incoming mail. Essentially, a rewrite
domain says something like: “send all mail fany. user >@ccor dance. comto

<sane. user >@of t ware. com”

No accounts may be associated with a rewrite domain, but a rewrite domain must be associated
with a local or non-authoritative domain—that is to say, the rewrite domain rule must specify the
name of the local or non-authoritative domain to which mail should be delivered.

When an incoming message is received, InterMail checks to see if the domain portion of the
address has been defined as a rewrite domain. If it has, the address is rewritten to replace the
original domain with the local or non-authoritative domain specified in the rewrite domain rule.
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Creating a Rewrite Domain

The syntax for creating a rewrite domain is:
i mdbcontrol CreateDomain <Domai nName> rewite <RewiteVal ue>
Where:
Donai nName The name of the rewrite domain (the name that will be replaced)
RewriteVal ue  The domain that replaces themai nNane value.

To create a rewrite domain whose rule rewritesor dance. comto sof t war e. com issue an
i mdbcont rol command as follows:

i mdbcontrol CreateDonmi n accordance.comrewite software.com

When mail arrives addressed<tanyone>@ccor dance. com the domain portion of the
recipient address will be rewritten $of t war e. com This means that a message sent to

j ohn. doe@ccor dance. comwould have its envelope address rewritten as

j ohn. doe@of t war e. com InterMail would then attempt delivery to the rewritten address.

5.1.3 Accounts

72

The basic information associated with each user is contained in an InterMail account. This
information includes the name of the user and the domain with which the account is associated.
These are used to create the primary address for the user. Each account may also contain one or
more additional e-mail addresses.

Note: Accounts also contain a variety of other data types that do not pertain directly to mail
routing. For a discussion of other types of account data, please see the Integrated
Services Directory Guide.

The following sections offer brief discussions of the different account address options.

Primary Addresses

Each InterMail account has at least one e-mail address, knowng@énhey address.

The primary e-mail address of an InterMail account is defined by combining the username of the
account with its domain to formfally qualified SMTP address.

The format for such an address is:
<any_user >@any_donai n. ext >

where
any_user Any user’'s username, for example:
j ohn. doe
any_domai n. ext Any domain name (including the extension), for example:

accordance. com oranypl ace. net
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If an account has the usernajéhn. doe, and is created with the domaincor dance. com
then the primary address of this account is

j ohn. doe@ccordance. com

Using a postal mail analogy, theername portion of the address say#o a message is for,
while thedomain portion of the address sayere this individual lives.

A fully qualified SMTP address must be unique within a domain. There may be any number of
people on the Internet whose usernames ain@. doe, but there can be only one
j ohn. doe@ccordance. com

SMTP Aliases

SMTP aliases are additional e-mail addresses for an account. They allow individual accounts to
receive mail at multiple domains, and to use multiple addressing formats.

For example, an account with the primary addje$s. doe@ccor dance. commight have the
following SMTP aliases:
j d@ccor dance. com

j ohn@ccor dance. com
j ohn@of t war e. com

Mail addressed to an alias is delivered to the account exactly as if it had been addressed to the
account’s primary address. An account may have an unlimited number of SMTP aliases but (as
with primary addresses) each SMTP alias must be unique.

Forwarding

Forwarding of e-mail is similar to the forwarding of postal mail. When mail arrives for an
account that uses forwarding delivery, InterMail modifies the message’s destination address, and
then sends it to the new location.

Forwarding can be enabled or disabled for an account at any time. Accounts that use forwarding
delivery must also be associated with one or more forwarding addresses. There is no limit to the
number of forwarding addresses for an account.

One application of forwarding might be where an end user has two different accounts but would
like to have mail addressed to both accounts delivered to a single mailbox for a time. For
example, if John Doe goes on vacation, he may wish to have his work e-mail forwarded to his
personal account. In this case, mail addressed to

j ohn. doe@ccor dance. com
could be forwarded to (for example)
j d@nypl ace. net

InterMail allows you to turn forwarding on or off at any time. In addition, it provides the option
of receiving mail aboth the primary address and the forwarding address. This would allow John
Doe to receive the same messages at both

j ohn. doe@ccor dance. com, and
j d@nypl ace. net
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5.1.4 Wild Card Accounts

All local domains can have an optiowdldcard account associated with them. A wildcard

account is simply a normal e-mail account within the domain that receives all mail that is sent to
non-existent addresses within the domain. This feature allows you to collect all mail sent to a
particular domain in a single account.

Note: Delivery to a wildcard account is, from InterMail’s perspective, a last resort; it occurs
only when the destination address of a message does not exist as an account primary
address or as an SMTP alias.

Wildcard delivery can be enabled or disabled for an existing local domain at any time. However,
adomain can only have one wildcard account associated with it at any time. To change the
wildcard account for adomain, you must disable wildcard delivery before defining the new
account.

The most useful application of wildcard accounts is in servicing “vanity domains” for smaller
companies. For example, adding a wildcard accourddoor dance. comwould allow its
customers to send e-mail to such intuitive addressesl & @ccor dance. com,

t echsupport @ccor dance. com Or eversuggesti ons@ccor dance. com

It may be that e-mail accounts for some of these addresses already exist, but if the wildcard
account were omitted and someone addressed a messag@dot @ccor dance. com(an

account that does not exist) instead e€hsuppor t @ccor dance. com(an account that does

exist), the message would be considered undeliverable. With the wildcard account, the message
will be delivered to some designated account atttemr dance domain.

Note: Wildcard delivery can be enabled or disabled for an existing local domain at any time.
However, a domain can only have one wildcard account associated with it at any time.

Implementing Wildcard Accounts

A wildcard account is a normal e-mail account, except for the fact that it receives all e-mail that
is sent to unknown users within a local domain. For example, if the account

j ohn. doe@ccor dance. comis defined as a wildcard account for the local mail domain

sof t war e. com then any message sent to a non-existent address wathimar e. comwill be
delivered tg ohn. doe@ccor dance. com

To set a wildcard account for a local domain, iusgbcont r ol with the

Set W | dCar dAccount option. This option takes two parameters: the domain name, and the
primary SMTP address for an existing account that will be used as the wildcard account. The
syntax is:

i mdbcontrol SetW I dcardAccount <Domai nNanme> <Pri marySMIPAdddr ess>
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Where:

Domai nNare The name of the local domain for which the wildcard account
will be created

Pri mar ySMIPAddress  The address of the e-mail account that will be used as the
wildcard account for this domain.

Assume that John Doe has been given the job of handling mail for unknown users sent to the
sof t war e. comdomain. To create a wildcard account for John, you would issue an
i mdbcont rol command as follows:

i mdbcontrol SetW | dcardAccount software.com john. doe@ccordance. com

Note: This example assumes that John Doe already has an existing account in the
accor dance. comdomain.

What will happen now is that all messages fonkhown_user >@of t war e. comwill be

delivered to John Doe’s mailbox, along with his own e-mail. In cases where the volume of mail
for unknown users is light, this might be fine. Bus éff t war e. comreceives a lot of mail for
unknown users, John Doe’s regular mailbox could fill up very quickly. And most of the mail
might be messages that John Doe doesn’t need or want to see pouring into his mailbox in a
steady stream.

An reasonable alternative might be to create an account &othewar e. comdomain called
unknown@of t war e. com You would then create the wildcard accountudoknown:

i mdbcontrol Set W I dcardAccount software. com unknown

Now, instead of having all mail for unknown users filling up his regular mailbox, John Doe could
log into theunknown account and check these messages at his own convenience.

Unsetting Wildcard Accounts

If a wildcard account has been defined for a local domain, you can disable wildcard delivery by
issuing an ndbcont rol command with th&nset W | dCar dAccount option. This key takes
only the domain name parameter as follows:

i mdbcontrol Unset WI dcar dAccount <Domai nNane>
Where:

Domei nNane  The name of the local domain for which wildcard delivery will be
disabled.

To disable wildcard delivery for theof t war e. comdomain, you would issue amdbcont r ol
command as follows:

i mdbcontrol Unset WI dcar dAccount software.com
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5.2 Envelope and Message Addressing
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An InterMail message is similar to postal mail in that it consists of both an envelope and the
actual message. Both envelopes and messages contain addresses, but their functions are very
different.

In the envelope, there are two “addresses:’RERT TGO , which is the address of the intended
recipient, and th&al L FROM , which is the address of the message’s sender. InterMail uses
these address to deliver messages to their proper recipients, however the person reading the
message never sees them.

The address lines a reader sees in a message are called “headers.” These Tocluader,

which contains the recipient’s address, armd am header, which contains the sender’s address.

A message may also contain several additional headers, includiRgpthe To: header, &c:

header, and a number of others. The headers in a message are not used to route mail. Their chief
purpose is to give the reader important information about who sent the message, who else
received a copy, and also the subject of the message.

The following illustration shows how the addresses and headers on an e-mail envelope and
message might look if they were postal mail.

To: joe.smith@software.com
From: mary.roe@software.com
Reply-To: mary

Subject: Meeting

RCPT TO: joe.smith@software.com Hi, Joe,

MAIL FROM: mary.roe@software.com Just wanted to make sure you

were all set for tomorrow’s
meeting with Marketing. Let’s talk
about it at lunch. How about 12:30
at Mario’s? My treat.

Mary

Figure 10. Envelope Addresses and Message Headers

In order for InterMail to deliver a message, the envelope’'s RCPT TO: address must be SMTP-
compliant (e.g.j ohn. doe@ccor dance. com).

InterMail provides configuration options for completing addresses and domains that are not fully
gualified—i.e., they are either missing the domain name entirely, or the domain name is
incomplete (e.g., because it consists of just a host name).
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Amongother things, the ability to complete addresses automatically offers users within the same
network the convenience of addressing messages to each other in shorthand form. For example, if
Mary Roe and Joe Smith are both users imtteor dance. comdomain, Mary would not

necessarily have to enter Joe’s full address in order to send him a message. Instead of addressing
a message fooe. smi t h@ccor dance. com she could simply send it fme. sni t h.

However, this will only work if InterMail’'s automatic address completion features are set.

5.3 Address Completion

As described in Section 5.1.3, a “complete” e-mail address consists of a username, plus a fully
gualified domain name, in the form:

mary. roe@of tware. com

For a variety of reasons, some messages may contain addresses that lack all or a portion of the
domain name, as for example:

nmary.roe@

Normally, messages addressed in this way could never be delivered, but InterMail offers several
options for completing such addresses automatically, whenever possible. But before discussing
these options, it might be useful to briefly review how envelopes and messages are addressed.

There are two types of address that may require completion:
* Addresses that contain no domain information to the right ofigign, as for example:

j oe, or
j oe@
e Addresses with only partial domain information to the right ofd@ségn, as for example:
mar y @ept une
InterMail provides the ability to automatically complete either or both of these incomplete
addresses types.

Completing Addresses With No Domains

For addresses that don’t include a domain at all, the default domain defined in the
def aul t Domai n configuration key is appended in order to create an SMTP-compliant address.
This is the most common type of address completion.

If the value fordef aul t Domai n is defined asccor dance. com then an address in either of
the following forms:

j ohn. doe, or
j ohn. doe@

would be automatically completed to read:
j ohn. doe@ccor dance. com

If the def aul t Domai n key is missing, or its value is undefined (null), InterMail will attempt to
complete the address by taking the values fot timé Ser vHost anddomai nNane
configuration keys and concatenating them as follows:

<any_user >@onf Ser vHost . donmai nNane,

© Software.com, Inc. 1997-1998 77



InterMail Operations Guide

where
any_user Any user’s username, for exampjl@hn. doe
conf Ser vHost The name of the host on which the InterMail Configuration
Server is running
domai nName The domain name used for completing addresses with partial

domains

Assume a scenario where there is no settingdbaul t Domai n, but the values for
conf Ser vHost anddonmi nNane are set tmept une andsof t war e. comrespectively. In this
case, InterMail will complete John Doe’s address as follows:

j ohn. doe@ept une. sof t war e. com

InterMail uses this as a backup method for address completion, just in cdesleaindt Donmai n
is specified; however, there is no guarantee that mail for John Doe could be delivered to this
address.

Note: Thisisan unusual scenario, sincein most cases, there will always be a valid setting for
def aul t Domai n.

Completing Addresses With Partial Domains

InterMail also offers an option for completing recipient addresses that contain only partial
domains. For example:

mary. roe@enus

In this example, a message is sent to Mary Roe using only a partial domain (in this case, a host
name) in the address.

To complete partial domain addresses, InterMail uses the value definedibmtienName
configuration key. If the value fatomai nNane were set taof t war e. com a message
addressed toar y. r oe@enus would be completed to read:

mary. roe@enus. software. com

5.3.1 Address Completion Options

The are some options for address completion that provide this feature with added flexibility. You
can have InterMail:

» Complete all recipient addresses as needed
* Bounce all messages with incomplete recipient addresses
» Complete recipient addresses only when the sender is a local user

These methods apply both to completion of addresses with no domains and completion of
addresses with partial domains.

The two configuration keys that play a role in address completion methocksnarg cal i ze
andconpl et i onMet hod.
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canonicalize

Thecanoni cal i ze configuration key is used to complete an envelopiald. FROM address
if that address is incomplete. Wheanoni cal i ze is set ta r ue, incomplete MAI L FROM
addresses are completed using the value siifiaul t Donmi n or donai nNane, exactly as
specified earlier in Section 5.3.d&noni cal i ze is set tdf al se, incompleteVAl L FROM
addresses will not be completed.

completionMethod

Theconpl eti onMet hod configuration key is used to specify a completion method for any
incomplete addresses other than the envelap@’'s FROM address. There are three methods to
choose fromdef aul t , sender andbounce.

» Thedefaul t setting means that incomplete addresses are completed using the values
specified indef aul t Donmai n or donai nNane.

* Thebounce setting means that incomplete addresses are not completed at all. Instead,
messages whose addresses are in the form:
j ohn. doe
j ohn. doe@ or
j ohn. doe@ept une
are bounced back to the sender.

» Thesender setting means that incomplete addresses are only completed theFROM
envelope address contains a known domain (i.e., a domain that is specified in the ISD as
local, non-authoritative, or rewrite)

If the domain in théAl L TO address is known to InterMail, then the incomplete address is
completed using the domain name that appears ikithe FROM address.

Using the “sender” option

Theconpl eti onMet hod key'ssender option is a bit more complex thaef aul t and
bounce, so an example of how it can be used might be helpful.

Assume software.com and accordance.com are both known domains, and the value in the
conpl eti onMet hod configuration key is set toender .

Mary Roe works fosof t war e. comwith Joe Smith, whose e-mail address is

j oe@of t war e. com John Doe works atccor dance. comwith Joe Jones, whose e-mail
address i$ oe@ccor dance. com Both Mary and John send messages addressed simply to:
Joe. The envelope information on Mary’s message appears as follows:

RCPT TO joe
MAIL FROM mary@oftware. com

The envelope information on John Doe’s message is as follows:

RCPT TO joe
MAI L FROM john@ccor dance. com

InterMail recognizes that boRRCPT TO addresses are incomplete, and attempts to complete
them via thesender method specified in theonpl et i onMet hod configuration key.
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When completing theCPT TO address for Mary’s message, InterMail compares the domain in
herMal L FROM address (i.esof t war e. com to its list of known domains. The domain

sof t war e. comis recognized as a known domain, meaningdbatier -based address

completion should take place. Therefore, the domain name in M#yls FROM address is

used to complete the incompl&¥ePT TO address. The resulting envelope information is
completed as follows:

RCPT TO joe@oftware.com
MAI L FROM nary.roe@oftware. com

However, when InterMail performs the same type of address completion on John’s message, it
uses the domain in Johri#l L FROM address when performing the test for address completion
and when completing tHRCPT TO address. As a result, the envelope information is completed
as follows:

RCPT TQO joe@ccordance. com
MAI L FROM john@ccordance. com

Despite the fact that both messages were addresged tthey were completed differently
based on the sendefMsl L FROM address.

5.4 Rewriting Incoming Mail

Every message, whether addressedltea user or destined for aemote recipient is initially
considered incoming mail. Only after the rules for incoming mail have been applied are
additional checks made to determine if a message'’s final destination is local or remote.

InterMail provides the ability to do both domain and header rewriting for incoming mail.

Header rewriting does not reroute mail in any way. It is used primarily to clean up the addresses
readers see in messages, and also to hide proprietary origination addresses when necessary.

Domain rewriting, which modifies the domain portion of envelope addresses, reroutes mail
destined for one domain to another domain.

The sections that follow discuss header and domain rewriting in detail.

5.4.1 Header Rewriting for Incoming Mail

Header rewriting for incoming mail affects message headers only, leaviRgRtheTO and

MAI L FROM envelope addresses untouched. No matter which incoming headers are rewritten,
messages are still delivered exactly as specified by the unaRePgdTO address in the

message envelope.
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Identifying which headers should be rewritten

The first step in rewriting incoming headers is to tell InterMail which headers you want to
rewrite. This is done using thewr i t eHeader Li st configuration key.

There are six header types, any of which can be rewritten:
To:

Cc:

Bcc:

Repl y- To:

From

Sender :

You can choose to rewrite one or any combination of these headers, or else you can do no header
rewriting at all.

Rewriting Incoming Header s
To have InterMail rewrite th&o: From andCc: headers, do the following:

e Useintonfedit tosetthe ewiteHeaderLi st configuration key as follows:
[*Inta/rewiteHeaderList: [To:]

[Cc:]

[ From]
This setting does not necessarily mean that InterMailanttbmatically rewrite theTo: , Cc: and
From headers for every incoming message. It simply means that these headerslwgiblee
for rewriting if certain other conditions are met. These conditions are described in the next
sections.

Note: Anull valueinrew it eHeader Li st meansthat no header rewriting for incoming
message will be done, regardless of any other settings.

Selecting a rewriting method

Once you have selected the headers that will be eligible for rewriting (as defined in
rew iteHeader Li st), you must now select a rewritimgethod for these headers. There are
two choices here. You can:

* Reuwrite eligible headers using the primary SMTP addresses of local users (those users who
have accounts on the InterMail System)

» Reuwrite eligible headers using rules specified in a rewrite domain
You can elect to use one or both of these methods.
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Rewriting headerswith primary SM TP addresses

To rewrite eligible headers for incoming mail with local users’ primary SMTP addresses, use
i rconf edi t to set the value of theewri t ePri mary configuration key tor ue.

Now, if a message for Mary Roe in thef t war e. comdomain arrives addressed to her alias
address as follows:

mar y @of t ware. com
its To: header would be rewritten with Mary Roe’s primary SMTP address, so that it reads:
mary. roe@of tware. com

Primary SMTP header rewriting can only occur if there is an account in the ISD for this user. If
no account (and therefore, no primary SMTP address) is found, then no rewriting for eligible
headers is done.

Rewriting header swith rewrite domain rules

To rewrite eligible headers for incoming mail using a rule defined in a rewrite domain, use
i rconf edi t to set the value of theewr i t eDomai ns configuration key tar ue.

Assume you had a rewrite domain whose rule specified that all mail addressed to any user in the
accor dance. comdomain should be rewritten to that same user i tfie war e. comdomain.
Now, if a message for John Doe arrives addressed as follows:

j ohn. doe@ccordance. com,
its To: header would be rewritten as follows:
j ohn. doe@of t ware. com

Remember that this form of rewriting affects only message headers, REIPE TO
envelope address.

Domain header rewriting can only occur if there is an applicable rewrite domain. If no rewrite
domain is found in the 1SD, then no domain rewriting for eligible headers is done.

Using both methods

If the values for ewri t ePri mary andr ew i t eDomai ns areboth set tot r ue, InterMalil first
checks to see if there is an account for this user. If there is, it rewrites eligible headers with the
user’s primary SMTP address and does no further rewriting.

If no account (and, hence, no primary SMTP address) is found, InterMail next checks for an
applicable rewrite domain. If a rewrite domain exists, the domain portion of eligible headers is
rewritten according to the rule specified in the rewrite domain. If no applicable rewrite domain is
found in the ISD, no rewriting of eligible headers is done.

If the values forewri t ePri mary andr ew i t eDomai ns areboth set tof al se, then no header
rewriting will be done, regardless of which headers are specifieevni t eHeader Li st .
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Note: Both these methods of header rewriting are never done on the same header address.
Primary rewriting is attempted first. If it succeeds, no further rewriting is attempted.
However, individual headers within the same message may be rewritten differently. For
example, the To: header might pass the test for primary rewriting, but the Cc:  header
may fail that test but pass the test for domain rewriting. Meanwhile, the Bcc header may
fail bothtests not be rewritten at all.

Controlling “when” headers are rewritten

In addition to choosing a method for rewriting eligible headers (as explained in the previous
section), you can also determine the circumstances under which ligible headers will be
rewritten. Y ou can:

» Rewrite eigible headers only for those messages that have been handled by lessthan a
specified number of mail servers

* Rewrite dligible headers only if the sender of the messageisin aknown domain that is
hosted by InterMail

Using MTA hopsto limit header rewriting

In certain cases, you may wish to rewrite eligible headers only if a message has passed through
fewer than a specified number of mail servers. Each time a message passes through another mail
server, it is called an “MTA hop.” The total number of MTA hops a message has taken is
determined by the number of “received” lines it contains.

To rewrite only those eligible headers for messages that have been handled by less than a
specified number of mail servers, useonf edi t to bring up the configuration database and
change the value of thewr i t eMaxM aHops configuration key. For example, setting the key as
follows:

/[*IntalrewiteMaxM aHops: [ 2]

would mean that eligible message headers would not be rewritten if the message has passed
through more than two mail servers.

Limiting rewriting based on whether the sender of the message is “local”

To limit eligible header rewriting to messages that originate from aloca sender, use imconfedit
to set thevalue of therewr i t eOnl yLocal configuration key tot r ue. With this setting, eligible
header rewriting for incoming mail will limited those messages whose senders are in domains
that are hosted by InterMail.

If thiskey issettof al se, rewriting of eligible headers occurs regardless of whether the sender
isknown to InterMail or not.
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Saving the Original Header Information

Another option for header rewriting allows you to save the original headexs@in gi nal
format) as part of the message. To save the original headers in the messageonisedi t to
set the value of theewr i t eSaveOri g configuration key ta r ue. If the value of this key is set
tof al se, original headers will not be saved.

Incoming message header rewriting example

At this point, it may be useful to illustrate a brief example of how these header rewriting features
work together.

Assume that you want to rewrite only the headers for incoming mail. Furthermore, assume
that you want to rewrite these headers with users’ primary SMTP addresses, and that you will
rewrite eligible headers only when message senders are local. Finally, you will not save the
original headers as part of each message.

To achieve these results, you would useonf edi t to do the following:

1. Enter the eligible header in thewr i t eHeader Li st configuration key (e.qg.
rewiteHeaderList [To:]

Set the value of theewr i t ePri mary configuration key tar ue.
Set the value of theewri t eOnl yLocal configuration key tar ue.

Set the value of theewr i t eSaveOri g configuration key td al se.

5.4.2 Incoming Mail Header Rewriting (Global View)

The following diagram provides a “bird’'s eye view” of how these features work together. The
numbered steps indicate the sequence in which InterMail performs the various checks required to
rewrite incoming mail headers.
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1. ChecktheewiteHeaderLi st configuration key. This key indicates the headers on
incoming mail that are specified (eligible) for header rewriting.

If one or more headers is listed in thear i t eHeader Li st configuration key, those
headers are eligible for rewriting. Continue with the header rewriting operation.

If the value of the ewr i t eHeader Li st configuration key is null, no header rewriting

will be performed. Go to Step 10.

2. Check the ewr i t eMaxM aHops configuration key. This key restricts application of desired
header rewriting on incoming messages. Compare the number of received lines in the
message header with the value set in#he i t eMaxM aHops key.

If the number of received lines is less than or equal to the value of the
rew it eMaxM aHops key, the header rewriting operation can proceed. Go to Step 10.

If the number of received lines exceeds the value of ¢hei t eMaxM aHops key, the
message headers cannot be rewritten.

3. Check theval L FROM address on the envelope for SMTP compliant formatting.

If the MAI L FROM address on the envelope is SMTP compliant, the header rewriting
operation can proceed. Go to Step 5.

If the MAI L FROM address on the envelope is incomplete, determine if address
completion is desired. Go to Step 4.

4. Check theanoni cal i ze configuration key. This key determines whether or not
incomplete MAI L FROM addresses should be completed.

If the canoni cal i ze configuration key is set to false, address completion is not
performed.

If the canoni cal i ze configuration key is set to true, tMal L FROM addresses are
completed (typically with the value in tlief aul t Donai n configuration key).

5. Check theewitenl yLocal configuration key. This key further restricts application of
desired header rewriting for incoming mail.

If the value of the ewri t eOnl yLocal key is set to false, continue with the rewrite
operation.

If the value of the ewri t eOnl yLocal key is true, and the domain in thial L FROM
address on the message envelope matches one of the known domains specified in the
ISD, the header rewriting operation can proceed.

If the value of the ewri t eOnl yLocal key is true, but the domain in tMal L FROM
address on the message envelope does not match one of the known domains specified in
the ISD, no header rewriting is done. Go to Step 10.

6. Check if addresses in eligible headers require completion. Only the addresses which appear
in eligible headers (those listed in thewr i t eHeader Li st key), are checked for address
completion.

If the address in the eligible header is complete, address completion is not performed.

If the address in the eligible header is incomplete it is completed (typically with the
domain identified in thelef aul t Domai n configuration key).
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Note: At this point, the treatment of the various headers within a message may differ. The
addresses in some eligible headers may require completion, while others may not; and
still others may be ineligible for address completion (because they are not specified in
thelist of eligible headers established viathe r ewr i t eHeader Li st key).

7. ChecktheewitePrimary configuration key. This key indicates whether or not primary
address rewriting is desired for headers on incoming messages.

» Ifthe value of the ewri t ePri mary key is set to false, no primary address writing is
done and all eligible message headers (those listed irethe t eHeader Li st key) are
subject to a further test for domain rewriting (go to Step 8)

e Ifthe value of the ewr i t ePri mary key is set to true, all eligible message headers
(those listed in theewriteHeaderList key) are examined for primary address rewriting.

» Ifthe address in an eligible header matches an address in any account in the
Integrated Services Directory (whether it matches a primary address or SMTP alias
address), the address in the eligible header will be replaced with the primary address
for the account in which the match was found.(go to Step 9).

» If the address in an eligible header does not match any address in any account in the
Integrated Services Directory, the header will be subject to a further test for domain
rewriting (go to Step 8).

Note: Again, at this point, the treatment of the various headers within a message may differ.
Some may pass this test and be rewritten, others that were eligible for rewriting may fail
and be subject to further rewriting tests, and still others may be ineligible for rewriting
of any sort (because they were not specified in the list of eligible headers established via
therew i t eHeader Li st key).

8. Check the ew i t eDomai ns configuration key. This key indicates whether or not domain
rewriting is desired for headers on incoming messages.

e If the value of the ewr i t eDomai ns key is set td al se, no domain writing is done. Go
to Step 10.

» If the value of the ewr i t eDonmi ns key is set ta r ue, all eligible message headers
(those listed in theewr i t eHeader Li st key) are examined for domain rewriting.

Only those addresses (in designated headers) whose domain matches an established
rewrite domain are subject to this type of rewriting. The domain used for rewriting is the
replacement value indicated by the rewrite domain entry in the ISD.

» If the address in an eligible header includes a domain that matches a rewrite domain
established in the Integrated Services Directory, the domain in the eligible header is
overwritten with the replacement value indicated for the rewrite domain (go to
Step 9).

« If the address in an eligible header includes a domain that does not match any of the
rewrite domains established in the Integrated Services Directory, no domain
rewriting is performed on the header (go to Step 9).

Note: The various headers are considered individually. As a result, some may be rewritten
while others are not.
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9. ChecktheewiteSaveOi g configuration key. This key determines whether or not a
record of the original header information should be saved.

» Ifthe value of the ewr i t eSaveOri g key is set td al se, none of the original header
information is saved (go to Step 10).

» Ifthe value of the ewr i t eSaveOri g key is set ta r ue, a newx- Header is added
with the original header information as its value. (go to Step 10).

All incoming mail is subject to checks for both header and domain rewriting. Once the check for
header rewriting are complete, the checks for domain rewriting begin.

This scenario is continued in Section 5.4.4, beginning with Step 10.

5.4.3 Domain Rewriting for Incoming Mail

Domain rewriting for incoming mail affects only tRePT TO. address in the envelope. If the
RCPT TO address is, in fact, rewritten, it means that the message will also be rerouted. This is
very different from header rewriting for incoming mail, whatdes not in itself reroute

messages.

Domain rewriting is done automatically, whenever a rule specified in one of the ISD’s rewrite
domains matches the domain portion of incoming mess&ge’®s TO. address. When such a
match is found, the domain portion of the envelo®€BT TO address is rewritten, and the
message is rerouted to the recipient in the new domain. See Section 5.1.2, and ategr dbexl
Services Directory Guide for discussions of rewrite domains.

Unlike other types of rewriting, there are no configuration keys to set for incoming mail domain
rewriting. All that is required is a rewrite domain match in the ISD.

5.4.4 Incoming Mail Domain Rewriting (Global View)

88

The following diagram continues the scenario illustrated in Section 5.4.2, beginning with Step
10. The numbered steps indicate the sequence in which InterMail performs the various checks
required for domain rewritingfter it has completed the checks for incoming mail header
rewriting.
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10. Check th&CPT TO envelope address to see if it is complete.

If RCPT TQ is complete, go to Step 11.

If RCPT TQ isnot complete, complete it (typically using the value set in the
def aul t Domai n configuration key). Go to Step 11.

11. Check the compleRCPT TO address on the envelope against the rewrite domains
identified in the Integrated Serves Directory (ISD). This controls envelope address rewriting
for incoming mail.

If the domain in th@&PT TO address matches a rewrite domain established in the
Integrated Services Directory, the domain inRIBT TO address is overwritten with
the replacement value indicated for the rewrite domain. Go to Step 12.

If the domain in th&kCPT TO address on the envelope does not match any of the
rewrite domains established in the Integrated Services Directory, no envelope address
rewriting is performed. Go to Step 12.

Note: At this point the RCPT TO: addresses for all envelopes destined for local delivery

will include a domain which is either local or non-authoritative.

12. Check th&CPT TO address on the envelope against the local domains identified in the
Integrated Serves Directory (ISD).

If the domain in th@PT TO address on the envelope matches a local domain
established in the Integrated Services Directory, the address is looked up in the ISD. Go
to Step 13.

If the domain in th&kCPT TO address on the envelope does not match any of the local
domains established in the Integrated Services Directory, go to Step 14.

13. Check th&CPT TO address on the envelope against the account addresses in the Integrated
Serves Directory (ISD).

90

If the RCPT TQ address on the envelope is an exact match for an address in the
Integrated Services Directory, deliver the message to the appropriate local mailbox (the
mailbox associated with the account in which the matching address was found).

If the RCPT TQ address on the envelope does not match any of the addresses in the
Integrated Services Directory, but there is a wildcard account specified for the domain
used in theRCPT TQO address, the message is delivered to the wildcard account.

If the RCPT TQ address on the envelope does not match any of the addresses in the
Integrated Services Directory, and there is no wildcard account specified for the domain
used in theRCPT TO address, the recipient is considered an unknown user and the
message is handled according to the instructions set &r the -

Action/acct I nval i dUser configuration key.
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14. Check th&CPT TO address on the envelope against the non-authorized domains identified
in the Integrated Serves Directory (ISD).

» If the domain in th&kCPT TO address on the envelope matches a non-authorized
domain established in the Integrated Services Directory, go to Step 15

» If the domain in th&kCPT TO address on the envelope does not match any of the non-
authorized domains established in the Integrated Services Directory, set the routing host
using the value of the domain in tREPT TO. address. Go to Step 16.

Note: The routing host is established at the point a message is determined to be outgoing mail
(i.e., mail destined for delivery to an external mail host). The routing host identifies the
external host to which this message should be passed. The value of the routing host is
independent of the domain contained in the RCPT TO: address on the message envel ope.

15. Check th&CPT TO address on the envelope against all addresses stored in the ISD
(primary or alias).

e Ifthe RCPT TO address on the envelope matches an address in the ISD, deliver the
message to the local mailbox associated with that account.

» Ifthe RCPT TO address on the envelope does not match any of the addresses in the ISD,
set the routing host using the value of the Relay Host associated with the non-authorized
domain. Go to Step 16.

At this point all local delivery is complete. Any remaining messages are considered outgoing
mail. Outgoing mail is subject to a separate series of routing and rewriting checks.

This scenario is continued in Section 5.5.6, beginning with Step 16.

5.5 Rerouting and Rewriting Outgoing Mail

Outgoing mail is defined as mail whose final destinationrianamte mail server. InterMail
provides features for rewriting outgoing mail headers, rewriting domains, and also for rerouting
outgoing mail.

Although supplemented by other configuration keys, the principal control for outgoing mail
rewriting and rerouting is theri | Rout i ngTabl e configuration key.

5.5.1 The Mail Routing Table

Normally outgoing mail is routed using the MX records in DNS, or by delivering a message to
the actual host name specified in the envelope address. The SMTP Mail Routing Table offers
another routing option that you can use to override normal delivery.

A single entry in the Mail Routing Table consists of one required element and two optional
elements, with each having a different routing or rewriting function for outgoing mail.
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The three elements of the Mail Routing Table entry are:

e The routing host elemelikrt g. host >: <new. rt g. host >), which is used to route malil
from one host to another, without changing envelope addresses or message Tigaders.
element isrequired for each Mail Routing Table entry.

» The optional header rewriting elemephéader - rew i t e] ), which may be used to specify
header rewriting for outgoing mail.

e The optional domain rewriting elemeijt @wr i t e- domai n=new. domai n] ), which may be
used to specify domain rewriting for outgoing mail.

Entries in themai | Rout i ngTabl e configuration key have the following syntax:
<rtg. host>: <new.rtg. host> [header-rewite] [rewite-domi n=<new. donmai n>]

Where

<rtg. host> Specifies the current destination (the routing host to
which the outgoing message is initially directed).

<new. rtg. host > Specifies the desired destination to which the
outgoing message will be rerouted.

header-rewite An optional entry indicating that header rewriting is
desired for outgoing mail. This impacts only the
message headers.

rewite-domain An optional entry indicating that domain rewriting
is desired.

=<new. domai n> Specifies the new domain name which will replace

the original in theRCPT TO address.

Note: Domain rewriting for outgoingmail has nothing to do with rewrite domainsin the ISD.
It is specified only in the Mail Routing Table.

The Mail Routing Table is highly flexible, so the discussion of this feature is somewhat complex.

5.5.2 Rerouting Mail

Rerouting of outgoing messages is controlled by<they. host >: <new. r t g. host > element
in a Mail Routing Table entry. The purpose of rerouting is simply to redirect mail from one host
to anotherwithout rewriting anything.

A single routing host entry in the Mail Routing Table might look like this:
/*/ ntalmail Routi ngTabl e: [venus. software. com gat eway. com

This setting specifies that any message that would normally be delivered to a host called
venus. accor dance. comwill, in fact, be delivered to a machine callgat eway. com

92 © Software.com, Inc. 1997-1998



Mail Routing

How Rerouting Entries are Matched

The Mail Routing Table can have multiple entries, with each one specified on its own line, and
within its own set of square brackets. For example

/*/ ntal mail Routi ngTabl e: [venus. software. com gat eway. com
[*.software. com i nternal _server. conj
[default:firewall.coni

Each of the above entries has a different effect:

» The first entry affects only those messages destined for the host whose full name is
venus. sof t war e. com These messages are rerouted to another host gatleday. com

* The second entry uses a wildcard (*) for pattern matching. It specifies that all mail initially
destined for<any host >. sof t war e. comwill be rerouted ta nt er nal _server.com

This pattern matching means that mail sent to (for examplejury. sof t war e. comor
nept une. sof t war e. comwill be rerouted ta nt er nal _server.com

Note: Mail sent simply to sof t war e. comwould notbe rerouted in this scenario. Thisis
because *. sof t war e. comrequires that somehost name appear before
sof t war e. com In other words, a three part nameisrequired for a match.

» The third entry usedef aul t to indicate that all messages &y host will be rerouted to
the host calledi r ewal | . com No pattern matching of any kind is done.

Of these three entries, the first is the most specific, since it stipulatesthatessages destined
for venus. sof t war e. comwill be rerouted t@at eway. com(i.e., a literal match is required).
The third entry is the most general, since it stipulates that messages destargchfmst will be
rerouted tdi rewal | . com

Taken as a whole, the example table gives InterMail the following rerouting instructions:
1. First, reroute all mail destinegdecifically for venus. sof t war e. comto gat eway. com

2. Next, reroute messages destined for any other nanofiedvar e. comhost (i.e.,
* . sof twar e. con) to the host callednt er nal _server. com

3. Finally, reroute mail destined for all other hosts (regardless of host name) to the machine
calledfirewal | . com

How Rerouting Entries are Read
Multiple entries in the Mail Routing Table are read from top to botfimy are not read from
most specific to least specific! In other words, the first possible match found is the one used.

This is an important fact to keep in mind, because table entries that are not specified in the
correct order may yield undesired results.

To help illustrate this point, let's begin with the same Mail Routing Table previously described:

/*/ ntal mail Routi ngTabl e: [venus. software. com gat eway. com
[*.software. com i nternal _server. conj
[default:firewall.coni

When InterMail reads this table to see if an outgoing message requires rerouting, the entry it will
to match isrenus. sof t war e. com(just because it is the first one in the list).
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Now, assume thRCPT TQ address in an outgoing messagjedis@of t war e. com (the
routing host portion beingof t war e. com)

Since thevenus. sof t war e. comentry requires aexact match to do rerouting, InterMail
ignores it and moves down to the next entry in the table.

The second table entry.(sof t war e. com i nt er nal _ser ver. com) does not create a match
either (i.e., there is nothing jroe@of t war e. comto substitute for the wildcard ) in the table
entry). So InterMail also ignores this line and moves on to the final entry in the Mail Routing
Table.

The final entrydoes create a successful match, sindef‘aul t ” specifiesany possible host.
This being the case, InterMail reroutes the messageota@ of t war e. comto the
firewal | . comhost machine (with no changes to the envelope address or message headers).

How incorrect table entries can misroute mail

The following examples helps show how an incorrectly ordered Mail Routing Table can produce
unintended results. Assume that the order of the entries in our previous example is reversed:
[*/ ntalmail Routi ngTabl e: [default:firewall.coni

[*.software. com i nternal _server. conj
[ venus. sof t war e. com gat eway. conj

Here thedef aul t entry would always be read first, and every outgoing message would be
rerouted td i rewal | . com Since every host name would be an acceptable matdeffanl t ,
no further entries in the Mail Routing Table would ever be read.

The following example presents a more complex situation that would also produce incorrect
rerouting:
/*/ ntal mail Routi ngTabl e: [*.software.cominternal _server.conj

[ venus. sof t war e. com gat eway. conj
[default:firewall.coni

The problem here is that messages destinedeious. sof t war e. comwill never be rerouted to
gat eway. com as the second entry in the table stipulates. This is betagsét war e. comis
the first entry in the Mail Routing Table. That means it will be read first—and, since
venus. sof t war e. comis a match for. sof t war e. com messages destined for

venus. sof t war e. comwill be rerouted to nt er nal _ser ver. com rather than to

gat eway. com

All messages for other. sof t war e. commatches (e.gnept une. sof t war e. com and
sat ur n. sof t war e. com) would be correctly rerouted tot er nal _server. com

But if venus. sof t war e. comis to be a successful exception to the pattern matching rule
defined by*. sof t war e. com thenvenus. sof t war e. commust be listedbefore

* sof t war e. comin the Mail Routing Table. This way, outgoing messages destined for
venus. sof t war e. comwill first be matched against thvenus. sof t war e. comentry in the
Mail Routing Table, and be correctly reroutedyta eway. com
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Rule-of-thumb for Mail Routing Table Entries

You should always enter the mapecific rerouting instruction first, and work your way down to
the most general.

Note: If the mai | Rout i ngHost configuration key ismissing, or if itsvalueisnull, it means
that DNSwill be used deliver all mail destined for external hosts.

5.5.3 Header Rewriting for Outgoing Mail

Rerouting mail from one host to another (as described in Section 5.5.2) in itself does nothing to
rewrite message headers or the domain portion of envelope addresses. It simply resets the routing
host (the destination to which the message will be passed).

Taken by itself, the Mail Routing Table entry
/*/ ntalmail Routi ngTabl e: [venus. software. com gat eway. com
reroutes all messages destinedfenus. sof t war e. comto gat eway. com But, the headers

and envelope address remain unchanged. For example, a message addressed in the following
manner:

j oe@enus. sof t ware. com

would be delivered to thgat eway. comhost, but Joe will still see the original headers when he
reads the message.

There are two additional steps you must take in order to rewrite message headers for outing mail:
» Add the header-rewr it e option to the Mail Routing Table entry

» Define a list of headers that are eligible for rewriting. This step is similar to the one
described for incoming mail header rewriting (see Section 5.4.1). However, in this case you
will define the eligible headers in thewr i t eGat ewayHeader Li st configuration key.

Adding the header rewriting element to a Mail Routing Table entry

To add header rewriting for the table entry that reroutes messagegenom sof t war e. com
to gat eway. com you would enter the following line in the Mail Routing Table:

/*/ ntal mai | Routi ngTabl e: [venus. sof t ware. com gat eway. com header -
rewitej

Adding theheader -rewr i t e element after the rerouting element specifies that header rewriting
is desired for all outgoing mail that is rerouted freemus. sof t war e. comto gat eway. com
however header rewriting will not occur unless you have defined some headers that will be
eligible for rewriting.

Defining the headersthat are digible for rewriting on outgoing mail

To define the headers that will be eligible for rewriting, use e i t eHeader Gat ewaylLi st
configuration key. You can request rewriting for one or more of the following headers:
To:

Cc:

Bcc:

Repl y- To:

From

Sender :
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Each header must appear on its own line, within its own set of square brackets. To rewrite
outgoingTo: , Cc: and From headers, do the following:

* Useintonfedit to setthe ew iteGat ewayHeader Li st configuration key as follows:
/[*/malrewiteGat ewayHeaderList: [To:]
[Cc:]
[ From]
This setting does not necessarily mean that InterMailanttbmatically rewrite the outgoing
To:, Cc: andFrom headers for every incoming message. It simply means that these headers
will be digible for rewriting if theheader -rewri t e element is added to the Mail Routing
Table entry for which header rewriting is desired.

When both of these conditions are met, InterMail checks the addresses of qualifying messages
(those the Mail Routing Table says require host rerouting). If an address in the eligible headers is
found in an account that appears in the |8fdthere is a forwarding address for that account),

the eligible header is rewritten with the forwarding address. If all of these conditions are not met,
no rewriting is done for that header.

Note: Rewriting of outgoing headers can only be done if the eligible header matches an
addressin the ISD and a forwarding address has been established for that account.

Rewriting header swithout rerouting outgoing mail to another host

Header rewriting for outgoing mail requires an entry in the Mail Routing Table. But suppose you
want to rewrite headers without rerouting mail from one host to another? To do this, create a
Mail Routing Table entry that routes mail from a named host to itself, then perform the rest of
the header rewriting steps outlined in this section.

The syntax for this would be:
/*/ ntal mail Routi ngTabl e: [ <Host A>: <Host A> header-rewite]

For example, the following entry requests header rewriting for all eligible headers in outgoing
mail destined for thgat eway. comhost. But, sincgat eway. comroutes back to itself, no

actual rerouting is ever done. All that happens is that eligible headers are rewritten when all the
rewriting requirements are met:

/*/ ntal mai | Routi ngTabl e: [ gat eway. com gat eway. com header-rew it e]

You can set up a Mail Routing Table that requests header rewriting for some entries, but not for
others. For example, following table:
/*/ mtal mai | Routi ngTabl e:
[ venus. sof t war e. com gat eway. com header-rew it e]

[*.software.cominternal _server.com header-rewite]
[defaul t:firewall.coni

specifies that eligible headers will be rewritten for all outgoing messages that are rerouted from
venus. sof t war e. comto gat eway. com and also for those messages that are rerouted from

*. sof twar e. comtoi nt er nal _server. com However, all other rerouted mail (those
messages that are rerouted ito ewal | . com) will not have their headers rewritten.
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5.5.4 Domain Rewriting for outgoing mail

The final option in the Mail Routing Table is to use domain rewriting. This is roughly equivalent
to the idea of using ISD rewrite domains for incoming mail (see Section 5.1.2). However, in the
case ofoutgoing messages, InterMaibes not check the ISD for rewrite domain values. Instead,
you specify the rewrite domain values right in the Mail Routing Table.

To specify domain rewriting for outgoing mail, you would use the last optional element of a Mail
Routing Table entry:

[rewite-domai n=<new. domai n>]

where
rewite-domain Indicates that domain rewriting is desired.
=<new. domai n> Specifies the new domain name (to which the

original will be rewritten).

The Mail Routing Table syntax to add domain rewriting for outgoing mail is:
mai | Rout i ngTabl e: [ <host A>: <host B> rew it e- domai n=<new. domai n>]
The following example specifies that outgoing messages destined for the host called

venus. sof t war e. comshould be rerouted to the host caltgd eway. com In addition, it tells
InterMail to rewriteRCPT TO: addresses in messages to include a different domain name:

/*/ mal mai | Routi ngTabl e:
[ venus. sof t war e. com gat eway. com rewri t e- donai n=sof t war e. conj

Remember that, while domain rewriting for outgoing mail changeR@be TO address in the
envelope, it does not override the rerouting instructions specified in the
<rtg. host >: <new. rt g. host > portion of a Mail Routing Table entry.

Domain rewriting also has no effect on either an envelog&’'s FROM address or on the
message headers.

Domain rewriting without rerouting outgoing mail to another host

Just as with header rewriting, domain rewriting for outgoing mail requires an entry in the Mail
Routing Table. But as with the header rewriting option, you can specify domain rewriting for
outgoing mailwithout having to reroute this mail to another host.

To do this, create a Mail Routing Table entry that routes mail from a named host to itself, then
specify domain rewriting as you normally would.

The syntax for this would be:
[ <Host A>: <Host A> rewr it e- domai h=<new. donai n>]
For example, the following entry specifies that outgoing mail for accordance.com have the

domain portion of th&@ PT TO address rewritten teof t war e. com However, the routing
host will not change:

/*/ mal mai | Routi ngTabl e:
[ accordance. com accor dance. com rew it e- dormai n=sof t war e. com

© Software.com, Inc. 1997-1998 o7



InterMail Operations Guide

You can set up a Mail Routing Table that requests domain rewriting for some entries, but not for
others. For example, the table defined as:

/*/ ntal mai | Routi ngTabl e: [ venus. accor dance. com gat eway. conj
[*.accordance.comfirewal | .comrewite-domai n=sof tware. com

specifies that mail for the hogénus. accor dance. combe rerouted to the host called

gat eway. com without any domain rewriting. It then specifies that outgoing messages destined
for *. accor dance. comshould be rerouted to ttiér ewal | . commachineand have the

domain portion of theiRCPT TO addresses rewritten sof t war e. com

5.5.5 Using All the Mail Routing Table Elements Together

The flexibility of the Mail Routing Table allows you to combine all its elements into a single
entry, so that you can reroute outgoing messages from one routing host to another, while also
rewriting headers and domains.

In this example, the goal is to reroute all outbound messages faxdhedance. comhost to
thesof t war e. comhost, while simultaneously rewriting thie: , Cc: andFrom message
headers and also the domain portion of the envel®@#s TO addresses. The procedure for
doing this is as follows:

1. Usingi ntonf edi t, create an entry in the Mail Routing Table that reads:

/*/ mal mai | RoutingTabl e
[ accordance. com sof t ware. com header-rewrite
rewite-donmi n=sof t ware. coni

2. Usingi ntonf edi t, set the ew i t eGat ewayHeader Li st configuration key as follows to
make theTo: , CC. andFrom outbound message headers eligible for rewriting:
[*IntalrewiteGat ewayHeaderList: [To:]

[ From]
[Ce:]

5.5.6 Outgoing Mail Rerouting and Rewriting (Global View)

98

The following diagram continues the scenario illustrated in Sections 5.4.2 and 5.4.4, beginning
with Step 16. The numbered steps indicate the sequence in which InterMail performs the various
checks required for rerouting and rewriting headers for outgoing mail.
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Headers
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external mail host

(21)

Figure 13. Rerouting and Rewriting for Outgoing Mail

© Software.com, Inc. 1997-1998

Rewriting Outgoing Mail

Mail Routing

99



InterMail Operations Guide

16. Check the routing host against the entries im#tié Rout i ngTabl e configuration key.
Find the first match between the routing host and the leftmost portion of a Mail Routing
Table entry.

For the sake of this discussion, Mail Routing Table entries are identified as follows:
<rtg. host>: <new.rtg. host>[header-rewite] [rewite-domai n=new. domai n]

» If the current routing host does not match any of the routing hosts in the leftmost portion
a Mail Routing Table entry (thet g. host portion), no rewriting of the outgoing
message occurs. Go to Step 21.

» If the current routing host matches one of the routing hosts listed in the leftmost portion a
MRT entry (the <t g. host > portion), the destination of the message is changed. The
new destination address is the value in thews rt g. host > portion of the MRT entry.

This modification of the intended destination changes the value of the routing host only;
it does NOT result in any changes to envelope or header addressing! Go to Step 17.

Note: Theentriesin the Mail Routing Table are order dependent. The tableisread fromtop to
bottom, and the first match found is the one that takes precedence.

17. Check the selected entry in the | Rout i ngTabl e configuration key to see if header
rewriting is desired (i.e., theeader -rewr i t e option is being used).

» If the selected Mail Routing Table entry (as identified in Step 16) includes the
header-rew it e option, go on to check for headers to be rewritten in Step 18.

» If the selected Mail Routing Table entry (as identified in Step 16) does not include the
header-rew it e option, skip header rewriting for outgoing mail and go on to Step 20
(to check domain rewriting).

18. Check message headers against the entriesiievihét eGat ewayHeader Li st
configuration key. The entries in this key define the outgoing mail headers that are eligible
for header rewriting.

» If none of the headers in the message are listed inethe t eGat ewayHeader Li st
key, then skip header rewriting for outgoing mail and go on to Step 20 (to check domain
rewriting).

» If one or more of the headers in the message are listed in the
rew iteGat enayHeader Li st key, then those headers listed are subject to a further
test for header rewriting (see Step 19).
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19. Check the addresses in message headers eligible for rewriting against the address entries in
the Integrated Services Directory.

« If no match is found for a particular header, then (despite its initial eligibility) that
header is not rewritten. Go to Step 20.

» If the address in an eligible header matches an address in the ISD, the associated account
record is examined for forwarding information.

» If the associated account includes a forwarding address, the address in the eligible
header is replaced with the forwarding address found in the Integrated Services
Directory account record. The original header info is recorded in aXxneeader ,
if therew i t eSaveOri g configuration key is set tior ue. Go to step 20.

» If the associated account does not include a forwarding address, the address in the
eligible header is not rewritten. Go to Step 20.

Note: Thevarious headers are considered individually. As a result, some may be rewritten
while others are not.

20. Check the selected entry in the | Rout i ngTabl e configuration key to see if domain
rewriting is desired.

» If the selected Mail Routing Table entry (the one identified in Step 16) does not include
therewr i t e- domai n option, skip domain rewriting for outgoing mail and go on to Step
21.

» If the selected Mail Routing Table entry includesiteer i t e- domai n option, replace
the domain in th&®PT TQ address on the message envelope witkile&. domai n>
indicated in the rightmost portion of the Mail Routing Table entry. Go to Step 21.

Important: Rewriting the envelope addresses at this point has no effect on the routing of the
outgoing message. The mail will continue to be routed to the destination address
identified in Step 16.

21. Request the DNS records associated with the appropriate external destination and hand the
message off to the external mail host identified.

5.6 Proxying Mail Between Hosts

Proxying is special form of mail routing that allows an InterMail host to act as a kind of
“surrogate” for a legacy mail host by receiving messages and relaying them to the legacy host. It
is used primarily during migration (transferring user accounts and messages from a Post.Office
or sendmail system to InterMail). Proxying makes it possible for end users on the legacy system
to continue accessing their mailboxes during part of the migration process.

For a complete discussion of using proxy mode, semtaeMail Migration Guide.
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5.7 Delivery Status Notification (DSN)

InterMail supports Delivery Status Notification (DSN). A DSN is a special notice that is
delivered to e-mail senders on other systems that also support DSN. These notifications can
advise senders that:

* Mail has been delivered successfully, or that
» Mail delivery has failed or been delayed.

DSNs are not sent on a per-user basis. Rather, these messages are automatically sent on behalf of
all InterMail accounts, and are received by any senders whose mail clients and service providers
are DSN-enabled.

DSNs help companies that maintain large mailing lists keep their lists up-to-date. This is because
DSN messages are far more detailed than ordinary bounce notices. For example, they identify the
result of every transaction involved in a delivery attempt to each recipient. Knowing exactly

where a delivery attempt failed can help a list administrator determine if the problem was due to
an expired e-mail addresses that is no longer valid.

Enabling/Disabling Delivery Status Notification

To enable or disable Delivery Status natification for a particular condition, you would use

i mrconf edi t to set the value of one or mdger or - Act i on/ nt aMessage keys. The possible
values for these keys dreg, hol d, andr et ur n. If you specify a et ur n value, a DSN will

be sent to the requesting client when this condition occurs. If you specify a value or values other
thanr et ur n, DSN is disabled for this condition.

Examples

To enable Delivery Status Notification where a message was not delivered because of bad
delivery information, you would usenconf edi t to create the following setting:

/*/ mtal Error-Actions/ntaMessageDel ivered: [return]
[ 1 og]

Specifying th¢!l og] value means that this error will also be logged.

To disable Delivery Status Notification for the same condition, you would msenf edi t to
remove the return value from the configuration key, so that the setting looked something like
this:

/*Intal Error-Actions/ntaMessageDel i vered: [ og]

With the above setting, a DSN would never be sent for this condition, regardless of whether or
not a client requests it.
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You can set Delivery Status Notifications for the following conditions by addjng:aur n]
value to the indicated configuration key:

To send a DSN for messages having bad delivery informatioihusef edi t to set a
value ofr et urn in theError - Acti ons/ nt aMessageDel i ver ed configuration key.

To send a DSN when a deferred message has been queued longer than the configured limit,
usei nconf edi t to set a value afet urn in the Error -

Acti ons/ nt aMessageQueuedTooLong configuration key. (Queuing time limits are set

using themaxQueueTi mel nDays configuration key)

To send a DSN saying that the message reached its destination and was forwarded to at least
two mailboxes or recipients, usaconf edi t to set a value afet ur n in the
Error-Acti ons/ nt aMessageExpanded configuration key.

To send a DSN when a messages was rejected by the receiving SMTP server, use
i nconf edi t to set a value afet ur n in theError - Acti ons/ nt aMessageRej ect ed
configuration key.

To send a DSN stating that a messages has been relayed to a machine that does not handle

Delivery Status Notification, usenconf edi t to set a value afet ur n in the
Error-Actions/ nt aMessageRel ayed

To send a DSN because a message is larger than the SMTP server is willing to accept, use
i nconf edi t to set a value afet urn in theError - Acti ons/ mt aMessageToolLar ge
configuration key.
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Each InterMail system processes a variety of messages—some destined for local recipients, and
others generated by local users for delivery to remote destinations. While mail processing is in
progress, any of these messages may be stored temporarily. However, once the delivery operation
is complete, all messages addressed to local users must be stored persistently until they are
retrieved and/or deleted.

This chapter discusses the operations surrounding persistent storage of mail. The topics covered
include:

» Physical vs. logical message storage

» Creating, moving, and deleting mailboxes
e Mailbox quotas

* Message aging

» Garbage collection of deleted messages

Note: For information about temporary storage of mail that isin process, please refer to
Chapter 7.

6.1 Persistent Message Storage

A typical InterMail installation includes hundreds of thousands of users with millions of
messages. In installations of this size, efficient storage of message data and fast access to
message information are critical. To accommodate both goals, InterMail distinguishes between
physical and logical mail storage and provides separate storage mechanisms for each.

The Message Store Server (MSS) is the InterMail component responsible for persistent storage
of mail. Each MSS host contains:

» aMessage File System, which accommodate physical message storage
» aMessage Store Database, which manages logical message storage

For each message delivered to a local user, information must be stored in both the Message File
System and the Message Store Database. The Message File System stores the content of the
message, while the Message Store Database stores additional inforebatibthe message

(status, intended recipients, etc.).
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The advantage of separating physical and logical mail storage becomes apparent when you
consider persistent storage of a single message addressed to multiple local users. Figure 14
illustrates storage of a 5 Mb message addressed to local users John Doe and Susie Queue, both of
whose mailboxes reside on the same MSS host.

y

John Doe’s mailbox

messsagel

Susie Queue’s mailbox
messsagel

messagel

~

Message Store Database Message File System

Figure 14. When a single message is stored for multiple users on an MSS host.

The 5 Mb of message data, which is common to both recipients, is stored only once—as a single
message file in the Message File System. However, multiple entries are made in the Message
Store Database to record receipt of the message by both John and Susie, to note status
information for each, and to reference the location of the associated message file.

Note: Thereisa separate Message File System and Message Store Database for each MSS
host. If your InterMail installation includes three MSS hosts, there will be one Message
File System and one Message Store Database on each of those three hosts.

The sections that follow provide additional information on the Message File System and
Message Store Database, including an explanation of the specific storage mechanisms employed
for each.

6.1.1 Physical Message Storage

The body and header of each message are stored as a single binary file in the Message File
System. The body of the message includes the text and any attachments. The header includes a
summary of the contents of the message, as well as a description of the path the message has
taken on its way to the recipient. Message dastaiec] once it is stored by InterMail, it never
changes.

One file per message is stored in the Message File System, regardless of the number of intended
recipients for that message. Message files are spread throughout a large directory tree created for
this purpose. In very large installations, there may be thousands of directories in this tree,
together containing millions of stored messages.
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The top of the Message File System hierarchy on each MSS host is specified by the configuration
keynmessageFi | esDi r (by default$l NTERMAI L/ negfi | es). This directory contains three
items:

* nmessages, a directory which contains the thousands of “bucket” directories that store
individual message files.

* buckets. di r, afile which lists the name of the messages directory (by defaskages).

* bucket s, a file which contains a partial list of the bucket directories witieissages. The
MSS uses this file to determine the names and locations of the available bucket directories.
To accommodate a balancing of message volume between bucket directories, this directory
list excludes the bucket directories that contain the greatest message Yolume.

Note: Thebucket s fileisregenerated on aregular basis (via cr on) to ensure that the
balancing of message volume between bucket directories continues over time.

The process of creating this Message File System directory tree takes place automatically during
installation. However, if you later need to create another directory structure to accommodate
greater message activity, use tiucket scr eat e administrative command, which is

described in Chapter 12 of thater Mail Reference Guide.

Warning! You shouldnever manually modify the files or directories that make up the Message
File System. If you need to maodify the structure of the Message File System, use
i mbucket screate.

6.1.2 Logical Message Storage

While the contents of a message are stored in the Message File System, infoabuatian

message is stored in the Message Store Database. Unlike the message itself, which is static,
information in the Message Store Database is dynamic. For example, the status of a message
changes once a recipient has retrieved it. Meanwhile, the actual body of the message remains in
the Message File System until all of its intended recipients have read and deleted it, or until it has
reached its expiration limit.

Within the Message Store Database, the following data objects define a logical relationship
between end user accounts and individual messages:

* mailboxes
+ folders

* messages

Note: Itisimportant to remember that these are abstract data objects. Although they define a
hierarchical relationship, they do not literally exist in a physical data structure, as do
filesin the Message File System. This distinction isimport to keep in mind, especially
when moving mailboxes from one MSS host to another.

3 Atotal of one-third of all bucket directories (i.e., the most full 33% of directories) are excluded from

the bucket s listing.
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Mailboxes

A mailbox is a storage area for messages that are sent to an end user’s account. Typically, each
account in the Integrated Services Directory is associated with a mailBagh mailbox

“contains” a series of folders, which in turn contain the messages that have been received for the
end user. Mailboxes are at the top of the MSS database object hierarchy, and as such, they are
the objects on which most administrative operations in the MSS database are performed.

Folders

A folder is a container for messages. Each folder exists within a specific mailbox (and therefore,
for a specific end user), and can also exist within another folder. By default, all InterMail
mailboxes contain the following folders:

e | NBOX
e Sent Mai |
e Trash

The first of thesel, NBOX, is the folder in which all new messages are placed as they are received
by the MSS. Although folders are not visible to end users who retrieve mail via the POP Server,
their messages are always retrieved from ti@OX folder.

The other default foldels Sent Mai | andTr ashd have special meaning to end users who

access their mailboxes via the IMAP Server. IMAP clients allow end users to create new folders
in the MSS, copy and move messages between these folders, and delete existing folders. Many
clients allow users to save a copy of all outgoing messages to a specific folder, while moving
“deleted” messages to another folder. Baat Mai | andTr ash folders are meant to be used for
these purposes by IMAP clients.

Warning! In IMAP terminology, folders are sometimes referred to as “mailboxes”. Be careful
not to confuse these terms in InterMail. Againajlboxes are the top-level object in
the Message Store Database (one per account), feldées are contained in
mailboxes (many per account).

An additional folder may be created automatically by InterMail. tHRRORS folder. This folder

is created when InterMail encounters a message Whichone reason or anotheicould not be
retrieved by the POP or IMAP Server. Events that could cause this rare error condition are a loss
of the corresponding message file or a corruption of database information. When this occurs, the
message is moved from whichever folder it was stored and into the maillERRERS folder

(which is created if it does not already exist). This means that the troubled message is moved
aside so that normal processing can occur for subsequent messages.

Note: Reprocessing messages that have been moved to the . ERRORS folder is accomplished
with thei mrsgpr ocess administrative command. See Chapter 12 in the InterMail
Reference Guide for information on using this command.
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* A mailbox is required by an account only if the account uses the local delivery method. Accounts that

use only forwarding delivery do not require or make use of an MSS mailbox.
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Messages

Message objects in the Message Store Database correspond to an individual message that is “in”
one or more mailboxes. Among the information stored for each message object in the Message
Store Database are:

* The path to the corresponding message file in the Message File System.

» Pointers to the mailbox(es) and folder(s) in which the message resides. These pointers
establish that the message is “in” one or more mailboxes, even though only one message
object exists in the Message Store Database.

* Message headers, which include all information in the message that precedes the body. Note
that this header information is the only data that is storédtmthe Message File System
and Message Store Database.

* Message status flags, which indicate whether the message has been read or deleted by the
end user. If the message is stored in more than one folder (for example, a single message
received by two different end users), the message object includes a set of status flags for
each folder.

Note: Message status flags have special meaning to IMAP clients, which typically make use of
thisinformation to report status information to end users.

6.2 Creating Mailboxes

Although mailboxes are associated with accounts, an account’s mailbox is not created when the
account itself is created in the Integrated Services Directory. The creation of mailboxes is
therefore an operation that is distinct from account creation. Mailbox creation can be
accomplished in several different ways, which fall into two general categories:

e automatic mailbox creation
+ manual mailbox creation

Because it requires minimal administrative effort, automatic creation is by far the most
commonly-used method. However, you should also be aware of the operations required for
manual mailbox creation if it becomes necessary.

Note: Each method of mailbox creation also creates the default folders (I NBOX, Sent Mai | ,
and Tr ash) within the created mailboxes.
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6.2.1 Automatic Creation

InterMail allows a mailbox to be automatically created for an existing account the first time that
the mailbox is needed. There are two events that can trigger automatic creation:

A message is received for the account and needs to be stored in the account’s mailbox.
» The end user attempts to access his or her mailbox via the POP or IMAP Servers.

Until one of these events occurs, the existence of the account’s mailbox is irrelevant, so the
creation of the mailbox need not occur when the account is created. By waiting to create
mailboxes until they are needed for message storage or retrieval, you can avoid subjecting the
MSS to unnecessary processing, and also avoid creating mailboxes for accounts that do not use
the local delivery methodl.

A single configuration key controls the automatic creation of mailb@tesit esMboxes. If set

tot rue, a mailbox will be created for an account the first time that it is needed. If this key is set
tof al se, mailboxes must be created manually (as described in the following section). This key
can be defined separately for the MTA, POP Server, and IMAP Server, but is typically defined
once on a global level (i.e., by the configuration database Entiyormon/ cr eat esMooxes).

6.2.2 Manual Creation

Mailboxes can be manually created in the Message Store Database in two ways:

* by executing thé nboxcr eat e administrative command

* by executing thé nboxsync administrative command

» by creating a program that calls the appropriate InterMail API functions

This manual covers only the usei efboxcr eat e andi nboxsync; for information on using the
InterMail API libraries, refer to thintegrated Services Directory Reference Guide.

Executing imboxcreate

Thei nboxcr eat e command is used for the creation of a single mailbox in the Message Store
Database. The usage of this command is as follows:

i moxcreate [-hel p] <host> <internall D>

Where:
-hel p Provides a usage statement.
<host > Specifies the name of the MSS host on which the mailbox will be
created.
<internal | D> Specifies the internal ID number of the account associated with the
mailbox.
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> Thelocal delivery method specifies that messages received for an account should be stored in its
mailbox. If an account does not use local delivery (that is, uses forwarding delivery only), then the
account does not require amailbox. Refer to the Integrated Services Directory Reference Guide for
more information on the available account delivery methods.
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Note: To obtain theinternal ID number of an account, usethe i ndbcont r ol or
i maccount quer y administrative commands. i ndbcont r ol isdocumented in the
Chapter 3 of the Integrated Services Directory Reference Guide, while
i maccount query isdescribed in Chapter 12 of the InterMail Reference Guide.

For example, to create a mailbox on the MSS hestis for the account whose internal ID
number is123456, you would execute:

i mhoxcreate venus 123456 1000000

When it completes its operationyboxcr eat e displays the results:
Message store 123456 created!

Executing imboxsync

Thei mboxsync command is used to synchronize mailboxes on an MSS host with accounts in
the Integrated Services Directory. This command is executed on a specific MSS host, and
performs the following operations:

» Verifies that a mailbox exists for each account in the Integrated Services Directory that uses
the current system as its MSS host. If a mailbox does not exist for an a¢eduntsync
creates it.

» Verifies that all mailboxes on the current MSS host correspond to existing accounts in the
Integrated Services Directory. If the Message Store Database includes a mailbox for an
account that does not exist in the Integrated Services Directdsgxsync deletes the
mailbox.

This command is typically used only during migration or system maintenance,remd is
intended for regular use. Because of the extensive database operations performed by

i mhoxsync, this command requires a significant amount of time to complete. Also, all MSS
processes on the target MSS host must be shut down prior to execttingync.

The usage of this command is as follows:
i mboxsync [-help] [-n|-y|-c|-d]
Where:

-help  Provides a usage statement.

-n Modifies the Message Store Database without prompting.

-y Prompts for confirmation before creating or deleting mailboxes. (This is the
default behavior if nhoxsync is run with no parameters.)

-C Prompts only before creating new mailboxes.

-d Prompts only before deleting mailboxes.
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For example, to synchronize mailboxes on the MSSvwsis with accounts in the Integrated
Services Directory, execute the following steps:

1. Log into the target MSS host as the InterMail user.

2. Shut down all MSS processes on the MSS host:
inctrl venus stop mss

3. Execute the imboxsync command:
i mboxsync

When this command executes, it will display the results of its operations and prompt for the
creation and deletion of mailboxes:

i mboxsync: Fetching master account information from Oracle..

i mboxsync: Fetching InterMail MSS account infornation..

i mboxsync: Conparing account information..

i mboxsync: need to CREATE 4 MSS nmi | boxes:
i mhoxsync: Ready to run imsscall to create the nmailboxes [y/n]?

4. To commit the creation of new mailboxes, typat this prompti nboxsync then confirms
the creation of the new mailboxes, and exits:

i mboxsync: creating nail boxes. .

6.3 Mailbox Quotas

Each InterMail mailbox is subject to a variety of limitsgootas. Mailbox quotas are used to
control the size of end user mailboxes, and also control the size of messages that may be stored in
these mailboxes. The quotas defined for each mailbox are:

* Alimit on the total size of all messages in the mailbox.
« Alimit on the maximum size of a message that will be accepted for the mailbox.
» Alimit on the total number of messages in a mailbox.

When a message is received for an account, but the storage of the message in the account’s
mailbox would cause one of the above limits to be exceeded, the message is held for subsequent
delivery attempts or returned to sender.

An additional mailbox attribute defines a percentage of the mailbox’s storage limit at which the
end user will be notified of the situation. Thijgota warning threshold is an important method of
alerting end users of the possibility of exceeding their mailbox quota.
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6.3.1 Setting the Over-Quota Policy

The overall quota bounce policy is defined in the configuratiorbkeyceOnQuot aFul | . The

value of this configuration key determines the action taken by InterMail when a message cannot
be delivered because it would exceed one or more of the recipient's mailbox quotas. If set to

t r ue, this option causes messages to be returned to sender if they would exceed the recipient’s
mailbox quotas. If set thal se (the default setting), such undeliverable messages are held for
subsequent delivery attempts.

Setting an over-quota policy is an important step to take before going into production, so you
should review the value dbunceOnQuot aFul | before beginning full mail service.

6.3.2 Setting Mailbox Quotas

Although mailbox quotas are enforced in the Message Store Database, the quota values
themselves are defined in the Integrated Services Directory. Quotas are typically defined at the
level of a class of service, which defines quotas for the accounts associated with it. However,
guota values can also be set at the account level, which overrides the quota values defined for the
account’s class of service.

To set mailbox quotas, use one of the available methods for accessing data in the Integrated
Services Directory:

e thei nmdbcontrol utility
* InterManager
» applications that use the InterMail API libraries

Refer to thdntegrated Services Directory Reference Guide for more information on
i mdbcont rol and the InterMail API libraries. For information on InterManager, refer to the
InterManager Administration Guide.

6.3.3 Setting Over-Quota Notifications

When a message is bounced because it would have caused the recipient’s mailbox to exceed one
of its mailbox quotas, the recipient is notified of the event with an automatic notification. This
informs the user that a message could not be delivered, and also suggests that the user resolve the
situation by removing mail that is currently in his or her mailbox.

Note: Over-gquota notices are not themselves subject to being bounced due to mailbox quotas.
This means that an account can receive bounce natifications even if its mailbox is
beyond its capacity.
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The text of the over-quota notification message is configurable, and is defined in the
configuration keybounceQuot aNot i ce. A default message is defined for this configuration key
upon installation, but you may alter this message if you wish. For example, you may choose to
add a customer service phone number or other information specific to your site.

The default notification defined imounceQuot aNot i ce is as follows:

Ret ur n- Pat h: <>

From <Bounce_Noti ce_From»

Subj ect: <Bounce_Noti ce_Subj ect >
Dat e: <Bounce_Noti ce_Dat e>

A nmessage was sent to you that was returned to
t he sender (bounced) because it would have caused
your nmilbox quota to be exceeded.

The following is the reason that the nmessage was
over quot a:

Quota Type: <Requested_Resource>
Quota Avail abl e: <Avai |l abl e_Resour ce>
Total Quota: <User_Quota>

The following is the informati on on the nessage
that was bounced:

Sender: <Bounced_Message_Fron®

Subj ect: <Bounced_Message_Subj ect >
Si ze: <Bounced_Message_Si ze>

Message | D. <Bounced_Message_| D>

Dat e: <Bounced_Message_Dat e>

Repl y_To: <Bounced_Message_Repl y_To>

To fix this problem delete sonme nessages from
your nmilbox, and contact the sender to resend
t he nessage.

If the size of the nmessage is too big, contact
the sender to reduce the size of the nmessage and
resend the nessage.

Figure 15. The initial over-quota notification message. Items shown between <angle brackets> are
replaced by actual data values when the message is sent.

To make changes to this over-quota notice, edit the configuration database (as described in
Chapter 3) and modify the valuelmdunceQuot aNot i ce.

You can also control the maximum number of unread over-quota notification messages that can
be sent to any mailbox. This option is useful for preventing extremely large numbers of messages
from accumulating in the mailboxes of end users who get their mail infrequently, and is defined
by the configuration keyaxBounceNot i ces. The initial value for this option is 20.

Note: For more information about the bounceQuot aNot i ce and naxBounceNot i ces
configuration keys, see Chapter 11 of the InterMail Reference Guide.
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6.4 Message Aging

A topic related to mailbox quotas imessage aging. Message aging allows old mail to be

automatically deleted form the Message Store Database, even if the messages have not been read
by their recipients. This feature is extremely useful for controlling the size of mailboxes and
preventing over-quota conditions.

Note: Message aging is not the same thing as garbage collection (described in Section 6.7). A
message can be “aged” only if it currently exists in an end user mailbox and has not
been marked for deletion. Meanwhile, garbage collection affects only messages that
have been deleted by all recipients on an MSS host.

Message aging options are particularly important for preventing a common problem: end users
keeping mail in their server mailboxes, despite regularly retrieving their mail viathe POP Server.
Most POP3 clients allow this, but because it can cause read messages to be left on the server
indefinitely, it presents a serious concern for the use of server storage.

There are two InterMail message aging policies:
» lifetimelimit for messages that have been retrieved via the POP Server
o lifetimelimit for all messages

Each of these policies can be set globally for the entire system or for a specific MSS, and can
also be independently disabled. The aging policy for read messagesistypically set much lower
than the limit for all messages, but there is no dependency between the two.

Note: Mail that is stored in administrative mailboxes, such as the new account welcome
message, should be exempted from message aging requirements. This can be done by
specifying the name of the administrative mailbox in the configuration key
adm nMessageSt or eNane, which is described in the following section.
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6.4.1 Configuration Options

The following configuration keys are used to define message aging policies:

lifeti meOnRetrievedMsgsOption | Enables or disables the aging of messages that have
been retrieved via the POP Server. If satrtoe,
retrieved messages will be deleted by the

i mol dr et r msgdel command if they are older than
the number of days specified in
lifetimeForRetri evedMsgsDays.

l'ifetimeForRetrievedVsgsDays Specifies the number of days that a message may be
left in a mailbox if it has been retrieved by the end
user via the POP Server. This key is applicable o
if 1ifeti mOnRetrievedMsgsOpti on is setto
true.

Yy

lifeti mOnMsgsOption Enables or disables message aging for all mail,
regardless of status. If setttoue, messages will be
deleted by thé nol dnsgdel command if they are
older than the number of days specified in
l'ifetimeFor MsgsDays.

l'ifetimeFor MsgsDays Specifies the number of days that a message may be
left in a mailbox. This key is applicable only if
lifeti meOnMsgsQOpti on is setta r ue.

adm nMessageSt or eNane Specifies the name of the administrative mailbox that
should be exempted from message aging policies
This is the administrative mailbox in which special
messagées such as the new account welcome

messagé are stored. Because these messages should
not be “aged,” you should specify the name of all
administrative mailboxes in this configuration key.

6.4.2 Message Aging Administrative Commands
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The actual deletion of messages that exceed message aging policies is not carried out by the MSS
itself. This task is executed by a pair of administrative commands:

* inoldretrnsgdel , which deletes messages that are older than the message aging limit for
messages retrieved via the POP Server.

» inol dnsgdel , which deletes messages that are older than the message aging limit for all
messages.

If you intend to use message aging options, you should set these commands to run on a regular
basis agron jobs. The nol dret rnegdel command is typically run once a day, while
i mol dnsgdel is run less frequently (once per week or month).
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Note: For complete information on these administration commands, refer to Chapter 12 of the
InterMail Reference Guide.

6.4.3 Sample Scenario

The following example illustrates the steps required to create the most common message aging
configuration for the entire InterMail system. To set message aging policies only for a particular
MSS host, replace” with the desired host name in each configuration database entry shown in

this example.

Expiring Retrieved Messages

To define a policy that causes messages to be deleted if they were retrieved by end users more
than two weeks ago, execute the following steps:

1. Execute théntonf edit administrative command to edit the configuration database (as
described in Chapter 3).

2. Locate the entry*/ nmss/lifeti neOnRet ri evedMsgsQpt i on in the configuration
database. If this key is setftal se, change its value tor ue. If the key does nhot exist in the
configuration database, add it as a new configuration key entry:

[*Imes/lifeti meOnRetri evedMsgsOption: [true]
3. Locate the entry*/ mss/ | i f et i meFor Ret ri evedMsgsDays in the configuration
database, and change its value to 14. This defines a message aging limit of two weeks for

mail that has been previously retrieved via the POP Server. If the key does not exist in the
configuration database, add it as a new configuration key entry:

/*/mes/1ifetimeForRetri evedMsgsDays: [ 14]

4. Locate the key*/ mss/ admi nMessageSt or eNane in the configuration database, and enter
the names of all administrative mailboxes:
/*/ mes/ adnmi nMessageSt or eNane: [ admi n]

5. Setthe nol dret rmsgdel administration command to be executed daily asam job

during a time of low mail traffic. The followingr ont ab entry executes
i mol dr et r rsgdel daily at 3:00 am:

* 3 * * * G| NTERMAI L/ bi n/i nol dr et r nsgdel

6.5 Moving Mailboxes

Once a mailbox has been created in a Message Store Database, it remains permanently stored on
that MSS host. However, there are circumstances in which you may need to relocate mailboxes
from one MSS host to another. Among the operations that require the moving of mailboxes are:

» distributing existing mailboxes between a greater number of MSS hosts

» transferring the control of mailboxes stored on an MSS host that will be taken permanently
off-line

» temporarily relocating mailboxes while an MSS host undergoes upgrade or maintenance
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In each of these cases, a variety of operations must be carried out before mailboxes are accessible
on the new MSS host. For each affected account, the following must occur:

1. Delivery of mail must be temporarily suspended for the account.

2. The account’s mailbox, folders, and messages must be copied to the destination MSS host.
3. The account must be updated to reflect the new mailbox location.

4. Normal delivery of mail to the account must be restored.

The administrative commarndoxnove automates the process of moving mailboxes by
performing all of these steps for a given set of accounts. Although it is possible to relocate
mailboxes with a combination of other administrative commands or operatidris;nove
should be used for this operation.

Note:  When moving mail between MSS hosts, the messages may not have the same UIDLO a
unique identifier that mail clients use to distinguish messages have been seen and/or
read in previous sessionsl] when moved to the new location. This occurs only when a
message has the same UIDL as an existing message on the new MSShost. In this case,
end users’ clients may consider the moved messages as new and retrieve a second copy
during a subsequent session.

6.5.1 Executing imboxmove

Thei mboxnove command must be executed on the MSS host from which mailboxes are being
moved. The general usage of this command is as follows:

i mhoxnove [-i|-b] <destHost> <file> [<file>...]
Where;

- Specifiesthat i mboxnove runsin interactive mode, which requires
you to type <Ent er > after each operation.

-b Specifiesthat i mboxnove runsin batch mode, which disables al
prompts.
dest Host Specifies the name of the destination MSS host. Thisis the MSS host

to which mailboxes will be moved.

file Specifies the name of afile that contains the primary e-mail address
(user name@omai n) of each account whose mailbox is being moved
to the destination MSS host.

Note: A second usage ofiboxnmove (not shown here) is used to move empty mailboxes only.
See Chapter 12 of the InterMail Reference Guide for complete syntax of this command.

When executed, i mhoxnmove performs the following operations:
1. Retrievesthelist of addresses form the address file specified as a command parameter.

2. Verifiesthat the status of each of the specified accounts in the Integrated Services Directory
isActive. If an account is not activeld for example, if the account has been lockedd then that
account’s mailbox cannot be moved.
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Changes the status of each account to Maintenance, which causes mail sent to these users to
be queued internally and not delivered to the MSS. This step is done for all accounts
simultaneously, so all of the affected accounts will remain unavailable ubtiknove

completes its operations.

Copies the database records associated with each ddabemailbox, folders, and
messages to the destination MSS host's Message Store Database.

Copies the message files associated with the moved mailboxes to the destination MSS host's
Message File System.

Changes the value of each account's MSS host attribute in the Integrated Services Directory
to the new MSS host.

Resets the status of each account to Active.

Depending on the number of mailboxes being moved and the volume of messages that they
contain, these operations may take a long time to complete. To reduce the time required to move
mailboxes, it is recommended that you move mailboxes only a few hundred at a time.

Note: i mboxnove does not delete mailboxes from the original MSS host after they have been

moved. If you want to delete mailboxes after moving them, usethe i nboxdel et e
command described in Section 6.6.

6.5.2 Sample Scenario

In this example, the MSS hostnus is being decommissioned and will be replaced by a new
MSS host nameanter cur y (this example assumes that InterMail has already been installed on
the new MSS host). To move all mailboxes freemus to mer cur y, you would execute the
following steps:

1.
2.

Log in to the MSS hostenus.

Create a file that contains a list of e-mail addresses for the accounts whose mailboxes should
be moved. Becauserboxnove can take a long time to complete, it is recommended that
mailboxes be moved in groups of fewer than 1,000. Each line of the file should contain an
address in the format:

user nane@lonai n

Execute nboxnove, specifying the address file created in Step 2 as the source for account
information:

i mhoxnove -b nercury addressfile

During execution, nboxnove will report on the mailboxes that could not be moved (for
example, mailboxes whose accounts are locked). You should review this information, resolve

the issues that prevented the mailboxes from being moved, and then move these mailboxes in
a subsequent executioniafboxnove.

Repeat the above steps for additional blocks of accounts until all mailboxes have been moved
successfully.
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6.6 Deleting Mailboxes

Unlike mailbox creation, which can occur automatically, mailbox deletion must be carried out
manually. This operation is accomplished withith®oxdel et e administration command,
which deletes a mailbox and all of the folders and messages contained within it.

Note: Deleting a mailbox is not the same as deleting an account. Accounts are defined in the
Integrated Services Directory, which is unaffected by i mboxdel et e. Refer to the
Integrated Services Directory Reference Guide for information on deleting accounts.

The general usage of this command is as follows:
i mhoxdel et e <host> <mai | box| D>

Where:
host Specifies the name of the MSS host from which the mailbox is
being deleted.
internal I D Specifies the internal ID number of the mailbox being deleted.

For example, to delete a mailbox that has the internal ID nubiloér71 from the MSS host
mer cur y, you would execute the following command:

i mhoxdel ete nmercury 010671
When it completes the mailbox deletiompboxdel et e confirms that the operation was
successful:

i mboxdel ete: Message store 010671 del et ed!

6.7 Removing Deleted Messages
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An important operation related to managing InterMail message storage is the removal of deleted
messages, also knownge bage collection. Garbage collection is the mechanism that removes
message files from the Message File System when the associated message is considered deleted
by the Message Store Database.

To understand how a message becomes “deleted” in the Message Store Database, recall the
definition of a message object in this database (as described in Section 6.1.2). For each message,
the Message Store Database contains (among other things) a list of pointers to the mailbox(es)
and folder(s) in which the message resides. As recipients delete a particular message from their
mailboxes, the list of pointers for that message object is updated to reflect these deletions. As

long as there is at least one folder that contains a message, that messageaokjést

associated message filare still needed. However, once every recipient of the message has
deleted it, and the final pointer is removed for the message object in the Message Store Database,
the message is considered deleted; at this point, its associated message file must be garbage-
collected from the Message File System.
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The administration command that deletes messages from the Message File Systawgs.

This command is run regulatlyby default, once an holras acr on job. When executed,

i mmesgc queries the Message Store Database for a list of messages that have been marked for
deletion in the database, and permanently deletes both the database object and the message file
associated with each message. Because it may take a long time to camptetge is intended

to delete only a certain number of messages in one execution.

The following is the syntax of this command:
i mesgc [-altrb][-c <number>][-h <hours>][-f][-p][-V]

Where:

-altrb Uses the alternate rollback segmeRt | MVBSGC.

number Specifies the maximum number of messages that should be deleted in
a single execution. If no value is given, the default value of 1,000 is
used.

hours Specifies the minimum age (in hours) for messages that will be
deleted.

-f Causes a “full” garbage collection. This mode checks every message
in the Message File System to determine if it is not referenced in any
mailbox; if it is not, the message file is deleted from the Message File
System. This option is generally not recommended because it is a very
slow process that may use system resources inefficiently.

-p Prompts before each batch of messages (implies

-V Requests verbose execution.

Warning! Failing to runi mssgc on a regular basis may cause the size of the Message File
System to grow at alarming rates. It is extremely important that you implement
regular garbage collection for the Message File System.
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Mail In Process

Mail in process is mail that has been received by an MTA, but not yet delivered to its intended
recipients. While mail is in process, temporary message storage may be required.

This chapter explores the concept of mail in process and covers the following topics:

Why temporary storage of mail is required

The location and organization of temporary mail storage
Automatic vs. manual handling of deferred mail

A review of mail queuing options

A discussion of mail throttling and how it can be implemented

Note: For adiscussion of persistent mail storage and related mailbox management, please

refer to Chapter 6.

7.1 Temporary Storage of Mail in Process

All incoming mail is processed through a series of steps to determine the appropriate response
from the mail system (delivery, forwarding, automatic response, etc.).

A significant percentage of incoming mail is processed entirely in memory; however, there are
circumstances which require the temporary storage of mail in process.

Mail in process may be stored to disk temporarily for any of the following reasons:

A message exceeds configured limits on size, number of recipients, or the amount of time
required to deliver it

A local server (usually an MSS or Directory Cache Server) is temporarily unavailable
A remote mail host is temporarily unavailable

The message is sidelined as suspected junk mail, and requires examination before a decision
is made on whether to deliver or bounce it

Something in the message itself causes an error that prevents delivery

The sections that follow explore each of these areas in detail. The reason for temporary storage is
explained and all related controls are discussed.
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7.1.1 Mail that Exceeds Size, Time, or Recipient Limits
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If a message is large or if it is addressed to a large number of recipients, it is assumed that
delivery of the message will take longer than usual.

By writing such messages to disk while delivery is still in process, the MTA can safely signal
successful receipt to the sending sehefore delivery is fully complete (thus reducing the
possibility of servers timing out during lengthy delivery processes).

There are three options for establishing limits at which mail in process is secured to disk. You
can set:

» the number of seconds the MTA should wait for a message to be delivered before writing it
to disk

* the maximum size (in kilobytes) for a message that can be delivered without being written to
disk

» the maximum number of recipients for any message that can be delivered without being
written to disk

For each option there is an associated configuration keyt iTheout Ser ver Del i very key
defines the limit by time, theaxDi r ect Kb key defines the limit by size, and the
maxDi r ect Del i very key defines the limit by number of recipients.

If a message exceeds any one of these limits it will be secured to disk during processing.

Maximum Delivery Time

Maximum in-memory delivery time is controlled via thereout Ser ver Del i very
configuration key, which specifies the number of seconds the MTA should wait for a message to
be delivered before writing it to disk.

If the time required to deliver a message exceeds the limit defined in this key, the message is
secured to disk while the delivery process continues without interruption.

For example, if thei meout Ser ver Del i very key is set as follows:
/*/ntaltinmeout ServerDelivery: [3]

a client will be kept waiting for no more than three seconds for delivery to be completed. If
delivery cannot actually be completed in that time, the message is temporarily stored and
acceptance of the message is signaled to the sending server.

Note:  The maximum recommended value for t i neout Ser ver Del i very is5 seconds.

Maximum Message Size (KB)

ThemaxDi r ect KB configuration key, sets the maximum size (in kilobytes) for a message that
can be delivered in memory. Any message that is larger than this size will be secured to disk,
though delivery will normally continue from memory.

For example, to set the maximum message size for in-memory handling to 120 kilobytes, enter
the value of theraxDi r ect KB key as follows:

[*/ mtal maxDi rect KB: [120]
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Maximum Number of Recipients

The maxDi rect Del i very key limits the number of recipients for a message that will be
delivered directly from memory. Any message with more than this number of recipients will be
written to disk before delivery is attempted.

For example, if themxDi r ect Del i very key is set as follows:
/*/ ntal maxDirectDelivery [20]

then any message addressed to more than 20 recipients, is saved to disk (although the actual
delivery process continues from memory).

7.1.2 Local Server is Unavailable

Occasionally, mail delivery may be delayed because an MSS or Directory Cache Server is
temporarily unavailable. On these occasions temporary message storage is required until the
connection is restored, at which time delivery will be re-attempted automatically.

Thedef er Processl nt erval configuration key controls the frequency with which delivery is
re-attempted for messages deferred for another InterMail server. Setting the key as follows:

/*/ ntaldef erProcessinterval : [20]

would result in delivery being re-attempted every 10 minutes (600 seconds).

7.1.3 Remote Mail Server is Unavailable

InterMail must also store mail temporarily for remote mail domains when the remote mail server
is unavailable. Delivery of mail deferred for this reason is re-tried periodically until the problem
is resolved. No direct intervention is required.

You can determine the length of time between attempts to deliver outbound mail. The more
frequent the re-processing attempts, the sooner mail is likely to be delivered. The tradeoff on
more frequent delivery attempts is that it places a greater demand on the MTA’s resources.

To change the outbound retry interval from one minute to some other valilexosé edi t to
modify theout boundDef er Pr ocessl nt er val configuration key. The following syntax would
change the setting to one retry every 3 minutes:

/ *mt a/ out boundDef er Processl nterval : [ 180]

7.1.4 Sidelined Mail

Message sidelining is a method of deferral over which you have total control. Basically, it allows
you to “hold” messages that you suspect are unsolicited commercial e-mail (UCE).

When InterMail’'s mail sidelining option is activated, messages that meet the criteria you define
are moved to a temporary location, from which you can view and process them at your leisure.

See Chapter 4 for a complete discussion of the options regarding sidelining mail.
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7.1.5 System Errors

Sometimes a problem with the message itself may cause mail to be deferred, as when mail for an
unknown user cannot be bounced becaus&kthé FROM address is invalid.

Note that mail held in error is considered part of temporary mail storage. One of the obligations
of a system administrator is to review and dispose of mail held in error.

7.2 Format of Mail in Process Files

Mail in process is stored differently from mail that has been delivered to users. (For a discussion
of permanent mail storage, see Chapter 6 in this manual).

While in process, there are three files associated with each message:
» Control file

* Header file

* Body file

These three files are associated via a common prefix. The prefix is unigue for each set of files

and consists of a time stamp, a 3-letter count of the number of messages received (the first is

AAA, the next is AAB, etc.), the process id (pid), the MTA hostname, and the HELO/EHLO or

the IP address, assuming that one or the other exists.

An example prefix might appear as follows:
19980601171253. AHA6542. nt al@l ut o. sof t war e. com

Each of the three files bears this prefix, and ends with a label that identifies the particular

message component. The Control file will have the prefix followed by “-Control”. The Header

file will have the prefix followed by “-Header.” The Body file will have the prefix followed
by “-Body.” Viewed together, the files might look like this:

19980601171253. AHA6542. nt al@l ut 0. sof t ware. com Contro
19980601171253. AHA6542. nt al@l ut o. sof t war e. com Header
19980601171253. AHA6542. nt al@l ut o. sof t war e. com Body

Control Files

Control files contain information about the message, including its current status in the delivery
process and the names of the corresponding Header and Body files.

Header Files

Header files contain the header information for messages, incluiding CC., BCC:,
FROM , SENDER: , andREPLY- TO addresses.

Body Files

Body files contain the body of the message—the text and any attachments.

Note: Upon successful delivery of a message, the temporary files (Control, Header, and Body)
are deleted.
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7.3 Storage of Temporary Mail in Process

Mail in process is generally stored on the Queue Server, in a directory whose path is indicated by
thequeueDi r configuration key (typicallysl NTERVAI L/ queue).

The only exception occurs if the Queue Server host is temporarily unavailable, in which case

mail that must be stored temporarily is spooled locally on the MTA host. In both cases, the

structure of the queue directory is identical. However, if mail is being temporarily stored on the

MTA, the root for the entire structure is callepool rather thamueue.

queue

deferred

MTA

SMTP-Deliver {

software.com

16

384

accordance.com

thisdomain.com

Figure 16. The Queue Server's queue directory
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Figure 16 illustrates the structure of tipgeue directory. The numbered items represent
buckets—a series of numbered subdirectories.

Buckets allow further subdivision of files within the directory structure. As having many
processes/threads trying to access the same directory would be slow, the use of buckets yields a
significant performance gain.

Note: The bucket Count configuration key controls the number of bucket directories. Its value
is set at time of installation and should never be changed once the systemis operational.

The location of files within thgueue directory varies based on the reason for storage. The
sections that follow define the various storage arrangements.

Mail that Exceeds Size and Recipient Limits

When mail is deferred because it exceeds the maximum delivery time, message size, or number
of recipients allowed for direct delivery, its component files are stored in the following manner:

« Control files are placed in thgieue/ cont r ol directory.

* Body and Header files are stored in theeue/ messages directory.

Mail that is Undeliverable Locally

When a message is deferred because of an unavailable MSS or Directory Cache Server (as might
happen when there is a temporary problem with a local host), its component files are stored in the
following manner:

» Control files are stored igueue/ def erred/ nt a
* Body and Header files are stored in within a bucket (a subdirectory named with a random
number) in thejueue/ messages directory. For examplejueue/ messages/ 1257.

Mail for an Unavailable Remote Mail Host

When a message is deferred because a remote mail host is unavailable, its component files are
stored in the following manner:

» Control files are stored in trgueue/ SMIP- Del i ver directory. Queued mail for each
domain is stored in its own subdirectory within one of the numbered buckets. For example:
gueue/ SMIP- Del i ver/ 345/ accor dance. com.

* Body and Header files are stored in numbered buckets iuthee/ nessages directory.

Sidelined Mail

When mail is sidelined, the Control, Body and Header files are all stored in the
queue/ si del i ned directory. Each message has its own numbered bucket (subdirectory),
containing the Control, Header and Body files for that message.

Mail that is Undeliverable Due to an Error Condition

When mail is deferred because of an error condition, Control, Body and Header files are all
stored inqueue/ errors.
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7.4 Managing Mail In Process

InterMail handles most mail in process automatically. Mail that is stored because it exceeds
message size limits continues to be processed and is delivered as soon as possible. Mail that is
deferred because a local or remote host is unavailable is reprocessed by the system at regular,
configurable intervals.

There are, however, two types of temporarily stored mail that do require some management.
These are sidelined mail, and mail that has been deferred due to error.

It is also a good idea to keep an eye on your domain mail queues to make sure they aren’t
becoming so large as to compromise system performance.

7.4.1 Reviewing and Reprocessing Sidelined Mail

This section describes methods for reviewing and processing mail that has already been
sidelined. A discussion of when and how to sideline mail can be found in Chapter 4.

The Sideline Directory

When you enable one of InterMail’s sidelining options, incoming mail that meets the conditions
specified is neither delivered nor bounced. Instead, it is moved tptue\ si del i ned

directory, where it will remain until you take some sort of action. Sidelined mail is never deleted
automatically, so,, if you elect to use sidelining, it is important that you check this directory on a
regular basis in order to prevent these messages from piling up.

When a message is sidelined, the Control, Header, and Body files for that message are all moved
to the sideline directory, into a numbered bucket (subdirectory).

For example, when a message with the id
19980114235158898. AAA250@enus. sof t ware. com

is sidelined, the following message component files are moved to a numbered bucket in the
queue/ si del i ned directory:
19980114235158898. AAA250@ enus. sof t war e. com Cont r ol

19980114235158898. AAA250@ enus. sof t war e. com Header
19980114235158898. AAA250@enus. sof t war e. com Body

Evaluating Sidelined Mail

Let's say that a message for more than 100 recipients has landed in your sideline directory and
you must now decide what to do with it. If the message is actually junk mail, you'll probably
want to delete it. But if the message turns out to be legitimate, you'll want to see that it's
delivered to all of its intended recipients.

As described in the previous section, the sidelined message has three components: Control file,
Header file and Body file. The most useful information for evaluating the message will probably
be in the Body file, since this contains the actual text of the message. To review this file, you
simply open it using any text editor.
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Deleting Sidelined Mail
If the message is junk mail, you can delete it with a normal operating system command. The
following example removes all three files associated with our sample message:

rm 19980114235158898. AAA250@ enus. sof t war e. com *

Delivering Sidelined Mail

If the message is valid and should be delivered to its intended recipients, you will need to use the
i msgprocess administrative command to reintroduce the message for normal delivery. The
i mrsgpr ocess utility moves the Control file of the message todleue/ def err ed
directory, while the Header and Body files are moved to the appropriate bucket in the
queue/ nessages directory. The message is now treated as ordinary deferred mail, and the
MTA will attempt to deliver it to all its intended recipients at the next configured
ouboundDf er Processl nt erval .
Usage
The format fori msgpr ocess is in the form:
i mrsgprocess <Control file>

Where:
Control File The ID of the control file

Example

The syntax for reprocessing our sidelined example message so that it will be delivered to all
intended recipients would be:

i msegprocess 19980114235158898. AAA250@enus. sof t war e. com Contr o

7.4.2 Reprocessing Mail Deferred Due to System Errors

Most messages received by the MTA are either delivered to their intended recipients, or else
bounced when the MTA attempts delivery to a local domain where a recipient is unknown. But
situations may arise in which the MTA is unable to return a message because the original
sender’s return address is invalid. In such cases, all three message components (Control, Body
and Header files), are placed in thesue/ errors directory. In most cases, you will simply

want to delete these files, since there is generally no way to fix the problem. It is important to
keep an eye on this directory, though, because with large mail installations it can fill up very
quickly.

7.4.3 Reprocessing Mail Deferred Due to Unavailable Hosts

130

Messages that are deferred because a remote mail domain is temporarily unavailable are
reprocessed automatically by InterMail. At configurable intervals, the MTA requests these
messages from the Queue Server and attempts to deliver them again. However, even though this
process is automatic, there are times when some human intervention may be useful, as explained
in the following sections.
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Splitting Queues

InterMail creates a separate queue directory for each remote domain to which it cannot deliver
mail immediately. In very large mail systems, it is not uncommon for some queues to become
quite large. This is especially true when a very busy remote site is off-line for a considerable
length of time. While this remote site is down, thousands of deferred messages may pile up in its
gueue directory; and the larger the queue becomes, the longer it will take for additional messages
to be written there. Splitting a very large queue into two or more smaller queues can thus speed
the actual queuing process and enhance overall system performance. Splitting large queues can
also help speed delivery once an unavailable mail host comes back on line. This is true because
InterMail opens just one connection per queue when it re-attempts delivery. If there are several
gueues per domain, InterMail can open several connections to that domain and deliver messages
from these multiple queues simultaneously.

The administrative command for splitting queueisnigueuespl i t .
Splitting a queue
The syntax foi nqueuespl it is:

i mqueuespl it <dest dommi n> <newdest > [ <newdest >]

Where:
dest domai n The name of the original queue directory
newdest One or more new queue directories you wish to create.
Example

To wind up with a total of four queue directories, you only need create three new ones, since the
original directory will still remain:

i mqueuespl it accordance. com a. nx. accor dance. com b. nx. accor dance. com
c. nx. accor dance. com

The line begins with ngueuespl i t, which initiates the command. Thecor dance. com

portion specifies the destination domain (the original queue directorncéanr dance. com).
a. mx. accor dance. com, b. nx. accor dance. com andc. nx. accor dance. comare the
names for the three additional queue directories you wish to create.

In this examplei, mqueuespl i t first creates the specified new queue directories. It then moves
approximately 75% of the messages from the originabr dance. comqueue into the three

new directories, balancing the load as equally as possible between the four total directories. The
i mgueuespl it utility always seeks to balance the message load equally, no matter how many
gueues you create. With four queue directorieméaror dance. com the MTA would now

establish four connections to this domain when it begins to deliver deferred mail.

A Queue Splitting Strategy

How many queues you split off may depend on a number of factors, including the number of
threads your system has available for MTA mail delivery. It will also depend on how many
connections the domain that has been off line is able to accept.
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Suppose thaiccor dance. com a large remote domain, has been unavailable for several hours
and then comes back on line. You have a couple of megabytes worth of mail queued for

accor dance. com and now you want to split its queue in order to speed delivery. To determine
how many separate queues to split off from the original, you will need to know how many other
network addresses are delivery pointsdotor dance. com You can then create one new

accor dance. comqueue for each valid address. (Splitting off more queues than the number of
valid addresses would be useless, since you can only connect to one address per queue.)

With this in mind, you run the followings| ookup command.
nsl ookup -qg=nx accordance. com

Let's say this returns the following

accordance. com pref erence
accordance. com pref erence
accordance. com pref erence
accordance. com pref erence

.accordance. com
.accordance. com
.accordance. com
.accordance. com

10, mail exchanger
10, mail exchanger
10, mail exchanger
10, mail exchanger

aoope
2R3

This tells you that there are four MX records &aicor dance. com which means that you can
(at least theoretically) have four queues—and four simultaneous connections—to
accor dance. com

But before you split yousiccor dance. cominto four different queues, there are a few things

you may want to consider. First of all, determine how much mail do you actually have to send. If
the amount isn't that large, opening four connections may be a waste of resources for both you
andaccor dance. com Part of the equation here might be to pingabeor dance. com

servers to see how quickly they are responding. If you get quick responses, can probably get your
mail delivered in an acceptable time with just a couple of connections. On the other hand, if the
accor dance. comservers respond very slowly, it may indicate that they are getting a lot of

traffic. (Remember they’ve been down for a while and now everyone in the world is trying to
deliver mail there.) In this case, it may make sense to spread your delivery load over a larger
number of connections in order to avoid server timeouts.

It is also possible thatccor dance. commight not permit you to make four simultaneous
connections to their site for some reason. Another possibility is thaidhat dance. comdoes
not even publish the other MX records that point to its address, in which casesyookup
would not return anything but the address of its main mail exchanger.

Another possibility is that the above MX search may turn up several records with different
preference levels. That is, instead of all four having a preference value of 10, they may be 10, 15,
20 and 25. This would probably indicate that the three servers with higher numbers are actually
backup mail servers, and it might create a problem foadher dance. comdomain if you tried

aimed your queues there. This is because the backup serset®atiance. comwould then

have to reprocess this mail for delivery.

But assume that all the MX records farcor dance. comhave the same preference rating (i.e.,

they are all primary mail servers) and you decide to use four simultaneous connections to deliver
your queued mail. To enable the MTA to open four simultaneous connections, you will need to
split accordance.com’s  current large queue into four smaller, more manageable queues.
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Queue Splitting Reports

When it is finished executingqueuespl i t prints out the number of messages it has
processed and the domain to which messages are being routed.

Usage
The format is in the form:
Rout i ng <nunber > nessages to <domai n>

Where:
nunber The number of messages routed from the original queue to the new
queue
domai n The name of the new queue
Example:

A typicali nqueuespl i t command, followed by a report for a successful operation might look
like this:

i mqueuesplit software.com a.nk.software.com b. nx. sof t ware. com
c. nx. sof t ware. com

Routi ng 264 nessages to a.nk.software.com
Successful . 264 of 264 nmessages were processed.
Routi ng 264 nessages to b. nk.software.com
Successful . 264 of 264 nessages were processed.
Routi ng 263 nessages to c.nk.software.com
Successful . 263 of 263 nessages were processed.

Any failure results in one of the following messages:

Couldn’t open <file>! <reason>
Couldn’t modify Host-To in <file>!
Couldn’t create <file>! <reason>
Problem writing <file>! <reason>

New file was written incorrectly: <file>!

Each timeimqueuesplit  isdone with adomain, it prints one of the following messages:

Successful. <number> of <number> messages were processed.
Failed! Couldn’'t move the new queue into place.
Failed! No messages were processed.
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7.5 Queuing Options

InterMail offers a variety of other options that affect how mail is queued and re-processed.
Queuing behavior is determined by setting a variety of configuration keys.

Each of the following sections discusses a queuing option and the configuration keys used to set
that option.

7.5.1 For Servers that Are Unavailable

You can determine the length of time between the MTA's checks for local or outbound queued
mail. After each configured interval has elapsed, the MTA asks the Queue Server for a list of
domains with deferred mail and attempts to deliver that mail. If delivery is again unsuccessful,
the mail is re-queued until the next processing interval.

The more frequent the re-processing attempts, the sooner mail is likely to be delivered. The
tradeoff on more frequent delivery attempts is that it places a greater demand on the MTA's
resources.

Modifying the Defer ProcessInterval for Local Mail

To change the retry interval for local from 10 minutes to some other valuientisef edi t to
modify thedef er Pr ocessl nt er val configuration key. The following syntax would change
the setting to one retry every 5 minutes:

i nrconfedit deferProcesslnterval [300]
Modifying the Defer Process Interval for Outbound Mail

To change the outbound retry interval from one minute to some other valilexusé edi t to
modify theout boundDef er Processl nt er val configuration key. The following syntax would
change the setting to one retry every 3 minutes:

i nrconfedit out boundDef er Processl nterval [180]

Note: Inmost cases, both the def er Processl| nt erval and
out boundDef er Processl nt er val configuration keys reprocess queued mail from
Queue Server'gueue directory. However, if mail is queuing in the MTAisool
directory because the Queue Server is unavailable, both keys will reprocess mail from
thespool directory.
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Minimum Queue Idle Time

The setting fom nQueuel dl eTi ne tells the MTA queue scanner how much time must elapse
before a given queue can be processed again. Queues are scanned every

out boundDef er Processl nt er val , but they are not actually processed unless their

m nQueuel dl eTi me has been exceeded.

This feature helps distribute queue processing power so that a few large directories don’t delay
processing of all the other directories in the queue. For example, if a large queue for

accor dance. com was processed just ten minutes ago, during the last

out boundDef er Processl nt er val , you might want to devote more resources to processing

other queues when the nextt boundDef er Processl nt er val comes around. In that case,

you would setri nQueuel dl eTi ne to some value that is higher than the value for

out boundDef er Processl nt er val . Now, during eaclbut boundDef er Processl| nt erval ,

the queue scanner checks to see how long each queue has been idle, and only those queues that
have been idle longer than the time specifiedrimQueuel dl eTi me are processed.

Note: Unlessnmi nQueuel dl eTi ne isset to a higher value than
out boundDef er Pr ocessl nt er val , thisfeature will have no affect. Thisis because
the allowed idle time for queues will always have been exceeded each time they are
scanned.

Modifying the Minimum Queue Idle Time

To change the setting for how long queues must remain idléesaf edi t to modify the
mi nQueuel dl eTi me configuration key. The following syntax would change the setting to
twenty minutes (values are in seconds):

/*/ ntal m nQueuel dl eTi me: [ 1200]

Maximum Time in Queue

Occasionally it will be impossible to deliver a message, as when a domain to which a message is
addressed becomes unavailable and does not come back on line within a reasonable amount of
time.

Exactly what a “reasonable amount of time” might be is basically for you to decide. However,
Internet standards recommend a period of at least four or five days. The initial value set by
InterMail is four days. Once the maximum period that you have defined expires, the MTA
generates a bounce notice and returns the message to its sender.

Modifying the Minimum Queue Idle Time

To change the maximum amount of time a message can stay in the queue from the default value
of one half day (.5) to some other value, useonf edi t to modify themaxQueueTi nel nDays
configuration key. The following syntax would change the setting to two days:

[ */ nt a/ mxQueueTi nel nDays: [ 2]
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Always Try Delivery Before Queuing

If mail is already queuing for a domain, InterMaill not (by default) attempt to deliver

additional messages to this domain. Instead, InterMail assumes that repeated delivery attempts
would be a waste of time, and sends any new messages for that domain directly to the Queue
Server, which adds them to one of the domain’s existing queues. This dedtisg)is the

default behavior for the entire system, but you can change it. You should bear in mind, though,
that changing this behavior affects all domains for which mail is queuing at any given time.

Modifying the Always Try Setting

The following syntax tells InterMail to always attempt to deliver a message before adding it to an
existing queue. (Since InterMail will open a connection for each of these attempts, doing this
may have some impact on system performance if a domain is unavailable for a long period of
time):

[*IntalalwaysTryFirst: [true]

Always Queue Before Attempting Delivery

There may be situations in which you never want the MTA to attempt immediate delivery,
regardless of whether or not there is a problem that would ordinarily cause messages to queue.
One example might be where there is a remote domain to which you send large volumes of mail.
If, for example, your MTA sends one messagedft war e. comevery five or ten seconds, you

may decide that it is a waste of system resources to establish so many connections to the

sof t war e. comdomain.

You can limit the number of connections to a domain over time by telling InterMail to create a
gueue for every domain, and store all messages there until the next configured

out boundDef er Pr ocessl nt er val —at which time, the MTA attempts to send all queued
messages for a domain during a single connection.

Bear in mind that there is a tradeoff here. SetiingaysQueue tot r ue causes all outgoing
messages to be queued, regardless of whether or not there is a problem that would ordinarily
cause mail to be deferred. This implies that all mail delivery will be delayed, since no messages
are ever processed immediately.

A setting oft r ue may be most useful in cases where your MTA has an intermittent connection,
and you need to queue mail until the next opportunity to deliver it. Another practical application
of setting this ta r ue might be in cases where a large, remote host is hanging, since you might
wind up with a thread hanging for several minutes for each outgoing connection.

Note: If al waysQueue issettotrue and al waysTryFirst isalsosettotrue, then
al waysQueue takes precedence, and mail will always be queued.

M odifying the Always Queue Setting

The following syntax tells InterMail to always queue messages before attempting delivery,
regardless of whether or not a domain is already queuing mail:

[ */ ntal al wvaysQueue: [true]
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Processing Interval Configuration Keys

The following table summarizes the configuration keys used to set options for mail that is
deferred due to unavailable local or remote domains. A more complete description can be found
in Chapter 11 of théenterMail Reference Guide.

def er Processl nterva

This key sets the interval between delivery attempt]
for queued local mail. Local mail is deferred when a
mailbox or user account information is temporarily
unavailable.

(2]

The default setting is 600 seconds, which means that
the MTA will retrieve deferred messages from the
gueue and try to deliver them again once every ter
minutes.

Note: Delivery isre-attempted regardless of
whether mail is queued on the Queue Server or inthe
MTA’sspool directory.

out boundDef er Pr ocessl nt erva

Thiskey setstheinterval between delivery attempts
for mail that is queued because aremote domain is
temporarily unavailable.

When this number of seconds have elapsed, the MTA
attempts to send messages that it had previously
deferred.

Note: Delivery is re-attempted regardless of
whether mail is queued on the Queue Server or in the
MTA’sspool directory.

m nQueuel dl e

This key sets the minimum time (in seconds) between
attempts to deliver queued mail to a given domain.
The default value is 60 seconds.

maxQueueTi el nDays

This key specifies the maximum number of daysthat a
message can be kept in the queue. Once a message has
been in the queue for the time defined here, InterMail
assumes that it cannot be delivered and returnsit to its
sender.

al waysTryFirst

Usethiskey to tell InterMail whether or not to attempt
delivery for each message before queuing. The
possible values are either t r ue or f al se. Changing
the default value from f al se tot r ue meansthat the
MTA will always attempt delivery of a message
before sending it to the Queue Server or queuing itin
its own spool directory.

al waysQueue

Setting the al waysQueue optiontot r ue means that
InterMail will queue every message for adomain and
attempt to send them all during a single connection.
The default setting isf al se.
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7.5.2 ETRN (SMTP Queue Processing Requests)

Yet another mail queue processing option is the SMTP ETRN command, which can be used to
instruct remote mail hosts to attempt delivery of queued messages This is useful if you have a
PPP or a SL/IP connection, or have a similarly intermittent connection to the Internet. Although
ETRN is designed to be used by connecting mail servers, you can also execute it manually to
request queue processing.

Usage

To request manual queue processing, log in to port 25 of the SMTP server and enter ETRN
followed by “@” and the domain of the queue that should be processed. This will cause your
gueued mail to be delivered immediately, regardless of when théefesttPr ocessl nt er val

is scheduled to occur.

Example

The following console session shows the result of an ETRN command requesting immediate
delivery of mail that has queued faxcor dance. com

220 venus. sof tware. com ESMIP server (InterMail v4.0 212) ready Tue, 12 May
1998 09:20: 30 -0700

HELO

250 venus. sof tware. com

ETRN @accor dance. com

250 &

QUT

The250 ok response acknowledges that that the request has been carried out.

Note: ETRN isan open protocol standard, and is defined in RFC 1985.

7.6 Throttling Mail in Delivery

Mail in delivery is a subset of mail in process. It represents those messages that are being actively
processed, and does not include those items that have been explicitly deferred (for attempted re-
delivery at the configured interval).

InterMalil offers a series of controls to assist in managing mail in delivery. Most will be used
infrequently, if ever, nevertheless they provide a valuable safety net to protect against excessive
system load.

The three configuration keys involved in throttling mail flow are as follows:

» inDeliveryDeferKb sets a limit at which incoming mail will automatically be deferred
(allowing all processing efforts to be focused on existing mail in delivery)

e inDeliveryRejectKb sets a limit at which incoming mail will automatically be rejected
(with notice that the server is busy and re-delivery should be attempted at a later time)

» inDeliveryStopDeferKb sets a limit at which deferred mail processing will cease ( to
allow the MTA time to catch up)

Note: Mail that is deferred via throttling is treated as any other deferred mail, and is
reprocessed automatically at regular intervals.
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The value of each key is measured in kilobytes. A value of zero means unlimited. The default
values are as follows:

[*/ntalinDeliveryDeferKb: [1000000]
/*/ntalinDeliveryRejectKb: [O0]
/*/ntalinDeliveryStopDeferProcessKb: [10000]

The mail in delivery management keys are designed to be used in a complimentary manner.
Therefore, the relative values are significant.

For example, if the value of theDel i ver yDef er Kb key is set to 100000 (the default), the
value of thd nDel i ver yRej ect Kb key must be set higher than 100000 in order to reserve the
more drastic measure for last. TiheDel i ver Def er Kb limit, which is reached first, merely
defers mail, rather than rejecting it outright.

The value of thé nDel i ver ySt opDef er ProcessKb key is unique in that it is checked at the

start of each defer processing interval. If the current amount of mail in delivery exceeds the limit
set by this key, processing of deferred mail does not occur antchd@noBusy St opDef er entry

is written to the log. The system will again attempt to deliver deferred mail at the next defer
processing interval.

Note: Log entries are written each time one of the mail throttling controlsis activated. Log
files should be reviewed regularly for M aTooBusyDef er , M aTooBusyRej ect , and
M aTooBusySt opDef er entries, evidence of excessive system load.

© Software.com, Inc. 1997-1998 139



InterMail Operations Guide

140 © Software.com, Inc. 1997-1998



Logging Overview

This chapter discusses InterMail logging operations. It describes the various types of log files,
explains how to read log data, and discusses log file management.

Topics covered in this chapter are:
» Types of log files
* Log file formats

* Reading log files

8.1 Log Files

InterMail generates extensive log files that contain a running record of InterMail operations,
information about system usage, message flow, and the number of connections to and from
InterMail servers. You can configure how much information gets logged.

Log files are very useful for debugging since you can retrace the steps that led to an event or
problem. You can also use information in log files to monitor system performance.

8.1.1 Types of Log Files

InterMail generates three kinds of log files as shown in the following table.

Log File Type Contents Suffix
Event log files Error, warning and informational messages recorded as the- | 09
events occur.
Statistics files Statistical information for a period of time. . Stat
Trace files Diagnostic information recorded as events occur. Thisis | .trace

typically turned on at the direction of technical support.

All of the above log files are explained in detail in the following subsections. For troubleshooting
purposes, | og files are the most significant of these three types. You should regularly review
the. | og files as part of routine system monitoring.
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8.1.2 Specifying the Log Directory

All log files are written to the same log directory. To specify the log directory, use the
common/ | ogDi r configuration key. The value must be a valid path name, relative to the
InterMail home directory. For example,

/*/comon/logDir: [Ilog]

For more information about the configuration keys mentioned in this chapter, see Chapter 11 in
the InterMail Reference Guide.

8.1.3 Managing Log Files

Rollover is a means of controlling the size of log files, and provides a means of conveniently
archiving log files to secondary storage without disrupting running applications. When a log file
rolls over, the old file is closed, a new log file created, and logging continues to the new file.

To specify how many times per day the log files will “roll over” use the configuration key
rol | over sPer Day. For example:
/ venus/ conmon/ rol | over sPer Day: [ 2]

In this example, log files will roll over two times a day. If the value of this key is 0, then rollover
is disabled altogether.

Rollover is always calculated in terms of GMT. By default, the first rollover period of a day
starts at midnight (00:00:00 GMT). However, you can offset this by setting the configuration key
rol | over Ti meZer o (expressed in seconds) which defines offset from GMT. For example, if

the following is specified:

/ venus/ conmon/ rol | over Ti meZer o: [ 300]

then rollover would begin at 00:05:00 hours GMT.

Tips to Manage Log Files

The following guidelines will help you maintain/organize log files more efficiently.

» Set the rollover time for log files to a reasonably quiet period. You can configure the
rollover start time and the interval between rollovers using thé over Ti neZer o and
rol | over sPer Day configuration keys.

e Compress and/or archive log files regularly. This requires a customer written script that
would be run as a cron job.

It is convenient to leave the event log files for the last few days uncompressed; you will probably
be accessing them frequently. It is recommended that you archive log files older than a week
which will save significant space.
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8.2 Event Log Files

All InterMail server processes (e.gss, nt a, popser v) are capable of writing events tbog
files. Each server process maintains a current log file that you can roll over after a configurable
period of time. A new log file is then started.

Current log files are referenced in files that are identified by a server name and the file type (for
examplepopser v. | og contains a reference to the current log file for popserver). Archived log
files are similarly referenced in files that are identified by a server name, a host name, a date/time
stamp, and the log type (for exampdepser v. | yons. 199805050000- 0700. | og).

The time stamp in log files can be maintained in local time or GMT. If time stamps are required
to be in local time, the configuration kgyt LogTi nes should be set to false (the value is false
by default). To maintain the time in GMT, set the value ofgtiteLogTi nes key to true.

If the time is in local time, the log file name will have the timezone offset.

By default, event logs are not printedstoder r . To turn this capability on, set the value of the
configuration keyser vWar nToSt der r to true. For example,

[ */ common/ ser v\War nToSt derr: [true]

This will print all event logs of severity level Warning and highesttder r . See section 8.2.2
later in this chapter for a description of severity levels.

8.2.1 Event Log File Format

Inside each event log file, numerous log “events” are reported. The format for entries in a event

log file is:
<l ogEntry>:: = <date> <tinme> <host> <progranr <pid> <l wp> <thread>
<severity> ";" <event>

Example:

The following example shows a typical event log in a event log file.

o Lightweight
Time in Process IP Event P .
HHMMSSmmm Server Process (LWP)  Logging vent Parameters

Timezone Level
Offset ’JT ‘
— yJ—\ \

\
19980413 121518481-0800 venus mta 25569 50 52 Note;‘SmtpConnectionCIosed(70/2) [10.6.1.1]:1:1:30008
|

Date in Hostname Process ID
format Number (PID) Thread
YYYYMMDD number

Event Identifier

Figure 17 Event Log Format
Event logs are comprised of the following fields:
Date Stamp: in YYYYMMDD format

Time Stamp: in local time (HHMMSSmmm) or GMT, where mmm is in milliseconds. If the
time stamp is in local time, the timezone offset is also displayed.

Hostname: the machine name where the server resides
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Server Process: the name of the process which logged an event (e.g. mta, popserv,
imdircacheserv)

Process | D number (PID): standard PID of the operating system
Light Weight Process ID (LWP): light-weight PID; not supported by all UNIX platforms
Thread Number: the thread number for multi-threaded processes

Logging Level: the logging level for each log event. These levels indicate the level of effect that
an event will have on a server or process. Logging levels are Fatal (Fatl), Urgent (Urgt), Error
(Erro), Warning (Warn), and Notification (Note). See section 8.2.2 for additional information.

Event I dentifier: Each type of logged event has a specific name containing: a prefix denoting
the general event category, an abbreviated description of the event, and a Message Set ID and
Message ID (a “hon-human readable” code that refers to a catalog of message types used by
other commands to produce a more readable format).

Event Parameters: Details about the logged event. Includes information to help trace data
through a system, trace parent-child relationships, diagnose OS dependent problems, etc.

There are a few guidelines for the format of this field:
» Event parameters are colon delimited.

* Events associated with a network connection will contain the network address of the
connection.

* Message events will include a message ID as their first parameter.
» Events associated with a specific client identity will provide the user name when available.
» Process IDs should be supplied to establish parent-child relationships when created/reaped.

In the example shown in Figure 17 Event Log Format, a notification is given that on 13 April
1998, at 12:15 PM local time, the MTA had an SMTP connection closed on the host named
venus from the IP address 10.6.1.1. one second after connection time. The client sent 1 message
of length 30008 bytes.

An event log may also include, at the end, any of the following colon-separated additional

information:
"user =%" mailuserString
"nmEs=9%s" mailhostString
" port =%l" portString
"nmbox=%" mailboxString
“fronros" fromString
"fldr=9%" folderString
"megi d=%" messageldString
“origMsgi d=9%s" origMessageldString
"si ze=%" sizeString
"cmd=%" cmdsString
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“rme=%" rmeOpString
"fronmhost =9%s" fromHostString
"dest host =%" destHostString

For example,

19980507 133423832-0700 venus popserv 2089 9 16
Not e; PopConnTi nedQut ( 66/ 15) 240: user =j ane: nss=l yons: port =5010: nbox=30:
cmd=retr 1:fromhost=127.0.0.1

8.2.2 Troubleshooting Event Logs

When troubleshooting log events, there are two strategies to keep in mind. First, there are events
that should be monitored due to their severity level; for example, Error, Urgent, and Fatal events
all are indicative of an “error condition” that should be immediately diagnosed and remedied. In
some cases, however, the frequency of events (regardless of the severity level), is indicative of a
problem which can affect system performance. For example, ten bad password attempts in an
hour may be expected behavior, whereas 1000 attempts might indicate a bid to break into the
system.

Troubleshooting Event Logs by Severity

Log events each have a severity level that indicates how serious a particular event is and to what
extent InterMail has been affected by an event. However, it should be noted that all similar errors
may not have the same impact on the system. For example, failing to open a configuration file
could be fatal, while failing to open a message file, while certainly an error, does not prevent the
program from operating further.

The following table shows the five severity levels that are reported in log files.

Event Type Meaning

Fatal (Fatl) An unrecoverable event has occurred that prohibits further operation
of a process. The process should exit and, if possible, restart or
reschedule the work that it was performing. Critical errors require
some action on the part of an operator even if only to verify that a
process has restarted.

Urgent (Urgt) An error has occurred that requires action by an operator.

Error (Erro) A minor error has occurred. If the error persists, i.e., the error ocgurs

more than a certain (threshold) number of times, operator intervention
is required. You will need to develop your own threshold values based
on event type, number of messages, number of users, etc.

Warning (Warn) Events have occurred that do not affect the operation of the softyare.
These events describe something that ideally should not happen (e.g.,
an error between an SMTP client and the MTA). Warnings should be
monitored, although these events do not affect overall InterMail
performance.

Notification (Note) Notifications inform the user of typical events that are used to trace
data-flow and server processes. This is expected behavior.
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Troubleshooting Event Logs by Frequency

In certain situations, the frequency of notification and warning log events may indicate a
persistent problem that can affect messaging throughput and system performance. The following
table shows the most common of these types of log events and what type of problem is indicated
if the event occurs frequently.

Log Event(s) Type of Problem

Acct BadPswd A possible POP password attack; an unauthorized yiser
is attempting to enter the system or a user or multipje
users are attempting to launch a “denial of service
attack” by flooding the POP server.

ProcExi t Code InterMail server processes have exited with error
codes; this may be indicative of other system errors|

Snt pConnect i onDr opped Connections have been dropped due to a violation of
system policy; this may indicate an attempt to
distribute unsolicited e-mail.

Snt pRel ayPrevent ed Relay attempts have been denied due to a violation
system policy; this may indicate an attempt to
distribute unsolicited e-mail.

n

Snt pSender Bl ocked A message sent had recipients rejected because th
sender was blocked; this may indicate an attempt tg
distribute unsolicited e-mail.

U

See Chapter 13 of tHaterMail Reference Guide for descriptions of all event logs that appear in
InterMail.

8.3 Statistics Files

Statistics files contain statistical information for a configurable period of time. You can use these
statistics to measure system performance.

Each server generates a statistics file. Initially, the statistics file reports all the statistics that are
generated by the server. You can specify how frequently you wantéthe file generated by

using ther eport Par ansl nt er val configuration key. The default value for this key is 180
seconds. After the specified interval, the server checks if any of the reportable parameters have
changed and reports only the changed reportable parameters.

Current statistics files are referenced in files that are identified by a server name and the file type
(for examplepopser v. st at contains a reference to the current log file for popserver).

Archived statistics files are similarly referenced in files that are identified by a server name, a
host name, a date/time stamp, and the log type (for exapopleer v. venus. 199804210000-

0700. st at ).

The sections that follow describe the statistics logged by each InterMail server.

146

®  What constitutes “frequently” will depend on a variety of factors, including your specific hardware
configuration and account database.
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8.3.1 Statistical File Format

The format for entries to a statistical log file is:

<rpl LogEntry>:: = <date> <time> <host> <program <pid> ";" <event>
Example:
Tgn'\j_lin Process ID Reportable
L Hostname Number (PID) Parameter

1

19980513 151421441-0700 venus popserv 19555;StatConnections(77/12) 1

\_'_1 | |
Timezone ‘

Date in Offset Program Event Identifier
format

YYYYMMDD

Figure 18  Statistical Log File

Statistics file entries are comprised of the following fields:
Date Stamp: in YYYYMMDD format

Time Stamp: in local time or GMT (HHMMSSmmm), where mmm is in milliseconds. If the
time stamp is in local time, the timezone offset is also displayed.

Hostname: the machine name where the program resides.

Program: the name of the program which logged the statistic (e.g. mta, popserv,
imdircacheserv).

Process | D number (PID): standard PID of the operating system.

Event | dentifier: Each type of reportable parameter has a specific name (an abbreviated
description of the statistic being reported). It also contains a general event category number, and
a Message ID (a “non-human readable” code that refers to a catalog of message types used by
other commands to produce a more readable format).

Reportable Parameter s: Statistics being reported.
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8.3.2 POP Server Statistics

The POP Server handles requests for message retrieval from any client that supports the POP3

protocol.

Stat StartUp POP Server startup time

Stat Connecti ons Total number of current connections

Stat Accumul at edConnect i ons Number of total connections accumulated

St at Fai | edConnecti ons Number of failed connections (connections fail when
an attempt to create a socket for the client fails,
typically because the maximum number of connectipns
was reached.)

St at Rej ect edConnecti ons Number of rejected connections (connections are
rejected if authentication fails.)

Stat Ti medQut Connecti ons Number of times that a connection was “timed” out
(connections will time out if a client is inactive for a
configurable amount of time.)

Stat Retri evedMessages Number of messages retrieved

Stat Retri evedVol une Total MIME size of all retrieved messages

8.3.3 Message Store Server Statistics

The Message Store Server (MSS) is responsible for persistent storage of messages.

Event Description

StatStartUp MSS startup time

St at Connect i ons Total number of current connections

St at Accunul at edConnect i ons Number of total connections accumulated

St at Fai | edConnect i ons Number of failed connections

St at St or edMessages Number of stored messages. (This value differs from

the number of received messages by considering
messages that are duplicates of messages already
received. Duplicate messages are not saved to the

database.)

St at St or edVol une Stored volume (sum of the MIME size of stored
messages)

St at Recei vedMessages Number of received messages

St at Recei vedVol une Received volume of mail (the sum of the MIME size|of

received messages)
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8.3.4 MTA Statistics

The Message Transport Agent (MTA) is responsible for delivering incoming and outgoing mail.

Event Description

StatStartUp MTA startup time

St at Connect i ons Total number of current connections

St at Accunul at edConnect i ons Number of total connections accumulated

St at Def err edMessages Number of deferred messages

St at ProcessedMessages Number of processed messages

St at Recei vedMessages Number of received messages

St at Recei vedVol ume Received volume of mail (the sum of the messages
sizes)

St at Recei vedReci pi ents Number of delivered messages

St at Menor yUsed The amount of memory used

8.3.5 Queue Server Statistics

The Queue Server is responsible for the temporary storage of messages that cannot be processed
immediately by the MTA.

Event Description

StatStartUp Queue Server startup time

St at Connect i ons Total number of current connections

St at Fai | edConnecti ons Number of failed connections

St at Accunul at edConnecti ons Number of total connections accumulated
St at Locks Total number of locks

St at Accunul at edLocks Number of total locks accumulated
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8.3.6 Directory Cache Server Statistics

150

The Directory Cache Server responds to requests for account information. It has access to the
Integrated Services Directory, but services requests from its cache, which contains a local copy
of the required account information.

Event Description

Stat StartUp Directory Cache Server startup time

St at Queri esProcessed Total number of queries processed

St at Queri esSucceeded Total number of queries that succeeded

St at Queri esFai | ed Total number of queries that failed

St at UnknownUser Ret ur ns Number of user validation requests that returned
UNKNOWN USER

St at BadPasswor dRet ur ns Number of validation requests that returned BAD
PASSWORD

St at OKPasswor dRet ur ns Number of validation requests that returned
PASSWORD OK

St at Connecti ons Total number of current connections

St at Fai | edConnect i ons Number of failed connections (connections fail when

an attempt to create a socket for the client fails,
typically because the maximum number of connectipns
has been reached.)

Stat Accumul at edConnect i ons Number of total connections accumulated

St at Updat eTi ne Number of seconds spent in processing
(i mdi r cacheser v) cache updates

St at Recent Updat es Number of updates from the Integrated Services
Directory
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8.3.7 Configuration Server Statistics

The Configuration Server distributes the latest version of the master configuration database to all

the other InterMail hosts.

Event Description

Stat Start Up

Configuration Server startup time

St at Queri esProcessed

Total number of queries processed

St at Quer i esSucceeded

Total number of queries that succeeded

St at Queri esFail ed

Total number of queries that failed

St at Connecti ons

Number of current connections

St at Tot al Assessnent s

Total number of times the Configuration Server was
requested to assess configuration parameters

St at AssessesFai | ed

Number of assessments that failed

Stat Total I nstalls

Total number of installs

Statlnstall sFail ed

Number of failed installs

St at Accurrul at edConnecti ons

Number of total connections accumulated

St at Fai | edConnecti ons

Number of failed connections (Connections fail whe
an attempt to create a socket for the client fails,
typically because the maximum number of connecti
has been reached.)

St at Rej ect edConnecti ons

Number of rejected connections (Connections are
rejected if authentication fails.)
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8.3.8 IMAP Server Statistics

The IMAP Server handles requests for message retrieval from mail clients that support the IMAP

protocol.

St at Connect i ons Number of current IMAP client connections

St at Accunul at edConnect i ons Accumulated number of client connections established
during this invocation

St at Fai | edConnecti ons Number of IMAP client connections that have failed
(Connections fail when an attempt to create a socket
for the client fails, typically because the maximum
number of connections has been reached.)

St at Rej ect edConnecti ons Number of IMAP client connections that have been
rejected (Connections are rejected if authentication
fails.)

St at Ti medQut Connect i ons Number of IMAP client connections that have timed
out (Connections time out if a client is inactive for a
configurable amount of time.)

St at Fet chRequest s Number of fetch commands that have been serviced

Stat Cr eat eRequest s Number of create commands that have been serviced

St at Del et eRequest s Number of delete commands that have been serviced

St at AppendRequest s Number of append commands that have been serviced

St at CopyRequest s Number of copy commands that have been serviced

St at Sear chRequest s Number of search commands that have been serviged

St at Fet chedVol ume Volume of mail fetched by IMAP clients, in kilobytes

St at AppendedVol ume Volume of mail appended by IMAP clients, in
kilobytes

St at ExpungedMessages Number of messages expunged by IMAP clients
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8.4 Trace Files

Trace files contain diagnostic information recorded as events occur. This is an important option
for debugging and measuring system performance, since it tracks the flow of messages through
the InterMail system. This capability is typically turned on at the direction of Software.com
technical support.

To set message tracing, use the configuratiomkegageTr aci ng. This can be set
independently for any server.

Trace files are referenced in files that are identified by a server name and the file type (for
examplepopserv. trace contains a reference to the trace file for the POP Server).

The level of detail or verbosity that is required in the diagnostic output torthee file can be
set using the configuration key aceQut put Level . For example,

/venus/ ntal/traceQut putLevel : [rne=1, sock=2]
The environment variablevDl AG can be used to affect this at program startup.

By default, output to thet r ace file is not printed tast der r . To turn this capability on for any
InterMail application, set the value of the configuration kegiceToSt derr tot rue. For
example,

[*/comon/ traceToStderr: [true]

If either this key is set tor ue, or the program is launched with far aceToConsol e option,
the trace output will go tet derr .

8.4.1 Trace File Format

If message tracing capability is turned on for a server, it adds an entry to its log file whenever
processing a message. These “message tracing” entries allow messages to be traced through the
system and help to track down problems with messages.

The format for entries to a trace file is:

<traceEntry>::= <date> <tinme> <host> <progranr <pid> <l wp> <t hread>
<traceFeature> <tracelLevel > <traceDat a>

Example

19980511 122236824- 0700 venus popserv 2089 5 8;wait=1 entering
wai t Al I (timeout={5,0}), nmanager is ef16bb78([-1])
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8.5 Reading Log Files
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Log files can contain hundreds or thousands of lines and while you can view these “raw” log
files, InterMail also allows you to parse a log file (or multiple files) to produce more readable
format. You can view a more readable log format using the following two commands:

« imogsum(used only for | og files)

e imogprint(usedfor.log,.stat,and.trace files)

Using imlogsum
You can use the imlogsum administrative command only for reatingfiles.

By issuing theé ml ogsumcommand with one or more log files specified, you can produce a
summary of output that is easy to read and allows you to see useful system information while
ignoring less important information.

Thei nl ogsumcommand will report the following information:
» Alist of message types that have occurred in this log
» Totals of each type of message

» The number of messages that were handled by the MTA while the file was logging activity in
the system
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You can specify the output that you want to view by using th&severi t y> argument. By
using this argument, you report on only those messages that are of a specified severity level.

The illustration that follows displays the result ofian ogsumcommand.

venus% /vol 1/imail/lib/im ogsum-v nta.venus.199708250000. | og
File ‘mta.venus.1997199708250000.log’ {

796: AcctUnknownUser -> The user is not known at this site
1717835: MsgTrace -> Message

1: ProcLaunchReport -> Launched as user
80472: SmtpConnectionReceived -> An SMTP client connected
56: SmtpDNSLookupTimedOut -> A lookup timed out
6: SmtpQueueProcess -> The deferred queue is being processed

Fhxkxkxkkkxkx Totals of messages in' |Og’ fileg **xakkkkikkxk

796: AcctUnknownUser -> The user is not known at this site
1717835: MsgTrace -> Message
1: ProcLaunchReport -> Launched as user
80353: SmtpConnectionClosed -> An SMTP client closed its connection to the server
after seconds of connect time
80472: SmtpConnectionReceived -> An SMTP client connected
56: SmtpDNSLookupTimedOut -> A lookup timed out
6: SmtpQueueProcess -> The deferred queue is being processed

Message Traffic Histogram

Time delivered-venus-int
08/25/97 19:00 4677
08/25/97 20:00 2753
08/25/97 21:00 15513
08/25/97 22:00 25362
08/25/97 23:00 35513

Total: 83818

Figure 19: Sample Log File Output with imlogsum

See the Chapter 12 in the InterMail Reference Guide for more information about thei m ogsum
command.

Using imlogprint

You canusethei m ogpri nt command to present. | og, . stat,and. trace fileinformation
in aformat that islessterse and more readily understandable. It is usually used after the logs
have been pre-filtered to remove unwanted entries. Log entry fields, (specified by asingle
number, series of numbers, or range of numbers indicating the field(s)) can be included or
excluded from the output. The output is printed on one line by default, but can be made multi-
line (- m), which makes it easier to read. In addition, the fields can be tagged to make the meaning
of each field clear.

If you specify alog file that displays local time, theni m ogpri nt outputstime in the same
timezone astheinput file, evenif - | [ ocal ti me] isnot specified. If -1 isspecified, then it
takesthetimein thelog file and convertsit to local time (if it isnot already in local time). This
isuseful if thelog fileisin GMT or if it isin atimezone other than the current one.
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While the default behavior form ogpri nt is to enter a log entry from standard input, you may
usei ml ogpri nt on an entire log file by directing a named log file intd ogpri nt in the
following manner:

imogprint -t -m< nta.log

If you choose this option, you will probably want to redirect this output to a second file (e.g.,
mt a. | og. pri nt out) in the following manner:

imogprint -t -m< nta.log > nta.log.printout
Example

In the two examples belowm ogpri nt is invoked from standard input with sample arguments.
First the command is issued, then the log entry is entered.

mercury%imogprint -t -m
19971021 021512922 nercury popserv 14812 7 14 Note; PopProtocol Err(66/1) AUTH
twi nki e: cnd=AUTH tw nki e
dat e=10/ 21/ 1997 ti ne=02: 15: 12. 922 GMI host =nercury prog=popserv pi d=14812 | wp=7
thread=14 sev=Notification;[errorCode=PopProtocol Err]

A POP protocol error occurred during session: POP cnd: "AUTH

twi nki e". cnd=AUTH tw nki e

In this examplé m ogpri nt printed multiline reformatted output that indicated the date, time,
host, server process, and other information in an easy to read format. It also used) tags (
identify each field in the output.

mercury%imogprint -t -m-x 1-2
19971021 021512922 nercury popserv 14812 7 14 Note; PopProtocol Err(66/1) AUTH
twi nki e: cnd=AUTH tw nki e
host =nmer cury prog=popserv pi d=14812 | wp=7 thread=14
sev=Noti fication;[errorCode=PopProt ocol Err]
A POP protocol error occurred during session: POP cnd: "AUTH
twi nkie". cnd=AUTH tw nki e

This example shows how to exclude certain fields; in this case, the first two fields of the log
entry (the date and time) are omitted (by usirgl- 2) .

See Chapter 12 of tHaterMail Reference Guide for more information about ther ogpri nt
command.
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Accessing Log Data via Named Pipes

Logs are archived records of InterMail transactions; however, on some occasions, it is more
helpful to see log entries in real-time, as they happen. In InterMail, all events that are reported in
log files can also be accessed via a named pipe. The pipe can be directed to standard output and
viewed in a console window.

You can use the following configuration keys to control this behavior.
* | ogNamedPi peMbde

e stat NanmedPi peMode

* traceNanedPi peMbde

If you want to run a console window in the background, sdtdhgslanedPi peMbde
configuration key to 1. This causes the log output to be written to the pipe in addition to the file.

The named pipes exist in the same directory as the log files (the directory specified using the
| ogDi r configuration key) and are identified by the extensipnpe. <fi | et ype>; file type
being log, stat, or trace.

For example, if you have set the following value for the configuration &gianedPi peMbde
[ */ conmon/ | ogNanmedPi peMbde: [ 1]

the log output for the POP Server will be writterptgpser v. | og and to the pipe
popser v. pi pe. | og both of which reside in the same directory.
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The InterMail messaging system is designed to operate 24 hours a day, seven days a week. Like
all mission-critical applications, it should be consistently monitored, with individual components
adjusted based on performance requirements, observed performance, physical memory usage,
virtual memory usage, and network usage. This chapter provides a description of the monitoring
tools that can be used to analyze and maintain an optimally performing InterMail system

Also included in this chapter is a discussion of typical system “hotspots” (physical directories

that should be regularly observed), and some strategies to fine-tune and expand the InterMail
system. The tools described are either provided with InterMail or they are generic OS system
tools that can be applied for InterMail-specific tasks.

InterMail system maintenance encompasses the following topics:
e monitoring server availability

* monitoring InterMail via SNMP

e monitoring physical disk usage

* monitoring Oracle

e monitoring system health via imsysmon

* monitoring system performance

* tuning the performance of InterMail

» expanding the Message File System

e adding Directory Cache Servers

Note: Although every attempt is made in this chapter to provide information that is known
about the InterMail system, inevitably maintaining a production InterMail system varies
from site to site, based on hardware, network traffic, and what qualifies as acceptable
performance.
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9.1 Key Maintenance Concepts

Before reading further in this chapter, it is important to understand several key terms used in
relationship to InterMail maintenance:

*  Optimum Capacity: an InterMail system, like any system, has a certain optimum capacity;
that is, acceptable levels of CPU, network, and disk activity. A service running at optimum
capacity levels means response times to customers and remote servers are within acceptable
ranges. A system’s optimum capacity level is pre-determined by hardware components and
network bandwidth specified prior to software installation; this capacity level can by
optimized by performance “tuning” during the pre-production and production process.

» Response Time: response time indicates how fast an external user will see a response to his
initial input or connection request. When a system is over its capacity, server response times
can be negatively affected and unacceptable to customers (e.g., taking two minutes to POP
mail may be unacceptable and could also result in a network timeout).

» Sress: when the optimum capacity of InterMail has been exceeded in some fashion, stress is
placed on the system. Stress is typically accompanied by system time outs, system lock outs,
and unacceptable response times as well as the reduced ability to failover to a backup host
because such a failover may cause the backup to have deteriorated performance.

9.2 Monitoring Server Availability

160

In a production InterMail environment, it is important to ensure that all servers are available and
respond in a timely manner. While different levels of precision can be checked when monitoring
response times, two quick methods of checking server availability are to telnet to the POP,
IMAP, and SMTP ports on the appropriate InterMail hosts (the hosts that are running the POP,
IMAP, and MTA servers) or to ping these hosts usimger vpi ng.

Telnetting to Server Ports

In the following example, a telnet session is started on port 110 (POP port):

venus%telnet 0 110

Trying 0.0.0.0...

Connected to O.

Escape character is '*]’.

+OK I nterMail POP3 server ready.

qui t

+OK ? InterMail POP3 server signing off.
Connection cl osed by foreign host.

Figure 20. Telnetting to the POP Server port.

After invoking the telnet command, the POP (or SMTP or IMAP) banner (e.g. “+OK InterMall
POP3 server ready”) should immediately appear. If the banner does not immediately appear,
there may be excessive stress on the POP server.
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A telnet session can also be started on port 25 (SMTP port) to check to see if the MTA is
available:

venus%telnet 0 25

Trying 0.0.0.0...

Connected to O.

Escape character is '*]'.

220 venus. sof t ware. com ESMIP server (InterMail v4.0 205) ready Fri, 30 Jan 1998
14:18: 27 -0800

qui t

221 venus. sof t ware. com ESMIP server cl osing connection

Connection cl osed by foreign host.

Figure 21. Telnetting to the SMTP port.

As with checking the POP server, when the server does not immediately respond, there may be
excessive stress on the MTA server.

Pinging Servers

Each InterMail server can also be pinged with timeout values to determine if the servers are
available and responding. To determine server availability, meer vpi ng as in the following
example:

venus%inservping 1 5 nta

Fri Feb 28 10:03:18 EST 1997. inservping: (Info) nta responded

Figure 22. Pinging the MTA.

In this example, the MTA was pinged with a warning time of 1 second (to begin pinging) and
maximum time of 5 seconds (within which to report). All InterMail servers can be checked in a
similar fashion.

9.3 Monitoring InterMail via SNMP

Certain events and processes can be monitored via SNMP (the Simple Network Management
Protocol). SNMP is a protocol that provides users the ability to monitor useful network and

system traffic statistics and reportable parameters; in the InterMail system, SNMP provides
information such as the number of connections to the POP server since the server was started, the
total number of messages that are stored in the MTA, and the total number of messages stored in
the MSS. This information is “sampled” and sent to output on the user-defined SNMP

monitoring station.

This information is particularly useful in InterMail because it can be viewed real-time without
any script development or parsing of logs, can be viewed with standard SNMP monitoring
stations (e.g., HP OpenView), and provides information about the present state of a server
(volumes or numbers of connections at a given time) as well as archived information
(accumulated volumes or numbers of connections over a time period).

© Software.com, Inc. 1997-1998 161



InterMail Operations Guide

9.3.1 SNMP Support for InterMail
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Each InterMail installation includes a single SNMP server. Each InterMail server that can be
monitored via SNMP (the POP, IMAP, MTA, MSS, Directory Cache Server, and Queue Server)
contains a client that “speaks” SNMP. An SNMP thread resides on each SNMP-monitored server
and responds to requests from the SNMP Server. When requests are not pending, this thread
dispatches whatever traps are pending. Any of the SNMP-enabled InterMail servers may raise a
trap (a notification) through the SNMP Server. The SNMP Server listens for requests from

SNMP management stations. By default, the SNMP Server takes requests on port 161 and
transmit traps on port 162. These ports are configurable (vienthgRequest Port and

snnpTr apPort configuration keys); however, they are SNMP-standard ports defined by most
UNIX operating systems and typically should not be changed.

POP Server IMAP Server
T [T]
A A
Queue Server MSS
[T [T
MTA v v Directory Cache
[T [T
SNMP Server
A
Port 161 Port 162

h 4

SNMP Monitoring Station

Figure 23. SNMP Client-Server Relationship in InterMail.

Figure 23 shows the relationship between an SNMP Monitoring station and the SNMP Server.
Requests made from the SNMP monitoring station to the SNMP server are forwarded to the
individual SNMP-enabled servers. The response to this request returns to the monitoring station
via the SNMP Server. Communication between the SNMP server and monitoring stations is two-
way; information can be initiated from the monitoring station and “pulled” from the InterMail
sub-agents; or, the SNMP-enabled InterMail servers can “push” information to the monitoring
station (via the SNMP Server). Pushed informattoap§) is classified according to the level of
severity. Pulled informatiorpflls) is classified by the type of statistic that is reported.

Note: InInterMail, SNMP traps correspond to the same events that are logged in Inter Mail
log files; SNMP polls correspond to the information reported in InterMail stat files.
SMTP traps can be filtered according to their severity level.

For more information on SNMP and for a complete list of reportable parameters available for
SNMP Monitoring, please see Chapter 10 ofltiter Mail Reference Guide.
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9.3.2 Configuring an SNMP Server and Monitoring Station

In InterMail, any remote host can be used to view SNMP information. For example, although
InterMail runs on UNIX platforms, an SNMP monitoring station can be run on a Windows NT
machines that receives InterMail information via SNMP.

The process of configuring SNMP to run on a monitoring station involves several steps on the
SNMP server side (the InterMail host running the SNMP server) and the SNMP monitoring
station side (the machine running an SNMP monitoring station).

SNMP Server Configuration

When configuring the InterMail SNMP Server for operation, the following keys should be
adjusted as necessary:

e The/*/comon/trapMask configuration key, which lists the severity level of events that
are reported by SNMP. Valid values tarapMask are “notification,” “warning,” “error,”
“urgent,” and “fatal.”

Note: Aswith all configuration keys, the common/trapMask configuration key can be set
on a server-by-server basis, by adding a configuration key for each server, e.g.
mta/trapMask By setting severity levels and specifying them for all server, the
amount of unwanted information displayed in an SNMP monitoring station can be
reduced.

» The/*/snnp/ mast er Agent Host configuration key, which specifies the name of the host
which is running the SNMP Master agent.

The SNMP thread in each server maintains a queue of events (traps) that are dispatched
periodically. This activity takes place when the thread is not busy processing requests. The
following configuration keys are related to the queuing and dispatching activities of the SNMP
thread:

 The/*/snnp/trapQueueSi ze key, which specifies the number of events tracked and
stored in the queue. After the value specified by this key is reached, new events will be
added to the “bottom” of the queue and events that are at the “top” of the queue will no
longer be tracked. The default size is 1024 (this occupies only 1Kb of memory for the queue
itself). If the queue were to fill up, some traps may not actually make it to the monitoring
station but the event would still be logged to the appropriate server log. Valid values range
from 512 to 4096.

» Thesnnp/ event MaxWai t configuration key, which specifies the maximum amount of time
(in milliseconds) that the SNMP thread will block waiting for a request from a management
station can be established. Remember, whenever this thread is not servicing requests, it is
actually dispatching queued events (if any). The default used is 3 seconds. And the servers
will allow values between 3 and 10 seconds.
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An example of the configuration keys used to configure the SNMP server is shown in Figure 24:

/*/ common/ t r apMask:

[fatal]

[urgent]
/*/ common/ t r apQueueSi ze: [1024]
[ */ snnpdni event MaxWai t: [ 5000]

/venus/ snnpdnt nast er Agent Host: [ venus]

Figure 24. SNMP Server Configuration Keys

SNMP Monitoring Station Configuration

The process of configuring an SNMP Monitoring Station varies based on the particular
Monitoring software chosen; however, the following generic steps should be followed:
1. Find the Ovtb directory for the SNMP Monitoring Station.

2. Create a directory under the Ovtb directory (e.g. “swcom”).

3. Establish an FTP connection to the InterMail host running the SNMP server. Find the
directory that contains the MIB (Management Information Base) files (these files will be
named-. ny). Copy these files to the Ovtb/swcom directory.

4. Once the files are copied to the machine running the SNMP Monitoring Station, compile
these files intg . ni b files. Refer to the documentation provided with the SNMP Monitoring
Station software.

5. Identify the host that is running the InterMail SNMP Server to the SNMP Monitoring
Station.

9.4 Monitoring Physical Disk Usage

Disk usage refers to the amount of physical memory (hard drive space) available to InterMail at
any one time. Certain InterMail components, specifically the Message Store database and
Integrated Services Directory, contain information that should be checked on a regular basis. The
devices or mount points where these databases are located should be checked regularly. Also, the
InterMail Message File Systemnsgf i | es) and other parts of the InterMail file system which

are not server-specific (i.e., theour nal and/ | ogs directory and the Oracle redo logs) tend to
grow in disk space and without an effective archiving and backup strategy in place, large
amounts of hard drive space can be consumed. The directories where disk “growth” is likely to
create problems are théogs, / spool , and/ j our nal directories. In some cases (depending

upon if and how a sidelining policy has been implemented), the growth of the sidelined directory,
located at queue/ si del i ned (or/ spool / def err ed in rare occasions) can also become
problematic.

Usingdf or a similar utility, the amount of spauased in a system, by mount point, can be
observedTotal disk space, by mount point, can be viewed with tthie command and file usage
can be checked with tles command.
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After determining the relevant mount point, munon the directories at that mount point, and
determine which file sizes are large enough to warrant inspection. Typically, files that will cause
a drain on disk space and the strategy for dealing with these files are as follows:

Type of File Action

Journal Files/(j our nal directory) Determine or revisit the backup strategy for old
journal files.

Log Files (| og directory) Set log rollover to occur more frequently;
physically move old log files to a separate file
system or media source.

Message Filed frsgfi | es If space becomes an issue for Message files,
directory) allocate more space; message files are deleted when
no longer used through garbage collection and
Message Aging policies.

Deferred mail and undeliverable Fix any mail that can not be delivered and reprogess

(/ queue directory) this mail.

Deferred mail {spool directory) Fix any mail that can not be delivered and reprogess
this mail.

Oracle Redo logs Similar to the journal file strategy—remove expired

redo logs and place them onto backup medium.

Sidelined Mail ( queue/ si del i ned | Manually inspect messages and reprocess using the
or/ spool / si del i ned) immsgprocess command. See Chapter 4 in the
InterMail Reference Manual for more details on
Sidelining Messages.

9.5 Monitoring Oracle

InterMail employs Oracle databases in the Message Store database and Integrated Services
Directory. These databases require regular monitoring and maintenance in order to function at
peak capacity.

The following sections show how to perform some routine monitoring functions, as well as how
to check for problems that can adversely affect performance of InterMail, such as fragmented
Oracle indexes or lack of available disk space for tablespaces. For these problems, InterMail
provides tools to reorganize indexes and allocate additional space for tablespaces.
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9.5.1 Indexes and Tables

166

There are two types of “objects” in any InterMail database—tables and indexes. It is important to
understand these objects in order to perform monitoring and maintenance functions in InterMail.

» A table contains zero or more rows. Each row is made up of a number of columns. Each
column is of a specific data type.

* Anindex refers to one or more columns inside a table. Each row in the table has a
corresponding entry in the index. An index entry for a row consists of a copy of the values of
the indexed column(s) in the row, plus a pointer to the row, called a RowID.

Indexes are directly related to tables and are used to optimize the querying process. Rows in
tables are completely unordered; in order to find a row with a particular value in a given column
without an index, the table would have to be scanned row by row starting from the beginning of
the table. Indexes, on the other hand, are organized as balanced trees; the relevant index entry
for a particular column value can be fetched relatively quickly. The RowID in the index entry

will point to the desired row in the indexed table. The relationship of indexes to tables is shown
in Figure 25.

Book TotalSold TotalRevenue
Catch-22 5 20
> Candide 0 0
Book RowID
Odyssey 75 300
MobyDick 1
MobyDick 150 450
Odyssey 2
Catch-22 3 Table
Candide 4
Index

Figure 25. Indexes and Tables

Fragmented Indexes

In the course of InterMail operations, various creation and deletion processes such as adding and
deleting messages will affect indexes. Over time, an index will develop “holes” from deleted
entries and the database will then consist of more and more space formerly occupied by entries
for updated or deleted rows. This space hurts InterMail performance for three reasons:

» extra space is wasted in the database storing the “holes”
» extratime is used to read and write these “holes” to disk, and
» extra cache space is wasted because the “holes” are also stored.

For example, if “Odyssey” were updated to “llliad” in the table, the entry for the “Odyssey” in

the index would be “dropped” and no longer exist as an entry in the index. However the space
“Odyssey” occupied in the index would not be reclaimed and would form a “hole” in the index.
Because Oracle does not efficiently reuse the space vacated in an index when rows in tables are
deleted or updated, fragmentation results.
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Note: Tables do not suffer from this problem; the empty space created when a row is deleted
will subsequently be used when a new row is inserted.

With a fragmented index, searches take longer. When Oracle needs an index entry from the disk,
it doesn't just read in the single index entry, it reads in the entire block of the index containing

the desired index entry. For example, if the database needs to look up the “Candide” row in the
table above, it reads in the entire block from the index that contains the entry for “Candide.” In
our example, this block contains other index entries, as well as a “hole” for the now departed
“Odyssey.”

When Oracle reads in an index block from the disk, it stores it in an in-memory cache. If some
subsequent query needs an entry and that entry is present in the same block, Oracle avoids having
to do a disk read, and can use the index entry straight from the in-memory cache.

The cache stores a fixed number of blocks (with the actual number based on the size of the
cache). In order to make room for a new block when the cache is full, Oracle flushes the least
recently used block from the cache.

The less fragmented the index, the more index entries per block, which implies more index
entries per block stored in the in-memory cache, and a greater chance that a needed entry will be
in the cache and not require a disk read to fetch. Therefore the less fragmented the index, the
greater the performance.

9.5.2 Reorganizing Database Indexes

Index reorganization improves performance by eliminating the fragmented free space that builds
up in Oracle indexes over time. As mentioned previously, eliminating index fragmentation also
increases the performance of the databasei fitisi ndexr eor g accomplishes index
reorganization.

To runi ndbi ndexr eor g, use the following example as a guide.
i mdbi ndexr eorg -tabl espaces /tnp/table. backup -bl oat 70

In this example, the command is run and produces an output filerpd t abl e. backup (or
any other user-defined file). This file lists those tablespaces that have been affected by the index
reorganization and therefore require a hot backup.

The command must be run on the host where the Message Store database rbiisathe

<per cent age> switch allows the user to fine-tune the sensitivity of an index reorganization by
setting a high-water mark for the percentage of index space used. When this high-water mark is
reached, the index is considered bloatediantbi ndexr eor g should be run in order to

reorganize the indexes to an acceptable percentage of the total available space.

Warning! Thei ndbi ndexr eor g command must be run during a maintenance window when
all services that attempt to modify the database have been shut down.
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When an index has a bloat percentage greater than the specified bloat size, a reorganization will
be performed on that index. In this way, a critically bloated index can be reorganized and the
other indexes can be left alone.

Next,i ndbi ndexr eor g reads the value afb/ i ndexReor gani zati onTi neLi mi t M nut es,
which specifies the amount of time (in minutes) thati tiiebi ndexr eor g command is allowed
to run.

If thedb/ i ndexReor gani zat i onTi nmeLi mi t M nut es configuration key is set too high, index
reorganization may take longer than the time defined by a maintenance window. If this key is set
too low and the ndbi ndexr eor g command run too infrequently, performance will be hurt and
space wasted because the command will not have enough time to defragment the indexes. This
key can be overridden by specifying thé nel i ni t minutes argument.

For more details abountdbi ndexr eor g, please see Chapter 12thé InterMail Reference
Guide.

9.5.3 Monitoring Oracle Tablespaces

Physical space in a database is partitioned into tablespaces. Each tablespace is composed of one
or more files. All the storage for a particular index or table resides in one particular tablespace,
although the storage might be split up amongst the several files that compose the tablespace.

Figure 26 represents the total space in a database. The space is separated into five tablespaces:
SYSTEM, TEMP, RBS, POX01, and PODOL1.

File 1
File 2
Table 1 Index File 3
File 4
SYSTEM TEMP RBS POX01 PODO1

Figure 26. Tablespaces in a database

If we look at one logical partition of an Oracle database in InterMail, we can clearly see what

sort of difficulties arise in the management of available space. When a table is first created in an
InterMail Message Store database, a certain fixed amount of space is allocated for the storage of
its rows.

This space is called the table’s initial extent. When this space is exhausted, an additional
increment of space called an extent is allocated. An extent is a multiple of the Oracle block size,
so, for example, if the database is constructed with 1k blocks, table extents (as well as indexes)
are created in multiples of 10’kEvery table has a particular preassigned extent size.
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" InInterMail, the Oracle block sizeistypicaly 8 k.
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For example, if more space is needed for a given table that has an extent size of 80 k, an
additional 80 k extent will be added. In order to add this additional extent, Oracle will scan the
tablespace until it finds a free extent of contiguous blocks (unallocated space in the tablespace)
of 80 k or greater. The space for the new extent does not need to be contiguous to any of the
table’s existing extents, and can be added anywhere in the tablespace. To further illustrate the
way the Message Store database allocates space, observe Figure 27.

Table 1, Extent 1 | Free Extent 1 Ei?elﬁtzi Table 1, Extent 2 Free Extent 2 Table 3, Extent 1
(80 k) (70 k) (60 k) (80 k) (80 k) (90 k)

Figure 27. Space Allocation in a Tablespace

In this example, a tablespace exists with three tables and two extents of available space.
Remember, as a rule, extents are only added in available free extents and these free extents must
contain enough blocks to accommodate an additional extent. So, if Table 1 which has two 80 k
extents (Table 1, Extent 1 and Table 1, Extent 2) needs to add an additional extent, it will search
the tablespace for a free extent of sufficient size (80 k). After discovering that Free Extent 2
contains 80 k, it will allocate that space, creating a third extent (Table 1, Extent 3).

This works well while there is a free extent to accommodate an additional extent, but when there
is no available space, problems can occur. While Table 2 can add an extent (a 60 k portion of the
80 k block in Free Extent 2), if Table 3 needs to add an extent, it will search the tablespace for a
90 k free extent and finds that only a 70 k free extent exists in Free Extent 1; therefore, the table
cannot add an extent. In this case, the tablespace needs to be expanded.

Another potential problem exists. Since database tables grow at different rates, it is possible that
Table 2 may grow before Table 1 grows. Suppose Table 2 was the first to require a new extent.
Table 2 will search the database and discover that the next available extent is Free Extent 2 and it
will allocate 60 k of this 80 k blockThis creates a problem for Table 1, because now there is

only a 70 k block (Free Extent 1) and a 20 k block (the remainder of Free Extent 2) remaining.
Again, the tablespace will need to be expanded.

The challenge in managing space in databases is to determine when a tablespace needs to be
expanded (by growing the size). In order to monitor the growth of Oracle databases, InterMail
provides two tools to check on database usage and specifically estimate when the available free
space will need to be expandéddbspacecheck andi mibspacequi ckcheck.

9.5.4 Checking Free Space in Oracle

Thei ndbspacecheck command monitors the remaining free space in an Oracle database, and
estimates when more space will be required. It warns when available space is at a point where it
is advisable to add more. It calculates this by checking all possible permutations in the Message
Store database and also the historical growth of tables, which it will write to a file called

i mdbspacecheck. <DB_i nst ance>. hst . Each time thé ndbspacecheck is executed, the

i mbspacecheck. <DB_i nst ance>. hst file is updated. In addition,mdbspacecheck can

be run while InterMail is in full operation and is intended to be run regularly.
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When executed, the command will log an Urgent message when available space is at the point
where more should be added. Two conditions will caustbspacecheck to log an “Urgent”
message:

» when there is an object (table or index) that contains an extent that is equal to or greater than
the percentage set by ttik/ ext ent Ful | War ni ngThr eshol dPer cent configuration key.
This would indicate the possibility that this object would not be able to add an extent.

» if there is an object whose last extent is predicted to fill within the time specified by the
db/ ext ent G owt hAl | owanceDays configuration key and there is a possibility that the
object will not be able to add an extent.

To runi ndbspacecheck, use the following example as a guide:
i mdbspacecheck -threshol dpercent 70 -threshol ddays 60 -dir MSS

In this example, the command is executed with very conservative parameters. It will report back
based on any combination of database growth that will prohibit any extent that is currently at
70% (set by t hr eshol dper cent ) to add an additional extent within 60 days (set by

t hr eshol ddays). If these parameters are used inithdbspacecheck invocation, they will

replace the values specified in Wi ext ent Ful | War ni ngThr eshol dPer cent and

db/ ext ent G owt hAl | owanceDays configuration keys for that invocation.

While i mdbspacecheck is memory-intensive and can take a long time to run, InterMail

provides a second commamdgbspacequi ckcheck, to quickly check free space in a

database. Themdbspacecheck command checks every possible combination of table growth,
calculating all permutations and referring to stored historical data, to determine when additional
space will be neededndbspacequi ckcheck performs a much more cursory check, only
checking on current conditions instead of providing an in-depth analysis of future projections, as
i ndbspacecheck does.

Thei ndbspacequi ckcheck command searches the database to determine the result if any of

the existing tables in the database need an additional extent in isolation. If any of the existing
tables will have a problem growiniggdbspacequi ckcheck will report this information. This

differs fromi ndbspacecheck, which projects all the growth of all extents in the future, based

on historical data and database growth patterns. Basicathpspacequi ckcheck can warn of

an impending space crisis and serves as a last-chance safety net to catch space problems before a
crisis erupts.

Like i ndbspacecheck, i ndbspacequi ckcheck logs an “Urgent” message if there is an object
(table or index) whose last extent is over a configurable high-water mark (system default setting
is 90% full), and the object cannot grow. “Static” objects, that is table and indexes known not to
grow, are exempt from this check.

In typical system operationpdbspacequi ckcheck should be scheduled as a frequently run
cron job, executed approximately once every thirty minutes. Runmittigs pacequi ckcheck
imposes an insignificant load on the monitored system. Therefore it can be run much more
frequently than ndbspacecheck.

The database uses a "first fit" agorithm when allocating a new extent for atable. What this meansis

that, when searching for available space, the next available block—not the first block in the entire
tablespace—that can accommodate an extent for a given Table is used regardless of the growth needs
of other Tables.
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To runi ndbspacequi ckcheck, use the following example:
i mbspacequi ckcheck -threshol dpercent 70
As in the example farndbspacecheck, a conservative strategy is followed where

i mdbspacequi ckcheck overrides thelb/ ext ent Ful | War ni ngThr eshol dPer cent
configuration key with t hr eshol dper cent 70.

9.5.5 Expanding Oracle Tablespaces

Once it has been determined that a particular database needs to grow and there is available hard
drive space to accommodate this increase, runrthibspacegr ow command to expand the

available tablespace. The log entries creatednisypspacecheck andi ndbspacequi ckcheck

give warning of an impeding space crisis, determining wheibspacegr ow should be run.

The following example illustrates how to rundbspacecheck:
i mdbspacegrow -dryrun

In this examplei, mdbspacegr ow is executed with thedr yr un argument. When this argument
is set, the command will not actually perform the database expansion and instead logs a

description of whatvould happen if the database was enlarged. It is generally a good idea to
perform a dry run of ndbspacegr ow and review the results before actually adding the space.

After the dryrun of mdbspacegr ow, status information is displayed to standard output:

Dat abase nane: I MML
Dat abase access: | ocal
ORACLE_HOVE: / di sk2/oracle/7.3.3

Ready to proceed? (Y/'N) [yes]

Figure 28. Setting Environment Variables for imdbspacegrow.

If the information presented is correct, type yes and press enter; if not, type no and press enter.

Once status information is confirmed, a list of tablespace names is displayed, and the name of the
tablespace to be expanded can be chosen. The following is an example of the output that can be
displayed; however, the exact display will differ depending upon the actual names of tablespaces
in the system.

The database is partitioned into 5 tabl espaces.

TABLESPACE LI ST

1) SYSTEM

2) TEMP

3) TB1

4) TB2

5) TB3

Pl ease sel ect a tabl espace fromthe list by nunber: [5]

You sel ected tabl espace TB3.

After you nake a selection, InterMail will report the current status of the tabl espace
that you chose.

For your information, the tablespace TB3 is currently conposed of the following files:

FI LE NAME SI ZE | N BYTES
/ di sk2/ or acl e/ adni n/ D1ALE733/ TB3. dbf 32522240 bytes
Ready to continue? (Y/N) [yes]

Figure 29. Specifying a Tablespace to Expand.
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The command prints information about the recommended sizing for the additional file and then
prompts the user to specify the size of the new tablespace file:

Enter the size of the file to be added to the tablespace: [0] 32522240

Figure 30. Choosing the Size of a New Tablespace File.

Next, the full pathname for the new file is entered. Typically, the .dbf extension is used for
Oracle database files.

Enter full path nanme of new file:

/ di sk2/ or acl e/ admi n/ D1ALE733/ TB3_2. dbf

A file named /disk2/oracl e/ adm n/ DLALE733/ TB3_2. dbf of size 32522240 bytes will be
added to tabl espace TB3.

Proceed? (Y/N) [yes]

Figure 31. Confirming imdbspacegrow Operation.

At this point, InterMail will typically add the new file to the tablespace TB3. In this example,
since- dr yr un was specified, the results of the operation are displayed, but the file will not be
written to disk.

Oracl e added a new file naned "/di sk2/ oracl e/ adm n/ DLALE733/ TB_3. dbf" to tabl espace
"TB3". The actual size of the file is 0 bytes.

NOTE: this differs fromthe size you requested (32522240).

The tabl espace TB3 shoul d be hot backed up now, since its structure has been altered
in a significant way.

Figure 32. Completing the imdbspacegrow Process.

While i ndbspacegr ow does not interfere with the normal operation of InterMail, it is highly
suggested that InterMail be backed up (performing a hot backup) immediately after creating more
tablespace. Therefore, it is advisable toirudbspacegr ow during a maintenance window or

other non-peak time.

9.5.6 Viewing Database Information

To see an overview of all database information, usénflespacer epor t utility, which prints
out information about the database, including the exact Oracle version used, the value of all
database parameters, and information about space usage in the database.
To runi ndbspacer eport , type the following:

i mdbspacereport -dir MSS

where di r MSS indicates the name of the Message Store database instance for which to produce
a report.
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®  Inaddition to providing an overview of all database information, when i mibspacecheck or

i mdbspacequi ckcheck warn of low tablespace, i mdbspacer eport can be run to obtain a snapshot
of space allocation in the database in order to better understand the depth of the impending crisis.
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9.6 Monitoring System Health with imsysmon

InterMail servers can be monitored by telnetting to ports and via pinging; however, to provide
time-sensitive monitoring of servers, thesysnon command can be employed. Thesysnon
command checks the overall health of the InterMail system and reports status to a log file. When
i meysnon discovers events of a user-definable severity level (see Chapter 8 for more
information on severity levels), it will optionally send an e-mail and/or page to a list of specified
addresses. In this way, real-time monitoring can be accomplished 24x7.

9.6.1 The imsysmon.ini file

Before running thé msysnmon commandi nsysnon should be configured to determine where
system files are located, which servers will be monitored, where log files will be written, and
who will receive e-mail and/or pager alerts. Tm&ysnon command is configured by
modifying thei nsysnon. i ni file.

Thei nsysnon. i ni file contains four sections:

* IMSYSMON—variables controlling the running environment oysnon
* INTERMAIL—variables setting the location of InterMall
ORACLE—variables setting the location for Oracle instances

« DEFAULT—variables setting the threshold limits for parameters that affect the operation of
i mBysnon

The following four sections describe the variables and meaning of values found in the
i meysnon. ini file:
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IMSYSMON: Setting the Running Environment for imsysmon

The IMSYSMON section of thensysnon. i ni file controls howi nsysnon is expected to
behave—where it should expect certain information to exist, to whom it should send e-mail and
pager notifications, and threshold levels for certain routine operations. The variables in the
IMSYSMON section and their meaning are as follows:

Banner Ti ne

Mai | Host s

Mai | Rept To

MaxConnAt t enpt Not e
M nErr D skUsage

M nFat | Di skUsage
M nUr gt Di skUsage

MBxEr r oFr eeExt ent s

MaxFat | Fr eeExt ent s

MaxUr gt FreeExtent s

PageRcpt To

Ti meCut

This variable set the number of seconds to wait for a banner to
appear.

A list of mail hosts that can be used to deliver e-mail and pager
notifications. It is important to specify at least one mail host that
can be used but is not contained inside your InterMail system in
the event that InterMail MTAs are not available.

The email address(-es) that will receive a message when a Fatal or
Urgent event occurs.

The maximum number of attempts in connecting to a port.

The minimum amount of disk usage before reporting an “Error”
event.

The minimum amount of disk usage before reporting a Fatal event.

The minimum amount of disk usage before reporting an Urgent
event.

The minimum percentage of free extents available before
reporting an Error event.

The minimum percentage of free extents available before
reporting a Fatal event.

The minimum percentage of free extents available before
reporting an Urgent event.

The e-mail address(-es) that will receive a message when an
Urgent event occurs.

The period of time (in minutes) thabsysnon will wait for a task
or a probe to complete, before timing out and reporting an error.

INTERMAIL: Setting the Running Environment for InterMail

The INTERMAIL section of thé nsysnon. i ni file controls imsysmon’s interaction with
InterMail. The variables in the INTERMAIL section and their meaning are as follows:

User Nane

174

The name of the InterMail user. This will typically be set to the
same value as tlmon/ commonUser configuration key.
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ORACLE: Setting the Running Environment for Oracle

The ORACLE section of thensysnon. i ni file consists of one variable used to set the Oracle
instances that thensysnmon command will monitor.

OracleSID The list of Oracle instances that will be monitored. Typically,
there will be at least two instances specified—one for the Message
Store database and one for the Integrated Services Directory.

DEFAULT: Setting the Threshold Limits for imsysmon

The DEFAULT section of thensysnon. i ni file determined which events will be monitored
and what severity level shouldsysnmon consider a particular error when it reports it to a log
file, standard error, and/or sends a mail or page (if the event is Urgent or Fatal severity level).
Whereas the IMSYSMON section sets thresholds in percentages or numbers, the DEFAULT
sections sets the severity level thatysnon will report when the thresholded percentage or
number is reached.

The following values are used to represent severity levels in the DEFAULT section:
0 Notification

1 warning

2 Error

3 Urgent

4 Fatal

For each of the following variables in the DEFAULT section, the user can set a value to reflect
which severity level will be reported. If the user does not wish to have a particular event
monitored and reported byrsysnon, the event can be “commented out” (see section 9.6.2 for
examples on modifying tHersysnon. i ni file).

Fat| Di skSpace The percentage of disk usage is at least the value specified
by M nFat | Di skUsage.

Fat| FreeExtents The number of free extents is less than the value specified
by MaxFat | Fr eeExt ent s.

O al nst Pi ngFai | An Oracle instance (as defined by theacl eSI D
variable) is not responding.

ProcNot Found An InterMail server is not responding to a ping.

Fat al MsgsFoundl nLog Fatal messages found in server logs.

Al ar nTi meout A timeout has occurred while waiting for a task.

Ar chi vePat hNot Found The Oracle archive path for a specific instance was not
found.

Di skSpaceCheckFai | An error has occurred while trying to perform a disk space
check.

LogFi | eQpenfFai | Thei msysnon log file could not be opened.
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Ur gt Di skSpace The percentage of disk usage is at least equal to
M nUr gt Di skUsage.

O aTabOpenFai | The oratab file cannot be opened or read.

Por t Banner Fai | A failure to connect to server port expecting a banner has
occurred.

Ur gt FreeExtent s The number of free Oracle extents is less than or equal to
MaxUr gt Fr eeExtent s.

Ur gt MsgsFoundl nLog Urgent messages found in server logs.

CheckFr eeExt ent sFai | There has been a failure to check for free Oracle extents.

ErroFreeExtents The segment for an Oracle instance is low.

| MAPQui t Error The IMAP server rejected a “QUIT” command.

| MDbSpaceChecker There has been a failure to rumdbspacechecker .

| MDbLogPar si ngFai | ure There has been a failure to parse an InterMail log file.

| MBer vPi ngFai | There has been a failure to rumser vpi ng.

LogSegnent Creati onFai l ure  There has been a failure to create a log segment.

LogSegnent ReadFai | ure There has been a failure to read a previously saved Log
segment.

POPQui t Err or The POP server rejected a “QUIT” command.

SendMai | At t enpt Fai | There has been a failure to notify an event via sendmail.

SMrPDat akr r or SMTP server rejected our “DATA” address.

SMIPFr onEr r or SMTP server rejected our “MAIL FROM” address.

SMIPRept ToEr r or SMTP server rejected our “RCPT TO” address.

SMrPMessageBodyEr r or SMTP server rejected the body of our message.

SMIPNot i fyFai | Failure to notify of event via e-mail.

SMIPQui t Er ror SMTP server rejected our “QUIT” command.

Socket SMIPMai | Fai | Failure to notify of event via e-mail.

SockQOpenFai | Unable to create a socket to communicate with one of the
servers.

Unhdl Si gnal A signal that has not been accounted for has occurred.

War nDi skSpace The percentage of disk usage for a file system is at least
M nEr r or Di skUsage.

BadPor t Banner A bad port banner was received.

Not eDi skSpace A notification message on Disk Space.

Not eFr eeExtent s A notification message on Free Extents.

Not eOr al nst Responded A notification message that an Oracle instance has started.

OraSi dNot Found Oracle instancet acl e_SI D) not found.
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O aHonmeNot Found Oracle home directory for specific instance not found.
ProcFound An information message that a process is found.
Por t Banner An information message that a banner was found for a

server port.

9.6.2 Modifying the imsysmon.ini file

As shown in section 9.6.1, thesysnon. i ni file is large and offers many options for
configuration. The following example shows how to set some sample variables in this file.

[ 1 MSYSMON]

# Mail Hosts - The list of hosts that will be used by insysmon to send
# emai| messages. Add one host per line between the line
# contai ning <<EOT and the |ine containing ECT.

Mai | Hosts = <<EOT

venus. sof t ware. com

earth. sof t ware. com

accordance. com

EOCT
# Mail Rcpt To - The emmil address(-es) that will receive a message when
# an urgent event happens.

Mai | Rcpt To = <<EOT

admi ni strator @oftware. com
tech_support @oftware. com
EOCT

# M nErrDi skUsage - The mi ni mum anount of di sk usage before raising
# an "error" message.
M nErr Di skUsage = 80

[ | NTERMAI L]

# UserNane - The nane the the InterMiil user.
User Nane = i mail

[ ORACLE]

# OacleSID - The list of Oracle instances that will be nonitored.
O acl eSI D = <<EOT

I MVIL

| MD1

EOT

[ DEFAULT]

# Percent of disk usage is at |east M nFatl D skUsage.
Fat | Di skSpace = 4

Figure 33. Sample imsysmon.ini File.
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9.6.3 Running imsysmon

After thei nsysnon. i ni file has been configured, thesysnon command can be invoked on a
command-line by typingnsysnon. However, in order to runmsysnon, you must be root.

Note: For a complete description of available syntax for imsysmon, refer to Chapter 12 of the
InterMail Reference Manual.

The following example shows the execution obysnon and some possible problems that may
be reported.

venus% . /i nsysnon
i msysnmon: Monitor procedure started for host venus on Fri May 08 14:46:15 PDT 1998
Initializing......

imsysnmon: Initialization conplete. Running with these val ues
Host Nane venus
OpSys SunGsS
| mai | UNanme i mail
O acl eUNane oracle
I nterMail Dir /vol 1/i mai |
Ver boseMbde 0
Loghvbde 1
LogFile /vol 1/i mai |l /1 og/insysnon. venus. 19980508144615. | og
Mai | Del i ver yHost s earth: 7131
Wai t Ti ne 2

Envi ronnent: i nail
Environnment: oracle
i msysnmon:  nonitoring InterMail nodules: indircacheserv nss nta popserv

Checki ng nodul e i ndircacheserv. ..

i msysnmon:  FATAL! 19980508144617: indircacheserv does NOT respond to connection
requests.

Checki ng nodul e nss. ..

imsysnmon: FATAL! 19980508144624: nss does NOT respond to connection requests.

Checki ng nodule nta...

imsysnmon: FATAL! 19980508144628: nta does NOT respond to connection requests.

Checki ng nodul e popserv. ..

imsysnmon: FATAL! 19980508144633: popserv does NOT respond to connection requests.
i msysnmon:  Monitor procedure ended for host venus on Fri Muy 08 14:46:35 PDT 1998

venus%

Figure 34. Running imsysmon.

Based on the output shown in Figure 34, a log file will be created
(i meysnon. venus. 19980508144615. | og) and an e-mail will be sent to the addresses
specified in thevai | Rept To variable.
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9.7 Monitoring System Performance

During the course of InterMail operations, certain system resources should be checked to make
sure that the system is not being overloaded. The areas that typically require monitoring are as
follows:

* RAM Usage

e Throughput Speed and Volume

* Disk Performance

e Timeouts and Dropped Connections
* Networked Resources

The sections that follow describe each of these performance areas and suggest a tool that can be
used for monitoring. The actual tool used will depend on the UNIX platform on which the
InterMail installation is running.

Note: The following examples and suggestions are meant only as guidelines; specific hardware
configuration, system usage, additional third-party software, and network connectivity
can greatly affect an InterMail system and must be taken into account when estimating
system performance for a specific site.

9.7.1 Checking RAM Usage

Although available RAM is a consideration for any client/server application, it may be difficult

to determine what is acceptable for total memory usage. However, the amount of RAM devoted
as swap space can be monitored in a more objective manner and should follow these basic
guidelines. Usenst at or an equivalent utility on a regular basis to determine available swap
space. An example of usingst at to determine RAM usage follows:

venus% vnst at
procs menory page di sk faults cpu

rbw swap free re nf pi po fr de sr sO s1 -- -- in sy cs us sy id
000 17504 11760 0147 61014 0 1 1 1 0O O 118 1597 196 3 3 95

Figure 35. Checking RAM Usage.

The important numbers to track are the swap space used and the available free swap space (swap-
17504 and free-11760, in this example). In this example, 60% of available swap space is used
(swap column / éwap +f r ee columns)) and this is considered “green” condition in which

operation is within reasonable parameters. If the amount of total used swap space was at 75%,

this would be considered a “yellow” condition that should be closely observed and, if it

continued, would indicate a possible problem. If this percentage were at 95%, this would be a

“red” condition and definitely indicates a problem.

Warning! The swap partition should be analyzed to determine if it is large enough to handle the
transaction volume. If not, more space may need to be added to the swap partition,
available virtual memory may need to be expanded, or the number of available
connections and processes in InterMail may need to be decreased.
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9.7.2 Checking Throughput Speed and Volume

It is important for an InterMail system to be within an acceptable range of throughput times for
the amount of transactions through the system.

venus%iostat -x 10
extended di sk statistics

di sk rls ws Kr/s Kw's wait actv svc_t %w %
sd3 0.4 0.1 2.0 1.6 0.0 0.0 7.7 0 O
sd4 0.8 0.1 12.3 0.5 0.0 0.0 487 0 O

Figure 36. Checking Throughput Volume.

With this output, the number of reads per seceond (column), writes per secondi(s column),

and average service time can be observed. These numbers will vary; however, as a general rule,
if the service time is high and/or the reads or writes per second is low, then problems may exist
in the system.

9.7.3 Checking Disk Performance

Another potential problem area is disk performance, specifically access times to the disk in
guestion. For instance, if it takes too long for a connection to the MSS to access the hard disk,
problems may ensue.

Access Times

To check access times for a given host, isssr acommand. The following output will be
produced.

venus% sar -d -o /var/tnp/disk.sar 10 100000

SunGS venus 5.5.1 Generic_103640-12 sun4u 12/ 03/ 97

14: 25: 03 devi ce %usy avque r+w's blks/s avwait avserv
14:25:13  sdO 81 0.8 101 1978 0.0 8.1
sdl 0 0.0 0 6 0.0 10.3
14:25:23  sdO 81 0.8 97 2024 0.0 8.4
sdl 0 0.0 0 5 0.0 18.9

Figure 37. Checking Access Times.

With this output, problems or bottlenecks can be observed on a particular hard drive and CPU
performance can be determined based on the average number of requests that are outstanding
(queued) and the average time to process a request. Depending upon how a disk array is
configured, theavwai t column can provide useful data and, in general, adighe time

indicates problems and possible file contention where the system is exhibiting poor disk
performance.
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To analyze the actual CPU load, issue the following command:

venus% sar -u -f /var/tnp/disk.sar 10 100000

SunCS venus 5.5.1 Generic_103640-06 sun4u 12/ 03/ 97
20: 58: 39 Qusr sys %ni o % dl e
20: 58: 49 1 2 0 97
20:58:59 1 2 0 97
20:59: 09 1 2 0 98
Figure 38. Checking CPU Load.

Generally, load should be calculated from system (kernel) processes and user processes and this
behavior should be observed in a console window when CPU load is evaluated. If the percentage
of CPU load fusr +%ys) is greater than 95%, this is a concern; however, this may be short-
lived behavior. When CPU load is excessive for at least thirty minutes, this indicates a problem.

If these CPU problems last 2 weeks or more, it may be appropriate to add additional CPUs or
another host of the same type to the InterMail system.

9.7.4 Checking for Timeouts and Dropped Connections

In InterMail, connections may time out and be dropped. In order to check for timeouts and
dropped connections, it is suggested thatthe | og, popserv. | og, andi map. | og be
checked foNi oMaxConnect i ons log events.

9.7.5 Checking Networked Resources
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Basically, issues dealing with networked resources are similar to those of disk space, but with
more difficult solutions. Most of the time, network 1/0 capacity is not a problem. If network
problems are observed, first make sure that the network is clean (no unexpected traffic from
other devices) and all segments are working correctly.

For examplenet stat -i 5 displays network traffic on all NICs (Network Interface Cards) for

the past 5 seconds.

venus% netstat -i 5
i nput [=10) out put input (Total) out put
packets errs packets errs colls packets errs packets errs colls
525829 0 94851 1 25 630894 0 199916 1 25
8 0 1 0 0 8 0 1 0 0
11 0 2 0 0 11 0 2 0 0
Figure 39. Checking Networked Resources.

In general, if the number reported in @ | s column is high, then there is a problem with
network resources.

181



InterMail Operations Guide

9.8 Tuning the Performance of InterMail

In InterMalil, performance tuning is an interactive process that involves observation by the
administrator of response times, available memory, and other system actiuityranmibdifying

certain InterMail parameters. The process of tuning an InterMail system is iterative; however,

this process can be specified into certain scenarios based on bottlenecks, problems, or events that
have been logged by InterMail.

9.8.1 Tuning based on observed system performance

Access times to the MSS are slow

If the average access time to the MSS is observed to be at an unacceptable speed, then the value
set in thent a/ ti meout Ser ver Del i very configuration key should be decreased.

Access times to the MTA are slow

When the MTA appears to be running slow, try to adjust the following:
1. Decrease the value in thea/ cachelLi mi t | nKB configuration key.
2. Increase the value in thea/ maxDi r ect Del i very configuration key

3. Increase the value in thea/ naxDi r ect KB configuration key.

Note: Keep in mind that the relationship of access time versus number of available connections
isvery inelastic; that is, in order to improve access times, it may be necessary to
decreasing the number of available connections or adding new hardware.

9.8.2 Tuning based on common log events
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Connections are being timed out in the POP server

When connections are being timed out in the POP server (which can be readily identified by
observing theopserv. | og and searching fasi oMaxConnect i on events), try the following:

1. Increase the value in thepser v/ maxSessi ons configuration key.
2. Increase the number of Files Descriptors in a 3:1 ratio to the value specified in the
popser v/ maxSessi ons configuration key.

Connections are being timed out in the MTA

When connections are being timed out in the MTA (which can be readily identified by observing
thent a. | og and searching for NioMaxConnection events), the following steps are suggested:

1. Increase the value in thea/ snt pDel i ver NuniThr eads configuration key.
2. Increase the value in thea/ snt pAccept NuniThr eads configuration key.

3. Increase the value in thea/ fi | eDescri pt ors configuration key.
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9.9 Expanding the Message File System

When an InterMail system is running low on space in the Message File System, the Message File
System can be expanded by adding additional subdirectories. To expand the Message File
system, follow these steps:

1. Either mount an additional external storage device, symbolically link an existing partition, or
add a subdirectory under the directory defined imtt® messageFi | esDi r
configuration key.

2. Runi mbucket scr eat e on the new subdirectory, designating the hierarchy and number of
leaf directories (see Chapter 12 in theerMail Reference Guide for more information on
i mbucket screat e).

3. Runi mbucket scr eat e to load balance the existing directory(-ies) in the Message File
System with the newly created subdirectory.

Expanding the Message File System Scenario

In the following example, the Message File System will be expanded to include an additional
subdirectory.

venus% cd nsgfiles

venus% | s

nmessages bucket s buckets. dir

venus% nkdi r Messages_2

venus% pwd

/vol 1/i mai | / megfiles

venus% ../ lib/inbucketscreate nessages_2 10 10

i mucket screate: creating 100 directories under msgfiles_2.

i mucket screate: finished creating 100 directories under nsgfiles_2.

venus% | s

nmessages messages_2 bucket s buckets. dir
venus% nore buckets.dir

nessages

nmessages_2

venus% ../ lib/inbucketscreate

Figure 40. Expanding the Message File System.

In this example, an additional subdirectory called “messages_2" is created and the Message File
System is created to have ten leaf directories and ten leaf subdirectories. After creating the
Message File System, an entry will be written to the buckets.dir file, identifying the additional
subdirectory. Finallyi mbucket scr eat e is run again, without arguments, in order to distribute

the message files in the newly expanded directory structure.

Note: Itisalso possibleto add an external mounted device on an additional host, although for
performance, it may be desired to add the additional device on the host that currently
contains the Message File System.
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9.10 Adding Directory Cache Servers

In order to perform account information queries in a more efficient manner, additional Directory
Cache Server can be added to the InterMail system. By adding these additional servers, with a
maximum of one server per host, the InterMail system can query a local cache file instead of
guerying a remote host for this information. This can provide faster lookups for account
information.

In order to accomplish this, follow these steps:

1. Enable additional Directory Cache Servers by addinghast name>/ di r cachehost
configuration key for each host, and setting the
/ <host nane>/ sysadni n/ i ndi r cacheser v_r un configuration key to “on.” This will
enable the Directory Cache Server on a particular host.

For each additional Directory Cache Server, add the order of failover for all Directory Cache
Servers in the InterMail system. For example, if an InterMail system originally had a
Directory Cache Server for “hostA” and then added one for “hostB,” the following keys
would be present:

/ host A/ di rcachehost: [ host A: host B]
/ host B/ di rcachehost: [ host B: host A]

This would indicate that if the Directory Cache Server on hostA is unavailable, then hostA
should use the Directory Cache Server on hostB. Additionally, the Directory Cache Server
on hostB is unavailable, then it should use the Directory Cache Server on hostA.

2. Each host that will run a Directory Cache Server must also be able to recognize the Directory
database connection and login. Therefore, configuration keys for the Directory database for
the additional Directory Cache Servers will need to be added:

/ <host name>/ i mdi r cacheser v/ pri mar yDBconnecti on and
/ <host name>/ i mdi r cacheser v/ pri mar yDBuser | nf o:

These keys will contain the same values as the original host containing the Directory Cache
Server, but apply to new hostnames in the system

3. Each additional host that will run a Directory Cache Server must be able to identify an
additional

e port that the Directory Cache server runs on
(/ <host nane>/ i ndi r cacheser v/ di r CachePort )

» port that SNMP listens o €host name>/ i ndi r cacheser v/ adni nPort )

» path/filename for the Directory Cache file
(/ <host nane>/ i ndi r cacheser v/ DBFi | ePat h)

» directory where the server executable is located
(/ <host nane>/i ndi r cacheser v/ runDir)
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9.10.1 Additional Directory Cache Server Scenario

To add an additional Directory Cache Server for an InterMail system that contains two hosts,
hostA and hostB, and currrently runs one Directory Cache Server (on hostA), perform the
following steps:

1. Runinconfedit.

2. Modify and/or add the following configuration keys:

/ host A/ di r cachehost: [host A: host B]

/ host B/ di r cachehost: [host B: host A]

/*/ sysadm n/i mdi rcacheserv_run: [on]

/*/i ndi rcacheser v/ pri maryDBconnection: [| M1]

/*/i ndi rcacheserv/ primaryDBuserInfo: [imail/imil]

/*/imdi rcacheserv/dirCachePort: [5889]

/*/i mdi rcacheser v/ adm nPort: [7003]

/*/i ndi rcacheserv/DBFi | ePath: [/vol 1/i nail/dirCacheDB]
/*/indircacheserv/runDir: [/vol 1/inmail/tnp/imdircacheserv]

Figure 41. Adding an Additional Directory Cache Server.

Note: Several keys are defined as system-wide; however, these may be modified if a
path/filename or port needs to be changed on a per-host basis.

3. Runinctrl restart on all affected hosts (see Chapter 3 ofltiterMail Operations
Guide or Chapter 12 of thinterMail Reference Guide for more information onnctrl).

4. Next, create the directory cache fite { CacheDB) for each host by either:

* Runningi ndi r sync on the host to create a cache file on; this will create a new
di r CacheDB file from the Integrated Services Directory.

» Physically copy thei r CacheDB file from hostA to hostB and hostC (either by UNIX
cp if hosts are cross-mounted, or through ftp if hosts are separate).
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10

Backup and Recovery

The primary function of this material is to familiarize you with the important concepts behind
backup and recovery. You can then apply these concepts in your specific backup and recovery
environment. This is not a prescriptive, step-by-step method. Each site will have specific issues
concerning their provisioning system, the size of their database, available hardware, and

available person hours, that must be addressed on a case-by-case basis. A comprehensive backup
strategy combined with good, tested recovery techniques can allow you to design your system to
meet a required level of service.

The topics covered in this chapter include:
» An overview of backup and recovery in the context of InterMail

» Instructions to guide you in backing up and recovering message data and configuration
information.

» Backup and recovery test procedures.

This chapter assumes you have thorough knowledge of your operating system, system
configuration, backup software, and a good working knowledge of InterMail and its operations.
General understanding of backups and backup strategy options is expected. It is also assumed
that you have considered the requirements for recovery and the expected level of service your
chosen backup strategy will protect. Oracle knowledge is helpful but not expected.

10.1 Introduction

There are many considerations involved in backing up your InterMail system. What should you
back up, and how often should backups occur? What strategies should you employ to make the
most efficient use of your backup and recovery resources? Precise answers to these questions
will depend upon a variety of factors including available hardware, message traffic, and any
number of variables that are unique to your own InterMail installation.

Backup efforts in InterMail should focus primarily on:
* Account information

» Configuration information

» Persistent mail storage

» Temporary mail storage

Note: Backing up and restoring account information is not covered in this chapter. It is
explained in the Integrated Services Directory Reference Guide.
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Regular system or environment backups should be performed in addition to the procedures
discussed here. Environment backups should include regular incremental backups of non-
InterMail files and occasional backups of InterMail binaries and configuration files.

10.1.1 Backup Options and Strategies

Unforeseen disaster, hardware failure, data corruption, and operator error can severely impact
your InterMail system. A comprehensive backup strategy combined with an understanding of
recovery techniques can allow you to design your system to meet the level of service that you
need, ranging from high availability to a specific level of confidence of prompt recovery in the
event of a failure or disaster.

InterMail backup and recovery procedures address three types of disaster scenarios:

 Hardwarefailures 0 CPU failure, memory errors, disk errors, disk controller, device
drivers, or total system failure

» Softwarefailures O errors that can occur from the operating system or related, third-party
software applications

e Operator errors 0 errors that result from various user behaviors that might be called
“unexpected,” such as erroneously deleting files or logs, accidentally shutting down the
system, or other problems

Note:  No backup and recovery strategy can be considered effective until it has been fully
tested under field conditions — we strongly urge you to conduct regular “fire drills"
in a lab environment to ensure that your recovery strategy works.

10.1.2 Recommended Backup Hardware

One of thefirst steps in devel oping a backup and recovery plan isto decide upon the hardware to
be used for backup and recovery. A comprehensive review of the hardware available to
implement your backup and recovery strategy is outside the scope of this document, but here are
some general recommendations:

Disk Arrays

Disk arrays are fast and will take images of the data quickly without much overhead on the
production system. Disk arrays are also expensive and have limited storage capacities; so, if cost
isanissue, aspare disk array may be less desirable than tape. If performanceis the prevailing
issue, clearly the disk array option is the best choice. Spare disk arrays need not be RAID or
mirrored.
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Tape Devices

Tape devices are relatively slow and will require some overhead for a production system because
an image copy will take considerable time to complete. However, tape devices are inexpensive
and have unlimited storage potential. For long term storage, storing images to tape is the only
practical solution. DLT (Digital Linear Tape) is much faster and higher capacity than DAT

(Digital Audio Tape) but is also more expensive, especially when DLT jukeboxes are considered.
Tape devices also tend to have higher error-rates relative to disk writes. Having multiple backups
of any given file helps reduce the risk of file write errors.

Ideally, files that are backed up would first be copied to a separate fast disk array to minimize
impact on production systems. The files could then be copied to tape or other backup media.
Copying files directly to tape is cheaper but increases the overall load on production systems.
Obviously, the choice is driven by hardware costs and desired performance.

High Availability Solutions

Another measure that may increase system reliability is the use of High Availability (HA)
solutions. HA is usually implemented as a software failover mechanism that runs as a daemon
process. HA requires at least one redundant machine with an identical configuration and shared
disks to the production machine(s) for which it is meant to recover. During failover, the spare
machine essentially assumes the identity of the failed production machine and begins operation
as soon as the disk farm has synchronized and been mounted to the spare. Software.com does
not provide this functionality and relies upon third party tools that have been certified for use
with InterMail.

Note: For MTA hosts, regular online backups are not possible due to the transient nature of
the data. The most reliable strategy for MTAs is full hardware mirroring. If this strategy
isadopted, it is strongly suggested that the user employ full three-way mirrors with
redundant controllers.

10.2 Complete Image Backup

The first step after a new or upgraded installation of InterMail should be to make a complete
image backup of both the InterMail-specific file systems and operating system file systems
affected by the installation. This type of backup is taken only infrequently but is important for
recovery. This backup will be used during a complete restoration to provide the basis for
applying the current working system. Complete image backups should be done whenever the
system is brought down in a quiescent state—the more recent the complete backup, the better.

Note:  Whenever new software isinstalled, it should be backed up immediately. This type of
backup should be included in your environment system backup strategy. The backup
procedures presented here do not incorporate this type of file protection. If you have a
highly customized installation, note your customized directories and back them up
accordingly.

Immediately after an InterMail installation, no services are started. If you have started them
manually or if this is an existing InterMail system, stop them on all MTA, MSS, and Integrated
Services Directory machines prior to the backup.
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The backup method employed to perform this operation is system and configuration dependent.
You should at least copy the entire installation, all directories and files created as a part of
InterMail, and any other files that changed as a result of the install, plus the system configuration
files and user files.

Following this process, you should have a complete image of the working system and the
operating environment. At this point, InterMail should be installed, running and, if this is a fresh
installation, ready to be provisioned with new accounts.

10.3 Configuration Information Backup and Recovery

One host in the InterMail system is designated as the master configuration host. The
Configuration Server is installed on this host. The Configuration Server maintains the master
configuration database and is responsible for distributing the content of that database to all other
InterMail hosts. It is extremely important that you back up the configuration information in the
master Configuration Database.

You should make a backup of the master Configuration Database:
» after a major installation
e each time the configuration information is changed

You can set thext r aCopyConf i gDBPat h configuration key to create an extra copy of the
configuration database file. Specify a path (either absolute or relative to InterMail) for the extra
copy, and the Configuration Server writes an extra copy of every new master configuration
database file it writes to this path. If no path is set with this key, the Configuration Server will
not write an extra copy of the configuration database.

To revert to arearlier version of the master configuration database, should that ever be
necessary, use ther si onConf i gDB configuration key

Using versionConfigDB

You can use the configuration kegr si onConf i gDB to make a backup copy of the current
Configuration Database, so that in case of a hardware disk failure, you can restore the backup
copy. If the key is set tor ue, then each time the Configuration Server writes a new master
Configuration Database, the old one will be renamexbtd i g. db. YYYYMVDDHHWSS. This

makes it easier to revert to an earlier Configuration Database should that later prove necessary. It
is recommended that you periodically examine the size of the directory containing the backed up
Configuration Database files and keep it in check.

10.4 Backing Up Mail in Process

190

Messages in transit may be stored temporarily. Under ordinary circumstances this mail in process
is managed by the Queue Server and stored iquinee directory on the host on which the

Queue Server resides. If mail needs to be stored temporarily and no Queue Server is available,
the MTA assumes this role and stores messages in itssioeall directory.
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The directory structure used to organize mail in process is shown in Figure 42 Structure of
the queue Directory. The structure of the directory is identical for the Queue Server and MTA,;
however, the root for the entire structure is catledue on the Queue Server aspool on the

MTA.

gqueue
————®  deferred

—> MTA

i SMTP-Deliver
P errors
EEE— sidelined

-l control

! Mmessages

Figure 42  Structure of the queue Directory
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10.4.1 Backing up the Queue Directory

Deferred mail is generally stored on the Queue Server, in a directory structure whose root is the
queue directory. Thequeue directory contains all mail that is deferred for various reasons, in
error, or sidelined. Therefore, it is very critical to back up this file system.

All queuing activity is journaled. Therefore, when used in conjunction with full backups of the
queue directory it is possible to recover all messages injtleie directory to the very second
that the directory was lost.

Backup should, therefore, be a two-step operation:
1. Back up the contents of theeue directory.
2. Back up the queue journal files and the garbage collector files.

The Queue Server is typically co-located with MSSes. Therefore, this step can be performed
as part of the backup required for the MSS.

10.4.2 Backing Up the Spool Directory

The one important difference between the Spool directory amglithee directory is that the
spooling activity on the MTA is not journaled.

The Spool directory should be backed up periodically. It is important to note here that since there
are no journal files for the Spool directory, some loss of data is possible. To reduce the chances
of such a loss, the MTA server should have disk or file system redundancy.

10.5 Backing up Mailboxes and Messages

Data pertaining to mailboxes and messages is stored in the Message File System and the Message
Store Database. The Message Store Database maintains tables of information that use pointers to
allow designated mailboxes to access specific files in the Message File System. These tables also
keep track of the status of message files (e.g., which users have read and deleted them). The
actual message files (which contain the content of all messages) are present in the Message File
System.

The Message File System and its associated Message Store Database should always be
considered as a pair. If one is lost, the contents of the other would be meaningless. For every
MSS host on your system, there is a Message File System and an associated Message Store
Database. All of them should be backed up.
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Figure 43 illustrates the structure and content of the Message File System and Message Store

Database.
MSS Host
J | Online Redo Tablespaces
MsgFiles ?:lijl;nsa Logs P

Archived

Redo Logs

MESSAGE FILE SYSTEM MESSAGE STORE DATABASE

Figure 43. Message File System and Message Store Database

For a successful recovery of message data it is critical that all of the following be backed up:
« MsgFilesO All message files in InterMail are stored in tegFi | es directory.

« Journal FilesO InterMail creates a transaction record for every message file creation and
deletion and stores these records in journal files.

 OnlineRedoLogs O These files are similar to the InterMail journal files as they store
transactions; however online redo logs record transactions in the Message Store Database.

» Archived Redo Logs0 These are online redo logs that have “filled up” with transactions
and are archived.

e Tablespacesd This includes the system tablespace, index tablespaces, and data tablespaces.

There are two types of unsynchronized states between the tables in the Message Store Database
and the message files:

» the database tables refer to missing message files (widows)
» there are message files with no corresponding pointers in the database tables (orphans)

In the event of a host or site disaster it is necessary to bring both of these storage areas up to an
operational and synchronized state.

The design for InterMail assumes that in the event of an unsynchronized state (e.g., a pointer
exists with no associated file or an incorrect file), the information contained in the Message Store
Database is the reliable view of the overall message store.
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10.5.1 Message File System Backup

The Message File System contains the content of all messages for all users on a given MSS host.
The size of the Message File System can be formidable. Because of the large size, taking a full
system backup nightly can be very inconvenient. Therefore, the strategy should be to take
incremental backups. An incremental backup adds the new messages that are in the online
message file system to the backup message file system copy. So the full backup is constantly
updated by the incremental backup.

To keep the backup copy from growing uncontrollably you must prune those messages from the
backup copy that have been deleted from the actual Message File System. To do this, you need to
play the garbage collector journal files against the backup. Garbage collector journal files contain
the pathnames of deleted message files, and playing them against the backup will delete these
message files from the backup.

To back up and prune the Message File System, you should establish two utilities as cron jobs:
* Runthei mibnsgbackup utility to take incremental backups of the Message File System.
* Run the mdbpl aygcj r n utility to play old garbage collector journal files against the

backup and remove unnecessary messages.

Making Incremental Backups of the Message File System

The administration commaridmbnsgbackup queries the MSS database to determine the list of
message files to back up. This is more efficient than doing “stat” on a million message files to
determine which ones are new.

The syntax for this command is:
i mbnsgbackup <backupDirectory> [-cronjob] [-tenpdir <directory>] [-

bat chsi ze <size>] [-messagebackuplimt <n>] [-sleeptine <np][-threads
<n>] [-id <user>/<pass>] [-dbname $ORACLE S| D

Where:
<backupDi r ect ory> The root of the backup Message File System copy.

Message files are copied into a subdirectory of this
directory named BACKUP_MESSAGES.

Note: if any subdirectory ismissing, i ndbnsgbackup
will automatically create it.

-cronj ob Write information to log entries in a log file instead of
writing information to stdout.

-tenpdir <directory> Use the indicated directory for storage of temporary files.
The utility creates a temporary file that contains the
pathname of each message file that will be copied to the
backup. If not specified,ndbnsgbackup uses thet np
directory.

-bat chsi ze <n> If specified along with cr onj ob, i mibnsgbackup logs
a message concerning its progress after euery
message files are copied.
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- messagebackuplimt <n> \When specified ndbnsgbackup will not copy more
than<n> messages. If not specifiddydbnsgbackup
will copy all the messages it has not previously backed up.
The actual number of messages backed up will tend to be
less tharkn>; the actual number of messages copied will
be<n> less garbage messages.

-sl eeptinme <n> If specified along with bat chsi ze, i mdbnsgbackup
sleeps for<n> seconds after copying each batch of
messages.

-threads <n> Instead of processing all work in one single thread,

i mdbmsgbackup will divide the messages needing
backup into<n> sets of the same size before processing,
and then will run a separate “thread” (actually a process)
to handle each individual set.

-id <user><pass> Oracle username and password to utilize. If not specified,
i ndbnsgbackup uses the mss configuration parameters
to determine this value.

-dbname $ORACLE_SI D The SID of the database. If not specified,
i mdbnsgbackup uses the configuration parameters for
the MSS to determine this value.

For details about the arguments used with thgbnsgbackup command, see Chapter 12 of the
InterMail Reference Guide.

The i mdbnsgbackup utility does not backup garbage message files, that is message files for
messages that are in no message store. Therefore, it is not critical if the utility is run before or
after the garbage collector runs. However, it is advisable to avoid ruinmitbgrs gbackup
concurrently with the garbage collector to avoid contention for the Message File System and to
avoid the situation where the garbage collector deletes a messaigedifvat gbackup is about

to back up, resulting innmdbnsgbackup issuing a warning message that a message file is
missing.

It is recommended that you run thedbnsgbackup command nightly

Pruning Unnecessary Messages from the Backup

The administration commaridadbpl aygcj r n plays garbage collector journals that it has not
played before but are at least 24 hours old against a backup copy of a Message File System.

Thei ndbpl aygcj r n command should be run nightly as a cron job. It is suggested that it be
directed to play garbage collector journals from the InterMail journal directory, tar the journals it
has played, and store the resulting compressed tar file.
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The syntax for thé ndbpl aygcj rn command is:

i mdbpl aygcjrn [-cronjob]

-journaldir <directory> [-journallimnt

<n>] [ - pl ayedj our nal nanes <fil e>] -nessagebackupdir <directory>
[-logdir <directory>] [-logdir <directory>] [-logfile <file>]
[-tarandrenmove <directory>] [-conpression <conmand>]

Where:
-cronjob

-journaldir
<di rectory>

-journallinmt <n>

- pl ayedj our nal nanes
<file>

- messagebackupdi r
<di rectory>

-l ogdir <directory>

-logfile <file>

-tarandremove
<directory>

-compression <command>

Writes log entries in a log file in the InterMail log directory
instead of writing information to stdout.

The directory where the garbage collector journal files to
play can be found.

Restricti ndbpl aygcj r n to playing no more than N
garbage collector journal files.

If specified,i ndbpl aygcj r n records the name (just the
name, not the path name) of each garbage collector journal
file in the given file, one per line.

The root of the backup copy of the Message File System to
play garbage collector journal files against. The directory
pathname should be the same as the directory pathname
passed as the first argument talbnmsgbackup.

Ignored unlesscronjob  is specified. The path name of
the directory where the log file will be located. If not
specified, the InterMail log directory will be utilized.

Ignored unless —cronjob  is specified. The path name of
thefileto record log entriesin. If not specified, thelog file
name will be of the format

PlayGCJournals.<time>.log

If specified, -logdir  isignored.

If specified, imdbjrnplay  tars up al the garbage collector
filesit played against the backup Message File System, puts
the resulting tar file in the specified directory, and deletes
the journal files. Thetar fileis given a name of the format
jrnmgr.<time>.immssgcjrn.tar

Compresses the tar file using the indicated command.
Ignored unless—tarandremove  is specified.

For details about the arguments used with the imdbplaygcjrn ~ command, see Chapter 12 of the

InterMail Reference Guide.
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10.5.2 Message Store Database Backup

The Message Store Database is an Oracle database. It contains state information about the
messages stored in the Message File System.

To fully recover the Message Store Database you must back up the following:
» Critical data files

» Archived redo logs

e Online redo logs

If any one of them is missing, the results of some (if not all) committed transactions will be lost.
In InterMail terms, this translates into mail lost from mailboxes.

Two InterMail utilities,i mdbhot backup andi nor acopyar chr edo, are run as cron jobs to
make hot backups of critical data files and copy archived redo logs.

Backing Up Critical Data Files

The critical data files contain thaatabase tables, therollback segments, and thesystem

tablespace. The database tables contain data that records which messages are in which
mailboxes. The rollback segments are vital to being able to successfully complete recovery. The
system tablespace basically contains the “map” of the database that describes the schema and
organization of tables, blocks, and files. All these are critical pieces of information.

Not all data files are critical; in particular, the index data files and the temporary tablespace data
files. Indexes can readily be recreated from the tables. Temporary tablespaces are merely
“scratch” areas that can be quickly recreated.

You need to run the administration commandbhot backup as a cron job to make backup
copies of critical data files.

The syntax for this script is:

i mdbhot backup [-dryrun][-cronjob][-sleeptinme <n>][-backupi ndexes]
[ - ot hertenporarytabl espaces <Tenpl> [ <Tenp2>...][-backupt enp]

[ - backupdestdir <directory>] [-total backupskept <n>]

[ - backupcopydestdir <directory>][-total copybackupskept <n>]

[ - backupdi rexception <file> [<directory>]][-logdir <directory>]

[ - backupcomand <conmand>] -dbnanme <$ORACLE SID> -id

<USER/ PASS>[ @DRACLE SID] [-dir]
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Where:

-dryrun Show what would happen when the script is run
without copying any files or actually putting any
tablespaces in backup mode. Writes the text of
commands and sql statements it would have run in a
“real” run to stdout

- cronj ob Suppress output to stdout; instead write log entries to
alog file. If the-logdir  flagisnot specified, the
directory where the log file will be created is
determined by the logDir  configuration key. If the—
dryrun  flagisused with —cronjob , commands and
sgl statements will still be written to stdout.

-sleeptime <n> Sleep for <n> seconds between backing up each data
file.

-backupindexes Back up index tablespaces. By default,
imdbhotbackup  does not backup any index
tablespaces, since these can be recreated from data
tablespaces. imdbhotbackup  creates scriptsto
recreate index tablespaces from scratch.

-othertemporarytablespaces For astandard InterMail 3.1 or 3.2 install, use
<Templ> [<Temp>..] othertemporarytablespaces TEMP

-backuptemp Back up temporary tablespaces. By defaullt,
imdbhotbackup  does not back up temporary
tablespaces, since these can be easily and quickly
recreated from scratch. imdbhotbackup  generates
scripts for recreating temporary tablespaces from

scratch.

-backupdestdir <directory> Specifies where to place the backup copies of data
files. See following note.

-backupcopydestdir Instead of overwriting the last backup in the backup

<directory> directory given by —backupdestdir

imdbhotbackup  will keep the <n>-1 previous hot
backups in subdirectories named PREVIOUS.1,
PREVIOUS.2, ..., PREVIOUS.N-1. The current hot
backup will be kept in a subdirectory called
CURRENT if <n>> 1.

-totalcopybackupskept <n> Analogous to the —totalbackupskept flag, except
it appliesto the —backupcopydestdir directory.

-logdir <directory> Ignored unless the —cronjob  flag is used.

-backupcommand <command> When backing up a data file, instead of imdbbackup

using its own mechanism to copy the datafile, it

invokes the specified command supplying asingle
argument, the compl ete path name of the datafile.
The command should return “0” if it succeeds.
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-dbname <$ORACLE_SI D> The database instance name, as identified by the
$ORACLE_SID environment variable.
-id <USER/ PASS> Oracle name and password; this argument can be

[ $CRACLE_SI D] specified with an alternate database instance name.

-dir Back up the Integrated Services Directory (Message
Store Database is the default)

For a detailed explanation of the arguments for this command, see Chaptierh2ail
Reference Guide.

Thei ndbhot backup utility can, by default, only handle backups to disk. To handle tape, you
need to write a customized command to backup a file to tape, and pass that command into
i mibhot backup by using the-backupcommand flag.

Here is a sample crontab entry for the oracle UNIX user for backup to tape. The crontab entry
belongs to Oracle so that there will be no permission problems accessing data files.

30 3 * * * ORACLE_HOME=/vol X/ oracl e/ 7. 3.2 ORACLE_SI D=l MW

LD LI BRARY_PATH=/vol X/imail/lib:/vol X/ oracle/7.3.2/1ib /vol X/ oracl e/i ndbhot backup
—cronjob —sleeptime 120 —othertemporarytablespaces TEMP —backupdestdir /volY/backup —
totalbackupskept 1 —logdir /volY/backup/LOGS —backupcommand

lusr/local/bin/backuptotape —dbname IMMX —id imail/imail

The Oracle user ( or acl e, by default), is not a member of the InterMail group and will not be
able to access the Configuration Database. Therefore, the —logdir  flag is used to prevent the
command from trying to look up logDir  in the Configuration Database and failing.

Backing Up to Tape

Evenif you are backing up all data filesto tape, you still need to specify the —backupdestdir
argument. This directory stores the following:

e Scriptsto recreate indexes and temporary tablespaces
« A backup history file maintained by imdbhotbackup
» A backup copy of the database control file

Thefollowing is an example of a customized backuptotape  command:

#! |/ bin/sh
if echo “$1” | cpio —ocBv > /dev/tapexas
then
exit 0
else
exit 1
fi
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Backing Up to Disk

In the next example, a disk array is dedicated to storing backups. It is desirable that two backup
copies be kept on the array: the latest backup and the previous one. The disk array is mounted at
/vol B.

Here is a sample crontab entry for theacl e UNIX user. The crontab entry belongs to the
or acl e user so that there will be no permission problems accessing data files.

30 3 * * * ORACLE_HOME=/vol X/ oracl e/ 7. 3.2 ORACLE_SI D=l MML

LD LI BRARY_PATH=/vol X/imail/lib:/vol X/ oracle/7.3.2/1ib /vol X/inmail/bin/inmlbhotbackup
—cronjob —sleeptime 120 —othertemporarytablespaces TEMP —backupdestdir /volB

—totalbackupskept 2 —logdir /volB/BACKUP_LOGS —dbname IMM1 —id imail/imail

Crashing during a Hot Backup

If acrash occurswhilei ndbhot backup isrunning, there is a good chance the database will not
come back up cleanly when the machine is rebooted. However, al the Oracle background

processes will be successfully launched, so doingsawill reveal that database processes are
running, but the database will not be accepting any connections. The MSS processes will not
come up.

The problem is that a crash during a hot backup of a data file leaves its file header in an
inconsistent state. Oracle detects this at startup, issues an error SBANG1113: file X
needs nmedi a recovery,” and refuses to fully open the database.

To get the database fully operational, log in asothec| e UNIX user, and run Oracle’s
svrngr | utility as follows. Make sure theRACLE_HOVE andORACLE_SI D environment
variables are set properly first.

% echo $ORACLE_HOMVE $ORACLE_SI D

% $ORACLE_HOME/ bi n/ svrngr |

>connect internal

>startup

ORA-01113: file N needs nedia recovery
ORA-01110: datafile N: ‘/foo/bar/snafu.dbf’
>recover datafile ‘/foo/bar/snafu.dbf’

>alter database open;

If another ORA-01113 error isissued, just repeat ther ecover datafile andalter
dat abase steps. Usean exi t command to terminatesvr ngr | .

Online Redo Logs

The online redo logs contain the most recent set of changes to the database. One particular

online redo log will be the “current” log where Oracle is recording all new changes. If the online
redo logs are lost, in particular the “current” log, the most recent set of changes to the database
will be lost.

The online redo logs are protected by Oracle’s software mirroring feature.
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Copying Archived Redo Logs

Oracle records all changes to the database in the current online redo log. At some point this log,
which is a fixed size, becomes full. Oracle then switches to a different redo log and begins
recording changes there. The previous current log is then copied by Oracle to the

ar chi ve_dest directory. The copy iar chi ve_dest is known as aarchived redo log.

An archived redo logs a copy of a formewnline redo log that contains all the changes to the
database during a particular period of time. This period is typically about five minutes. Archived
redo logs are critical to restoration when a critical data file has been lost. The archived redo logs
are needed to “roll forward” a backup copy of the data file. If one of the needed archived redo
logs is missing, it is analogous to a link missing from a chain. A backup copy can only be rolled
forward to the point in time where the missing log started recording changes.

Archived redo logs should be protected by backing them up shortly after they are created. This
ensures two copies always exist: one in Oradethi ve_dest directory and one in the backup
directory, or one in Oraclear chi ve_dest and one among the online redo logs.

There are two problems with archived redo logs:
* Archived redo logs are a single point of failure that can prevent full recovery
» Archived redo logs, if left unchecked, will eventually fill up #echi ve_dest directory.

Losing one archived redo log is enough to make full recovery impossible. The
i mdbcopyar chr edo utility addresses this by copying archived redo logs soon after they are
created so that two copies exist on independent devices.

When the second problem occurs, the database literally freezes upnilde®pyar chr edo
utility, therefore, regularly prunes old archived redo logs fromatluhi ve_dest directory.

Thei ndbcopyar chr edo utility is intended to be run as a cron job at an interval that is a small
multiple of the average time between log switches. The idea is to ensure that

i mdbcopyar chr edo runs frequently enough so that an archived redo log is copied before its
online redo log original gets overwritten.

10.6 Restoring the Queue and Spool Directories

To recover mail in process you heed to restorejtieeie andspool directories.

10.6.1 Restoring the Queue Directory

To restore thgueue directory, do the following:
1. Restore the last backup of tingeue directory.

2. Replay the journal files from the time of the last backup usingrthenr ecover utility. To
recover queue data only, confine yourself to the journal files with the .queue extension.

Note: If you have lost both the Message File System and the queue directory, you should
postpone running thei nj r nrecover utility until after restoring the last backup of the
queue directory and the Message File System.
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10.6.2 Restoring the Spool Directory

To restore thepool directory, restore the last backup of #pool directory.

The MTA does not support message journaling so any mail in process that was not included in
the last backup may be lost.

10.7 Restoring the Message File System

To enable recovery of the Message File System, you require the following.
* Hot backups of the Message File System
» Journals maintained by Message Store Server processes

The journals record all transactions (writes and deletes) to the Message File System. Journaling
provides protection for messages received between regularly scheduled backups.

Journals, when combined with backups, allow you to recover your system to the exact point it
was at before disaster struck. It is therefore important to take frequent (at least hourly) backups
of these files to protect against media failures or other file loss.

Note: It isalso important to keep the journal files on a disk system which is separate fromthe
Message File System.

A hot backup is performed as a cron job. Between hot backups, journal entries are written and,
depending upon the number of messages moving through the system, one or more journal files
are created. Until the next hot backup, journal files will be the last record of transactions to the
MSS, with the journal files backed up into the next hot backup.

The basic strategy for recovering the Message File System is simple: copy the backup Message
File System, and roll it forward using journal files.

1. Recursively copy the archived message file directo$ytasageFi | eDi r .

Instead of doing this in one step usirgy =r ", it is suggested that you copy each
subdirectory separately usingp‘—r ”. In this way, if there is some problem doing a copy,
you will not have to start over.

2. After the Message File System has been completely copied, play the journal files against it to
bring it up to date. Use thenj r nrecover utility to do this.

There are three flavors of journal files: MSS journals, Queue journals (discussed in section
10.4.1) and GC (garbage collector) journals. After the system is back up, GC journals can be
played at your convenience. The only drawback to delaying the replay of GC journals is that the
recovered Message File System may initially contain garbage messages that results in wasted
space.
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To determine what journal files need to be played against the backup, look at the content of the
file message_fil e_system backup/ message_backup_st at e. t xt . In this file you will see

a line of the form “LAST_BACKUP_SNAPSHOT_TIME=YYYYMMDD.HHMMSS.” This line
records the time the last incremental backup began. You will need to play all journal files with a
time in their name newer than this time, plus the journal files just older than this time. The time
in journal file names indicates when the journal file was first opened, and indicates the start of
the period where it records changes to the Message File System.

Note: Keep in mind the incremental backup time, and make sure you play enough journal files.

Activating the Stand-In

Since restoring the Message File System will take some time, you may want to bring up an
initially-empty “stand in” Message File System so that customers can at least read their new mail
while the restore is in progress. Mailboxes will be created in the stand-in automatically as
messages arrive or users attempt to retrieve mail frthat esMboxes configuration key is set

tot r ue. After restoration is completed, all mail contained in the “stand in” must be transferred
into the restored Message File System.

Deactivating the Stand-In

After the Message File System has been copied and all the relevant MSS journals have been
played against it, you can either choose to have the restored system take over and deactivate the
stand-in, or leave the stand-in active and keep the restored system off line. In either case, it will
be necessary to move all the mail from the inactive system to the active one.

The inactive system’s MSS database records which messages on the inactive system are in what
user’'s mailbox. This data, together with the message body in the Message File System, can be
used to redeliver each message to the proper mailboxes on the active MSS.

10.8 Restoring the Message Store Database

In this section we’ll go over different scenarios that require restoration of all of the Message
Store Database or specific portions of it.

Loss of the Oracle Home Directory

In this section we discuss what to do if thee dcl e” Unix user’s home directory is lost. If
installation defaults were taken, all the Oracle binaries and libraries, plus database parameter
files, have been lost.

The Oracle binaries, located under #@RACLE_HOME directory, are not backed up nightly.
Recovering in this situation will be painful if another copy doesn’t exist within easy reach. Try
copying Oracle binaries from another machine. If that isn’t a possibility, the Oracle binaries ---
absolutely everything und$oORACLE_HOME should be committed to tape.
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Recovery Procedure

Recreate the “oracle” home directory, includingshr ¢ and. profi | e files with TNS_ADM N,
ORACLE_SI D, andORACLE_HQOVE set properlyLD_LI BRARY_PATH must include
$ORACLE_HOVE/ | i b.

In the following instructions, assume that HOME is set toottee| e user's home directory path
name.

1. RestoresORACLE_HOME from a copy.

2. Make directorie$HOVE/ adni n/ $ORACLE_SI DY dunp_dest / bdunp, .../cdump, and
...Judump. Make $SHOME/admin/$ORACLE_SID/pfile

3. Copy the hot backup file BAK.initf ORACLE_SID.ora  to
$HOME/admin/$ORACLE_SID/pfile/initPORACLE_SID.ora

4. Createasymboalic link:

In —s $HOME/admin/$ORACLE_SID/pfile/initPORACLE_SID.ora
$ORACLE_HOME/dbs/initSORACLE_SID.ora

5. Copy the hot backup file BAK.configIMDB.ora  to
$HOME/admin/$ORACLE_SID/pfile/configIMDB.ora

6. Copy the hot backup files BAK.tnsnames.ora  and BAK listener.ora into
$ORACLE_HOME/network/admin/tnsnames.ora and .../listener.ora

Loss of System Tablespace

The system tablespace file is typically named SystemTablespace.dbf . The system tablespace
records the schema and structure of the database, and Oracle cannot start the database without it.

Use the following procedure to recover from Oracle system tablespace file failures.

Warning: Use this procedure only if you have athorough understanding of the process and if
you are certain that only the datafiles you are restoring are the ones affected and that
you are operating on the correct tablespace.

This type of restoration is only effective when a single tablespace has been damaged due to
mediafailure. The advantage of restoring only datafilesis that restoration timeis reduced in
comparison to afull Oracle recovery.

It is possible to run the data file recovery over alive system recovering only the specific
tablespace. However, if any InterMail tablespaces (including TEMPORARY, SYSTEM, or RBS)
are involved, the system should not be mounted and open for InterMail operation since the
database objects required will be affected. It isimportant to note that only complete recovery
may be used for data file recovery. If you do not have a complete set of redo logs available for
Oracle complete recovery, you are required to perform afull Oracle recovery.

1. Copy BAK.SystemTablespace.dbf from your last hot backup to
SystemTablespace.dbf in the proper directory.

2. Run Oracle Server Manager and start the Oracle instance in restricted mount mode.

SVRMGR> CONNECT INTERNAL
SVRMGR> STARTUP RESTRICT MOUNT;
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Note: If you need to restore the database to a different path or file system you will need to
issue an ALTER DATABASE command with the CREATE DATAFILE option on a
mounted (but closed) database to redirect the file paths for the tablespace data files.
A detailed discussion of this process and when and how to use it can be found in the
Oracle Backup and Recovery Documentation.

3. You must have all redo log files (including the online redo logs) without any gaps in the
directory specified in theni t $SI D. or a file. You may run the following in server manager
(where datafilel... are the file system names for the data files including the path as listed in
SYS. DBA_DATA_FI LES). This step will take some time.

SVRMGR> RECOVER AUTOMATIC DATAFILE ‘datafilel’, ‘datafile2’,... ;
SVRMGR> ALTER DATABASE OPEN ;

Note: If your redo log files are not in the original path/file system, you must also specify
the path using the FROM path clause for the RECOVER command. Also, other
recover options are available if the above commands cannot recover the database.

A detailed discussion of the RECOVER command can be found in the Oracle Backup
and Recovery documentation.

4. When the process completes successfully, you can then shut down the instance using Server
Manager.

SVRMGR> SHUTDOWN IMMEDIATE
It is advisable to restart the machine to ensure consistency and stability.

5. Start the affected M'SS Oracle instance on the recovered M SS machine and start InterMail on
the M SS.

Loss of Temporary Tablespace that is not Backed Up

By default, imdbhotbackup  does not backup temporary tablespaces. However, it does include
scripts with the nightly hot backup that can be used to quickly and easily recreate each one. For
every temporary tablespace that is not backed up, there will be scripts

FilesOffline TEMPTBS.sql and RecreateTempTbs TEMPTBS.sgl included in the hot
backup.

1. Createal necessary directories.
2. Run Oracle Server Manager and start the Oracle instance.

Svrnor |

>connect internal

>startup nount

>@ ar chi ve/ st or el/ HOT_BACKUP_COPI ES | MD1/ CURRENT/ Fi | esCOf f | i neTEMPTBS. sql
>recover autommtic database

>al ter dat abase open

>@ ar chi ve/ st or el/ HOT_BACKUP_COPI ES | MD1/ CURRENT/ Recr eat eTenpThsTEMPTBS. sql
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Loss of a Data Table Tablespace

Files making up data table tablespaces are included in the hot backup.

For each corrupted data table tablespace file, copy a hot backup copy to where the online copy
should be.

1. Run Oracle Server Manager.

Svrnor |

> connect internal

> startup nount

> recover autonmatic database
> alter database open

Loss of Rollback Segment Tablespace

By default, there is one rollback segment tablespace in an InterMail database containing all the
database’s rollback segments. Rollback segments are vital to Oracle database recovery. Files
making up rollback segment tablespaces are included in the hot backup.

For each corrupted rollback segment tablespace file (typically there will be just one,
Rol | backTabl espace. dbf) , copy a hot backup copy to where the online copy should be.

1. Run Oracle Server Manager.

Svrnor |

connect internal

startup nount

recover autonmtic database
al ter database open

Loss of Index Tablespaces

The index tablespaces are not included in the hot backup by default. However, the hot backup
does include scripts for recreating all indexes from scratottexFi | esOf f | i ne. sql and
Recr eat el ndexTabl espaces. sql .

Make absolutely certain thatmssgc, the garbage collector, is not running and cannot run until
all the indexes are restored. Comment out “imail’s” crontab entriyrfmssgc, and do a
“/bin/ps —ef | grep immssgc " to make sure it is not running.

1. Run Oracle Server Manager.

Svrnor |

> connect internal

> startup nount

> @ndexFil esOfline.sql

> alter database open

> @Recr eat el ndexTabl espaces. sql
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Loss of an Online Redo Log

The online redo logs should be mirrored in hardware or software. The goal is to make it unlikely
both copies of an online redo log will be lost. If that happens, the database cannot be fully
recovered.

When one mirror is lost, it can be restored by copying the other mirror. By default, redo log files
have names likRedoG pNMVenX. dbf . Files that have equal values of N in their redo log names
are mirrors of one another. The X is the mirror number, from 1 to the number of mirrors.

Loss of the archive_dest Directory

If all of the archived redo logs have been lost, take a hot backup as soon as possible.

Loss of a Combination of Files

If several files are lost belonging to several of the categories, combine the instructions from each
section as follows:

1. Do all the steps from each section up to the pointrgr | is run.
2. Run the Server Manager.

3. Do all the subsequent steps from each section up to the poinett®/er aut omatic
dat abase” statement is issued.

Run ‘tecover automatic database”.

Do all the subsequent remaining steps from each section.

10.9 Testing Backup and Recovery Procedures

In order to ensure that backup and recovery procedures will be effective for your InterMail
installation, it is important to test all procedures before using them in a production environment.
Regular fire drills should also be conducted in a lab environment to verify the backup procedures
and backup hardware.

The results from the following test procedures should help you tune your backup and recovery
strategy to obtain optimum system performance and reliability. It is very important to establish a
regular schedule of backups and system monitoring to ensure that the InterMail system can run
smoothly with minimum intervention and service impact.
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Establishing Test Procedures

The following four test procedures will model the potential failures that may occur, and the
subsequent recovery strategies:

Deletion of total system: This simulates a total system loss, caused by conditions including
total hardware failure, disk array loss, operator mistakes that result in an unrecoverable
system loss, and environmental conditions that may severely affect the system.

Removal of Oracle and all associated files: This simulates total Oracle failure in which
either the Oracle database, tablespace, or data files have been lost or totally corrupted.

Removal of Oracle control file: This simulates the loss of an Oracle control file

Delete messages: This simulates the loss of individual messages.

Testing the Procedures

The following steps are recommended to test the backup/recovery procedures:

1.

Establish test platform. Before production rollout, it is desirable to construct a trial run and
perform a backup and mock restore using the production configuration.

Document production environment. Produce detailed installation options and backup strategy
documentation.

Install InterMail. Create fresh installation for testing
Perform initial backup. Create backup of configuration of test environment

Build simulated mailboxes and sample messages. Add users, mailboxes, sample messages
and other data to simulate working system

Backup simulated work environment. Take incremental backup of working test system.

10.9.1 Full System Loss Test and Recovery

208

1. Shut down InterMail and remove installation to simulate catastrophic disaster.

2. Restore from initial backup and apply incremental backup to recover previous system.

3. Test the recovered environment.

Test Procedure

1. Create test accounts and send test messages.

2. Shutdown InterMail and Oracle.

% 1ibl/inmservectrl stop

% | snrctl stop

% shut downDB | MML // or MSS Oracle SID
% shutdownDB IMD1 // or DIR Oracle SID
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w

Delete the file systems containing InterMail, InterMail journals, message text, Oracle, Oracle
tablespaces, Oracle redo archive logs, and Oracle Control files.

[Optional] Delete the Operating System, machine configuration, and tuning files and restore
from the bare machine to the required OS and Patch levels. Re-configure system files and
tuning parameters as required for InterMail.

Restore complete backup.
Restore last available hot backup.

Copy backup control file to all Oracle control file paths. The control file paths can be found
in $ORACLE_SI D_hone_di rectory/ pfil e/ confi gl MDB. or a file under the key
“CONTROL_FI LES". The backup control file needs to be copied to the same path/file name
as each item in the list before the Oracle instance will start.

Start up the database and recover using the redo log files.

8. Replay the MSS journals to restore the latest state of the Message File System.
imjrnrecover —a

9. Restart the InterMail and Oracle services.

% startupDB IMM1 // or MSS Oracle SID
% startupDB IMD1 // or ISD Oracle SID
% Isnrctl start

% lib/imservctrl start

10. Attempt to POP the test messages created in step 1.
11. Create new test mail accounts and messages to test the restored services.

10.9.2 Oracle Tablespace/Data File Failure and Recovery

1. Shut InterMail down and remove a specific tablespace data file such as POMOL to simulate
an Oracle tablespace failure.

2. Restore the datafile(s) from the latest backup and apply Oracle redo logs to restore previous
system.

3. Test therestored environment.

Test Procedure

1. Createtest accounts and send test messages.
2. Shutdown InterMail and Oracle.

% lib/imservctrl stop
% Isnrctl stop
% shutdownDB IMM1 | IMD1 // or MSS Oracle SID

Delete the Oracle POMO1 Tablespace datafile(s).
Restore datafile set from last available hot backup.

Shut down the Oracle services.
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o

Start up the database and recover using the redo log files (see the section on Oracle recovery
for details).

7. Restart the InterMail and Oracle services.
% startupDB IMML // or MBS Oracle SID
% startupDB IMDL // or 1SD Oracle SID
% | snrctl start
% Ilib/inservctrl start

8. Attempt to POP the test messages created in step 1.

©

Create new test mail accounts and messages to test the restored services.

10.9.3 Oracle Control File Recovery

Shut InterMail down and remove a specific Oracle control file such as
ctrl $ORACLE_SI DO1. ct| to simulate an Oracle Control file failure. Restore the control file

from the latest backup and apply Oracle redo logs to restore the previous system. Test the
restored environment.

Test Procedure

1. Create test accounts and send test messages.
2. Shut down InterMail and Oracle.

% 1ibl/inmservctrl stop
% | snrctl stop
% shut downDB I|MML | IMD1 // or MSS Oracle SID

Delete the Oracle control fitet r | SORACLE_SI DO1. ct |l .
Restore the backup control file from last available hot backup.

Start up the database and restore using the redo log files (see the section on Oracle recovery
for details).

6. Shut down the Oracle services.
Restart the InterMail and Oracle services.
% startupDB IMML // or MBS Oracle SID
% startupDB IMDL // or DIR Oracle SID

% | snrctl start
% Ilib/imservctrl start

8. Attempt to POP the test messages created in step 1.

©

Create new test mail accounts and messages to test the restored services.
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10.9.4 Message Deletion Recovery

1. Shut down InterMail and move specific message files from the Message File System to a
temporary area to simulate accidental deletion.

2. Attempt to POP these messages and restore the message files.
3. Usei nbadnsgl i st andi nbadnsgfi x to restore the original message connections.
4. Test the restored environment.

Test Procedure

1. Create test accounts and send test messages.
2. Move the specific test message files from the Message File System to a temporary location.

3. Attempt to POP these messages and receiwERRMessage: this places the message entry
in the database to a .ERRORfolder for later repair.

Move the message files back to the original locations.

Useimbadmsglist  to produce a message list for imbadmsgfix  to repair.
Re-attempt to POP these messages.

Create new test mail for the affected accountsto test the restored services.

N o g A~
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11

Troubleshooting Scenarios

InterMail is a robust messaging system designed for continuous use seven days a week, 24 hours
a day. To best prepare yourself for managing a mail server in this environment, it is important to
understand the relationships between system components and the overall impact on mail service
should one component become unavailable.

To assist you in obtaining the necessary understanding, we’ve created a model mail system to be
used in discussing a variety of troubleshooting scenarios. Our intention is not to provide a
definitive list of issues and solutions, but rather to equip you with an understanding of the entire
system in relation to its individual parts.

For each scenario proposed, the following information is furnished:
* Immediate effect on the system
* Impact on service

» Possible actions to take to remedy the situation

11.1 Sample System Configuration

The troubleshooting scenarios that follow reference the sample InterMail system shown in Figure
44. This diagram is not intended to represent the typical InterMail installation. In fact, given the
flexibility of InterMail, no such standard exists. This sample is one of many viable InterMail
configurations. Your specific installation will undoubtedly vary, and your associated
troubleshooting procedures should be modified accordingly.

Our sample system includes two hosts dedicated to message delivery, four hosts dedicated to
message storage, and two hosts dedicated to servicing client requests for mail retrieval. In
addition, our sample system includes a host dedicated to system management, and another host
dedicated to the storage of account and domain information.

Each message delivery host runs an MTA and a Directory Cache Server. (See Hosts A and B in
the diagram.) Each host dedicated to message storage runs an MSS and a Queue Server. (See
Hosts C, D, E, and F in the diagram.) The hosts responsible for message retrieval run a POP
Server and an IMAP Server. (See Hosts G and H in the diagram.) A Configuration Server and an
SNMP server are installed on the host responsible for system management (Host G). Account
and domain information are maintained in the Integrated Services Directory (ISD) installed on
Host H.

Note: A Manager Server runs on each host.
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Figure 44. Sample System Configuration

To simplify the troubleshooting discussions and concentrate our comments on the most important
issues, the following assumptions have been made:

* The DNS records for this site map the domain name associated with this mail server to
multiple IP addresses. When the DNS server performs name resolution, it “round robins”
through the records, allowing the load for the domain to be distributed among several
machines.

» ThequeueServer Host s configuration key has been set to allow each MTA to locate
multiple Queue Servers. The primary Queue Server (the one typically contacted) is the one
located on the same host as the MTA requesting contact.

e Thedir CacheHost s configuration key has been set to allow each MTA, each POP Server,
and each IMAP Server to locate multiple Directory Cache Servers. The primary Directory
Cache Server (the one typically contacted) is the one located on the same host as the server
requesting contact.

214 © Software.com, Inc. 1997-1998



Troubleshooting Scenarios

» Host Fis fully configured, but the servers installed on that machine are not used in standard
production. This host is reserved as a “dark machine” that can substitute for another MSS
host, if necessary.

11.2 Sample Scenarios

The scenarios described in the sections that follow are organized by server type. They are written
in reference to particular incidents, but the information can be generalized to apply to other,
similar circumstances.

11.2.1 Directory Cache Server is Unavailable

The Directory Cache Server responds to requests for account information. It interacts with the
MTA, the POP Server, and the IMAP Server, supplying and verifying account information as
required.

The design of the InterMail messaging system allows one Directory Cache Server to take over for
another automatically, if required. Our sample system is configured to support this feature.

Scenario

The Directory Cache Server on Host A is unavailable
Effects

When the MTA on Host A is unable to contact the Directory Cache Server on Host A, it sends
the request for account information to the Directory Cache Server on Host B. The MTA
continues to send the next 99 requests for account information to the Directory Cache Server on
Host B. For the 10Drequest, it re-attempts contact with the Directory Cache Server on Host A.

If the Directory Cache Server on Host A responds, standard operation resumes. If the MTA still
cannot reach the Directory Cache Server on Host A, it continues sending requests to the
Directory Cache Server on Host B.

Impact on Service
There is no noticeable effect on mail delivery or retrieval.
Actions

1. Bring the server up again, if possible. Check the Directory Cache Server log files for cause of
failure.

2. If the Directory Cache Server on Host A has been down for less time than the value specified
in thel ogAgeHour s configuration key, no further action is required; it will automatically
synchronize the content of its local cache with the content of the ISD on the next update
cycle (every 60 seconds, by default).

3. Ifthe Directory Cache Server on Host A has been down longer than the time specified in the
| ogAgeHour s configuration key, it will be unable to synchronize its cache automatically.
Instead, you must either copy a cache file from one of the other Directory Cache Servers (on
Hosts B or C) or run thiemdi r sync command to create a new cache file directly from the
ISD.
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11.2.2 MTA is Unavailable

The MTA handles the receipt of all incoming messages. For mail addressed to local users, it
obtains account information from the Directory Cache Server then hands the message to the
appropriate Message Store Server. For recipients in other domains, it sends the message to the
remote location over the Internet.

Scenario

The MTA on Host B is unavailable.
Effects

Round-robin DNS redirects mail to the MTA on Host A. Ordinarily, there are no issues involving
spooled mail. However, iio Queue Servers are running, mail may have been spooled locally on
the MTA host. Any mail stored temporarily on Host B continues to be deferred till the MTA on
Host B returns to service.

Impact on Service

Mail delivery may be slow because the MTA on Host A is carrying the entire burden. There is no
effect on mail retrieval.

Actions
1. Bring the server up again, if possible. Check the MTA log files for cause of failure.

2. If it appears the server will be down for more than a few minutes, you should start up an
MTA on an alternate InterMail machine and roll the IP address for Host B to that machine.

11.2.3 MSS is Unavailable

216

The Message Store Server (MSS) is responsible for hosting mailboxes, storing incoming
messages, and providing access to clients’ mailboxes. Large InterMail systems may have several
MSS machines.

Each MSS has its own database, which contains a unique set of mailboxes. Information about
these mailboxes, including their users and their exact physical location, is maintained by the
Integrated Service Directory (ISD).

Message storage is transaction-based and transactions are recorded in journals for full data
integrity and recoverability.

Scenario

The MSS on Host C is unavailable.
Effects

Mail destined for users whose mailboxes are managed by this MSS is deferred internally. The
MTAs pass the mail to the Queue Servers for temporary deferral and re-attempt delivery on a
regular basis. See chapter 7 in this manual for more information about delivery of deferred mail.
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Impact on Service

Users whose mailboxes are managed by this MSS are unable to retrieve their mail. Mail delivery
and retrieval for users whose mailboxes reside on Hosts D and E is unaffected.

Actions
1. Restart the MSS and resume service; check the MSS log files for the cause of the failure.

2. Assuming the server cannot be restarted but the MSS database and the Message File System
are fine,and that Host C is dual ported to Host F (the hot spare); start up an MSS on Host F,
roll the IP address from Host C to Host F and allow it to take over.

3. If Host C and Host D are dual ported you could fail the MSS on Host C over to Host D.
However, be aware that the combined burden cannot exceed 100% capacity of Host D. Also
watch for conflicts in MSS ports.

11.2.4 Message Store Database is Unavailable

The MSS database contains data about message store content (folders and message file pointers)
along with indexing information for message headers and Message Store Server statistics.

Scenario

The Message Store Database on Host C is unavailable.
Effects

Mail destined for users whose mailboxes reside on Host C is deferred internally. The MTAs pass
the mail to the Queue Servers for temporary deferral and re-attempt delivery on a regular basis.

Impact on Service

Users whose mailboxes reside on Host C are unable to retrieve their mail. Mail delivery and
retrieval for users whose mailboxes reside on Hosts D and E is unaffected.

Actions

1. Shut down the MSS pointing to this database.

2. Restore last good backup of the MSS database.

3. Restore the archived redo logs.

4. Restart the MSS. (At this point service to all users is restored.)

For more information on restoring the Message Store Database, see Chapter 10 in this manual.

© Software.com, Inc. 1997-1998 217



InterMail Operations Guide

11.2.5 Message File System is Unavailable

Message files contain all message data - header, body, and attachments. InterMail stores one
message file per message on each MSS host, regardless of the number of recipients addressed in
the message.

The effect and recommended response to message file loss varies based on the number of files in
question. The scenarios described in the sections that follow illustrate the differences in impact
and approach.

Scenario 1

A small portion of the Message File System, one leaf directory on Host C, is lost.
Impact on Service

Mail delivery continues uninterrupted. Some users with mailboxes on Host C are unable to
retrieve a portion of their mail. Mail retrieval for users whose mailboxes reside on Hosts D and E
is unaffected.

Actions

1. Leave the MSS up and running.

2. Copy the directory from your latest file system backup.

3. Runi nj rnrecover to bring the content of the directory up-to-date.
4

Runi nbadnsgl i st . It produces a list of messages that could not be retrieved via the POP
server and were therefore moved from a user’s INBOX to their . ERROR folder.

5. Runi nbadnsgfi x to move the restored messages back to the user's INBOX folder.

Scenario 2

The whole Message File System on Host C is lost.

Effect

Incoming mail destined for users with mailboxes on Host C is deferred internally.
Impact on Service

Users with mailboxes on Host C are unable to retrieve their mail. Mail retrieval for users whose
mailboxes reside on Hosts D and E is unaffected.

Actions

Stop the MSS on Host C.

Copy the backup file system.

Play the journal files to bring it up-to-date.

Run the nbadnsgl i st andi mbadnsgfi x utilities.
Restart the MSS.

For more information on restoring the Message File System, see Chapter 10 in this manual.

o r~ w e
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11.2.6 Queue Server is Unavailable

If the MTA cannot deliver a message immediately (as when a remote host is temporarily off line)

it passes the message to a Queue Server, which stores itiretreedirectory. At regular

intervals, the MTA requests stored messages from the Queue Server and attempts to deliver them
again. The Queue Server also provides temporary storage of messages that exceed the MTA's
limits for message size, number of recipients, or time required for delivery.

The design of InterMail allows one Queue Server to take over for another automatically, if
required. Our sample system is configured to support this feature.

Scenario 1

The Queue Server on Host C is down.
Effects

When the MTA on Host A is unable to contact the Queue Server on Host C, it sends the request
for temporary mail storage to the Queue Server on Host D. The Queue Server on Host D provides
temporary storage in itpueue directory. The MTA periodically re-attempts contact with the

Queue Server on Host C. If the Queue Server on Host C responds, standard operation resumes. If
the MTA still cannot reach the Queue Server on Host C, it continues sending requests to the
Queue Server on Host D.

Impact on Service

There is no noticeable effect on mail delivery or retrieval.

Actions

1. Bring the server up again, if possible. Check the Queue Server log files for cause of failure.

Scenario 2

The Queue directory on Host C is lost.
Impact on Service

There’s no effect on sending or receiving mail. Mail that had previously been deferred will
remain undelivered until the content of the Queue directory is restored.

Action

1. Shut down the affected Queue Server.

2. Restore latest backup of theeue directory.
3. Runi nj rnrecover to restore the lost files.
4

Restart the server.
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11.2.7 POP Server is Unavailable

The POP Server handles requests for message retrieval from any client that supports the POP3
protocol. It communicates with the Directory Cache Server to validate the user’s login name and
password, and to obtain the name of the MSS host on which the user’'s mailbox resides. The POP
Server also communicates with the Message Store Server to service message retrieval requests on
behalf of the client.

Scenario

The POP Sever on Host G is unavailable.

Effects

Round-robin DNS will send client requests to the next POP server (on Host H).
Impact on Service

There is no impact on mail delivery. Mail retrieval may suffer slightly because there is extra load
on the POP server on Host H (some client connections may be refused if the server is too busy).

Actions
1. Restart the POP server. Check the log files to see if you can find the cause of failure.

2. If it appears the server will be down for more than a few minutes, you should start up a POP
Server on an alternate InterMail machine and roll the IP address for Host G to that machine.

11.2.8 IMAP Server is Unavailable

The IMAP Server handles requests for message retrieval from mail clients that support the IMAP
protocol. It communicates with the Directory Cache Server to validate the user’s login name and
password, and to obtain the name of the MSS host on which the user’'s mailbox resides. The
IMAP Server also communicates with the Message Store Server to service message retrieval
requests on behalf of the client.

Scenario

The IMAP Sever on Host G is unavailable.
Effects

Clients connected to Host G at the time of the failure will be dropped. Round-robin DNS will
send new requests for IMAP access to the next IMAP server (on Host H).

Impact on Service

There is no impact on mail delivery. Mail retrieval will suffer because there is extra load on the
IMAP server on Host H (some client connections may be refused if the server is too busy).
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Actions
1. Restart the IMAP server. Check the log files to see if you can find the cause of failure.

2. |Ifit appears the server will be down for more than a few minutes, you should start up an
IMAP Server on an alternate InterMail machine and roll the IP address for Host G to that
machine.

11.2.9 Configuration Server is Unavailable

One host in the InterMail system is designated as the master configuration host. The
Configuration Server is installed on this host. The Configuration Server maintains the master
configuration database and is responsible for distributing the content of that database to all the
other InterMail hosts.

Scenario

The Configuration Server is unavailable.
Effects

Servers regularly try to re-connect to the Configuration Server (every fifteen seconds). Because
the Configuration Server is unavailable, these attempts failEGONNREFUSED. The servers
attempting connection record this event with an entry in their log files.

The configuration editing utilityi, nconf edi t, will run in local mode, meaning that it will not
be able to synch up with the master configuration database; it will not be able to assess the
impacts of changes, and it will not be able to propagate these changes to running servers.

Any attempted installations fail because they need the Configuration Server to be running.
Impact on Service

There is no impact on mail delivery or retrieval, however, it is more difficult to propagate
configuration changes. If you could not get the Configuration Server started again diad you
make a configuration change, you would be required to copy the master Configuration Database
by hand to each InterMail host, then re-start the servers on those hosts to force them to read the
new configuration settings.

Actions

1. Go to the Configuration Server host, and as the InterMail user (imail, by default), start the
Configuration Server ( b/ i nservctrl start inconfserv). Check the log file to
verify that whatever brought the server down isn't preventing it from starting up again.

© Software.com, Inc. 1997-1998 221



InterMail Operations Guide

11.2.10 Integrated Services Directory is Unavailable

222

The Integrated Services Directory stores domain and account information.

The Directory Cache Server responds to requests for account information. It has access to the
Integrated Services Directory, but services most requests directly from its cache, which contains
a local copy of the required account information.

Scenario

The Integrated Services Directory is unavailable.
Effects

The Directory Cache Servers respond to all requests with information from their local cache
files.

Impact on Service

There is no discernible impact on mail delivery or retrieval, however no account information can
be added, deleted, or changed, until the database is restored to service.

Action

1. Try to bring the Integrated Services Directory up again.
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