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1.1 What's New in 4.1.2

This document lists the corrections and enhancements delivered with the release of InterMail
version 4.1.2. InterMail version 4.1.2 incorporates al features and defect corrections from all
previous 4.0.x releases.

Significant features and improvements are highlighted in the sections that follow.

Version 4.1.2 (201-229-116)

A new feature has been added to the MSS that allows you to place limits on the number of
POP/IMAP connections to a specified MSS. This enables InterMail to distribute user access
to multiple MSS machines.

The MTA'’s capability to process deferred mail has been improved.

A memory enhancement has been added to the BrightLight Spam Wall, speeding up the
processing time between the MTA and the BrightLight product. The BrightLight product is
delivered as an individual component, separate from the InterMail installation. For
installation and operational instructions, refer to the BrightLight documentation.

The anti-spam elements have been improved to allow for faster searching of larger IP lists.
Scalability of the Integrated Services Directory has been improved:

An enhanced mutex solution allows the Directory Cache Server to perform 5 times the
updates and 5 times the lookups as the previously released Directory Cache Server.

The “realms” solution further enhances scalability by partitioning the directory user
information into multiple realms instead of a single realm.

Users can now authenticate using an SMTP alias as a login name.

An enhanced tool to move mailboxes including IMAP attributes that was shipped after the
4.01.01.00 release is included in 4.01.02.00. This tool, imimapboxcopy has been further
enhanced since the 4.01.01.xx service packs to make it significantly more performant. The
imboxmove utility that uses the imimapboxcopy utility has also been continued to be updated
and is included in this release.

The InterManager product has been enhanced to improve account-provisioning performance.
See the updatdaiterManager Administration Guide for details.

Subsequent work in this regard is ongoing and will be included in the InterMail 4.1.3.0
release. A service pack for 4.1.2.x is also being considered as of the writing of this
document.

In InterManager 4.1.1, only the creation of a single Service Provider was allowed. In
InterManager 4.1.2, this restriction has been removed, allowing the “Primary Service
Provider” to create other Service Providers and provide wholesale mail outsourcing.

Support for Oracle 7.3.4.3 was added in 4.01.01.01. The patch to Oracle 7.3.4.3 is also
shipping with InterMail 4.1.2.0 in case you have not yet applied any service packs for the
4.1.1.0 release. This patch provides key solutions that aid in index and data stabilization.

© Software.com, Inc. 1997-1999 1
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» The InterMail product was built in an improved manner in 4.1.2 to include a static build of
Oracle libraries. Although the footprint of the InterMail binaries is larger, building in this
manner improves the usage of the InterMail system. Building in this manner will also ease
the subsequent transition to Oracle 8 since linking InterMail in this manner allows the ability
to be compatible with both Oracle 7 and Oracle 8.

» The following new configuration keys have been added (see the Supplemental Manual for
detailed information):

bucketi zeM aDef er

cacheAl waysReadThru
dbReconnect | nt er val

di r CacheUpdat eThr eshol d

| ogi nAli ases

maxMSSRet ri eveConnect i onLi st
maxMSSRet ri eveConnect i onTi nmeout
partiti onRouterData
partitionUserDat a
gueueServer Retri eveHost s
queueSer ver St or eHost s

real ms

rej ect Sender BadAddr ess

r reAccesslLi st

* The following administration commands have been added (see the Supplemental Manual for
detailed information):

i movensgfil es
i ndbi ndexr ecr eat e
i nfolderlist

* The following new log event messages have been added (see the Supplemental Manual for
detailed information):

CacheConfi gl nf oM smat ch
CacheConfi gVer si onM smat ch
CacheGeneri cMsg

CacheReal nConfi g

CacheReal nDat aDel et eFai | ed
CacheReal nDat aFet chFai | ed
CacheReal nDat aSt or eFai | ed
CacheReal nSer ver Down
CacheReal nser ver Up

Conf Par nEr r or

DbFeat ur eUnavai | Wt hout SchenmaPat ch

2 © Software.com, Inc. 1997-1999
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DbRenovi ngConnecti on
DbTenpDi sconnect

MsFol der Not Renovabl e
MsNoSuchObj ect

MsCbj TypeM smat ch

MsSt al eRef

M aHeader Not Ter ni nat ed
Ni oConnNot Al | owed
RneConnect i onUnavai | abl e
Snt pSender Addr I nval i d
Snt pBadRel ayPol i cy

Version 4.1.1 (201-229-111)

The WebMail application is enhanced to include an improved user interface, robust paging
functionality, and improved logging that is easily customizable to satisfy the ISP’s needs. In
addition, error messages are restructured to allow more efficient methods of troubleshooting.

Webmail’'s workload can now be distributed among several httpd servers, so that an
inexpensive Intel box running Linux can service all image requests to WebMail.

A multi-journaling feature is added to the MSS to enhance capacity and efficiency in
InterMail system.

An enhanced Oracle package is added to improve the efficiency of the InterMail system.
SNMP functionality is now fully supported.

Updates are made to the Oracle database utilities; these updates include previous patch
components.

SSL is supported for POP and SMTP.

The following new configuration keys are added (see the Supplemental Manual for detailed
information):

mul ti Journal i ng

numJour nal sPer Ser ver
rejectlnval i dFr omAddr
retryOnConnect Fai |

sessi onExpi r eTi meout Secs

trustedl nterfaces

The following new log event messages are added (see the Supplemental Manual for detailed
information):

CacheUpdat eSt art ed
CacheUpdat eConpl et ed
CacheUpdat eQut OF Range
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DbDat abaseNot e

Filt Acti onSendMessage
JrnBadNumJour nal sParm

Ni 0Get SockNaneFai |

Ni oFcnt | Fai |

PopDormai nTabl eEnt r yEr r or
ProcNoRunDi r

Pr ocChownFai |

Rnel nval i dCOSAt tri but e
RunMssQuot aMaxMsgs

Version 4.1 (201-229-108)

System mail filtering is extended to include per-user mail filtering, enhancing InterMail's
spam prevention capabilities.

Updates are made to the Oracle database utilities; these updates include previous patch
components.

No updates to the operating system patch levels are required if InterMail version 4.0.3 is
currently installed.

A new feature is added that allows ISP’s to control POP/IMAP access based on the location
of the user.

The following configuration keys are added (see the Supplemental Manual for detailed
information):

filterSendMessageChar set

host naneAl i asLi st

The following log event messages are added (see the Supplemental Manual for detailed
information):

Acct Nont r ust edLogi n

CacheUpdat eTi neToolLong

FiltActi onRewrit eHeader

Fi | t Header Rew i t eFai | ed

MsDel i ver Fol der Not Found

M aHeader Rewri t eFai | ed

M aQueueSer ver | nterati onM smat ch
Ni 0Get Host NameFai |

Pr ocUncaught CPl usExcepti on
QsrvNot Locked

The following administration command is added (see the Supplemental Manual for detailed
information):
infilterctrl
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The following class of service attributes are added (see the Supplemental Manual for more
information):

pref _popaccess (replacecpr ef _pop)

pref _popssl access (replacecpr ef _popssl)
pref _i mapaccess (replacecr ef _i map)
permntafilterperuser

pref_ntafilterperuser

Miscellaneous defects are corrected.

Version 4.0.3.z (201-229-104)

Enhanced session management is added to the Web Server, allowing for faster performance
and improved scalability in WebMail, InterManager, and SelfCare.

The InterManager application supports delegated administration for site administrators and
organization administrators.

Two new tools (imbatchload and imbatchextract) support population of InterManager’s
LDAP tables with InterMail user information.

The performance of the imdirsync utility has been improved. In a test case with 5 million
users, the utility ran 5 times faster, however, results will vary based on the number of users
supported by your installation and the specific profiles for those users.

A new version of Oracle is introduced that contains previous patches.
A new deployment worksheet is introduced.

The following configuration keys are added (see the Supplement to the Manual for more
information):

nss/ messageJour nal i ng

i mqueueser v/ messageJour nal i ng
maxAut oRepl yMsgLenKb

al | onedl Ps

scanO dMessagesl nt erval | nHour s
cacheDi sabl eReadThr us

cacheDi sabl eWiteThrus

sessi onDBFi | ePat h

nunDBFi | e

The following administration command is added (see the Supplement to the Manual for more
information):

i msgverify

© Software.com, Inc. 1997-1999 5
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The following log messages are added (see the Supplement to the Manual for more
information):

Pr ocbj BadRef Cnt
PopMaxSessi ons

PopConnecti onNot Al | owed

Miscellaneous defects are corrected.

Note: For details on defects corrected, See the section on Defects Corrected.

Version 4.0.2.z (Build 201-227)

The IMAP4 UIDPLUS extension is supported.
A quota limiting the total number of messages per mailbox is implemented.

WebMail is fully functional.

The following configuration keys are added (see the Supplement to the Manual for more
information):

cacheAut hori t ati veFor MTA
| ogi nDef aul t Donai nTabl e

| ogi nDef aul t Dorai n
maxLogUpdat es

nmut exSer i al Nunberi ng

sql Si ngl eThr ead

vxf sSpaceReservati on

Miscellaneous defects are corrected.

Version 4.0.1.z (Build 201-221)

The InterMail system design is modified so that a single Directory Cache Server can divide
its data among multiple, local cache files. This change supports unlimited user scalability in
the Integrated Services Directory.

Miscellaneous defects are corrected.

Version 4.0 (Build 201-219)

Improved Integrated Services Directory functionality.

Version 4.0 (Build 201-217-106)

Modified the Integrated Services Directory to support improved InterManager functionality.
SelfCare is fully functional.
Improved garbage collector for the Message Store database.

Miscellaneous defects are corrected.

© Software.com, Inc. 1997-1999
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1.2 Operating System Requirements

1.2.1

InterMail 4.1.2 (201-229-116) runs on Solaris 2.6 —8 or 2.6 —13 and requires Oracle 7.3.4.3.

In addition to the standard operating system release, one or more of the OS patch kits may be
required. Refer to the sections that follow for details on required patch kits for a particular OS
version.

Note: Itis preferablethat customers obtain operating system software directly fromthe
operating system vendor. However, some operating system vendors may provide only the
most recent patch set through their website. If you are having difficulty in obtaining these
Patch Kits, please contact Software.com by sending a request to

ship.team@Software.com.

If you are running Solaris 2.6, you must also have the Solaris 2.6 —08 or the 2.6 -13 Patch Kit
installed in order to upgrade to InterMail 4.1.2. These are the only patches that has been tested
and certified to operate properly with InterMail 4.1.2.

Solaris 2.6 —08 Patch Kit Details

The complete list of patches contained in the October 5, 1998 Solaris 2.6 —08 Patch Kit appears
below. To guarantee that the proper files have been installed on your system, compare the files
currently installed with the list below. If you find any discrepancies, please contact Software.com

for assistance.

106125-05
105401-15
105181-08
105562-03
105210-14
105216-03
105356-07
105357-02
105375-09
105379-05
105621-08
105393-06
105395-03
105407-01
105552-02
105615-04
105665-03
105667-01
105786-05
105741-05

SunOSs 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:

© Software.com, Inc. 1997-1999

Patch for patchadd and patchrm
libnsl and NIS+ commands patch
kernel update patch

chkey and keylogin patch

libc & watchmalloc patch
{usr/sbin/rpcbind patch
/kernel/drv/ssd patch
/kernel/drv/ses patch

sf & socal driver patch
/kernel/misc/nfssrv patch

libbsm patch

at & cron utility patch
{usr/lib/sendmail patch
{usr/bin/volrmmount patch
lusr/sbin/rpc.nisd_resolv patch
{usr/lib/nfs/mountd patch
/usr/bin/login patch
{usr/bin/rdist patch
/kernel/drv/ip patch
/kernel/drv/ecpp patch
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105720-05
106049-01
106235-02
106257-04
106271-04
105755-06
105926-01
106301-01
106448-01
105464-01
105490-05
105580-07
105797-04
105600-06
106226-01
105642-05
106040-10
105558-01
105669-04
105837-02
106242-01
106222-01
105284-15
105802-06

SunOSs 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:

/kernel/fs/nfs patch
lusr/sbin/in.telnetd patch

Ip patch

{usr/lib/libpam.so.1 patch
{usr/lib/security/pam_unix.so.1 patch
libresolv, in.named, named-xfer, nslookup, nstes
/usr/sbin/static/tar patch
/usr/sbin/in.ftpd patch

/usr/sbin/ping patch

multiple xterm fixes

linker patch

/kernel/drv/gim patch

/kernel/drv/sd patch

/kernel/drv/isp patch
/usr/sbin/format patch

prtdiag patch

X Input & Output Method patch

CDE 1.2: dtpad patch

CDE 1.2: libDtSvc Patch

CDE 1.2: dtappgather Patch

CDE 1.2: libDtHelp.so.1 fixes
OpenWindows 3.6: filemgr (ff.core) fixes
Motif 1.2.7: Runtime library patch
OpenWindows 3.6: tooltalk patch

Additional 2.6 —8 Patch Requirements

It isrequired that you apply the 105490-07 patch to the Solaris 2.6 operating system. This fixes
the Solaris bug ID 4201613. If this patch is not applied, InterMail 4.1.2 may not function
properly. Contact your software vendor to obtain the 105490-07 patch.

8 © Software.com, Inc. 1997-1999
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1.2.2 Solaris 2.6 =13 Patch Kit Details

The complete list of patches contained in the Solaris 2.6 —13 Patch Kit appears below. To
guarantee that the proper files have been installed on your system, compare the files currently
installed with the list below. If you find any discrepancies, please contact Software.com for
assistance.

106125-06
106828-01
105401-20
105181-13
105562-03
105210-19
105568-13
105216-03
105356-08
105357-02
105375-10
105379-05
105621-09
105393-07
105395-05
105407-01
105552-02
105615-04
105665-03
105786-08
105741-05
105720-06
106049-01
106235-03
106257-04
106271-05
105755-07
105926-01
106301-01
106439-02
106448-01
105490-07
105580-10

SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:
SunOsS 5.6:
SunOS 5.6:

© Software.com, Inc. 1997-1999

Patch for patchadd and patchrm
{usr/bin/date patch

libnsl and NIS+ commands patch
kernel update patch

chkey and keylogin patch

libc & watchmalloc patch
{usr/lib/libthread.so.1 patch
/usr/sbin/rpcbind patch
/kernel/drv/ssd patch
/kernel/drv/ses patch

sf & socal driver patch
/kernel/misc/nfssrv patch

libbsm patch

at & cron utility patch
lusr/lib/sendmail patch
{usr/bin/volrmmount patch
{usr/sbin/rpc.nisd_resolv patch
{usr/lib/nfs/mountd patch
/usr/bin/login patch
/kernel/drv/ip patch
/kernel/drv/ecpp patch
/kernel/fs/nfs patch
lusr/sbin/in.telnetd patch

Ip patch

lusr/lib/libpam.so.1 patch
/usr/lib/security/pam_unix.so.1 patch
libresolv, in.named, hamed-xfer, nslookup, nstes
/usr/sbin/static/tar patch
{usr/sbin/in.ftpd patch
/usr/sbin/syslogd patch
{usr/sbin/ping patch

linker patch

/kernel/drv/glm patch
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105797-06
105600-07
106226-01
105642-05
106040-10
105800-05
106193-03
107434-01
105558-04
105669-07
105837-02
106242-02
105566-06
105703-09
105464-02
106222-01
105284-24
105802-07

SunOS 5.6: /kernel/drv/sd patch

SunOS 5.6: /kernel/drv/isp patch

SunOS 5.6: /usr/shin/format patch

SunOS 5.6: prtdiag patch

SunOS 5.6: X Input & Output Method patch
SunOS 5.6: /usr/binfadmintool, y2000 patch
SunOS 5.6: y2000 sysid unzip patch

CDE 1.2: Spell checking occasionally kills mail
CDE 1.2: dtpad patch

CDE 1.2: libDtSvc Patch

CDE 1.2: dtappgather Patch

CDE 1.2: libDtHelp.so.1 fixes

CDE 1.2: calendar manager patch

CDE 1.2: dtlogin patch

OpenWindows 3.6: Multiple xterm fixes
OpenWindows 3.6: filemgr (ff.core) fixes
Motif 1.2.7: Runtime library patch
OpenWindows 3.6: ToolTalk patch

1.3

1.3.1

10

Installation Overview

The InterMail version 4.1.2 release (build 201-229-116) includes both a complete installation
package for new customers and a patch for existing customers (customers with a prior InterMail
version already in place). Which of these items you use will depend on your installation’s current
status.

Review the appropriate section below for an outline of the steps for your particular installation.

New Customers

New customers should follow the standard installation instructions documented in the InterMail
Installation Guide. This guide has been improved as of the 4.1.2 release for your benefit.

Note: A high-level outline of installation stepsis provided below for your convenience.
However, for detailed instructions on a standard InterMail installation, see the improved
InterMail Installation Guide.

The standard installation consists of three operations:

1. Install the Oracle software on all machines running either the Integrated Services Directory or
Message Store database.

Install the InterCore software on each host in the InterMail system.

Install the InterMail software on each host in the InterMail system.

© Software.com, Inc. 1997-1999
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Note: Thereisno need to apply any of the Oracle patches (i nor a4nsspat ch,
i mor a4di r pr epat ch, i nor a4di r pat ch, etc.) for new installations of 4.1.2.

1.3.2 Existing Customers on Versions Prior to 4.1.1.x

In order to apply the InterMail 4.1.2 patch you must be running a minimum release level of
InterMail 4.1.1.

If you have InterMail versions 4.0, 4.0.1, 4.0.2, 4.0.3, or 4.1, you must obtain the 4.1.1 release,
follow its instructions, and apply that patch relebefere applying the 4.1.2 maintenance patch
release.

Warning! The 3.2 to 4.x upgrade is not supported for the 4.1.2 release. If you are currently
using InterMail 3.2.x, you must first upgrade from 3.2.x to 4.1.1.x, then apply the
patch to move from the 4.1.1 .x release to the 4.1.2.x release.

To upgrade from 3.2.x to 4.1.1.x, you will need to obtain the 4.1.1.x release and the
improved 3.2.x to 4.1.1.x Upgrade Procedure and Documentation.

1.3.3 Existing Customers on the 4.1.1.x Release

Sites running InterMail 4.1.1 or higher may update directly to InterMail 4.1.2. The following list
provides a high-level overview of patch operations in the recommended order:

1. Apply the OS patch levels for Solaris. See Section 1.4.1.

2. Apply the patch to Oracle 7.3.4.3 if you have not already done so as part of the update to
4.1.1.x. See Section 1.4.2 for detalils.

3. Apply the InterMail patches in the following order:
Patch the Directory hosts. See Section 1.4.3.
Patch the hosts running Directory Cache Servers. See Sections 1.4.4, 1.4.5 and 1.4.6.

Path the front end hosts (MTA, POP Server, IMAP Server, Web Server based components).
See Section 1.4.7.

Patch the Message Store hosts (MSS). See Section 1.4.8.

Although there are multiple ways to apply the InterMail 4.1.2 solution, our testing efforts were
concentrated on the method published in this document. Therefore, you are strongly
recommended to perform patch operations in the order described herein.

1.3.4 Prerequisites and Special Considerations

The interoperability of InterMail components between 4.1.1.x and 4.1.2.x is improved over prior
releases. However, to minimize potential interoperability issues, Software.com recommends that
you apply the patch in the order documented. If you deviate from the recommended order of
patch application, please observe the following considerations.

* To avoid compatibility issues between 4.1.1.x and 4.1.2.0 components, you should apply the
Oracle patches for the directoiynpr a4di r pr epat ch andi nor a4di r pat ch) first. These
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patches add ther ef _i mapssl access attribute and assign it to the default class of service
(among other things). That attribute is required for compatibility between the 4.1.2 MTA and
the 4.1.1.x Directory Cache Server.

If for some reason you absolutely cannot runi tiner a4di r pr epat ch and

i mor a4di r pat ch patches before applying any InterMail 4.1.2 software, you must add the
pref _i mapssl access attribute manually and assign it to the default class of service. Use
i mdbcont rol to perform this function, as in the following:

1. Createpref _i mapssl access:

% i mdbcontrol cca pref_imapsslaccess A S

2. Addpref i mapssl access to the user's COS:

% i mdbcontrol sca default pref_imapsslaccess none

You must run the ISD Oracle patchestr a4di r pr epat ch andi nor a4di r pat ch) before
using a 4.1.2 Directory Cache Server.

You cannot bring up a 4.1.2 Directory Cache Server without first creating a 4.1.2 cache file.
Create the new cache file using the updated version ohthie sync utility shipped with

the InterMail 4.1.2 software. If you do not create a new 4.1.2 cache file, you will not be able
to start your 4.1.2 Directory Cache Server. (Also note, you cannot use a 4.1.1.x Directory
Cache Server host with a 4.1.2 cache file.) Suggestions for upgrading Directory Cache
Servers are provided in Section 1.4.4.

The Directory Cache Server hosts must be updated one at a time. You should be able to run
your site with both 4.1.1.x and 4.1.2 Directory Cache Servers provided the following
conditions are met:

The different Directory Cache Servers are installed on separate hosts.

Each 4.1.1.x Directory Cache Server is using a cache created with 4.1.1.x software, and each
4.1.2 Directory Cache Server is using a cache created with 4.1.2 software

The appropriate versions of the cache utilities arelustéa InterMail 4.1.1.x versions of
i mdi rsync, i ncachecontrol andi ncachr ead with the InterMail 4.1.1.x cache and
Directory Cache Server., and the 4.1.2.x versiornigmf r sync, i ntachecontrol and
i nrtachr ead with the InterMail 4.1.2 cache and Directory Cache Server

You should not turn on or attempt to use the bucketized deferred MTA feature until both the
Queue Server and MTA components are updated to the 4.1.2 level. This feature is off by
default as shipped in the 4.1.2 patch and should remain off until both components are updated
to the 4.1.2 level.

Many of the manual workaround steps related to patch application have been resolved for the
InterMail 4.1.2 release. However, there are two exceptions that still require attention. These
exceptions relate to customizations you may have made to the InterManager and WebMail
products at your site. If you have customized either of these applications you should be aware
of the following:

The InterMail 4.1.2 patch will overlay the InterManager and WebMail components with the
latest fixes and improvements to these components. Customizations will have to be
adjusted back into these products.
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The InterMail 4.1.2 patch will generate new versions ohthepd. conf andsnnpd. cnf
files. These files were updated to support functionality delivered as part of the InterMail
4.1.2 solution. The 4.1.2 Web Server and 4shiZpd components will not function with
4.1.1.x files, as those files are not compatible with the 4.1.2 software. Therefore, if you
made customizations to the 4.1.1.x files, you will have to consider if you want to make
the same adjustments in the new versions.

* The Oracle 7.3.4.3 patch can be applied before or after the InterMail portion of the update as
the two operations are completely independent. A soft maintenance window is needed for
both the Oracle update and the InterMail utility to recreate indexes.

1.4 Installation Instructions

1.4.1

Before executing any of these instructions, please review the previous section to ensure that your
site has meall prerequisites and that you understand the special considerations outlined in the
installation overview.

Applying OS patch levels for Solaris platforms

An operating system update is recommended for Solaris platforms for the 4.1.2 version of
InterMail. The update must be applied to each host in the InterMail system so that all hosts are
operating at certified and supported levels.

OS level updates must be performed in a maintenance window.

Please refer to the operating system vendor's instructions for details on operating system update
procedures.

OS Patch Updates for Solaris

As mentioned in Release Notes for 4.1.1, the Solaris 2.51 OS level is no longer supported for
InterMail as of the 4.1.2 Maintenance Release. Therefore, you will need to go to the 2.6 level
with patch level -08 or -13 prior to installing the 4.1.2 Maintenance Release.

The 4.1.2 Maintenance Release includes OS patch updates for Solaris. The update moves your
OS to the 2.6 —13 level of Solaris. Patch installation instructions are available from SUN. See the
Solaris 2.6 -13 Patch Kit Details in Section 1.2.2 for more information.
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1.4.2 Upgrading to Oracle 7.3.4.3

Before patching to InterMail version 4.1.2 you should ensure that you are running the correct
version of Oracle.

The Oracle database was upgraded to the 7.3.4.3 level as part of the 4.1.1.1 Service Pack release.
It is assumed that you are currently running this level of Oracle. If you have not yet upgraded to
Oracle 7.3.4.3, please do so before patching to InterMail 4.1.2.

The instructions that follow provide a detailed description of the Oracle upgrade procedure.
Please use these instructions instead of the instructions packaged in the install file which ships
with this patch as they are an updated and improved version.

All hosts running a Directory database instance or a Message Store database instance must be
updated. Patching to Oracle 7.3.4.3 will take approximately one hour per host and requires a
maintenance window. The type of maintenance window required depends on the type of host you
are upgrading.

The following chart describes minimal maintenance window considerations:

Host Impact on Impact on Mail Flow
Provisioning

MSS No impact unless | During the Oracle 7.3.4.3 patch application

ISD and MSS are | users with mailboxes on the MSS host being
both on the same | patched will be denied access to their mail. The
host. MTA will defer delivery of messages to
mailboxes on this host until patch application
is complete.

Users whose mailboxes reside on other MS
hosts with separate Oracle installs will not bg
affected.

U

Note: While the MSSinstanceis being
upgraded, you may want to post a web page for
WebMail usersindicating that serviceis
temporarily unavailable.

ISD Stopped during Mail will flow uninterrupted except at the very
Oracle 7.3.4.3 end of the maintenance window when the
apply in window Directory Cache Servers are bounced to

Before you go into a maintenance window, log in todthecl e account and verify that the
environment is set to the corré®RACLE BASE, ORACLE_HOME, ORACLE_SI D andPATH. The
USER andLOGNAME environment variables should be setdodcl e” (unless Oracle is installed
at your site under a Unix user other than the default¢| e). If the “su” command is used to
log in as the oracle user, usi“ oracle ,” hot “su oracl e.”

1. Go into a maintenance window. The type of window varies depending on the host.

If the host you are upgrading contains an Directory Cache Server, these directory caches can
remain up, but provisioning tools must be stopped as indicated above and all users must be
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off the Oracle system. This is done by bringing down the listener and bouncing Oracle to
remove the users that are logged into the Oracle instance. These steps are explained in Step 4.

If the host you are upgrading contains an MSS, that MSS and any MSS that accesses that
MSS Oracle instance will need to be brought down prior to upgrading the Oracle. Your MTA
will defer mail for this MSS while it is down and the POP Server will indicate that the MSS is
unavailable. For WebMail clients, you may want to post a web page at your site indicating
that the service is temporarily disabled for clients accessing the respective MSS host that is
being upgraded.

The instructions that follow are common for the applicable host except where stated
differently.

2. Make a directory for the patch set. Copy the downloaded file (in BINARY form) to this
directory (using the name 7343patchset.Z for example). Then change to this directory,
uncompress, and untar the patch set.

Example:

% nkdi r $ORACLE_HOWE/ pat chset
% cd $ORACLE_HOVE/ pat chset

% unconpress 7343patchset. Z
% tar xvf 7343patchset

3. This will create a new directory using the patch set version underneath the current directory.
Example:
$ORACLE_HOME/ pat chset/7.3. 4.3

4. Shutdown all instances running from tBiGRACLE_HOME. This should be a clean shutdown
(i.e. shutdown immediate). You must ensure that no one is using the Oracle executable,
otherwise you may get an executable busy message and be unable to copy onto it.

Typically there will just be one database running out ofstbRACLE_HOVE: a directory

(ISD) database —IMD1, or an MSS database —IMM1; however, sometimes both databases
share the samBORACLE_HOVE. In the latter case, verify that both databases are down before
continuing. You can use thelut downDB <db i nst ance>" utility to stop the database(s).
See the following steps to shutdown a database:

Make sure both ORACLE_HOME and ORACLE_SID are set properly.

% echo $ORACLE HOVE $ORACLE_SI D
% svrngrl

> connect internal

> shut down i medi at e

> exit

5. Shutdown the listener:
Example:
%I snrctl stop

6. Start the Installer that was provided in the baseline release. If it is installed on your system, it
is under the&sORACLE_HOVE/ or ai nst/ or ai nst directory.

Example:

% cd $ORACLE_HOME/ or ai nst
% ./ or ai nst
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10.
11.

12.

13.
14.

15.

16.
17.

18.

The “or ai nst " utility has two interfaces: a character based one, and a Motif based GUI. The
latter is the easiest to use. You can run the Motif based version as follows:

Example:
% cd $ORACLE_HOVE/ or ai nst

Make sureDl SPLAY is set properly. You will need to set the IP address of the computer you
are working on to view the Motif based GUI.

Example:
% set env DI SPLAY <ip address>:0.0

Note: You must enter :0.0’ after IP address in order to view the GUI.

%echo $DI SPLAY
% /orainst /m

Note: If the Motif version refuses to start up successfully,. iwrainst —h . Thiswill
print out documentation that might be helpful.

At theinstall screen, you will be given the choice between the default install and the custom
install. Select Cust om I nstal | .”

At the Installation Activity Choice screen, choose thest al I, Upgrade, or De-
Instal |l Software” option.

At the Installation Options screen, choose thaéd/ Upgr ade Sof t war e” option.

Atthe “Instal l ati on Options: Home Locat or” screen, verify that the setting for
$ORACLE_HOME is correct.

At the next screen, “Logging Status,” you will specify the locations of the log files. There are
four: the installer log, the SQL log, the makefile log, and the OS log. It is likely that you will
have to change the location of these log files. It is suggested that you place these files in the
$ORACLE_HOME/ or ai nst directory.

At the install source screen, select thestal | from CD- ROV option.

At the “$ORACLE_LI NK Di r ect or y” screen, enter the pathname of the directory where the
untarred patch set is located.

Example:
$ORACLE_HOME/ pat chset/7.3.4.3.0

When prompted for what languages to install, it is suggested that you g¢lect “
| anguages.”

Atthe “Root Install Script File”screen, selectCreate new root.sh file."

At the “Save root.sh Fil e” screen, make sure the pathname is appropriate. You will
need to change it if it comes up as

“I nf s/ oracl e/ RELEASE_AREA/ ORACLE_| NSTALLATI ONS/ . . . ". It is suggested that you
enter the nam®ORACLE_HOVE/ or ai nst/r oot . sh0

Accept T el i nki ng” when prompted by the Installer.
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19. At the Software Asset Manager screen, usefherh . . ” button to navigate to the directory
where the untarred patch set is located.

Example:
$ORACLE_HOWVE/ pat chset/7.3.4.3.0
20. Select thauni x. pr d file from this directory.

21. Select Or acl e7 Server” from the sub-window labeled? oduct s avail able on...”
Click the "1 nst al | " button. Answer §es” when asked if you want to upgrade an Oracle
feature to 7.3.4.3.0. ClickcX” when the two screens come asking what group can atizas
or OSOPER.

22. The installer will ask you if you want tappgr ade the software to 7.3.4.3.
Answer ‘yes.”

23. Next, select théba group and th€SOPER group.

24. When the Installer has finished, it prompts you to rum tw . sh script. You daot have to
run ther oot . sh script after installing a patch set.

25. After upgrading, you will be returned to theof t war e Asset Manager Screen.” Click
on the ‘Exi t " button in order to stop the Installer.

26. Repeat this step for every database instance that runs®orRAELE _HOVE. Typically there
will only be one database running outs@iRACLE_HOVE, but some locations will have both a
directory and an MSS database sharing the $@R&CLE_HOME.

27. echo theORACLE_SI D before you start it.

Example:
% echo ORACLE SID

28. cd ORACLE_HOME/ r dbns/ admi n. This is where you run the server manager script, as in the
following example:

% cd $ORACLE_HOVE/ r dbrrs/ admi n
SetORACLE_SI Dto the name of theb, for example, §et env ORACLE_SI D | MVL.”
% set env ORACLE_SI D DbNane

% svrngrl

> connect internal
> startup

> @at al og. sql

> @at proc. sql

> @atrep. sql

> @at exp. sql

> exit
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29. These scripts will take approximately 60 minutes to run. The following are estimates for each

.sql scrip based on a user base of 50,000 accounts:

.sql script Estimated time

30.

31.

32.

33.

@at al og. sql 4 minutes
@at proc. sql 24 minutes
@atrep. sql 20 minutes
@at exp. sql 2 minutes

Start all Oracle database instances (asthel e user) by running the following command:
% startupDB [ dbnane]

Where:

dbnane Name of the Oracle database instance.

Do this for both the directory and the MSS instances.

Start the listener by running the following command:

% I snrctl start

Depending on the type of hostMD or MsS), you will take different actions at this point.

If you just patched Oracle to 7.3.4.3 for an ISD, you will need to bounce the Directory Cache
Server(s) on all hosts that connect to this ISD database. Log in as the InterMaihaser (

by default) and “bounce” the Directory Cache Server for all hosts that a Directory Cache
Server runs on. This ensures a proper reconnection of the Directory Cache Server to the ISD
after the upgrade and is highly recommended. The following is an example of how to run the
command:

% ~/lib/inmservctrl startStop indircacheserv

If you just patched Oracle 7.3.4.3 for an MSS, you will need to start up the MSS server(s)
that access this MSS instance. The following is an example of how to run the command:

% ~/1iblimservctrl restart mnss

You can now start your provisioning software to provision accounts if this was an upgrade of
an Oracle impacting arnsD.

You can now start sending/receiving/popping mail from/to mailboxes on this MSS if this was
an upgrade of an Oracle on iBS.

Patch Consider ations

At this point, InterMail 4.1.1 (201-229-111) will operate with the patched Oracle 7.3.4.3. You can
continue with the patching up of the InterMail binaries from 4.1.1 to 4.1.2, or you can keep
InterMail 4.1.1 in its present state. Additional maintenance windows will be required if you
choose to patch to 4.1.2, although the “down-time” is much less depending on the number of
InterMail accounts.

You will also want to consider running thedbi ndexr ecr eat e utility to recreate the indexes
that will eliminate/prevent index and data corruption from resulting. For additional information
on thei dbi ndexr ecr eat e utility refer to Section 1.5, Cautions and Special Instructions.
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1.4.3 Upgrading the Integrated Services Directory (ISD) Host

The ISD should be upgraded first, before all other InterMail update operations are performed.
Upgrading the ISD is a multi step procedure. The following table summarizes the steps involved.
Explicit instructions for each step are provided in the sections that follow.

Steps Mail Send/Receive Provisioning Approximate
Possible Time

Apply Yes, done live Yes, done live 10 minutes
i mor a4di r prepatch

Apply Yes,i mdi r cacheserv | No provisioning | 10 minutes
i nor a4di rpatch is doing cache reads | in this step
while the ISD is down

Restart Directory CachgeNo No 1-2 minutes
Servers on all hosts

Apply pre-patches to the ISD (imora4dirprepatch)

The first step in updating the ISD is to apply any required pre-patches. The InterMail 4.1.2 patch
contains a single ISD pre-patch calletbr a4di r pr epat ch.

Thei nor a4di r pr epat ch utility carries out schema changes to the ISD database. These
changes can be made while InterMail is up and running. The Directory Cache Server can be
connected to the database wihiteor a4di r pr epat ch is being applied, and account
provisioning can continue unabated whilkeor a4di r pr epat ch runs.

The intention of this patch solution is to minimize the maintenance window required for the
application of InterMail patches. Because this patch is run live, it is recommended that you apply
this patch at a lower activity point for your mail service. The service impact of running this

portion of the patch is minimal since both mail flow and provisioning can continue in an
uninhibited manner. The estimated time forither a4di r pr epat ch patch to run is 10 minutes,
based on one of our test runs in which updating a directory of 25,000 accounts took one minute of
actual processing time.

Applying the Patch

The patch should be applied as thecl e Unix user on the host with the directory or ISD
database. (Note: This file should be outside the patch tar file for your convenience.):

su - oracle

Verify that theORACLE_HOVE andORACLE_SI D environment variables are set properly:
echo $ORACLE HOVE $ORACLE_SI D

Run the following command:
% i nor addirprepatch -id <user>/<pass> -dbname <ORACLE_SI D>

Where:

<user >/ <pass> The username and password for the Oracle InterMail user
(imail/imail by default).
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<ORACLE_SI D> The name of the Integrated Services Directory database instance
(I MD1 by default).

It is best to run nor a4di r pr epat ch off-peak, because it potentially creates disk contention
that could degrade performance.

Theimoraddirprepatch Schema Changes

Thei nor a4di r pr epat ch utility creates @0ODCRLOG tablespace, and &DAPX2 tablespace.
The latter tablespace is only created if support for InterManager is installed in the database.

Patch Considerations

After applyingi nor a4di r pr epat ch, InterMail 4.1.2 (201-229-116) will still operate with the
patched Oracle 7.3.4.3. You can continue with the patching of the ISD and the InterMail 4.1.2
binaries or you can keep InterMail 4.1.1 in its present state. Additional maintenance windows will
be required if you choose to patch to 4.1.2, although the “down-time” is much less depending on
the number of InterMail accounts.

Patch the ISD (imora4dirpatch) and Restart All Directory Cache Servers

The next step in the Oracle upgrade is to apply tlwe a4di r pat ch. This utility completes the
work started by nor a4di r pr epat ch and brings a previously installed pre InterMail 4.1.2
directory database's schema up to date.

Thei mor a4di r pat ch utility must be run during a maintenance window. Otherwise, database
clients (like the Directory Cache Server) will encounter obscure Oracle errors. There can be no
provisioning taking place on accounts; however, mail can continue being sent and the Directory
Cache Server can be running.

This procedure has to be done on all hosts that run a Directory Cache Server. Typically the
estimated time for thienor a4di r pat ch utility to run is 10 minutes, based on our test run for
25,000 accounts which took 4 minutes of processing time.

When the nor a4di r pat ch utility is finished, you can start provisioning the accounts, back out
of the maintenance window, and continue sending mail.

Maintenance Window Required

1. To ensure that no programs are connected to the database during the patch, the following
procedure can be utilized. This will work as long as all programs connect to the directory
database via Oracle Sqgl*Net.

% su — oracle
% echo $SORACLE_SID

2. Stopthelistener.

% Isnrctl stop

3. Connect to thesvrmgrl  and run the following commands:

% svrmgrl

> connect internal

> shutdown immediate

> startup

> exit

% sh imoraddirpatch -id imail/imail -dbname IMD1
% Isnrctl start
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Note:  This process takes 4 minutes for every 25,000 accounts.

Syntax:
% i nor addi rpatch -id <user>/<pass> -dbnanme <ORACLE_SI D>
Where:
<user >/ <pass> The username and password for the Oracle InterMail user

(i mai | /i mai | by default).

<ORACLE_SI D> The name of the Integrated Services Directory database instance
(I MD1 by default).

4. To ensure that the newly restarted Oracle instance can reconnect, go to each host running a
Directory Cache Server and restart the Directory Cache Server using the following command:

% ~/lib/inservctr|l restart indircacheserv
Patch Consider ations

At this point, InterMail 4.1.1 will operate with the patched Oracle 7.3.4.3. From here you can
continue with the patching of the InterMail 4.1.2 binaries, or you can keep InterMail 4.1.1 in its
present state. The imoraddirprepatch and imora4dirpatch patches add COS values and improve
compatibility between the 4.1.1 and 4.1.2 components.

Additional maintenance windows will be required if you choose to patch further into to 4.1.2
Please review the next section carefully for other issues to consider before proceeding with the
update.

1.4.4 Preparing to Update the Directory Cache Servers

The next step in the application of the InterMail 4.1.2 solution is updating the Directory Cache
Servers. This requires some thought and planning. The exact steps and plans will vary from
customer to customer because the InterMail setup varies from site to site, but the general
operations are as follows:

1. Verify that thei nor a4di r pr epat ch and the nor a4di r pat ch have been applied to your
ISD. If not, apply them according to the instructions provided in Section 1.4.3.

Establish the first 4.1.2 Directory Cache Serveri wpat ch (or a fresh install).

3. Runthe mdi r sync utility provided with the 4.1.2 software to create an initial 4.1.2 cache
file for use by the initial 4.1.2 Directory Cache Server.

4. Update all other Directory Cache Servers host by host, copying the 4.1.2 cache file to each
new host.

Considerations in the Choice of an Initial Directory Cache Server

How you establish the initial 4.1.2 Directory Cache Server and create the initial 4.1.2 cache file
is a matter for careful consideration. There are a variety of options that can be chosen to
accomplish this task and a number of issues to consider.

Issues to consider include the number of Directory Cache Servers used by the site, available
additional hardware to use as a temporary machine, number of accounts in the directory, the load
on the Directory Cache Server hosts and the setup of the site.
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Options vary according to these considerations as well as customer preferences related to
maintenance windows impacting mail flow and provisioning. These considerations and options
will determine how you will apply the 4.1.2 patch solution to the first Directory Cache Server
host. Please peruse the options and steps relating to imdirsync while contemplating the
aforementioned considerations and other site specific considerations.

The imdirsync Command

Thei ndi r sync command creates a directory cache from the content of the Integrated Services
Directory (Oracle Database). Because the 4.1.2 Directory Cache Server will only function with a
4.1.2 cache file, a new 4.1.2 cache file must be created from the ISD via thiendlil.2ync

utility before the 4.1.2 Directory Cache Server can be put into service.

It is possible that thiendi r sync command will take a considerable amount of time to run,
perhaps more time than is desired for a maintenance window.

Provisioning: Enabled vs. Disabled

Beforei ndi r syc is run, a decision has to be made whether or not to disable provisioning. Some
elements to consider are:

* The time it will take foii ndi r sync to run. Thd ndi r sync processes approximately take
one minute for every 25,000 accounts.

» The number of Directory Cache Server hosts in your InterMail system. At least one Directory
Cache Server host needs to be running for provisioning to be allowed via InterManager.
However, you can continue provisioning via imdbcontrol and the InterMail APIs provided
your provisioning mechanism does not access imdbcontrol and the InterMail APIs on the
Directory Cache Server host that is currently being updated. In a multiple Directory Cache
Server system, one Directory Cache Server host could be chosen to shutdown and run
i mpat ch andi ndi r sync, while the other Directory Cache Server hosts pick up the load. In
a single directory cache host system, the only option you have to keep provisioning enabled
would be to install InterCore/InterMail on a test host and rati r sync from there.

If you plan to keep provisioning enabled then value of tyAgeHour s must be set to the
following:

/*/inmdircacheserv/| ogAgeHours: [ X+3]
Where:

X+3 The estimated time it will take for your site to run
i mdi rsync. It processes approximately 25,000 accounts per
minute. Determine the number of accounts in your ISD and
divide it by 25,000. The result it the total estimated minutes
to run imdirsync. Next convert this estimated time to hours
and then add 3 for a safety factor.

By doing this equation, you are making sure that whati r sync finishes, any M _LOG entry
that was created right after thedi r sync started is still apparent, and the Directory Cache
Server can pick up that change via periodic update process.

Increasing the value for the@gAgeHour s configuration key also increases the space
requirement for théeM_LOGtable in your ISD. Verify that the Oracle table space containing
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I M_LOG has sufficient free space before increasing the value of logAgeHoursi fatfigesync
is run, change the value lobgAgeHour s back to its original setting

Choosing a Host

In a multi Directory Cache Server host system, one of the existing hosts could be chosen for the
initial run ofi npat ch andi ndi r sync. A directory cache host with lower activity probably
should be chosen.

Another option is to install a Directory Cache Server on a test host and therdiursync on
that host.

The impatch Utility

Thei npat ch utility upgrades the InterMail binaries. You will need to apptpat ch on every
InterMail host in your system on a host by host basis.

This utility runs as a script that includes questions you will be required to answer before the
upgrade operation can be executed. Therefore, you should be prepared to identify the following
items before attempting to run this utility:

* The name of the InterMail UNIX useirrai | , by default)
* The path to the InterMail directory
» The location of the patch file

e The path to the temporary working directory

Note:  You will need approximately 86 Mb of free space for the data that will be expanded into
the temporary working directory.

To runi npat ch, do the following:

% su

% csh

% source ~imail/.cshrc
% . /inpatch
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Updating the Initial Directory Cache Server

Upgrading the initial Directory Cache Server host is a multi step procedure. The following table
summarizes the steps involved. Explicit instructions for each step are provided in the sections
that follow.

Steps Mail Send/Receive Provisioning Approximate
Possible Time

Update InterCore
and InterMail
components by
runningi npat ch

(or install new 4.1.2
components on a te
machine)

Yes, if multiple

Directory Cache hosts

Yes, depending
on the
configuration of
your site and the
method of
provisioning you
employ.

5-10 minutes

Create the initial Yes, if multiple Yes, depending | 10,000
4.1.2 cache file by | Directory Cache hosts | on the accts/min to
running configuration of | 25,000
i mdi rsync your site and the | accts/min
method of
provisioning you
employ.
Verify that Yes Yes 15 minutes
i nBysnon is

working after you

apply the patch

You can establish the initial Directory Cache Server one of two way:
* Dby installing a new server on a test machine, or
» by upgrading an existing Directory cache Server

The first method would be preferable in installations with a single Directory Cache Server in
operation, but the option you select will depend on the particular requirements of you site. (See
Section 1.4.4 for additional information.)

The sections that follow provide instructions for either method, followed by instructions for the
remaining (non-optional) operations.

Option 1: Establish the initial 4.1.2 Directory Cache Server by Installing it
on a Test Machine

1. Install OracleSgl Net . For complete details on this, referthe InterMail Installation and
Migration Guide.

2. After installingSql Net , verify that the nsnane. or a file is set up properly. This file can be
found in the3TNS_ADM N directory. Edit this file and verify that host and port entries
within the ISD’s Oracle Instance section (for example, IMD1) refer to the production ISD
host.
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3. Install InterCore 4.1.2. For complete details on this, refer tontkeeMail Installation and
Migration Guide. All that needs to be installed this test host is the Directory Cache Server
(i mdi r cacheser v). Thei nconf ser v, snnp, andht t p servers do not need to be installed.

Option 2: Establish the initial 4.1.2 Directory Cache Server by Updating an
Existing Directory Cache Server Host

1. On the chosen Directory Cache Server Host, shut down all the InterMail/InterCore servers by
executing the following command as the imail user:

% ~/libl/linservctrl stop

2. Runi npat ch. See the Section 1.4.4 for instructions. The time frame for runmimat ch
should be take approximately 7-10 minutes.

At least one Directory Cache Server host needs to be running for provisioning to be allowed
via InterManager. However, you can continue provisioning via imdbcontrol and the InterMail
APIs provided your provisioning mechanism does not access imdbcontrol and the InterMail
APIs on the Directory Cache Server host that is currently being updated.

However, If you only have one Directory Cache Server host, this will stop mail flow. If this is
not acceptable, you will need to either choose Option 1 or have more than one Directory
Cache Server host so that another host can handle the load for mail flow and provisioning
while you are runningynpat ch.

Create a New 4.1.2 Cache File
Regardless of the option selected for establishing the initial 4.1.2 Directory Cache Server, you
must now use the 4.1i2di r sync utility to create the initial 4.1.2 cache file.

At least one Directory Cache Server host needs to be running for provisioning to be allowed via
InterManager. However, you can continue provisioning via imdbcontrol and the InterMail APIs
provided your provisioning mechanism does not access imdbcontrol and the InterMail APIs on
the Directory Cache Server host that is currently being updated.

If you runi nmdi r sync on your only Directory Cache Server host, mail flow will be stopped and
provisioning will be shutdown. If this is not acceptable, you will need to either choose Option 1
or have more than one Directory Cache Server host so that another host can handle the load for
mail flow and provisioning while you are runnihgdi r sync.

To runi ndi r sync do the following:

1. If the decision was previously made to disable provisioning while runmmugr sync,
please do it now for all accounts. If the decision is to keep provisioning enabled, then set the
logAgeHours configuration key, according to the explanation described in Section 1.4.4.

Log in as your mai | account to the host that you are choosing ta ruati r sync on.

Shut down the InterMail servers on this host by running the following command:

~/lib/inmservctrl stop

4. Runi mdi rsync. It will process approximately 25,000 accounts per minute. Times vary
according to equipment used at site and your setup.

% ~lib/inmdirsync
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5. Start up the InterMail servers

% ~lib/imservectrl start

It is very import to run this step immediately after itheli r sync has completed. This will

ensure that the directory cache files, now at 4.1.2 format, do not get old and become unusable.
The directory cache files will become old if the time to it takes to nuif r sync and start up the
servers is greater than the value defined iri thé ndi r cacheser v/ | ogAgeHour s

configuration key.

If provisioning was disabled, enable it now.

If it was enabled during this process, change ttié ndi r cacheser v/ | ogAgeHour s

configuration key back to its original setting. The Directory cache files on this host, now at 4.1.2
level, may need to catch up with any provisioning that has occurred since wmidiilesync was
running. The Directory Cache Server will do this through its periodic update process.

Note: For more information on the i ndi r sync command, see the InterMail Reference Guide

Verify that imsysmon is Running

Thei nsysnon program was improved in the 4.1.2 InterMail solution. The 4.4s¥snon. i ni
file format has changed to incorporate new features. However, the dsl.2ron component is
backward compatible and will work fine with the existing imsysmon.ini file existing at the
customer site.

Each site should check to ensure their monitoring software is working correctly after performing
a patch apply for a specific host. Tihesysnon utility is an example of a key monitoring

program that should be checked to ensure it is working properly and its naotification system
functioning as it should.

Patch Considerations

As long as a single Directory Cache Server host is completely updated (both the Directory Cache
Server and its associated cache file), you can run your site in this state and update subsequent
hosts on different days or times.

Additional maintenance windows may not be required to update subsequent hosts.
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1.4.6 Updating Subsequent Directory Cache Servers

The following table summarizes the steps involved in upgrading subsequent Directory Cache
Servers. These steps must be performed once for every Directory Cache Server host (hosts that
contain a Directory Cache Server) in your InterMail Installation. Explicit instructions for each
step are provided in the sections that follow.

Steps Mail Send/Receive Provisioning Approximate
Possible Time

Update InterCore | Yes, if multiple Yes, depending | 10 minutes plus
and InterMail Directory Cache hosts | on the time to ftp or cp
components by configuration of | cache file on
runningi npat ch your site and the | file system

on other method of

i mdi r cacheserv provisioning you

hosts, then copy an employ.

existing 4.1.2 cache
file to the updated
host

Verify that Yes Yes 15 minutes
i mBysnon is
working after you
apply the patch

Update the Existing Directory Cache Server

1. On the chosen Directory Cache Server Host, shut down all the InterMail/InterCore servers by
executing the following command as the imail user:

% ~/liblinservctrl stop

2. Runi npat ch. See the Section 1.4.4 for instructions. The time frame for runmipat ch
should be take approximately 7-10 minutes.

If you only have one Directory Cache Server host, this will stop mail flow, however
provisioning may continue.

At least one Directory Cache Server host needs to be running for provisioning to be allowed
via InterManager. However, you can continue provisioning via imdbcontrol and the InterMalil
APIs provided your provisioning mechanism does not access imdbcontrol and the InterMail
APIs on the Directory Cache Server host that is currently being updated.

Replace the Current Cache File with the 4.1.2 Cache File Previously Created

The new 4.1.2 directory cache Server will only operate with a 4.1.2 cache file. Rather than rerun
i mdi r sync to create a new 4.1.2 cache file (a potentially time consuming operation), use the
following instructions to copy an existing 4.1.2 cache file.
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1. Log into any current Directory Cache Server host that has already been patched to InterMail
4.1.2 and hadndi r sync run to convert the caches files to the 4.1.2 level. Log in as the
i mai | user.

2. Shut down the Directory Cache Server by running the following command:

% ~/libl/inmservctrl stop indircacheserv

At this point mail flow will occur within a multi Directory Cache Server host system, but will
be stopped on a single Directory Cache server host system.

At least one Directory Cache Server host needs to be running for provisioning to be allowed
via InterManager. However, you can continue provisioning via imdbcontrol and the InterMalil
APIs provided your provisioning mechanism does not access imdbcontrol and the InterMail
APIs on the Directory Cache Server host that is currently being updated.

3. Go to the directory where the Directory Cache files exist:
% cd $I NTERMAI L/ di r CacheDB

4. FTP all the cache files to a temp directory on the current Directory Cache host that will now
be updating to InterMail 4.1.2. When finished quit out of your FTP session

5. Start up the Directory Cache Server on the directory cache host that you just FTP the 4.1.2
Directory Cache files from.

% ~/1iblimservctrl start indircacheserv

6. Log back in, as yourmai | account, to the current Directory Cache host that you are
upgrading to InterMail 4.1.2.

7. Remove any . db files in the$l NTERMAI L/ di r CacheDB directory. Next copy the
Directory cache files from the temp directory, from step 5 above, to the
$1 NTERMAI L/ di r CacheDB directory. After the copy has completed, check the permissions
of the new. db files to make sure they havead/ wri t e permission for thémai | user
and group unix accounts

8. Finally restart all of the servers on this current Directory Cache host:
% ~/lib/imservctrl start

9. At this point, the current Directory Cache host has been successfully patched to InterMail
4.1.2. Repeat steps above for any subsequent Directory Cache hosts that need to be upgraded.

Verify that imsysmon is Running

Thei npat ch utility copies in a new file nameadrsysnon. i ni . 201- 229- 116 during the
patch installation. Thei ni file is copied into thé conf i g directory of your InterMail
installation. This file is an updatédsysnon. i ni file for feature improvements included with
the 4.1.2 version afrrsysnon.

Each site should check to ensure their monitoring software is working correctly after performing
a patch apply for a specific host. Tihesysnon utility is an example of a key monitoring

program that should be checked to ensure it is working properly and its naotification system
functioning as it should.
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1.4.7 Patching Hosts with No MSS or Directory

The following is a set of instructions on how to apply the InterMail 4.1.2 patch on hosts that do

not have an MSS or Directory. These are hosts that do not have Oracle instances and do not have
Directory Cache Server or MSS’s. Therefore, these hosts have a reduced set of considerations and
application steps. There may be multiple hosts of these types at any given site. The following

table outlines the steps needed to patch non-MSS and non-Directory hosts to InterMail 4.1.2.

Mail Provisioning Possible Approximate
Send/Receive Time

Run i mservctrl to Yes, in general if | Yes 1-2 minutes
stop servers on the host other hosts of
same type exist
and are up (POP,

Steps

MTA, etc.)
Run i npat ch to update| Yes, in general if | Yes 10 minutes
the InterCore and other hosts of

InterMail components | same type exist
and are up (POP,

MTA, etc.)
Re-adjusht t pd. conf | Yes, in general of | Yes 30 minutes
andsnnpd. cnf if other hosts of

customized at site sincg same type exist
they will be overwritten | and are up (POP,

by the patch MTA, etc.)

Run i mservctrl to Yes Yes 1-2 minutes
start servers on the host

Verify thati nsysnon is | Yes Yes 15 minutes
working after you apply

the patch

Verify that your httpd Yes Yes 15 minutes

server and your snmpd
components are working
correctly

Stop Servers

Stop the servers on the host where you will apptyat ch. To stop the servers on that host, run
the following command:

% ~/1ib/inmservctrl stop

Run impatch

Start the npat ch utility. If there is an MTA on the host that you are runriingat ch on, malil
will get deferred. However, this mail will be processed when the server is restarted. Run the
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i mpat ch utility according to Section 1.4.4 instructions in the section. For more information, see
ther eadne file that ships with thénpat ch utility.

Modify the httpd.conf and/or snmpd.cnf Configuration Files

Thei npat ch utility copies in or generates a new version oftthepd. conf and the

snnpd. cnf files during the 4.1.2 patch installation. There have been changes in these files that
are necessary for the Web Server sndlpd related components to function properly with

InterMail 4.1.2. These changes are incorporated or generated during the patch process so the
service will function afterwards without manual intervention. However, these files will overwrite
your existing files at your site. Normally this is not an issue; however, there is a chance at some
sites the configuration stored in thet pd. conf and/orsnnpd. cnf files may have been

customized for tuning. In this case, it is advised that you ensure your changes are incorporated
into the respective file before you bring the service back up. The original versions of these files as
they existed before thawpat ch installation are preserved for your benefit.

Start Servers

Start the servers on the host where you appligat ch:

% ~/liblimervectrl start

Verify that imsysmon is Running

Thei msysnon program was improved in the 4.1.2 InterMail solution. The 4.4s3snon. i ni
file format has changed to incorporate new features. However, the dsl.2ron component is
backward compatible and will work fine with the existing imsysmon.ini file existing at the
customer site.

Each site should check to ensure their monitoring software is working correctly after performing
a patch apply for a specific host. Tihesysnon utility is an example of a key monitoring

program that should be checked to ensure it is working properly and its notification system
functioning as it should.

Thei npat ch utility copies in a new file nameadrsysnon. i ni . 201- 229- 116 during the
patch installation. Thei ni file is copied into the conf i g directory of your InterMalil
installation. This file is an updatédrsysnon. i ni file for feature improvements included with
the 4.1.2 version afrrsysnon.

Note: Ingeneral, you should upgrade all serversto 4.1.2 prior to enabling any new 4.1.2
enhancements. Specifically, you should not turn on the MTA deferred bucketize directory
solution until the MTA and Queue Server components are successfully updated to the
4.1.2 level. In general, the hosts running 4.1.1.x components will be compatible with
other hosts running 4.1.2 components, especially if you have updated the
i mor a4di r prepat ch and i nor a4di r pat ch in the recommended order. See
Prerequisites and Special Considerations Section if you have not run these first.
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1.4.8 Patching an MSS host (MSS)

When you patch the MSS host to InterMail 4.1.2, it must occur in a maintenance window. During
the maintenance window, you will not be able to access the mailboxes on this MSS host.
However, if you have multiple MSS hosts, the other MSS hosts will be able to service requests
for the mailboxes on those respective hosts.

In general, the MSS machines should be patched last. The following table outlines the steps
needed to patch the MSS to InterMail 4.1.2.

Send/Receive Time
i mservctrl to stop Partial if you have| Yes, unless if ISD and | 1-2 minutes
servers on the host another MSS host| MSS are on the same

that will be up box.

during patch

apply. The

mailboxes on the

other MSS’s that

are up will still be

able to

send/receive mail.
make sure cron won't | Partial if you have 5 minutes
kick off immssgc or another MSS host
imbucketscreate during| that will be up
patch apply during patch

apply. The
mailboxes on the
other MSS's that
are up will still be
able to
send/receive mail.

run imoradmsspatch to | Partial if you have| Yes, unless if ISD and | ? minutes
apply to MSS another MSS host| MSS are on the same
that will be up box.

during patch
apply. The
mailboxes on the
other MSS’s that
are up will still be
able to
send/receive mail.
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Steps Mail Approximate
Send/Receive Time
impatch Partial if you have Yes, unless if ISD and | 10 minutes
another MSS host| MSS are on the same
that will be up box.
during patch
apply. The
mailboxes on the
other MSS's that
are up will still be
able to
send/receive mail.
imservctrl to start Yes Yes 1-2 minutes
servers on the host
Verify thati nsysnon is | YES Yes 15 minutes
working after you apply
the patch
Make sure cron is Yes Yes 5 minutes
updated so immssgc and
imbucketscreate
function again

Stop Servers

Stop the servers on the host where you will applyat ch. To stop the servers on that host, run
the following command:

% ~/1ibl/linservctrl stop

Stop cronjobs and immssgc and imbucketscreate

If there are any cronjobs running or the immssgc and/or imbucketscreate programs are started,
you should stop the programs before running impatch.

Run imora4dmsspatch to apply Database update

The next step in the preparation and application of the InterMail 4.1.2 solution is to run the
i mor a4nsspat ch for the MSS Oracle database. This patch should be available outside the
i mpat ch tar file for your convenience.

Thei nor a4nsspat ch utility must be run during a maintenance window. Otherwise, database
clients will encounter obscure Oracle errors. Mail will not be inserted or retrieved during this
maintenance window for any mailbox on the respective MSS host.

Perform the following steps to update the MSS hosts:
1. Go into a maintenance window.
2. Shutdown the InterMail servers
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% ~/1ibl/linservctrl stop

Apply thei nor a4nsspat ch. This file lives in the pat ch/ bi n directory of the InterMail tar

file that is delivered. Thenor a4nsspat ch utility performs schema upgrades that cannot be
safely done with the MSS live. Therefore, the utility must be run during a maintenance window.
This file will take approximately 10 minutes to run and took 2 minutes to run for a database with
50,000 accounts.

Syntax:

% i mor adnsspatch -id <user>/<pass> -dbname <ORACLE SID> -tnpdir \
<scratchDir>

Where:
<user >/ <pass> The username and password for the Oracle InterMail user
(imai |l /imail by default).
<ORACLE_SI D> The name of the Integrated Services Directory database instance
(I MD1 by default).
<scrat chDi r> The temporary directory where the scratch file will be written (e.g.
/var/t np).

Start the npat ch utility. This will take approximately 7 minutes to complete.
Restart the MSS:

% ~/1ib/inservctr|l start

Run Impatch

Start the npat ch utility. If there is an MTA on the host that you are runriingpat ch on, malil
will get deferred. However, this mail will be processed when the server is restarted. Run the
i mpat ch utility according to Section 1.4.4. For more information, see ¢haene file that ships
with thei npat ch utility.

Start Servers

Start the servers on the host where impatch is intended to be applied. Restart the servers on that
host.

% ~/liblimervectrl start

Verify that imsysmon is Running

Thei nsysnon program was improved in the 4.1.2 InterMail solution. The 4.4s¥snon. i ni
file format has changed to incorporate new features. However, the dsl.2ron component is
backward compatible and will work fine with the existing imsysmon.ini file existing at the
customer site.

Each site should check to ensure their monitoring software is working correctly after performing
a patch apply for a specific host. Tihesysnon utility is an example of a key monitoring

program that should be checked to ensure it is working properly and its naotification system
functioning as it should.

Thei npat ch utility copies in a new file namdcsysnon. i ni . 201- 229- 116 during the
patch installation. Thei ni file is copied into the conf i g directory of your InterMalil
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installation. This file is an updatédsysnon. i ni file for feature improvements included with
the 4.1.2 version dfnmsysnon.

Reset the cronjob and immssgc and imbucketscreate

Check to ensure that theon is set and that themrssgc andi mbucket screat e are
configured to start again at the correct times. After the patch installation, monitor the process
after the first few times to ensure it is functioning correctly.

Note: If you have multiple MSSinstances at your site, you can repeat the above steps for each
subsequent MSSinstance. Your InterMail installation will function properly with some
MSS hosts running at the 4.1.1.x level and some at the 4.1.2.x level.

1.5 Cautions and Special Instructions

The sections that follow identify issues with the current software and provide special instructions
that must be followed to ensure successful operation of you InterMail installation. You should not
install the 4.1.2 release without first reviewing the information provided in this section.

Special Installation Instructions and Cautions

* This is a special note for Solaris InterMail 4.1.1 SNMP implementations:

The patch release delivers a rewmpd. cnf file. If you had implemented SNMP in your
InterMail 4.1.1 environment and had customized $iafpd. cnf file, you will want to
make those modifications in the new, patch-delivered file. You will find your old
snnpd. cnf file in the/ pat ch directory beneath the InterMail installation directory.

Also, theconf i g. db key,snnmpdm opt , is being updated from

/*/ sysadm n/ snnpdm opt: [-aperror ] to
/*/ sysadm n/ snnpdm opt: [-aperror -tcpany]

» During a patch install, the following error may be received when starting the MTA:
% File sslwap.cxx; Line 494 # Error 1 [????] returned

If you are patching InterMail from a previous version, you will need to do the following to
enable SSL:

1. Change the ownership of the SINTERMAIL/lib/certs/im_default_certs.txt file to imail:imail
on all MTA and POP Server hosts.

2. Verify that there is a sslCertChainPathAndFile config key for all mta hosts, and it should look
like the following example:

/ <host >/ nt a/ ssl Cert Chai nPat hAndFil e: [<instal IDir>/1ib/certs/
imdefault_certs.txt]

3. Verify that there is asl Cer t Chai nPat hAndFi | e configuration key for all POP Server
hosts, and it should look like the following example:

/ <host >/ popser v/ ssl Cert Chai nPat hAndFil e: [<instal IDir>/1ib/certs/
imdefault _certs.txt]

(ITS 25911)
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* There is an error when runningdbcont r ol Cr eat eAccount . This error is produced
when running nbat chl oad on thesi t est ar t up. bat ch file:

% i mdbcontrol ca testman venus 432234 testnman testman cl ear
software.com A S defaul t

i mdbcontrol: Oracle Error executing comand ca

Internal Error

This occurs because there are erroneous spaces in a sectiosi ofetbiear t up. bat ch file:
key: ispdn#dc=software ,dc=com

The space between “software” and the comma should not be there. The above entry should
look like this:

key: ispdn#dc=software, dc=com
(ITS 26002)

» During an InterMail installation, you are given the choice of which servers you want installed
on a particular host:

The Manager server (immgrserv) will run on this host required
The Configuration server (inctonfserv) will run on this host no

The SNWP server (snnmpdn) will run on this host no

SNMP managenment will be enabl ed no

The Directory Cache server (indircacheserv) will run on this host no

The Web server (httpd) will run on this host no

Do you accept these settings? (Yes/No/Qit) [yes] n

Although “no” is the option selected, all servers are installed. (ITS 19930)

» There are special considerations that need to be taken when installing InterManager. If a
domain (e.gsof t war e. com) already existed prior to the InterManager installation, and
InterManager is installed, using the defauilt est ar t up. bat ch file with the same root
level domain (e.gaccor dance. sof t war e. com), an error is produced. InterManager will
think that thesof t war e. comdomain is in use.

For example, when a new organization is created cafletdwar e. com with a primary
domain of software.com, the following error is given:

Per m ssi on deni ed

If the organization is created in anbat chext r act file, “al ready exi sts” and
“obj ect not found” errors are produced.

The root domain must be considered before the Administration Organization is made.
(ITS 20648)

* When performing a patch installatiofi,l i b/ certs/i m defaul t _certs.txt has
incorrect permissions. Change the ownershipnt | : i nai | and the permissions will be
set correctly. (ITS 20800)
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Modifying the .profile and .cshrc Files

In order to identify the InterMail Perl directory after installation, set an environment variable for
PERLHOME and modify thePATH statement for thepr of i | e and. cshr ¢ files to read the
PERLHOVE.

For example, theshr ¢ file does not contain RERLHOME variable and th@ATH statement is as
follows:

PATH=${ | NTERMAI L}/ bi n: $ORACLE_HOVE/ bi n: ${ | NTERMAI L}/ per |/ bin: \
/sbin:/usr/sbin:/usr/bin:/usr/sadminstall/bin:.

Therefore, add RERLHOVE environment variable, as in the following example (which assumes
/vol 1/i mai | as InterMail's home directory):
set env PERLHOME /vol 1/i mail / perl

...and modify thé?ATH statement:

PATH=${ | NTERMAI L}/ bi n: $ORACLE_HOVE/ bi n: ${ PERLHOVE}/ bi n: \
/sbin:/usr/sbin:/usr/bin:/usr/sadnminstall/bin:.

Similarly, modify the. pr of i | e file to reflect these changes (which assumes 1/i mai | as
InterMail's home directory):

PERLHOVE=/ vol 1/ i mai | / per |
export PERLHOME

...and modify thé°PATH statement:

PATH=${ | NTERMAI L}/ bi n: ${ ORACLE_HQOVE}/ bi n: ${ PERLHOVE} \
/ bi n: ${HTTPD}/ bi n: / sbi n: /usr/sbin:/usr/bin:/usr/sadminstall/bin:.

export PATH

(ITS 19064)
In addition to the previous changes, another modification may be needed jm tii¢ | e file.
You will need to replace:

set VAR=val ue
with:

VAR=val ue

(ITS 20129)

The imdbindexrecreate Utility
The 7.3.4.3 Oracle patch can be applied before or after the Inténiail ch portion of the

update is performed.

You want to update to the 7.3.4.3 version of Oracle because Oracle indicates that this patch level
of Oracle will stop index corruption from occurring for all indexes created

A soft maintenance window is needed for both the Oracle update as well as the InterMail utility
to recreate indexes.
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There are two ways of preventing index corruption:

1. Runi ndbi ndexr ecr eat e on all InterMail indexes to recreate them after you have updated
to Oracle 7.3.4.3. Oracle recommends this step to prevent index corruption.

2. Runi ndbi ndexr eor g to compress indexes. Only rundbi ndexr ecr eat e on those
InterMail indexes found to be corrupt by running itih@bi ndexr eor g utility.

Thei ndbi ndexr ecr eat e utility takes longer to run and since both it amaibi ndexr eor g
must be run in maintenance windows, the length of the maintenance window or maintenance
windows you will take depends on the option you choose.

Thei ndbi ndexr ecr eat e utility is only be used to recreate InterMail indexes. This utility has
not been tested on Oracle data dictionary indexes and there are sometimes subtle issues with
rebuilding these indexes. If one of these indexes is known to be corrupt, you should call Oracle
support or Software.com support. This is highly unlikely to happen, but the current InterMail
tools were not designed to resolve this issue.

Thei ndbi ndexr ecr eat e tool can be run on either 7.3.4.1 or 7.3.4.3 levels of Oracle to drop
and add indexes to solve immediate corruption issues that happen. However, as mentioned above,
Option 1 may be safer than Option 2, if the maintenance windows can be planned at your site.

SNMP Workarounds

If you are a new customer installing InterMail for the first time, no special instructions are
required to run the SNMP Server. If you are an existing user (201-217-106 base or higher), you
will need to make following modifications to the configuration database:

/*/ comon/ mast er Agent Host : [ <host >]
/*/ comon/ snmpReconnect NapTi me: [ 15]
[*/snnpdm runDir: [tnp/snnpdn

/ <host >/ snnmpdm snnpRequest Port: [161]
/ <host >/ snmpdm snnpTrapPort: [ 162]

Where:
<host > is the name of the InterMail host (machine name).
Change this key frorof f toon:
/ <host >/ sysadm n/ snnpdm run: [on]
Next, remove th@osmmp argument from each server in thenf i g. db. (ITS 23959

Then set the following environment variables in thehr c and profi | e files.

SR_AGT_CONF_DI R=<I nt er Mai | HoneDi r >/ snnp
SR _MGR_CONF_DI R=<I nt er Mai | HoneDi r >/ snnp

Where:

<l nt er Mai | HoeDi r > is the absolute path of InterMail's home directory (isieo
$I NTERMAI L to find out this location).

To establish the SNMP communication ports, add the following environment variables in the
.cshrc and. profil e files.

SR_SNVP_TEST_PORT 161
SR_TRAP_TESTT_PORT 162
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Note: A “stock” SNMP agent is included in the Solaris 2.6 operating system by default, and it
occupies the conventionally used port 161. If you intend to use the InterMail SNMP
server, you must use a different port for the InterMail settings. (ITS 18062)

When installing InterMail, the option to turn on SNMP is providedy #s” is the option

selected, the*/ conmon/ mast er Agent Host configuration key is set automatically. However,
if SNMP is turned off during installation (selectingo” as the option), and it is later turned on,
the/ */ common/ mast er Agent Host configuration key will need to be set manually in the
configuration database. SNMP functionality will not work if this key is not properly configured.

Additional Cautions

* In InterManager, attempting to login as SA results in an error on dual node install. If an error
occurs, set t pd_r un to be the machine with the directory oracle instance. Another option
is to run withsgl net installed on remote machine. (ITS 24127)

* In InterManager, creating an account with invalid characters causes errors. It is important that
you only use the standard characters and numbers, underscores, dashes and periods. (ITS
25528)

* In InterManager, recreating an organization without checking the “Create domains if they
don't exist” box causes an error that sageatiDonai n: Unknown internal error.”In
order to ensure that no errors occur, verify that the “Create domains if they don't exist” box is
checked. (ITS 26003)

e Do not modifyi nit _nmodperl . pl to calli m.i nit () before the child Web Servers are
forked. This will cause all of the child processes to use the same resources that are created by
iminit().Bycallingiminit() afterthe fork, it is guaranteed that each child receives
its own set of resources. Therefore, do not, under any circumstances; cail t () in the
Web Server’s parent process. (ITS 19272)

e TheDel et eCosAttri but e argument td ndbcont rol is EXTREMELY DANGEROUS;
DO NOT USE THIS ARGUMENT.

» ltis possible for a user to change the administration port of a running service; however, this
will cause problems because if the administration port number is changed on a running
server, and that new port number is used, InterMail will still listen to the old port number.
Therefore, do not change the administration port of a running service. (ITS 13181)

» If the class of service user limit is reached in InterManager, a blank error message is received.
(ITS 19678)

* Inthe InterManager Perl APSwCom : | Myr: : Or gUni t - >Read does not return amdef
when an error occurs. Instead, an empty hash is received and no error message is produced.
(ITS 20154)

* Inthe InterManager Perl API, it is recommended that the extract file be modified to add the
appropriate context records. If this is not done, duplicate SMTP addresses will appear in the
LDAP tree. (ITS 20617)
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Additional Special Instructions

» If you have a 4.1.1 Directory Cache Server running with a 4.1.2 MTA, mail may be deferred
with a “dircache down” error. To fix this issue, perform the following steps:

1. Create @ref _i mapssl access class of service attribute:
% i mdbcontrol cca pref_imapsslaccess A S
2. Place that attribute into the user’s class of service:

% i mdbcontor|l sca default pref_imapsslaccess none

e The Perl API types afM DOVAI N_DELETED andl M_DOVAI N_NO_CHANGE are not included
in the latest build. To solve this issue, use the integer that corresponds to the missing type:

Forl M_DOMAI N_DELETED, usel, as shown in the following example:

$donmai n = new Domai n(
type => 1,
name => ‘justmadeup.edu’,
);
For IM_DOMAIN_NO_CHANGHSe 0, or IM_DOMAIN_UNKNOWiwhich isequivalent. (ITS
24536)

*  When servers are disabled, imconfedit returns the following error:

Set <server>_run: [off]
Exit intonfedit.
Do you want to start/stop the servers now? (Y/N) y

Select [y], receive this error:

*** SERVER popserv does not run on HOST(S) venus ***

*xxxxxEyecution of "inctrl venus stop popserv" was unsuccessful (exited with 1)
*kkk kK

leaving result of editing in /tnp/config.db.edit.19347

--------------- Aborted ---------------

**xxx* Coul d not execute inttrl venus stop popserv: Bailing out! **xxxx

This error is erroneous and should be ignored. Changes made using the imconfedit utility will
be recognized. (ITS 24943)

e TheManager Server (immgrserv ) must be started using imservectrl start . Theimctrl
utility will not start the Manager Server. (ITS 24840)

» Solaris has athreads bug (Sun bug ID 4040356) that limits the number of threads per process
at about 2550. In order to get more concurrent connections, a-bound option is added to the
imapserv  process.

/<hostname>/sysadmin/imapserv_opt: [ -bound -nosnmp]
At least 14,000 threads per process will be added wherbthene option is implemented.

Additionally, each IMAP connection requires a minimum of 2 file descriptors, and a 3rd if
/*/ common/ cacheLi nmi t | nKB limit is reached. So, if you want to support 15,000
concurrent IMAP users, yout i m f d_max needs to be set to at least 30,000 and more likely
40,000 for overhead and for the eventuality of reachingdh&eLi mi t | nKB limit for a
percentage of messages. (ITS 21245)
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There is a hard coded limit #i mai | /i b/ i ntermai |l Start St op. The following is the
hard limit for the number of mailboxes allowed:

$i mmssshare -1 ocal config $M5STabl e create 10000N

This line hard codes the limit to 10,000 mailboxes loaded into the shared memory table when
InterMail is startedi(mservctrl start). (ITS 22096)

Before runningosupgr ade, you must manually create every class of service that you
specify in the input file focosupgr ade (for example, basic or deluxe) by using
i mdbcontrol Creat eCos. If this is not done the following error is produced:

IMError in | MUpdat eAccount (): Lookup Fail ed

There is an issue where Web Server will not start and there is no message in the log. This is
caused by the Web Server not being able to write to the existing log fileshintthe/ | ogs
directory. If this occurs, become root and change the ownership of the files in the

htt pd/ | ogs directory to the user which httpd should run (usuiaityi | ).

inctrl stopStart httpd does not restart the Web Server properly. Instead, use
imservctrl restart httpd (ITS 17768).

Updated directory information is passed from the Integrated Services Directory to the
directory caches at regular intervals as defined bdith€acheUpdat ePeri od

configuration key. The value of this key defines the maximum delay between making a
change and having the changed information visible through the InterManager interface. (ITS
20284)

If the numUser DBFi | es configuration key is used to increase the number of Directory Cache
files in the configuration databaseydi r sync must be run for your changes to take effect. If

i mdi r sync is not run, the additional Directory Cache files will not be recognized.

(ITS 19061)

When changes are made that affect the Directory Cache Server (i.e. adding class of service
attributes to a user's account) andirodi r sync, those changes will not be immediately
reflected in the current Directory Cache file. Thnli r sync utility actually places those
changes in a new Directory Cache file, ready to be used when the interval, defined by the

di r CacheUpdat ePer i od configuration key, updates the Directory Cache Server.

(ITS 17531)

If the Integrated Services Directory database is restarted, all Directory Cache Servers need to
be restarted also. Restarting the Directory Cache Servers is im@ftgabringing down the
listener, andefore bringing up the listener and Oracle up. Waiting until Oracle and the

listener are brought back up to restartli r cacheser v is too late (ITS 16525).

Messages fromnservctrl start thatindicate that certain servers have not started should
be confirmed with @s command [s —aef | grep imail ) after imservctrl start is
finished. In addition, the InterMail logs should be reviewed for issues.

InterMail provides a POP L ocking mechanism that ensures that only one POP session can be
started per account. This prevents contention for messages from multiple POP sessions;
however, this mechanismis only enabled when a mailbox contains mail. When thereis no
mail in amailbox corresponding to an account, the POP Locking mechanism is not enabled
(ITS 13963).
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* ThemaxQueueTi nel nDays configuration key should not be set differently for each MTA.
Since it is not known which MTA will process the queue, it is recommended that this
configuration key is set the same for all MTA's, ugingnt a/ maxQueueTi nel nDays.

(ITS 18845)

» Internet Explorer 3.0 does not support the uploading of attachments in WebMail. The error
message saysit't achnments: Requires <MBIE 4> or the MSIE <File Upload
pat ch>. " In order to solve this problem, you must have the “File Upload Add-On” installed,
which is available from Microsoft. (ITS 15693)

 You mustrun minit() before using\ébSessi on. pm TheSwCom : Mai | call is also
required in order to usébSessi on. pm (ITS 17013)

* New organizations are not allowed to have the same primary domains as other organizations.
However, organization (a) can use organization (b)'s primary address as their secondary
address. (ITS 20648)

* When setting thein configuration in thei t est ar t up. bat ch file, there should be alt="
entry for every portion of a domain. For example, if the domain is
“accordance.software.com,” thed'=" value should look like this:

key: ispdn#dc=accordance, dc=software, dc=com (ITS 20875)

« RFC 821 states that a domain name can have the maximum of 64 characters. Therefore, do
not exceed the domain name limit as stated in RFC 821. (ITS 14929)

1.6 Supporting Documentation

InterMail 4.1.1 comes with an expanded manual set, including:

» ThelnterMail Ingallation and Migration Guide, which describes pre-installation background
information and issues, complete step-by-step instructions for the installation of the InterMail
system, and post-installation test procedures that should be used prior to operation. It also
includes instructions on how to migrate account information and mailboxes from sendmail
and Post.Office.

» ThelnterMail Operations and Reference Guide, containing
The Operation Guide, focuses on the day-to-day operational tasks that will be required to
successfully configure, monitor, and run an InterMail system.

The Reference Guide, describes server architecture, available configuration keys, and
administrative commands, and a complete list of events that are recorded in log files.

* Thelntegrated Services Directory (ISD) Guide, describes the structure, data objects, and
methods of accessing and modifying the contents of the Integrated Services Directory
database, the database which contains all account, quota, domain, and class of service
information.

*  WebMail Reference Guide, describes the operation and customization of the WebMail
application.

* ThelnterManager Administration Guide, includes instructions for the operation of
InterManager.

» The Supplemental Manual, provides reference material and operational instructions that
update and expand on information in all standard InterMail documentation.
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InterMail 4.1.1 also includes a full set of UNIX manual pages (locatedNMERNAI L/ man) and
thei ncndl i st command, which produces a short description of administration commands
included in InterMail. However, this list is not definitive and should be used in conjunction with
thelnterMail Reference Guide and theSupplement to the Manual. (ITS 20460)

1.7 Added/Changed Configuration Keys

1.7.1

42

The sections that follow list new and modified configuration keys. Please deetiviail
Reference Guide and theSupplemental Manual for more detailed information on configuration
keys.

New Configuration Keys

Version 4.1.2 (201-229-116)

bucket i zeM aDef er

cacheAl waysReadThru
dbReconnect I nt er val

di r CacheUpdat eThr eshol d

| ogi nAl i ases

maxMSSRet ri eveConnecti onLi st
maxMSSRet ri eveConnect i onTi meout
partiti onRout erDat a
partitionUserData
gueueServer Retri eveHost s
queueSer ver St or eHost s

real ns

rej ect Sender BadAddr ess

r reAccesslLi st

Version 4.1.1 (201-229-111)

nmul ti Journal i ng

numJour nal sPer Ser ver
rejectlnval i dFr omAddr

ret ryOnConnect Fai |

sessi onExpi r eTi meout Secs

trustedl nterfaces
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Version 4.1 (201-229-108)

filterSendMessageChar set

host naneAl i asLi st

Version 4.0.3 (201-229-104)

mss/ messageJour nal i ng

i mqueueser v/ messageJour nal i ng
maxAut oRepl yMsgLenKb

al | owedl Ps

scanO dMessagesl nt erval | nHour s
cacheDi sabl eReadThr us

cacheDi sabl eWiteThrus

sessi onDBFi | ePat h

nunDBFi | e

Version 4.0.2 (201-227)

cacheAut hori tati veFor MTA
| ogi nDef aul t Domai nTabl e

| ogi nDef aul t Dormai n
maxLogUpdat es

nmut exSer i al Nunberi ng

sql Si ngl eThr ead

vxf sSpaceReservati on

Version 4.0.1 (201-221)

cr eat eMboxes
nunmJser DbFi | es
maxSessi onsPer User

snnmpReconnect NapTi me

Version 4.0 (201-217-106)

out boundDef er Processl ni ti al Wi t
server Li neLengt hLi m t

al waysTryFi rstList

traceToSt derr

sessi onDat aFi | e

MSSConnPool Si ze

sessi onFl ushl nt er val Secs
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sessi onExpi reTi meout Secs
cooki eDomai n

banner s

nt aHost s

cooki eExpi r eTi meout Days
popFil ter

1.7.2 Modified Configuration Keys

Version 4.1.2 (201-229-116)
nunJser DbFi | es

Version 4.0.2 (201-227)
dbCacheSi zel nKB

| ocal Fal | back

Version 4.0 (201-217-106)
al waysTryFi rst

pri mar yDB* keys -- these keys were previously contained underthiendi r cacheser v
portion of the configuration database hierarchy, but have now been moved and reside under the
/ */ conmon portion of the hierarchy.

1.7.3 Obsolete Configuration Keys

Version 4.1.2 (201-229-116)
abor t OnNul | Mut ex

aut hori zedG oups

mat chPr ot ocol

passwor dType

radi usAcctDir

radi usAcct Port

radi usAcct Rel ayPort

r adi usAut hPor t

r adi usAut hRel ayPort
radi usLogDi r
rejectlnval i dFr omAddr
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Version 4.1 (201-229-108)

maxQueueTi mel nDays — This key is replaced byaxQueueTi nel nHour s. See the
Supplemental Manual for more information.

Note: Itisveryimportant that you update your configuration database when upgrading to 4.1.
If thisis not done, these changes to MaxQueueTi mei nHour s will not take effect.

Version 4.0.3 (201-229-104)

sessi ondat af i | e — This key is replaced ®essi onDBFi | ePat h.

1.8 Added/Changed Administration Commands

The sections that follow list new and modified administration commands. Please see the
InterMail Reference Guide and theSupplemental Manual for more detailed information on
administration commands.

1.8.1 New Administration Commands

Version 4.1.2 (201-229-116)

i movensgfil es
i ndbi ndexr ecreat e
i nfol derli st

Version 4.1 (201-229-108)

infilterctrl

Version 4.0.3 (201-229-104)

i msgverify

Version 4.0.1 (201-221)

i ntachecheck

1.8.2 Modified Administration Commands
Version 4.1.1 (201-229-111)
i mdbcontrol GetFirstMdified (gfm

Version 4.0 (201-217-106)

i ntacher ead

i mspool |l istol dfiles
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1.8.3 Obsolete Administration Commands

i mboxsync

Version 4.0.3 (201-229-104)

i mdbcontrol Set Servi ceLevel (Thiscommand is replaced bydbcontr ol
Set CosAttri but e andi ndbcont rol Set Account Cos. See théntegrated Services
Directory Guide for detailed information on these commands).

Version 4.0 (201-217-106)

i mboxquot a

i nrconf copy

i mrconf updat e
i mbmake

i mpoppi ng

1.9 Added/Changed Log Events

The sections that follow list new and modified log events. Please skethdail Reference
Guide and theSupplemental Manual for more detailed information on log events.

1.9.1 New Log Messages

Version 4.1.2 (201-229-116)

46

CacheConfi gl nf oM smat ch
CacheConfi gVer si onM snat ch
CacheGeneri cMsg

CacheReal nConfi g

CacheReal nDat aDel et eFai | ed
CacheReal nDat aFet chFai | ed
CacheReal nDat aSt or eFai | ed
CacheReal nSer ver Down
CacheReal nser ver Up

Conf Par nEr r or

DbFeat ur eUnavai | Wt hout SchenmaPat ch
DbRenovi ngConnecti on
DbTenpDi sconnect

MsFol der Not Renovabl e
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MsNoSuchObj ect

MsCbj TypeM smat ch

Ms St al eRef

M aHeader Not Ter m nat ed
Ni oConnNot Al | owed
RneConnect i onUnavai | abl e
Snt pSender Addr I nval i d
Snt pBadRel ayPol i cy

Version 4.1.1 (201-229-111)

CacheUpdat eSt art ed
CacheUpdat eConpl et ed
CacheUpdat eCQut OF Range
DbDat abaseNot e

Filt Acti onSendMessage
Jr nBadNumJour nal sPar m
Ni 0Get SockNaneFai |

Ni oFcnt | Fai |

PopDomai nTabl eEnt r yEr r or
ProcNoRunDi r
ProcChownFai |

Rnel nval i dCOSAt tri but e
RunMssQuot aMaxMsgs

Version 4.1 (201-229-108)

Acct Nont rust edLogi n
CacheUpdat eTi meTooLong
FiltActi onRewriteHeader

Fi |t Header Rewri t eFai | ed

MsDel i ver Fol der Not Found

M aHeader Rew i t eFai | edM a
QueueServerlnterati onM smatch
Ni 0Get Host NameFai |

Pr ocUncaught CPl usExcepti on
QsrvNot Locked
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Version 4.0.3 (201-229-104)
Pr ocbj BadRef Cnt

PopMaxSessi ons
PopConnecti onNot Al | owed

Version 4.0.2 (201-227)

DoW it esBl ocked
DoW i t esUnbl ocked

Version 4.0.1 (201-221)

Acct Forwar dl nfol nval i d
Acct For war dl nf oM ssi ng
Acct Forwar dTo
CacheBadConfi g

CacheConfi gDbFi | esM snat ch
CacheConfi gHashAl gUnknown
CacheConf i gNot Found
CacheCopyFai | ed
CacheQpenFai |
CacheReopendC oseError
CacheReopenErr or

| mapNoPr oxyLogi n

Msl nit Fail ure

PopSyncErr or

Pr ocReExeci ngPr og

Pr ocSet ui dSucceed

Version 4.0 (201-217-106)

DbOr acl eHorreUndef i ned

DbTnsAdmi nUndef i ned

Acct PopNot Al | owed

Acct Ssl PopNot Al | owed

| mapSyncErr or

Procd oseFai |

Pr ocDupFai | ed

ProcDupSurpri se (sane as ProcDupFail ed)
Pr ocPi peCr eat eFai | ed

ProcWiteToStderr
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Rnt BadExi t St at us

Rt DupFai | ed

Rt DupSur pri se

Rnt ExecFai | ed

Rnt For kFai | ed

Rnt Pi peCr eat eFai | ed
Rt Pr ocessSi gnal | ed
Rt Wi t pi dTi meout
Rnt Chi | dFst at Fai |
SnnpCant Connect ToMast er Agent
SnnplnitFail ed

Rnt Di dnt Di e

1.9.2Modified Log Messages

Version 4.0 (201-217-106)

Conf NoDomai nNane
MsgTrace
Rnt Cont r adi ct or yVer bsError

Si del i neFai | ure

1.9.3 Obsolete Log Messages

Version 4.0 (201-219)

SysHeapCor rupt ed (SysNoSpace logs the situations previously loggday
SysHeapCor r upt ed)

Version 4.0 (201-217-106)

Acct Ssl Pop
PopSsl| Di sal | owed
Rnt Pr ogr amExecErr or
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1.10Added/Changed Class of Service Attributes

The sections that follow list new and modified class of service attributes. Please see the
Integrated Services Directory Guide and theSupplemental Manual for more detailed information
on class of service attributes.

1.10.1 Added Class of Service Attributes

Version 4.1 (201-229-108)

pref _popaccess

pref popssl access
pref i mapaccess
permntafilterperuser

pref_ntafilterperuser

1.10.2 Obsolete Class of Service Attributes

Version 4.1 (201-229-108)
pref _pop (replaced byr ef _popaccess)
pref _i map (replaced byr ef _i mapaccess)

pref _popssl (replaced byr ef _popssl access)

1.11 Open Issues

Requests for correction have been submitted against all of the following items. Items of major
significance are listed first for ease of recognition.

Major Issues

* 12182 ChangingumvssPorts from any number greater than 1 results in error. SEE THE
WORKAROUND!!

« 13181 Admin port of a running system can be changed. This should not be an allowable
operation. See the Special Instructions section for related warning.

* 14604 del ete_renmpt e_f orward (sql ) forbids removing fwd addr if local delivery not
set.

* 16797 Portion of InterMail install missing relatingtot pd port configuration.
e 16835 Conf Not AConfi gur edHost should be an error, not fatal.

e 19064 Perl home is not set correctly when a 201-227 patched install is done. See the Special
Instructions section for related warning.
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« 19678 Adding more users than what class of service allows gives blank error message. See
the Special Instructions section for related warning.

e 20154 swCom : |1 Mgr:: OrgUnit->Read returns empty hash on bad call should return
undef . See the Special Instructions section for related warning.

e 20800 Patched install leaveslib/certs/imdefault_certs.txt with bad perms.
See the Special Instructions section for a related warning.

e 20875 dn config insi t est art up should be made more clear. See the Special Instructions
section for related warning.

e 22349 MSS does not write to logs or talk to clients as it should.

» 22353 Thenhtt pd process appears to be doing excessive logging im thed/ er r or _| og
file.

e 24672 MSS does not remove lock on mailbox if the POP RME connection is broken.
e 24749 Possible MTA core issue.
e 24874 Possible double-defer aft@raSer ver Socket Cl osed.

e 25654 Third party issue where Oracle 7.3.4.1 causing index corruption in some minor cases.
Apply of the Oracle 7.3.4.3 patch will be necessary. The plan to test InterMail with this
version of Oracle was being planned as of the writing of this document.

* 25653 Tool being developed by Software.com to automate the clean up the corrupted
indexes referenced in 25654. This software was developed and the plan to test with was
occurring as of the writing of this document.

e 25765 i nctachecopy should not corrupt cache if disk becomes full.
e 43843 Long Perl sessions via InterManager Perl APl has memory issue.

e 44236 Oldpsnt p, pop,int!d processes left in the Directory Cache aftent p, pop,
i nt1d change.

* 44841 WebMail cannot display kanji properly both on header and body field.
Minor Issues

* 9677 imsysnon Urgent messages should line up with the other messages.
* 11478 i mboxni gr at e fails on empty Berkelegbox files.

e 13963 POP Locking Mechanism only enabled when there is mail in a user's mailbox. See
the Special Instructions section for related warning.

« 15068 The mboxcr eat e utility accepts quota value ¢t al Byt es).
e 16125 Thé mdbcontrol command in batch mode gives a summary line after commands:
* 16201 Mail is bounced, using SMTP proxy mode for non local account with relaying off.

« 16525 Restart Oracle and you must restart the Directory Cache Server. See the Special
Instructions section for related warning.

« 17586 Directory lookup doesn't take quotes off addresses.
e 17587 Tha mdbcontrol utility does not allow special characters in alias address.
e 17933 Configuration lookup routines are not handling default host parameter correctly.

* 17994 The ndi r sync utility cores when run from two servers to the same directory
database simultaneously.

e 19193 sendmail to InterMail migration tools are not working properly.
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e 19507 SNMP issue regarding operating system conflicts.

e 21092 i nol dnsgdel fails whenuname -n and$l NTERMAI L/ confi g/ host nane are
different.

e 22040 Incorrect error message when setting thieooki eDomai n configuration key.

e 22149 rmeTi meout should be re-analyzed

e 22223 The MTA should process bad Header/Body files differently.

o 22247 HTTP header character set information according to Content-Type Header.
e 22325 Servers don't startcibnf i g. db isn't readable, but no errors are produced.

e 22430 On a correctly built MSS architecturenssgc cannot delete mail as it should.
e 22635 Thea mmsgdel et e utility should delete widows.

e 22786 i minboxli st producesql Subsl nsert () : not unique error

e 23167 Protect shell characters i gacctcreate

* 23196 Settingreat esMoxes to false does not defer mail.

* 23298 httpd -version should include internal build version string

e 23798 i mrsgveri fy needs to detect widow.

» 25146 Request farmbucket screat e to exclude lost + found directory from buckets file.

* 45181 An admin user should have admin privileges without setting the COS via the
command line.

1.12 Defects Corrected

The following is a list of issues that have been corrected. An identifying number and brief
description is provided.

Fixed in 4.1.2 (201-229-116)

» 6312 Fixed nmi gacct creat e in update mode.

e 12500 Fixed issue regarding the setting of the server host on authentication form.
e 13165 Fixed a shared memory error regarding the ai nst al | command.

« 17770 Added multi-national language catalogue support.

e 18133 Fixed Directory Cahce regarding C-API code.

» 18712 Correctednservctrl| logs regarding started/stopped servers.

e 19422 DocumenteNi oConnecti onLi nmi t Tabl eBadEntry.

* 20497 Correctednboxdel et e andi nsi ni t usage.

e 21694 Fixed links to log file requests.

e 22152 Corrected exiting behavior withser vct r1 when if it cannot find thei bDi r.
e 22198 Improved nor phanr mfunctionality.

» 22355 Added buckets to the deferred/MTA directory.

o 22357 Defined a max number of RME connections from POP/IMAP to each MSS host.
e 22382 Enhancednsysnon’s Oracle monitoring.
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e 22631 Corrected RME errors regarding MTA and MSS communication.

e 23054 Fixed SMTP banner to be configurable rather tharhtsstename/ domai nNane

e 24296 Corrected issue in the MSS regardingRttesst al eRef entries.

e 24376 InterManager now shows account ID when displaying user info.

e 24396 Corrected InterCore installation regarding the first entry of install directory.

* 24422 Corrected issue witmmovensgfi | es regarding orphaned messages.

e 24617 Improved the Oracle 7.3.4.1 index rebuild.

e 24880 Improved the 4.0.3 IMAP Server regarding Fatal event messages.

e 24889 Corrected 4.0.3 MSS processes errors.

e 25086 The mboxnmove command now moves all account objects and preserves MSS state.

* 25314 Improved SA and OA to delete addresses from "Additional SMTP Address:"

o 25760 Fixed issue regarding the creation of users with both upper and lower cases.

e 25821 Improved nmssgc to usesql *net and locai pc.

e 25870 Corrected Directory Cache Server issue regarding the Oracleand! i bpat h.

e 26114 SA can no longer enter a non-numeric value in the "Max. Mailboxes" field.

* 43024 Corrected MSS issue on 4.0.3 version.

e 43409 Corrected issue regarding attached files in WebMail.

e 43454 Addechut or epl yt xt feature td mi mapcopy.

e 43485 Improved InterManager response times as more users/domains are added.

» 43493 Improved mboxnmove performance when accounts are in maintenance mode.

e 43538 Enhanced resource allocation in OA authentication form.

e 43558 | meysnon now takes the “service name” instead of the actual host name in the
confi g. db.

» 43863 Corrected virtual memory process size in the MSS.

e 43878 Improved provisioning account speed.

e 44020 Changed SQL to further augment the provisioning performance with InterManager.

* 44110 Correctedni ntegcheck Li st Ext raAccount s functionality regardingRTRI M) .

» 44343 Removed WebMail navigation buttons when logged into Self Care standalone.

e 44353 Improved WebMail's requirements regarding direct access to interface parts.

* 44372 Improved speed of IP checks inttheckThesel Ps configuration key.

* 44395 Rewrote SQL in system so that Optimizer plans avoid table scans.

e 44517 Built wholesale solution for Provider Administrators.

e 44525 inorainstal | now allows multipleor acl eUser Passwor ds

* 44539 Added static link solution to the Oracle upgrade.

e 44797 Corrected POP Server functionality regarding CPU space.

e 45343 Improved nsysnon to use all entries ihogEvent Fi | ters.

e 45459 Correctedndbhot backup functionality when reuse mode.

e 45678 Corrected memory issue in the Perl ABlount . xsh.

e 45772 Correctednor a4di r pat ch functionality regarding empty databases.

InterMail v4.1.2 (Solaris)
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. 46244
. 46274
. 46285
« 46309
. 46403
. 46820
. 47356
. 48389

Corrected the IMAP Server and MSS regarding FioCreateFail (EMFILE) errors.
Added a new way to generate MessagelDs

MsMsgDel et ed now logged wheh*/ nes/ nessageTr aci ng setto[ t r ue] .
Corrected COS::Read() memory issue in Perl API

Corrected theunuser s attribute when a user is moved to new class of service.
Fixed ntachecopy functionality.

Fixed MSS issue regarding truncated messages.

Fixed mime parser to handle empty mime headers correctly.

Fixed in 4.1.1 (201-229-111)

* 4156 Corrected Perl API for Directory API regarding standard error codes.

e 4468 Correctedet Account , ReadAcct Al i as regarding an invalid parameter list

e 6312 Fixed mm gacct creat e in update mode.

e 9498 Improved MSS journaling functionality.

» 11837 Correctet¥xf s file system problems with kernel memory.

e 12340 i ntonf f or mput no longer removesonfi g. f or mfile.

e 14730 Corrected POP Server functionality while in proxy mode.

e 16167 The mdbcontr ol utility no longer returns @ status on failed commands.

16706 Correctednmdbcontrol getfirstnodifiedissue.

* 16877 Improved nboxsync regarding negative mailbox internal id's.

e 17250 Added per-user sieve rules in the MTA.

e« 17591 Correctedol | over Ti nezZer o configuration key functionality.

e 17770 Multi-national language catalogue now supported.

e 17784 Mail is now bounced when sending forwarding to an invalid local address.

18005 Added alog message when connection limit is reached in the POP and IMAP
Servers.

e 18083 Correctednservctrl restart during install regardireginod directories.

* 18571 Fixed permissions irpi d files.

e 18586 Corrected issue regarding Oracle environment variables being set where MSS and
Queue Server are configured.

» 18712 Correctednservctrl regarding inaccurate log messages.

* 19647 Added newD LI BRARY path incr ont ab entry.

e 19726 Fixed error during InterCore install regarding libomu.s0.4.2.

e 20230 WebMail now includeshar set type in header.

* 20266 Corrected errors executingservctrl .

e 20333 Corrected issue regarding MTA performance while running internal tests (DEC).

e 20492 ImprovedsLoadedByQ her MSS functionality if Cr eat e() fails.

e 20495 Fixed nmdi r pr obe error when connecting to Oracle.

e 20659 Corrected issue regarding the sender’s ip address in WebMail.
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e 20688 Corrected issue regarding buckets directory in InterManager.

e 21092 Fixed issue regardingol dnsgdel whenuname - n and
$I NTERMAI L/ conf i g/ host name are different.

e 21256 Corrected issue regarding InterMail' management of incorrectly forrvatted
FROM's.
e 21613 Corrected MTA issue regarding B pSer ver ResponseOver f | owlog message.

e 21719 The mmsi nit utility no longer uses not userfane - a" for hostname, but uses
$I NTERMAI L/ conf i g/ host nane instead.

e 21943 Fixeckedit Domai n. cgi .

* 22150 Thd msysnon utility reports via email that log summary was empty.

o 22318 Improved thenboxt est ultility.

* 22516 ImprovedounceNoti fy functionality regarding MSS operations.

» 22559 Thd nsysnon utility can check multiple file system buckets.

e 22791 Improved connection implementation when weNgeConnect ReadFai | .
e 23112 Corrected abnormal characters in the signature text.

* 23169 Thd nmsgmassnai | utility is now able to send to addresses with shell sensitive
characters

e 23257 Corrected issue regarding memory in the MTA.

e 23536 Corrected issue regarding multiple crontab entries.

e 23714 Fixed issue regarding adding classes of service to an org unit.

e 23715 Fixed issue regarding creating a user in an org unit.

e 23752 Improved nbat chl oad functionality with encrypting passwords.

e 23855 Corrected issue regarding addidgi ni st in org view.

e 23898 Improved MTA to re-elect correct Urgency of log events.

e 24071 Improved MSS to work wittr/ mss/ dupMessageDet ect: [fal se].

e 24236 Correctedntermail Start St op perl path variable.

o 24247 Fixed thénbadnsgl i st utility and it no longer receives an Oracle error.
o 24249 SNMP now functions properly on a multiple node install.

e 24343 3.02.07 POP Server and MTA now compatible with 4.01.00.00 MSS.

e 24396 Corrected InterCore install.

e 24331 Corrected issue regarding changing the directory root.

e 24354 Fixed issue regardihgdbcont r ol and provisioning accounts in InterManager.
e 24512 Corrected issue with OA in InterManager.

e 24570 Fixed issue regarding the creation of a user as an OA with a billing@ID of

o 24573 Corrected issue regarding a blank error message when a max number of users for a
class of service is reached.

e 24599 InterManager login URL no longer results ifNa 'Logi n Nanme G ven" error.
24762 Corrected issue regarding the addition and deletion of class of service attributes.
» 24852 Fixed issue regardingctrl and itsht t pd start/stop command.
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e 24879 Correctedmsgmassmai | Perl defect.
e 24907 Corrected issue with OA class of service display.

Fixed in 4.1 (201-229-108)

e 14821 Corrected an issue with thedbspacecheck command regarding history files
mounted on a different volume than tmp files.

e 15981 i ndi r cacheserv now add log entry when update thread is running behind.
e 19959 Corrected error messages that were produced in the logs.

e 20201 Corrected issue regarding growth in certain Web Server processes.

e 20204 The ability to change default domain in InterMail install is present.

e 20303 Removed*/ nss/ quot aUpdat eTi mes fromconfi g. db.

* 20469 i nor aupgr ade no longer terminates if listener is not running

e 20491 Corrected issue with 4.0 Directory Cache Server working with 3.2 servers.
e 20509 imboxmigrate now strips off unnecessary info from MessagelD.

e 20537 Corrected Oracle errordnsupgr ade. Enhanced nboxni gr at e to strip off
unnecessary information from MessagelDs.

* 20600 Fixed issue regarding multiple entriesagi nDef aul t Domai nTabl e.

* 20612 Corrected issue regarding thé i ndi r cacheser v/ di r CacheUpdat ePer i od
configuration key.

e« 20661 MTA now has configurable way to search for a hostname alias (of itself) in DNS
« 20756 Removedver si on flag fori msysnon from man pages

20768 Added a feature that allows the MTA to search for a hostname alias.

20922 Added a way for Webmail to have multiple pages for easy access to messages.
e 21000 Corrected InterMail upgrade of directory from 3.2 to 4.0.

» 21086 Correctednmi gacctcreate -u functionality.

e 21121 Fixedmdirprobe —master

e 21122 Improved imdirprobe —master functionality.

e 21159 Library Loading Order for 4.0

e 21216 Improved the InterMail directory upgrade from 3.2 to 4.0.

» 21226 Corrected InterCoreinstall paths for shared library libcintsh.sl are now found.

» 21234 Corrected issue with the ServCtriISRMEServerThread::threadmain thread.

e 21300 Correctedimdircacheserv , nolonger reports ProcThrdCreateFail
SRMEServerThread

e 21320 Fixed badimdbcontrol  syntax in postinstall

e 21355 Increased /mss/serverThreadStackSizelnKB value in SGI release packages.

o 21469 Added more diagnosticsin queue server code.

e 21471 queueSplitFactor no longer appliesto deferred MTA.
o 21549 deferFeeder no longer exitsif it hits an exception.

e 21551 Corrected parsing of addresseswith'%' in them.

e 21553 imdbspacequickcheck  isnolonger off by 1.
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e 21650 CacheUpdat eQut OF Range needs to be higher than Warn

e« 21651 AIIBEG N_QCONN_POOL() calls need aRrY{} block around them.

e 21656 i ngueser v ops no longer returlr nSt at us that aren't always logged.

e 21672 Default class of service now assigned to accounts.

* 21683 Corrected issue regardinggueueser v logging errors.

e 21737 i mdi r sync updates fromh M_LOG table when finished.

e 21792 i nrsgdel et e works on folders other than Inbox.

e 21794 Corrected error in configuration update/assess code.

e 21813 Improved communication between the MTA and Queue Server.

» 21867 Corrected issue regardindiaSer ver GoneDown error in the Queue Server.
« 21728 Improved MSS processing of large quantities of messages.

e 21915 Fixed link imsgt ext . cgi .

e 21916 Paging now included in help file.

e 21934 Dual-node install no longer fails whdinr cacheser v on 1st host.

e 21940 Correctedntonfget functionality.

e 21948 i nmssshar e now works properly.

e 21949 Improved MSS performance regarding large messages in mailboxes.

e 21963 InterMail portion of install no longer asks for locatios ed.

e 21999 | M Del et eMbox should retry the port when the MS is loaded by another MSS
e 22121 i nmsgveri fy is new and improved.

e 22133 i maccount quer y should not use hard-coded tmp filename for temporary storage
e 22146 Improved nmsgveri fy performance.

e 22159 i nsysnon now reports via email if log summaries are empty.

e 22211 MSSME: :i mapSel ect Inefficient

e 22217 Correctedmapserv issue.

o 22224 intermail Start Stop no longer hasntonf get options in the wrong order.
o 22229 i mboxnove is improved.

o 22292 queueSplit Factor inthe Queue Server should be MTAigseueSpl i t Fact or
o 22294 Fixed the Web Server response when under heavy load.

e 22327 Corrected Perl issue.

» 22330 setupEnvVar is now set upOx_03

e 22344 i nol dnsgdel now deletes all old mail.

e 22348 SM nmeBodyPart to be valid, with memberpM neDat a

e 22350 CorrectetiM Fol der Message errors

» 22354 Web Server functionality improved while under load.

e 22376 i ndbi ndexr eor g no longer mishandlesegr ee and bl oat arguments.

o 22526 C-APIexampl&bkefil e has old IM32 stuff that now works.

e 22569 Should useni m get pi d instead ofyet pi d
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22570
22598
22626
22688
22698
22751
22778
22781
22825
22885
22913
22951
22952
22956
23017
23039
23266

format.

23270
23272
23281
23296
23305
23433
23477
23485
23491
23506
23513
23537
23542
23554
23556
23557
23558
23559
23560
23562

Corrected issue Yral i dat or: : _doLookups() wheni ndi r cacheser v is down.
Corrected issue with MSS growth with Header/Body that are all embedded nulls.
MssRneSer ver Thr ead object now callset MenPoo

Fixed null class of service values after runhmgr a4di r pat chcos

Symbolic links no longer disruptdbhot backup

Corrected issue in configuration update/assess code.

Corrected Queue Server functionality regarding control files.

Included rmor a4nsspat ch, andi nor a4nsspr epat ch in $I NTERMAI L/ bi n.
Corrected deployment worksheet issue regarding number of Redo Groups
iminstall no longer aborts with}" unexpected”

Corrected Oracle install error.

Correctednor a4nsspr epat ch script in the if statement

Correctednor a4nsspat ch, script error.

Corrected issue regarding directory database patch.

‘Shnew. cxx”, line 104: error(3114): denti fi er "_shi _New'is undefined

i mbuckscr eat e is now run during install

Corrected BODYSTRUCTURE “body dispositien't r / val ue sub-1i st

Corrected MTA issue regarding SIEVE rules.

Corrected issue withvor a734upgr ade

Corrected MTA issue with NIS lookups

IMAP Server no longer uses one memory pool

Set Default class of service attributes so service can be used versus off or NULL
Added nfilterctrl inlatest SUN build (Sieve rules)

Member lisbrenber list of mailgroups scalability issue solution failing to add.
Corrected class of service attributes issue.

Corrected class of service attributes issue.

MSS no longer leaves orphaned rowsMnFol der Message

Migration no longer runs during bigtime

SUN - MTA no longer has issue with sideline feature.

ModifiedFat | message when usingfilterctrl with invalid option.

Added html page f&i | t Acti onRewr i t eHeader

Added html file fomsDel i ver Fol der Not Found

Added html file fomt aHeader Rewr i t eFai | ed

Added html file fomt aHeader Rewr i t eFai | ed

Added html file fom aQueueSer verlIterati onM smat ch

Added html file foNi 0Get Host NaneFai

Added html file fofsr vNot Locked
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o 23583
23622
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infilterctrl now validates input rule frost di n

Fixed POP Server issue regarding cored SSL-session
Corrected memory issue in the pd.

Can now assign classes of service to organizations if Netscape and org has spaces .

Fixed in 4.0.3 (201-229-104)

* 2300
« 2396
e 2780
* 4169
* 6968
« 7090
8179
« 8715
« 8788
+ 8849
« 0142
* 9400
* 9406
9425
* 10096
* 10098
10196
+ 10241
* 10565
11009
« 11148
o 11347
11540
11814
12962
13361
13430
* 13627
e 13997
» 14357
* 14398
» 14467

i mboxdel et e will now delete a mail store if some MSS has mail store loaded.
FixedDl R SGA Size.

Fixed theé nor ai nst al | hard-coded path fathoani .

Oracle install now changelsowDB scripts.

Corrected Oracle index bloat in the directory.

Enhanced the MTA processes when handlingnp files in the deferred directory.
Anti-junk mail configuration options now set up dynamically.

Added freelists in Oracle was well as other Oracle tuning parameters.
Mailbox move scripts now preserve mailbox quotas.

The term “blob” is eradicated from customer visible product.

Removedet | from InterMail 4.0.

Removed ndbcont r ol options for making, deleting directory DB still there.
Fixed mmsi ni t regarding Perl searches.

Corrected Oracle install issue windioani is present ifPATH.

FixedERTN functionality regarding non-existent domains.

FixedETRN functionality regarding the SMTP Server.

Corrected LDAP install compilation error.

Maodified install message.

Messages directory is no longer referred to by mssBlobDir keynin g. db.

i mhoxsync no longer looks for msscal | inthe/ | i b directory.

Modified cshr ¢ during install.

Header rewrite values are no longer converted to lower-case.

Corrected typo in the install stream.

Maodified class of service information in the Oracle directory.

IMAP Server now supports UIDPLUS extension.

Corrected batchload failures in installed configuration.

Corrected issue regarding account COS val.

Corrected 4.0 POP Server communication with a 3.2 MSS.

Fixed thguot aThr eshol d functionality.

Added SNMP support in configuration and remote control servers.

CSR Admin no longer creates a new class of service.

Corrected issue regarding batchload needing to create appropriate Mailgroups and

Mailtemplates.
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14503 Corrected the ability to edit the account status via the person Edit form in the
InterManager GUI.

14511 Integrity checker has a new filter to properly analyze some integrity constraints.
14526 Corrected WebMail functionality regarding CPU and memory resources.
14880 WebMail now removes JavaScript code from html body parts.

15248 Queries to variables in sub-agent MIBs now respond.

15255 Improved error reporting whenor ai nst al | cannot start the database.
15368 Correctedk_i f _exi sts error message.

15370 Improved the semantics of the required attribute lig4iimCOS: : Read() .

15436 .../ snnp/ snnpi nf o. dat now contains InterMail specific data.

15598 i nmser vpi ng now supportsnnpdm

15628 Modified error message when no cookies are present.

15715 All instances afonf ess are turned intaar p() .

15884 Mai | Tenpl at e can now be deleted if referred by | G oup.

16204 Added multiple language internationalization.

16222 i ntacheread -f <popAddr> <passwor d> now prints out account forwards.
16234 Core files are preserved more carefully.

16341 Corrected InterManager help links.

16479 Correctedntonf ser v regarding config/hostnames that do not match unqualified
machine names.

16541 Fixectosupgr ade usage statement.

16641 Correctednj r nrecover functionality when exiting withj option.

16712 Person: : Creat e() no longer returns success even when Account creation fails.
16743 Corrected issue regarding administrative authority in InterManager.

16879 OA/ aut henti cat e. cgi nhow branches to the proper script for an ou admin.
16968 Modified SelfCare message when the session times out.

17004 i mbr oadcast is no longer missing from distribution.

17041 Corrected class of service core dump issue.

17062 Corrected issue regarding clients looking up class of service attributes.

17065 pref_l ocal del i very is now handled in case-insensitive manner in
i maccount. cxx.

17117 Added AGto distinguish long authentication times from long MSS times.
17139 cosupgr ade now supports thev option.
17179 Corrected site administrator error message in InterManager.

17210 Trying to find a non-exisiting organization in edit organization no longer returns an
interna server error.

17212 POP Server now provides a default domain based on IP address
17401 Organizational administrator can no longer edit site administrator entries.
17402 Organizational administrator can now create/del ete people in organization.
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e 17503 Corrected issue with deleting domains in InterManager.

e 17563 Corrected envelope in nested messages.

« 17649 MsW ongObj ect Type log event withdead object is now a Note or Warn, not Urgt.
e« 17781 Correctedl i ent Heaps functionality regardingral | oc/ f r ee.

» 17836 Changedndirsync to read records from Oracle in batches for better performance.
e 17936 Correctednbat chl oad shebang line.

* 17999 Fixed SelfCare functionality regarding duplicate address entries.

» 18063 Added atool that checks/creates necessary class of service attributes.

» 18068 popser v/ maxSesssi ons andi mapser v/ maxSessi ons no longer default to 0.

e 18078 creat eLDAPquery. sql package no longer missing framor ai nst al | .

e 18081 bat chl oad now hasadmi ngr oup assignment.

e 18126 Organizational Administrator can now edit people within that organization.

e 18141 Organizational Administrator view now provides a way for an admin to make a new
org admin.

e 18142 Corrected class of service link in InterManager.
« 18144 Madified fresh install and patched install to include a new SQL script.

e 18197 Directory Cache Server now updates class of service information when
di r CacheUpdat ePer i od expires.

o 18222 Fixedyuot a_nsg functionality with 4.0 MTA.

e 18322 Added configuration keys for LDAP C-API.

e 18333 OU administration views now refer to “organization unit” instead of “organization.”
e 18393 OU Admin screen no longer comes up blank.

e 18475 Corrected issue regarding the appending of flags in IMAP.

« 18476 Modified the organizational administration menu form.

« 18501 Modified organizational administration search mechanism.

e« 18511 POP Server now logs wheax Sessi ons is hit.

e 18516 Now able to edit the primary SMTP address from person edit form.

e 18521 Queue Server no longer has its owxQueueTi e key.

* 18543 dbCacheSi zel nKB should be foall cache files, not per cache file.

e 18605 Find Organizations no longer lists a period when search criteria is empty.
« 18608 OU administration is now able to edit the organizational unit.

« 18628 MTA no longer crashes if the Queue Server connection times out in
get QueuedDomai nMessages.

» 18666 i nqueuespl it now works with the Queue Server.
* 18760 Corrected RME revision number wer si on output.
e 18778 checkN S() now functions for domain lookups.

e 18794 Fixed trailing newline on autoreply message.

e 18818 Synchronized the InterManager tables with changes from imdbcontrol and the
InterMail API.

» 18892 Added proper response when “adding a Org administrator” fails.
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» 18898 Fixedthopser v/ maxSessi ons regarding client connections.

e 18899 Domains now listed by alphabetical range.

e 18935 Corrected error in install regardingpl 1/ i mai | / per | / man/ man3/ Ext Ui | s.

e 18943 Modified COS Compare form.

» 18945 Modified the checkbox in the “Find User” form.

e 18955 “Find User” form (OA side) now searches by input organization.

e 18964 Included option to disable MSS journaling.

« 18982 Added a method to disable journaling in the Queue Server.

e 18995 Correctednmdi r sync issue.

e 18996 Added more detailed logs for InterManager.

e 19019 Perl paths now set correctly at install.

« 19021 Modified InterMail Oracle installer for version 8 of Oracle on all platforms.

e 19038 FixedRouti ngTabl e: : rout e andRout i ngTabl e: : needsRewr i t e.

* 19067 Correctedndi rsync regarding accounts that have null passwords or null class of
service names.

e 19073 Fixed the 3.2 POP Server and MTA regarding the 4.0 Directory Cache Server.

e 19111 Fixed journaling issue in the Queue Server.

* 19136 Modified mboxnove to delete old mailboxes.

e 19163 help files are now properly linked for InterManager.

e 19197 Corrected Directory Cache Server issue.

e 19246 Corrected issue wibhr Obj ect Cl i ent: : connect Report.

e 19266 poppr oxy no longer fails wittNi oFi ndHost NaneFai | .

* 19312 Fixed POP Server ACL issue.

* 19342 Corrected MTA regarding Queue Server requests.

* 19360 Correctednboxst ats to determine quota information from the new class of service
attributes.

e 19363 Fixed MSS functionality regarding low disk space.

e 19368 POP Server now logs wheax Sessi ons is hit.

e 19379 The option to disable MSS journaling is now implemented.

* 19399 /*/web/ cooki eDomai n is now set as part of the install process.

* 19400 Correctednbat chl oad issue withsi t est art up if previous attempt failed.

e 19403 Removed leading/trailing blanks in email attributes.

e 19411 i nbat chl oad -Error option now works correctly.

e 19413 sitestartup. batch, andsitestartup. batch.tenpl at e now contain same
information.

e 19419 Corrected issue witln ver si on.

e 19421 Modifiedi mrsgveri fy production speed.

e 19427 Increased performance in the Directory Cache Server.

62
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» 19428 Created a Directory Cache Server configuration key that disables/enables readthru’s
and writethru’s.

» 19485 Corrected class of service issue that did not allow apostrophe’s in the name.

e 19508 Corrected issue with the IMAP Server.

e 19513 Batchload now settimMai | COSEXxi st ence flag.

e 19521 Madified install so thatvbat chext ract is part of the install.

e 19541 Correctedndi r sync performance issue.

e 19953 Correctednbat chl oad memory issue.

e 19559 Renot eCont rol Obj ect d i ent now backward compatible with aRyE protocol
number.

e 19585 Corrected error with viewing COS from OA site.

« 19716 Fixed image map for tabs from Site view.

« 19772 Ul no longer allows you to add a class of service multiple times to an organization.

e 19773 Domi n: : Del et e() now removes Domain from the domain list.

» 19780 Organization tab now updated after data has been removed.

e 19783 Now able to delete an org if you attempted to delete it when it was a non-leaf.

e 19876 i mbat chl oad can now load extract file and account/class of service info is created.

» 19890 MBDB: : moveMessage() fails to detect a message was shared between the folders

* 19894 Added ni nt egcheck to InterManager installation.

e 19900 i nor a4di r pat ch now initiates m pk_| dap_query package.

e 19901 Fixed issue regardingbat chl oad memory performance.

o 19926 Stop use afeal | oc() when fetching auto-reply text to improve loading of address
books that are large (100K)

e 19938 Installing patch as Oracle no longer yields permission problems.

e 19944 MSS should have config key to limit max size stored in autoreply.

* 19945 Correcte@l GBUS errors in C-API when accessinyl Mbox object.

e 19959 Corrected memory error messages.

e 19997 Correctedndi r sync speed performance.

e 20003 Built smartheap for all servers with sysansi to get around memory fragmentation
issues.

* 20044 FixedPr ocLockAcqOrder and core in responsekboTi meQut Wite.

20076 Added the latest online help files from the mainline to 4.0.3 release

e 20087 Changed order of database and message store reablsxgync.

e 20090 I M Updat eMsgFl ags has correct return value when given flagsT- F-

* 20118 Newsitestartup. batch file now handles carriage returns.

* 20125 i mboxni gr at e no longer ignoresAi | box- Dst - Machi ne field in input file.

* 20137 bi ndas andbi ndpw are no longer dumped in the output file.

« 20142
« 20162

mer cur y/ sysadm n/ sanpl escri pt. bat ch is now installed.
Class of service attributes are now arranged in proper groups.
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e 20177 i ndi r sync no longer slows dowdi r CacheUpdat ePer i od.

e 20248 Corrupt base64 encoding is now handled correctly.

e 20384 SNMP is linked witkiont ri b/ emanat e/

* 20385 Latest Oracle patch now included in package.

» 20392 Corrected Oracle install issue.

e 20436 Fixed mdbcontrol | a andcc internal Oracle error issue.

e 20457 Corrected false message in Compose Screen of WebMail.

e 20488 Missing class of service attribute is now handled correctly.

* 20512 Remoténdircacheser v no longer gets set with the wrong hostname.
* 20527 | ogi nDef aul t Domai nTabl e now works properly.

Fixed in 4.0.2 (201-227)

Major Issues

4550 Corrected an issue with sending mail to empty mailboxes.

e 4777 Corrected Berkeley DB regarding the use of wrong errno.

* 6438 Fixed issue with no de-duplication on APPEND.

e« 8718 Fixed issue with the Manager Server.

e 8800 Corrected out-of-order messages.

e« 9905 imapserv no longer crashes while using on-the-fly parsing.
e 10137 There is no longer any spinningnéi t For Repl y.

e« 10720 POP Server no longer dumps core.

11489 Fixed POP Server core dump after user telnets to SSL port.
« 11763 Added tableM LAST_EXPI RED.

» 12035 Deleting class of service no longer causes memory corruption in Directory Cache
Server.

* 12513 Fixed the*/ sl apd/ confi gFi | e configuration key.

e 13038 Fixed core dumprmsgdel et e user@addr —all.

e 13253 MSS no longer sends half-loaded messages to the POP Server.
13266 Stateless MTA no longer cores during Queue Server test.

e 13627 4.0 POP Server now works properly with the 3.2 MSS.

e 13635 Corrected WebMail caching issue.

e 13644 Corrected issue with the DocumentRoot being set wrong.

e 13709 3.2 MSS no longer crashes when 4.0 MTA attempts to deliver mail.
« 13778 POP Server no longer dumps core right away under auto or gamail.
e 13823 Fixed Errors durinignt er Cor e install regarding the GenDBOpener.
e 14257 Fixed mdi rupdat e command.

» 14333 Correctedlt t pd regarding missing Perl items.

* 14343 Correctedonfi g.db parameter.

e 14435 Fixed core dump regardingnmsgdel et e.
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* 14569 Correcteth ME parser functionality.

e 14719 Modifiednt t pd.conf file.

e 14751 The Bypass Authentication option now works.

e 14881 Per-host limits of sessions established in WebMail.

e 14918 Corrected port issue.

e 14928 MTA notices thé*/ nt a/ | ogMai | BoxCr eat i on key.

e 14945 Corrected segmentation fault issue.

* 14982 Increased default valuevatb/ MSSConnPool Si ze.

e 15079 Corrected PERLHOME environment variablepirofi | e.

o 15223 Corrected issue witlhmpwdhash output.

e 15436 Fixedsnnpi nfo. dat file.

e 15453 Corrected WebMail cookie error message.

* 15511 WebMail address book now modified via header links.

e 15513 Corrected error regarding address book editing.

e 15526 Corrected sporadic mail submission failures.

e 15551 Help functions are now operational in SA/OA views of InterManager.
* 15622 Fixed nor phanr mregarding executing the help statement.

e 15777 MSS no longer crashes when IMAP is moving/deleting multiple messages.
e 15811 Response is how received from SNMP when doing imservping.

e 15824 nod_per| now loaded in 201-220.

e 15871 Fixed MTA with regards torservctrl stop.

e 15878 Fixed nor a4nmsspat chl functionality.

* 16059 Corrected deployment worksheet bug in formulas for POXD2.

* 16100 Corrected pkgadd error regardimg er Cor e installation.

« 16109 Corrected upgrade from 3.2 to 4.0 regarding configuration key names.
« 16110 Modified InterMail installation regarding install loop.

e 16111 Correctedonfi g.db install information.

* 16151 FixedraxMessageSi ze configuration key.

e 16178 dir CacheDB no longer causes segmentation fault.

* 16228 MTA no longer cores during imt-mss test.

e 16270 i mai |l /j our nal directory now created when Queue Server is installed on MSS host.

* 16505 Corrected Oracle 7.3.4 (IRIX) issue regarding skwjl€ont ext from Directory
Cache Server.

e 16604 InterMail upgrade now looks for Configuration Server on correct port.

16674 Corrected InterCore portion of upgrade on MTA host regarding@u. so. 4. 0
error.

* 16702 Fixed ndi r sync issue concerning Oracle connections.
« 16771 class of service upgrade no longer causes the Directory Cache Server to dump core.
16789 Corrected issue regarding DIAGs in the Directory Cache Server Oracle connect code.
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16822
16876
16942
16945
16982
17133
17139
17184
17212
17244
17269
17321
17440
17449
17459
17477
17499
17511
17527
17543
17563
17565
17571
17631
17653
17809
17856
17948
18022
18033
18124
18133
18197

Fixed SSL install issue.

IMAP no longer crashes if you are logged in and MSS goes down.
next Cr eat eLevel is now thread safe.

Corrected issue with MSS stopping.

Corrected issue regarding the removal of queue bucket after processing.
Fixed issue with Queue Server configuration.

cosupgr ade now supports thev option

POP Server no longer cores when connected at secured port.

POP Server now provides a default domain based on IP address.
Corrected issue regarding MTA CPU space.

Fixed MTA core issue.

Fixed issue regarding MTA cores.

Directory Cache Server no longer fails to read through.

IMAP Server no longer dumps core when run under auto.

Core files are now found in runDir and are getting renamed at startup.
Corrected issue with Configuration Server core dumps.

Fixed POP Server core dump.

Corrected Perl memory growth issue.

Fixed Queue Server core dump issue.

Fixed auto issue regarding high volume MTA processes.

Corrected envelope information in nested messages.

Corrected recursion limit overflow.

Messages with null bytes no longer caus®xni gr at e to call abort.
Fixed error at the end of InterCore install.

MSS no longer hangs on shutdown after deleting mailbox with duplicate messages.
i mdbhot backup now recreates temp tablespace.

Fixed garbage issue in the Directory Cache Server.

Corrected syntax error in fresh install.

Corrected symbolic link in lib ta bomu. so. 4. 0.

Stateful 201-224 MTA no longer dumps core regularly under auto.
MIME messages no longer get pre-parsed by MTA when they shouldn't.
Fixed issue regarding Directory Cache and C-API code.

Directory Cache Server now updates class of service information when

di r CacheUpdat ePer i od expires.

18222

4.0 MTA no longer dumps core in stateful mode using 3.2 MSS when looking for

class of servicguot a_nsg_by.

18243
18258
18295

New aliases created for account now show up in GUI until alias receives mail.
Retrieval of auto-reply messages now possible.
Account status change now gets updated into Directory Cache Server.
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e 18383 OMVersionMach, etc. now defined in C-API programs.

e 18398 Corrected imdirsync issue regarding dirCacheDB ownedduy.

e 18414 imapSelect now thread safe.

e 18482 Corrected upgrade issue regardimgr a3nsspat chl.

e 18494 Corrected issue regarding missing informationriser vdi spl ay.

e 18521 Queue Server no longer has its owxQueueTi me key.

e 18543 dbCacheSi zel nKB is now for *all* cache files, not per cache file.
» 18609 Added man page fonor phanrm

e 18610 Correctednor phanr mregarding the use of flags.

Minor Issues

3449 M ME attachments are now terminated properly.

e 4619 Fixedoi gti nme. common.

* 6906 Directory Cache Server no longer leaves <defunct> processes.
e 8673 Fixed issue regarding the setting of bogus flags.

e 9719 Modified upgrade mechanism for installation.

e 10499 Modified SEGV in SnmpHandler.

e 10644 Corrected InterCore install issue.

* 11063 /*/ntalrel aySourcePol i cy configuration key now takes effect without
restarting the MTA.

* 11505 Saying 'no'to snmp now addssnnp to*_opt configuration keys.

* 11506 i mservctrl now accurately reports which servers have been started.

e 11755 New columns INITRASN and FREELISTS are now added to the upgrade.
e 11757 Modified quota conversions.

e« 11758 Corrected schema version changes.

e 11764 Added nor aupgr ade, i nor a3di r pat chl, andi nor a3di r pat ch2 to the Oracle
package.

e 11771 i mai | 4 now has permissions in Oracle for synonyms.

e 11790 Correctedndi r pat chl andi ndi r pat ch2 options issue.

« 11816 Corrected issue regarding idle timeout defeated by new message arrivals.

e 11954 Corrected Oracle script cleanup issue.

e 12830 Corrected issue withM_ReadAccount Al i ases regarding bogus SMTP addresses.
12836 Fixed nctrl usage statement.

e 12882 | M _Enabl eAccount For war ds now returns an error when called with null SMTP.
* 12985 Corrected issue regarding MTA aborting v@ls HeapCor r upt ed error.

« 12993 Fixed issue regarding empty body part with bogus length.

e 13197 Corrected issue regarding deferred mail.

« 13211 Corrected issue regarding Oracle and the pinglnstance.

e 13427 Added “allCos” processing @t Aut hl nf o RME.

* 13764 Oracle tools now installed$ORACLE HOME/ 7. 3. 4/ bi n with wr i t e permissions.
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13976
14713
14743
14529
14573
15108
15219
15221
15312

Corrected issue with stalled MTA during shutdown.

$1 NTERMAI L/ at t ach directory now created at time of install.

Error text foaddr essbookent ry. cgi modified.

C-API message optimized.

Changed order of database and message store reatlsxnync.

Corrected the manner in which WebMail session expires.

Configuration Server now started at the end of InterCore install.

Web port can how be changed at time of install.

InterMail's defaultcshrc/ . profil e now includes SNMP-specific environment

variables.

15356
15366
15668
15686

15703
install.

15709
15766
15790
15805
15807
15816
15819
15856
15862
15882
15926
15964
16018
16025
16062
16187
16211

Corrected issue with the Directory Cache host in InterCore.

Proxies now cache pages returned from WebMail.

Corrected issue regarding appending messages in IMAP.

Corrected issue regarding third party attachment handling.

There are no longer unnecessary assessments of configuration additions during

m nmePar seMode configuration key is now correctly documented.
Corrected the handling of syntax errorsanf i g. db.

Corrected issue regarding the editimgonf edi t .

Installation now specified correctly regarding httpd InterCore install.
InterMail install no longer asks for configuration form location when it shouldn't.
SNMP trap option port now shown correctly during install.

SNMP related keys are now installed correctly.

Upgrade from 3.2 to 201-220 no longer fails.

MTA core errors are constructive.

Corrected issue regardingpr a4nsspat chl.

assert () no longer prints a messagesirder r and aborts.

Fixed deployment worksheet issue.

Line number in imconfxlate is now being incremented.

Corrected deduping errors.

Automated 7.3.4 upgrade not robust against strange file permissions
i nctrl now starts servers correctly.

i ncachecopy is now in the install

16213 DbWit esBl ocked andDbW it esUnbl ocked log messages are now in source tree
and install.
16256 | ang* files no longer conflict with each other.

16267
16269
16287

Modified SelfCare password requirements and error messages.
Modified SelfCare GUI help files.
Added an MSS-free C API mechanism for setting/changing autoreply.
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16312 Modified SelfCare login process.
16314 Clicking WebMail buttons while in Selfcare no longer causes error.
e 16344 pinginstance is now installedibhyor a734upgr ade.

e 16365 Directory Cache Server no longer cores when the
/ <host >/ i mdi r cacheser v/ nunmJser DbFi | es configuration key is set to 2.

» 16460 Corrected issue regarding “matched old message” errors.

« 16479 Configuration Server no longer has problems whbehi g/ host nane does not
match unqualified machine.

e 16519 Upgrade now finds Oracle crontab entry and asks to exit.

e 16523 Corrected Configuration Server error during InterCore upgrade.

* 16593 Corrected issue regarding hard-coded Perl patit ir mai | St art St op.
e« 16600 Corrected issue withror aupgr ade4.

e 16672 Fixed Perl upgrade problems.

* 16702 i ndi r sync no longer fails to connect to Oracle with 256 db files.
16805 Corrected Directory Cache InterMail install issue.

e 16822 Saying 'no'to SSL in the install no longer makes POP Server fail with
Ni oLi st enFai l .

» 16865 Corrected issue with imdbmsgbackup looking for blob files.

16968 Selfcare does now gives a appropriate message when the session times out.
e 16993 Fixed missing header filesy | og. h & i m confi g. h.

* 16995 Option to install WebMail in InterMail install is now present.

« 17117 DIAG now distinguishes long authentication times from long MSS times.

e 17231 Local forwards are now upgraded correctly.

e 17382 Correctedndbpl aygcj r n functionality.

e 17413 Correctedi bi m so warning during install.

e 17457 The following key has been addedngueueser v/ runDir:
[tnp/i mueueserv].

* 17638 Package no longer has conflicting references to libomu version in InterCore.
17654 Corrected var args misalignment in log reporting.

e 17781 Correctedl i ent Heap issue.

e 18500 i ntonf cont rol now checks that lock and pid files are stale.

» 18628 Fixed MTA issue regarding Queue Server interoperability.

Fixed in 4.0.1 (201-221-106)

17306 smtpAddress can now be changed (through batchload).

e 17307 Improved the deleting 'mail' or 'smtpAddress' LDAP attributes.
e 17308 Improved batchload to update domain attributes.

16594 Added ot al MsgQuot a.
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Fixed in 4.0.1(201-221-105)

16771 Fixed cosupgrade iamdi r cacheser v core dump.

16673 Improved InterMail upgrade process.

* 16632 Improved cosupgrade utility.

e 16730 Corrected POP Server performance re: MSS connections.
* 16786 Added libim symlink (full install only).

Fixed in 4.0.1 (201-221)

e 8894 Some man pages have been added.

e 9124 Corrected imconfedit assessment.

e 9125 Value now set far*/ snnpdnf mast er Agent Host .

* 9924 Useful reporting farnconf edi t .

e« 10131 Changed allowable syntax fara/ queueSer ver configuration key.
e 10532 Oracleonitoring/ heal t h commands added.

e 10559 Fixed Perl paths.

e« 10568 Added Oracleoni t ori ng/ heal t h commands.

e 10700 Corrected problem with large headers.

e 10800 Servers shouldn't close all fd's at startup

* 11013 Corrected problem withror ai nst al | and Deployment Worksheet.
e 11516 Corrected allowable syntax withart Key.

e 11789 Fixed problem with MTA/rescanner.

» 11844 Corrected authentication failure delay.

e 12140 Corrected replaceMessage.

e 12565 Fixed config.db problem rer aceQut put Level .

e 12596 Corrected issue concerning default SNMP settings.

» 12756 Corrected issue concerning bounce messages.

e 13010 Corrected POP Server problem.

e 13197 Corrected sidelining issue.

* 13201 Modifiedi ndbcontrol sca subcommand witfuot at hr eshol d values.
« 13278 Installing InterCore Xlating configuration DB fails

e 13431 Change COS RULE application to use default values for undefined global class of
service attributes

e 13720 Correcte®VEPr ot oBadLengt h problem.

e 13771 Correctedet M3() problem.

e 13776 Fixed mdbcontrol problem.

e 13903 Fixed M Updat eAccount problem.

e 13924 Corrected issue rxecCd option.

e 13925 Corrected Perl script issue.

e 14002 Correctedndi r pr obe when forcing cache update.
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.+ 15598
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Fixed problem concerning message sizing.

imconfedit exit dumps wittul | field value.

Corrected problems withrapser v.

Fixed mpwdhash.

Corrected problem with MTA core dumps.

i ncor el ogs should be removed from install package.

i mapser v disconnects when seleatbox>, then statusot her nbox>
Correctedcan_nss utility.

$I NTERMAI L/ at t ach created at time of install.

Corrected race condition.

Fixed ntonf ser v during installation.

M aTooBusyDef er message now includésssagel D.
AddectosNane toi ndi r updat e operation.

Fixed problem re: mailbox creation.

MTA ignores / */ nt a/ | ogMai | BoxCreati on’ key.

Fixedsqgl *net install issue.

Corrected sendmail headers.

Fixed sendmail.

Modified configuration of httpd.

Corrected errors from request script.

Corrected server interaction witimpdn mast er Agent Host .

SNMP Configuration keys addectionf i g. db.

Corrected imconfedit problem concerning SNMP.

SNMP configuration added in install.

I M_Cr eat eMsg with a bad text argument can cause the mss to core.
Corrected Install in regards to logical hostname.
Correctednpwdhash output.

ifdi r CacheDB is not preseni,ndi r cache fails to start, no complaints
Queries to variables in sub-agent MIBs don't respond.

Corrected SMTP banner.

CorrectetTA/ sendni | interaction.

Corrected Directory Cache Server problem.

Corrected install problem.

Fixed ndi r pr obe.

Corrected possible message duplication with local spool and queue directory.
Correctedl! i ent Connecti onLi mi t Tabl e inconfi g. db.
Corrected interaction oér i f yRCPTs with other features.
imservping now interacts with snmpdm.
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* 15691 LengthenedM Subscri ber. user Nane.

e 15697 Corrected IMAP Server problem.

15709 M nePar seMbde configuration key problem corrected.

* 15940 Corrected quotas, quota notification, through class of service.

e 15974 The operation of therdi r sync utility has been corrected.

e 15980 Interaction betweémboxsync and immsscall has been corrected.

Fixed in 4.0 (201-219)

» 14443 Corrected problem with class of service Attributes.
e 14510 Corrected problem with selecting folders in IMAP.

Fixed in 4.0 (201-217-106)

* 5747 When in proxy mode, the POP server now returns useful error messages from the
relay host.

e 10806 Improved nmssgc help statement.

e 12990 Improved nssgc re: missing rows in im_message.

e 13127 Corrected race condition betweenssgc and mss.

* 13307 Improved mssgc re: avoid orphan creation.

e 13325 Changed Directory Cache Servers reporting mechanism.

e 13370 Correctedndbcontrol problem.

e 13376 Correctedndbcontrol problem.

e 13378 Corrected InterCore installation problem.

e 13456 Corrected Perl installation problem.

» 13547 Correctetitt pd. conf file.

e 13587 Fixed error handling problem with message files.

e 13611 Enhancedndbcontrol gac.

* 13645 Corrected WebMail installation location.

* 13646 Fixed shebang for some scripts.

e 13673 Correctedmssgc summary.

* 13694 Fixed log message/"welcome” message problem.

e 13803 Fixed Queue Processing logs.

e 13904 Correctedmssgc re: deleting unread mail incorrectly.

* 13916 When renaming folders, we update the UID validity value.

e 13925 Added patch shebang for executables.

e 13930 Change C-API connection access to intermittent from persistent.
« 13931 Removed default connection to Oracle; Added Directory Cache connection pool.
e« 13991 Corrected InterCore install in order to pass Oracle username to account creation.
e 13992 Corrected user oracle name during install.
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Optimized performance on indexion f ol der nessage with message

insertion/deletion.

14076
14099
14119
14132
14140
14144
14451
14742
14897

Corrected reconnection code problemReiadAccount For war ds.

Added reconnection logic needs to all class of service functions in cos.pcxx.
Corrected IMAP problem. ded BREADTH 1 in. cshrc/. profil e.

Added schema patch for New Garbage Collector.

Fixed Perl API to create account with a consistent state.

Fixed imdbcontrol to return error when creating account w/ bogus cosName.
Added function to C-API.

Madeé nfi | t er check case-insensitive.

Corrected hardcoded Perl path.

The following defects have been addressed in prior releases:

A number of IMAP-related issues have been closed.

Some memory leaks in the Directory and MTA have been fixed.
Issues related to new development of Perl & PAPI.

Improved performance handling deferred mail.

Improvements to install procedure.
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