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| ntroduction

This document identifies additions and changes to the existing InterMail 4.0 manual set. It
supplements information recorded in the standard manuals and should be used in conjunction
with those items identified below:

¢ ThelnterMail Installation Guide

e ThelnterMail Migration Guide

e ThelnterMail Upgrade Manual

e ThelnterMail Operations Guide

* ThelnterMail Reference Guide

* Thelntegrated Services Directory Guide
* TheWebMail Reference Guide

* ThelnterManager Administration Guide

For ease of reference, the structure of this document closely follows the structure of the original
manuals with separate chapters devoted to individual system components, specific operational
tasks, and particular interface tools (configuration keys, administration commands, etc.)

If descriptions or instructions found in the original manuals conflict with information in this
supplement, the information in the supplement should be considered authoritative as the
supplement is revised more frequently and is therefore more current.

Note: Each new version of the supplement replaces all prior versions. Check the version
number and publication date on the cover of this document to deter mine relative age.

1.1 Significant Changes in Functionality

The most significant change since publication of the original InterMail manual set is the
introduction of an additional server to support the web-based SelfCare and WebMail applications.
A detailed description of the Web Server, both architecture and operation can be found in Chapter
3 of this manual.

Additional information on the SelfCare application can be found in Chapter 2. The WebMail
application is documented independently in\tYebMail Reference Guide.

In InterMail 4.1, ISP's have greater control over who can retrieve mail from their POP/IMAP
Servers. In addition, a new per-user filtering mechanism is added, that extends InterMail's SIEVE
filtering

A multijournaling feature is added to the Message Store Server. This new feature enhances CPU
performance and improves MSS capacity.

© Software.com, Inc. 1997-1999 1
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The WebMail application is enhanced to include an improved user interface, robust paging
functionality, and improved logging that is easily customizable to satisfy the ISP’s needs. In
addition, error messages are restructured to allow more efficient methods of troubleshooting.

Note: Per-user mail filtering is only available for the SUN operating system.

1.2 Controlling POP/IMAP Access by Location

It is desirable for ISP’s to limit user access to their POP/IMAP Servers, based on the location of
the user. By programming their routers to block access to all unknown users (for example, anyone
connecting from the Internet), ISP’s can completely deny all unknown access.

However, there are times when an ISP may want to grant users access to their POP/IMAP
Servers, even if retrieval is being attempted from an unknown location. InterMail offers a feature
that supports this. By utilizing specific paths through the ISP’s routers, traffic coming from an
unknown location will arrive at one interface, while traffic coming from a trusted location
(internal network) will arrive at different interface. InterMail is able to identify trusted and
unknown locations by the interface through which the connection is made.

Unknown
Location (the
Internet)

Trusted Location
(Internal Network)

Firewall
Interface | | Interface
A B
POP/

IMAP
Server

Figure 1: Trusted Locations vs. Unknown Locations.

Configuring Trusted Interfaces

In order to limit user connections to the ISP’s internal network, each server host needs to know
which interfaces are considered trusted. Thiecommon/ t r ust edl nt er f aces configuration

key allows the ISP to list a set of trusted interface addresses. Values are specified in the form of
an IP address, as shown in the example below:

[/ uranus/ common/ t r ust edl nt er f aces:
[10.2.7.49]
[10. 2. 7.50]
[10.2.5.51]

Any IP address that does not appear irY theconmon/ t r ust edl nt er f aces configuration key
is considered untrusted.

2 © Software.com, Inc. 1997-1999
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Controlling User Access to Designated Interfaces

Class of service options gives ISPs further flexibility when choosing the locations from which
users can access their mailboxes. Users can be granted permission to connect to the ISP’s server
from any location, from trusted locations only, or not at all.

The following class of service attributes specifies the login permission of an account:
* pref_popaccess — defines access restrictions for standard POP retrieval.

» pref_popsslaccess — defines access restrictions for POP retrieval with SSL.

e pref_imapaccess — defines access restrictions for IMAP.

The previous class of service attributes have three string values:

I T S

al | Users can log in from any location

trusted Users can only log in from interfaces that are specified in the
/*/ common/ t r ust edl nt er f aces configuration key.

none Users cannot log in from any location.

Note: For more information on these attributes, see Section 8.1.

The SSL option for the POP Server is listed independently and this allows specified access for
encrypted locations.

For example, John Doe has the following account settings:

pref_popaccess — trusted
pref_popsslaccess — all
pref_imapaccess — none

In the scenario above, John Doe would be allowed standard POP access from trusted locations
only, POP with SSL access from any location, and IMAP access would never be allowed.

Note: These options can be set on either a class of service level or a per-account level, with the
per-account setting having precedence.

When a user, with a “trusted” account setting, tries to connect to a corresponding POP/IMAP
service, the server compares the server host interface on which the connection arrives to the list of
trusted IP addresses. If the IP address is in the list, and the user’s access restrictions allow entry
from a trusted interface, then access is allowed.
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1.3 Per-User Mail Filtering (SUN only)

InterMail allows you to set customizable mail filtering rules on a per-user basis. This
functionality extends the system level filtering provided in InterMail 4.0. Since per-user filters are
specified on a per-account level, there is greater flexibility when configuring spam prevention
methods.

For example, Mario Garcia can have a rule to block all mail from a known spammer; Julie
Williams can have all mail from her friend, Brock Lee, sent to her “Friends” folder; and Marge
Harding can have no filters at all, allowing mail to be delivered as normal.

Per-user filters are run inside the MTA, just before the message is delivered to the Message Store
database. These filters are only run on messages destined for delivery to a local mailbox.

Note: For a complete description on mail filter functionality and syntax, see Chapter 4 of the
InterMail Operations Guide

1.3.1 Extensions to the SIEVE Language
To accommodate per-user filtering, the SIEVE filtering language was extended to include four
new actions. The actions are described below:
Wite-header <"quoted-string"> [,] ["quoted string"]

This action takes the current message being delivered to the user and changes the header
portion of the message. The quoted string contains the header attribute value pair (with a “:”
as a delimiter). If the attribute exists, the old value is replaced with the new value.

Note: Thecommand wri t e- header does not effect forwarded messages. Only the header
changes following the HEADER keyword are honored.

Example 1:
If you want to add an X-Header to the message with the value “sieve,” do the following:

write-header "X-Header: sieve";

Example 2:
If you want to add two headers to the message, do the following:

write-header "X-Header: sieve" , "X-JunkMil: true";

Sendnessage <"recipient’s address"> [,] ["recipient’s address"] DATA \
<"quoted string"> [,] ["quoted string"]

This action sends a brand new message to the list of recipients specified. The header and
body of the message is specified at a list of quoted strings following the DATA keyword:

4 © Software.com, Inc. 1997-1999
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Example:
If you want to send a new message to Brock Lee, do the following:

sendnessage "Brock. Lee@of tware. coni' DATA
"To: Brock.Lee@oftware. cont,
"From Marge. Har di ng@ccor dance. cont',
"Subject: H",
"y # mark end of header
"Hell o, Marge Harding. How are you?",
" —Brock Lee";

Fileinto <"fol der name" >

This action files the current message into the user’s folder. If the folder does not exist, it is
instantly created. This command implies that “keep” was called.

Example 1:
If you want to file the current message into the “jokes” folder, do the following:

fileinto "jokes";

Example 2:

If you want to file the current message into the “funny” folder (inside the joke folder), do the
following:

fileinto "jokes/funny";

forward <"recipient’s address"> [,] ["another recipient’s address"] \
[ HEADER "quoted string" [,] ["quoted string"]]

Thef or war d action was available in InterMail 4.0. However, modifications have been made
that allow you to specify multiple recipients, as well as change the header on the forwarded
message. For more information on tlee war d action, see Chapter 4 of thaer Mail

Operations Guide.

Example 1:

If you want to forward the current message to brock.lee @software.com (no header changes), do
the following:

forward "brock. | ee@of tware. cont

Example 2:

If you want to forward the current message to Brock Lee and Marge Harding, with one header
change, do the following:

forward "brock.| ee@of tware. cont , "Marge. Hardi ng@ccordance. comi’ HEADER "subj ect:
This is nmy forwarded nessage";

Example 3:

If you want to forward the current message to Brock Lee, change the header sent to Marge
Harding, and file the original in the default inbox folder, do the following:

forward "brock.| ee@oftware. cont, ;
forward "marge. hardi ng@ccordance. comi’ HEADER "subject: This is a forwarded nessage";
keep;
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1.3.2

Setting Per-User Mail Filters

Per-user mail filters are configured in three ways:

1. Using thepref _nt aFi |t erPerUser class of service attribute.
2. Usingthe nfilterctrl command line.

3. Using the C-APls.

Enabling Filters via Class of Service Options

The system administrator can enable/disable class of service attributes by using
pref _ntaFilterPerUser. This is necessary to on/off SIEVE rules on a per-user basis or on a
class of service level.

Example:
i mdbcontrol sac Brock.Lee software.com pref_ntaFilterPerUser 1

Note: |If pref_nt aFil t er Per User ison (set to 1), an extra call is made to the Message Store
database to retrieve the user’'s S EVE filter text, even if the filter text fileis empty. This
may cause a small performanceissue. It is recommended that pref_nt aFi | t er Per User
is disabled when no filters are set.

Setting Filters via the Command Line

Theinfilterctrl utility is used to set per-user mail filters in the Message Store database. To
executd nfilterctrl,you must be logged in as the InterMail user on any InterMail host. The
infilterctrl command is used to set, retrieve, or remove filter rules for an individual account.

Syntax:
infilterctrl <option> <address> <domain> [- |[{<filter-file>|<filter-
file to stdout>}]
Where
option Specifies the operation to be performed. There are three
choices: get, set, and clear.
get Retrieves per-user filtering information for a specified user.
set Sets a new per-user rule for a specified user.
cl ear Removes all rules for a specified user.
addr ess SMTP address of the specified user.
domai n Domain name of the specified user.
filter-file A text file containing filtering rules.

filter-file to stdout The file to which filter data will be written.

Example:
infilterctrl set Mario. Garci a software.com si evefil enane. t xt

© Software.com, Inc. 1997-1999
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Setting Per-User Filters via the C-API

Three routines that are added to the C-API that allow system administrators to add and remove
user filters from the Message Store database:

IM_ValidateMtaFilter

int IMValidateMaFilter(lMAccount*, |IMReply*, IMError*);

Compiles and validates the filterText. This is useful in verifying that the SIEVE filter will
compile (valid syntax).

Return Values:
I M_SUCCESS Filter is valid.
| M_FAI LURE Parser error. Possible values of error->number.
I M_ERROR_FI LTER_PARSER SIEVE compiler error. Error messages contained in
error->string (same output asfiltercheck —e )
IM_ERROR_MISSING_ARG Missing argument.

IM_UpdateMtaFilter
int IM_UpdateMtaFilter(IM_Account*, IM_Reply*, IM_Error*);

Stores the filterText for a given user. Thisfunction also validates the filterText and returns an
error if thetest cannot be parsed by SIEVE.

Return Values:
IM_SUCCESS Filter isvalid and stored in the user's mailbox.
IM_FAILURE Error. Possible values of error->number.
IM_ERROR_FILTER_PARSER SIEVE compiler error. Error messages contained in
error->string (same output as imfiltercheck —e )
IM_ERROR_MISSING_ARG Missing argument.
IM_ERROR_INVALID_ARG One of the arguments was invalid (same as

IM_CreateReply ).

IM_ReadMtaFilter

int IM_ReadMtaFilter(IM_Account*, IM_Reply*, IM_Error*);
Reads the user SIEVE filter text and placesit in the filterText structure.

Return Values.
IM_SUCCESS Filter isvalid and stored in the user’s mailbox.
IM_FAILURE Error. Possible values of error->number.
IM_ERROR_FILTER_PARSER SIEVE compiler error. Error messages contained in
error->string (same output as imfiltercheck —e )
IM_ERROR_INVALID_ARG One of the arguments was invalid (same as

IM_CreateReply ).

© Software.com, Inc. 1997-1999 7
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1.3.3

Sample Filters

The following are examples of per-user SIEVE filtering methods. For a complete description of
the SIEVE filtering syntax, see Chapter 4 of the InterMail Operations Guide.

Example 1:
Bounce all messages from “Badman@spam.org”:

i f header "front contains "Badnman@pam org" {
bounce "This nessage was bounced because we think it’'s spant;

}

Example 2:
Silently drop all mail from “junkmail.com”:

i f header "fronmt' contains "junknail.com {
di scard;

}

Example 3:
Forward a message to a pager and deliver the message to an inbox:

i f header "subject" contains "urgent" {
forward "nypager @kytel . cont;
}

Example 4:
Forward a message to a fax server and do not deliver the message to an inbox:

i f any-of (header "to" contains "fax", header "cc" contains "fax") {
forward "nyfax@erver.cont;

}

Example 5:

File all messages that have no “from” or “date” field into a spam folder:

if not exists ("Fron' "Date") {
fileinto "spant;

}

© Software.com, Inc. 1997-1999
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1.4 Modifications to WebMail Customization

The performance of the WebMail application has been improved. Changes associated with the
WebMail enhancements require modification of the instructions for customizing WebMail,
message text, images, and banners. See the sections that follow for detailed information.

Note: See Chapter 5 of the WebMail Manual for more information on WebMail customization.

Customizing Message Text

Text customization is performed by editing & | ang_Engl i sh. pl file, found in the

$I NTERMAI L/ ht t pd/ ht docs/ webnmi | directory. Customizing message text is described in
detail in Chapter 5 of the WebMail Manual. The existing instructions are still valid, however it
should be noted that all of the modifiable values inittad ang_Engl i sh. pl file are not text
strings. Some are subroutines that generate string values based on passed arguments. The
following is an example of a subroutine:

$WebMai | : : read_nsgs =

{
# ...
FolderPosText => sub { gqq(Message $_[0] of $_[1]); },
# ...

h

Modifying the subroutine definition is easy if you know Perl, just be careful not to change the
way the arguments are used and keep the subroutine definition and invocations consistent.

Changing Image Location

By default, WebMail ooks for images in the $| NTERVAI L/ ht t pd/ ht docs/ webnwi | /i mages
directory. Thereis anew feature that allows you to move thei nages directory to a different
location. This option may be desirable for two reasons:

1. A different file system organization is preferred, allowing images to be shared between
several applications.

2. Serving images from a different host can reduce the load on the primary Web Server. For
example, serving the WebMail images from a Linux box is an inexpensive method in
increasing 1/0 performance.

Warning! In order to guarantee that the system finds the image files required for usein help text
displays, duplicates images must be kept in the default images directory,
($!1 NTERMAI L/ ht t pd/ ht docs/ webmai | /i mages).

© Software.com, Inc. 1997-1999 9
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Banner Generation

There is a new method for managing banner generation. Previously, all banner images were
referenced by values recorded by théweb/ banner s configuration key. Now, the description
of the banners is contained in thenner s. pl file. A new subroutine in them

| ang_Engl i sh. pl file controls this feature:

$WebMai | : : banners_generator = sub
{
ny $file = ' fancy_banners.pl’;
-f $file or $file = 'banners.pl’;
do $file;
ny @eys = keys %bbanners;
nmy $i = int(rand @xeys);
ny $key = $keys[$i];
return ($key, $WebMail :: banners->{$key});

b
# undef $WebMai |l : : banners_generator;
1;

As shown in the subroutine above, WebMail will search for banner files using the following
steps:

1. First, WebMail looks for banners in thancy_banner s. pl file. This file is a generic
placeholder for custom banner images. By deféualicy banners. pl is not present. If
you wish to use custom banners, you will need to create this file.

2. If the fancy banners. pl file does not exist, thieanner s. pl file will be used. A random
image will be selected from among the items listed in this file:

$WebMni | : : banners =

{
"$i mage_root/imapl.gif" => 'http://ww.software. coni,
"$i mage_root/ | dap-rev.gif" => "http://ww. sof tware. coni,
"$i mage_r oot/ pop3l.gif" => 'http://ww.sof tware.coni,
"$i mage_root/internetl.gif" => 'http://ww. sof tware.comn,
"$i mage_root/ mailserverl.gif" => 'http://ww.software.con,
"$i mage_root/sntp.gif" => 'http://ww.software. coni,

}s

If banners. pl is not defined or the entire banner subroutine is undefined, the
/ */ web/ banner s configuration key will be used.

3. Inthe/*/ web/ banners configuration key, special formatting indicates that the value
represents a file:

/ */ web/ banners: [fil e=exanple_file.pl]

If the initial value in thébanner s configuration key is a file, the systems looks for banner
images within that file.

4. If no file is defined in thé */ web/ banner s configuration key, the key is used in its normal
manner:

/*/ web/ banners: [images/imapl.gif, http://ww. software.coni
[images/| dap-rev.gif, http://ww. software. com

Note:  For a complete description on the /* /web/banners configuration key, see Chapter 4 of
the Supplemental Manual.
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By default, the new mechanism for banner generation is enabled. In order to disable this feature,
do the following:

1. Open the WM-lang_English.pl file.

2. Uncomment theét undef $WebMai | :: banners_generat or; line.

1.5 MSS Journaling

The InterMail system is enhanced to allow the MSS to run with multiple journal files instead of
just one. Previously, when journaling was enabled and the CPU was under heavy load, a system
bottleneck was encountered. Because the MSS formerly wrote to a single journal file, more CPU
resources were needed to get desired throughput. By adding multiple journal files, the MSS has
improved its capacity.

The multi-journal feature of the system will be off by default. Therefore, the default behavior will
be exactly the same as the previous versions of the 4.x software.

Note: Please consider that you may have site specific considerations to resolve before using
this new feature. For example, ensure that your backup and recovery scripts take into
consideration a multi-journal file system as well as special site-specific scripts that use
journal files.

The main component benefiting from this change is the MSS. Also benefiting are the garbage
collector { mesgc) and the journal recovery todlr{ r nr ecover).

Multijournaling functionality

Prior to these changes, the MSS created journal files in the following form:

YYMVDD. HHMMSS. nes. 0
YYMVDD. HHMMSS. nss. 1
YYMVDD. HHWVBS. nes. 2

Journal entries for thess. 0 process are applied to tigMvDD. HHMVSS. nss. 0 file. Journal
entries for thevss. 1 process are applied to thMvDD. HHWES. nss. 1 file, and so on.

If the mul ti Jour nal i ng configuration key is set tical se or omitted entirely from the
configuration database, nothing changes and the MSS creates journal files and writes journal
entries just as it always has.

Note: For a complete description onthe nul t i Jour nal i ng configuration key, see Section
4.1.
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If themul ti Jour nal i ng key is set tar ue, the MSS creates journal files in the following form:

YYMVDD. HHWVEBS. nss.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHMMSS. nes.
YYMVDD. HHWVSS. nsd.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHMMSS. nBs.
YYMVDD. HHWVSS. nsd.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHWVEBS. nss.

NNPERERERPRPROOOO
RPOOWNROONRO

In this new scheme, thesd files are reserved specifically for journal DELETE entries and the
i mresgc entries. Journal DELETE entries fegs. 0 are applied to the

YYMVDD. HHMVBS. nsd. 0. 0 file, journal delete entries faiss. 1 are applied to the

YYMVDD. HHMVBS. nsd. 1. O file, and so on. There is only oned file for each MSS process.

Journal CREATE entries are written to the more conventis®sfiles. In the example above,
journal CREATE entries farss. 0 would appear ity YMVDD. HHMVBS. nss. 0. 0,
YYMVDD. HHWESS. nss. 0. 1, andYYMVDD. HHWVSS. nss. 0. 2.

Notice that in the new scheme, each MSS process has multiple files for its journal CREATE
entries, each with an additional<n>" suffix, where<n> is some number.

Thenumlour nal sPer Server configuration key sets the maximum value<o$ and the
maximum number of journal CREATE files for an MSS process. For example, if the

numJour nal sPer Ser ver configuration key is set t®, journal CREATE entries farss. 0
would appear in any of the following 5 files:

YYMVDD. HHMMSS. nes.
YYMVDD. HHMMSS. nBs.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHWVEBS. nss.
YYMVDD. HHMMSS. nBs.

COo000o
DWN RO

Note:  Not all of these fileswill necessarily be created. The MSSonly creates as many as it
needs. For a complete description on the numiour nal sPer Ser ver configuration key,
see Section 4.1

1.6 Errors and Omissions

The information presented in this section provides clarification of discussions that were
previously incomplete and acknowledges errors in the original documentation.

The chapters that follow provide detailed information on features that were added or functionality
that changed after the original documentation was published.

Setting up the Welcome Message

If specified, a welcome message can arrive automatically in every new mailbox. In order to
enable this option, before going into production, you must create the welcome message for new
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users. A well-written welcome message can create a positive first impression and also convey
important information, such as contact numbers and e-mail addresses for technical support,
information on quota policies, and the URL for your organization’s Web site.

To create a newdni n mailbox with a welcome message, perform the following steps:
1. Create an account for theinmi n mailbox.

This is required to runnmmsi ni t . The value of thént er nal | d field specified when the
account is created will be thé&n n mailbox name. Note that thet er nal | d field is
numeric only.

2. Write a welcome message in a text file. The message should include the following
information:

From <Your | SP>

To: <Your | SP's new custoners>

Subj ect: <Welconme to Your | SP>

Message- 1 D <unique id, such as "<Wel cone. 052699>" >
<The body of the nessage>

Make sure that theessage- | D header is unique and is in angle brackets. Adding a date
stamp can be useful.

3. Set the configuration key*/ nss/ wecl omeMsgl D key to the value of theessage- |1 D
header in the message.

Make sure that you include angle brackets if they are present. For example:
/ *I mes/ wel comeMsgl D: [ <Vl cone. 052699>]

Thewel conmeMsgl D key refers to theessagei d field in thei m_message table. If the
Message-ID is not unigue, this is the value that must be changed.

4. Set the configuration key*/ nes/ adni nMessageSt or eNane to the value of the
i nternal I d field specified in Step 1.

5. Run theé mrsi ni t command:

i Mmsinit -host <hostnanme> -w <wel come nessage fil enane> -a <val ue
/ */ mes/ adni nMessageSt or eNane key>

This creates thadni n mailbox and inserts the defined welcome message into it. If you do not
use the wflag, the default welcome message is inserted, witteksage- | D of <\l cone>. If
you do not use thea flag,i mrsi ni t creates thadm n mailbox by default (you need an
existing account with ainnt er nal | d of adni n for this to work).

Note: You cannot runi nmsi ni t if the specified adni n mailbox already exists; if you do, the
command will produce a MsAl r eadyExi st s error.

Changing the Welcome Message

You can change the welcome message in two ways: by sending a new welcome message to the
account that points to theini n mailbox, or by deleting thadni n mailbox and running
i mrsi ni t again with a new welcome message.

To send a new welcome message toathd n mailbox:

1. Connect to the MTA using any mail client or using telnet.
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2. Send the new welcome message to the account that pointsattnthemailbox.

Be sure that the required headers are included in the welcome message and that the
Message- | D header is unique. If there is already a message in the database with the same
message ID, the MSS will change the message ID of the new message.

3. Check the arrival date or review the message file on disk to verify that the message has been
delivered properly and that the message ID has not been changed.

4. Change the */ nss/ wel coneMsgl D key to the value of theessage- | D header of the new
message.

To delete thedni n mailbox and rum msi ni t to create a new welcome message:
1. Run thei mboxdel et e command.
i mhoxdel et e <host nane> <adm n mai |l box nane>
2. Runi msi ni t again making sure to use a unique message ID in the new welcome message.

3. Set the welcomeMsgID and adminMessageStoreName keys.

MoveMessages

In the Perl APl documentation, it incorrectly states that, “It is possible to pass one or more arrays
of msgRef’s instead of individual msgRef’'s.” However, it is only possible to pass one reference
to an array at a time.

Setting Message Aging on a Class of Service Level

Figure 2 on page 19 of thategrated Services Directory Guide and Figure 3 on page 4 of the
InterManager Manual incorrectly refer to message aging being set on a class of service level.

This is incorrect and the only way message aging can be set is via a configuration key, not a class
of service attribute. Therefore, all mailboxes controlled by a particular MSS server must use the
same message aging policy.

Significance of Account Status

Although Suspended, Locked, and Deleted are three independent status types for an InterMail
account, they are handled the same way by the MTA and the POP Server: delivery attempts result
in a bounce notice and retrieval attempts are refused.

If an account is in any one of these three states, the Directory Cache reports the status as
“inactive” without saying which specific state the account is in.

See thdntegrated Services Directory Guide for the original discussion of account status.

Limits on Domain Name Length

InterMail version 4.0 allows a maximum of 64 characters when specifying a domain name.

See thdntegrated Services Directory Guide for the original discussion of domains.
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Migration of Post.Office Quotas

ThelnterMail Migration Guide says that theq (quota) option for immigacctdump  will migrate
all Post.Office quotas to InterMail. However, thisis not an automatic process and Post.Office
guotas have to be migrated individually, on a per-account basis.

See the InterMail Migration Guide for more information.

Details on Deleting Domain Information

There are two methods for deleting domain information from the Integrated Services Directory:

1. Mark the domain as deleted in the Integrated Services Directory, but retain information that
points to the deleted domain by typing:

imdbcontrol deletedomain <domain>

Thisinvocation will disallow use of the specified domain; however, it will leave areferentia
pointer to the deleted domain (i.e., the domain will be shown as a deleted domain).

2. Erase any mention of the domain from the Integrated Services Directory by typing:
imdbcontrol deletedomain <domain> force

Stopping InterMail Servers via the imctrl command (kill vs. exit)

Theimctrl  command includesboth kill  and exit options. Thekill — optionis equivalent to
the UNIX kill -9 command and may leave the host machine in a corrupted state. If the exit
optionisusedimctrl  employs an RME call which instructs the server to shutdown immediately.

Although the difference between the two options would not be visible to end users (both result in
the immediate cessation of service), theexit option is recommended as it provides amore
graceful means of shutting down the server.

See the InterMail Reference Guide for complete discussions of all administration commands.

Where to Find Results of the imdbspacequickcheck Command

Output of the imdbspacequickcheck  utility is significant asit warns of an impending
tablespace crisis. Therefore, it isimportant to note that the output of this command is only
recorded in the imdbspacequickcheck.log

InterMail system administrators must monitor the imdbspacequickcheck.log for urgent
messages like the example that follows:

19980806 181659265 mss1 imdbspacequickcheck 20601 1 1
Urgt;DbToolsSpaceEmergencyCrisis(103/14) IMM1 POX02PK_IM_HDRADDRESSINDEX
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Relationships between Database Connection Configuration Keys

The configuration keys listed below control access to the Directory database. The primary keys
control access for general requests, the update keys control access for the update thread, and the
expire keys control access for the expire thread.

e primaryDBuserlnfo

e primaryDBconnection
e expireDBconnection
e expireDBuserlnfo

e updat eDBconnecti on
e updat eDBuser | nfo

If the either of the expire keys is left unspecified, the expire thread will use the connection
specified by the primary keys. Similarly, if the either of the update keys is unspecified, the
update thread will use the connection specified by the primary keys. However, it should be
emphasized that the expire and update keys are specified, they override the valuesin the

primary keys with respect to their particular task.

See thdnterMail Reference Guide for a complete discussion of each configuration key.

Changes to Header, Body, and Control File Format

The SMTP Server process generates unique filenames for Control, Body, and Header files. The
format for those filenames is as follows:

<dat e. <sequence- st ri ng<pi d. <nt ahost @hel o- host nane-or-i p- Type
whereCont r ol , Body, or Header is substituted for the variablg pe as appropriate.

All Control, Header, and Body filenames are created with the HELO/EHLO hostname (if it
appears legitimate) or the Peer IP address (if it does not), assuming that one or the other exists.

The HELO hostname is considered legitimate if both the following conditions are met
e the hostname has at least one “.” in it
» the first character is notfd ‘as in[ ny. i p. addr ess]

If the HELO hostname is not considered legitimate, the IP address of the connection is used in the
filename.

The following examples illustrate the appearance of this new filename format. Note that the name
of the MTA host is included, since multiple MTAs could write to a single Queue Server.

19980601171253. AHA6542. nt al@ oo- Body
19980601171253. AHA6542. nt al@bs- devsunl. sof t war e. com Body
19980601171253. AHA6542. nt al@ 10. 2. 6. 98] - Body
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Clarification on MTA Acting as Backup for the Queue Server

Chapter 10 of thinterMail Operations Guide states that “if mail needs to be stored temporarily
and no Queue Server is available, the MTA assumes this role and stores messages in its local
spool directory.” That statement is trwaly if thel ocal Fal | back configuration key is set to
true. If thel ocal Fal | back key is set td al se, the messages will not be accepted.

Notes on Message Sidelining

A new header record, thi#- To- Si del i ne header, has been created to assist in the processing
of sidelined mail.

TheCk- To- Si del i ne header is found in the Control file for each message and can have a value
of 0 or 1. A value of O indicates that sidelining tests have already been performed and the
message either passed the tests or was successfully depositesi iethiene directory. A value

of 1 indicates that sidelining tests still need to be performed, either because those tests have not
yet been executed, or because the message failed the tests but remaidsfiarthed directory
because thei del i ne directory was unavailable (for whatever reason).

Use of this header is important for two reasons. First it uses system resources more efficiently by
ensuring that messages are tested against sideline criteria only once. Second it facilitates
processing of sidelined mail that has been reviewed by the administrator, approved for delivery,
and re-submitted for processing via thersgpr ocess command. (The header value of 1

bypasses subsequent sidelining tests, which would have deposited the message right back in the
sidelined directory even after it, had been reviewed and approved!)

imoraupgrade4 and imoraupgrade4batch

Chapter 12 of thinterMail Reference Guide describes thenor aupgr ade4 and
i mor aupgr ade4bat ch utilities in great detail. These utilities aid in the InterMail upgrade
process from 3.2.x to 4.0.x., but are not used for general administrative functions.

Erroneous “@” Symbol

In the InterMail Migration Guide, thereis an error in Chapter 2. Thereisan incorrect referencein
the popPr oxyHost configuration key example. Instead of &g sign, there should be a™ See
the following correction:

Set thepopPr oxyHost configuration key to the hostname of your source (POP3) system. For
example’ */ popser v/ popPr oxyHost: [j upiter.accordance. coni.

Blocking Mail from Non-Existent Local Addresses

There is an error in Chapter 4 of timeerMail Operations Guide. The correct information is
provided below:

To prevent the use of non-existent return addresses, make the following changes to the
configuration database:

Locate the key*/ nt a/ bl ockAddr esses in the configuration database. If this key is set to
f al se, change it ta r ue. If the key does not exist in the configuration database, add it as a
new configuration entry:

/*/ nt al/ bl ockAddr esses: [true]
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Error Handling

Chapter 6 of théntegrated Serviced Directory Guide describes error handling within the
InterMail Perl API. However, an inaccurate example of an error handling Perl subroutine is
referenced. The correct example is provided below:

N
i nformation)’;
$s\n";

{
ny ($n, $s);
if($n = imerrnum()) {
$s = imerrstr()
"(no further
print "** Error $n:
return;
}
print "** OK\n";
}

WebMail Internationalization

i m errormmenoni c()

The internationalization steps found in Chapter 5 of the WebMail Manual should be revised as

follows:

To change all text in all of the Mail Management Forms to a different language, such as Spanish,

do the following:

1. Make a copy of th&wt lang Engl i sh. pl file in theht t pd/ ht docs/ webnmi | directory:
cp WM | ang_Engl i sh. pl W1 ang_Spani sh. pl
Open theavt | ang_Spani sh. pl file in a plain text editor, such as vi or emacs.
Translate the text values for each variable into Spanish. For example, find the line in the file
that says Nane”:
Name => ‘Name’
Translate the value to “nombre”:
Name => ‘Nombre’

4. Savethe changestothe WM-lang_Spanish.pl  file.
Next, open the WM-lang.pl  filein atext editor and insert the appropriate pattern-matching
code:

@\ebMi | : : | anguages =

(

# { pattern => '/french’,
# { pattern => '/spanish’
# { pattern => '/gernan’,
{ pattern => '"/english’,

{ pattern =>"

K

# default | anguage should cone |ast,
', file == "WM1lang_English.pl’ }

file => "WwIlang_French. pl’
, file => "WwIang_Spani sh. pl
file => "W« 1 ang_Gernan. pl’
file =>"Wv 1 ang_English. pl’

with a pattern of "."

h
Ty
I
I

The French, Spanish, and German trand ation pattern-matches are already in the file, but they
are commented out with the # sign. Removethe# sign to activate that language.

18
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6. If the language you want to insert is not one of those three, create a new line appropriately:
{ pattern => "/russian', file =>"'WWIlang Russian.pl’ },
and insert that line in the file before thgef aul t ” line.

7. Insert an alias definition in the t pd server configuration file. Edit the file,
$I NTERMAI L/ ht t pd/ conf/ htt pd_conf and find the section that starts with the
comment:

### Al i ases

ScriptAlias /cgi-bin/ /scratch/imil/httpd/cgi-bin/

Alias /icons/ /scratch/imail/httpd/icons/

Ali asMvat ch "N (Sel fCare| sel fcare| SELFCARE) (. *)"
/scratch/imail/httpd/ htdocs/InterMinager/EU $2

Ali asMvat ch "~ nterManager/ (Sel f Care| sel fcare| SELFCARE) (. *)"
/ scratch/imail/httpd/ htdocs/|nterManager/EU $2

Al i asMatch "~ (WebMai | | webnai | | VEBVAIL) (. *)"

/scratch/imail/httpd/ htdocs/webmail/$2
Ali asMvat ch "N (ConfEdit|confedit| CONFEDI T) (. *)"
/scratch/imail/httpd/InterMil/CFG

In that section, there will be multiple lines of the form:

AliasMatch "~/ (WebMail | webmai | | WVEBMAIL) (. *)"
limail/imail2/httpd/ htdocs/ WebMail/$2

A new alias should be enterabove the line shown, since matching is done in order. Insert
the following line:

Aliasvatch "~/ (WebMai | | webmai | | WEBMAI L) / Russi an(. *) "
limail/imail?2/httpd/ htdocs/ WebMail/$2

Save that file and exit the editor.
Restart the Web Server so the changes take affect:

inmctrl <hostnane> restart httpd"

Note: You may have as many languages as you choose, simultaneously active for a single
WebMail server, and users may select any language they wish by their choice of the
URL."

10. Log on to the WebMail Authentication Form using the appropriate URL:
http://<your donai n_name>WebMi | / spani sh/ aut henti cate. cg

11. The URL is case sensitive. In order to chasigeni sh to Spani sh, theww | ang. pl file
must be changed from:

> { pattern => '/spanish’, file =>"'WwI|ang_ Spanish.pl’ },
to:
> { pattern => '/Spanish’, file => "WwI|ang Spanish.pl’ }
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WebMail Address Book

Chapter 2 of théntegrated Services Directory Guide has a list of class of service attributes. The
pref _webmai | addr essbookl i st1imit is incorrectly defined as, “The maximum number of
mailing lists allowed in an address book in WebMail.” The correct definition is, “The maximum
allowed number of addresses in a single address book entry.”

WebMail Signatures

In Chapter 2 of théntegrated Services Directory Guide, it says that
pref _webmai | usesi gnat ur e has a precedence rule of “L.” However, the correct rule is “A,”
as shown in the example below:

Attribute Rule Type Description

pref_webnai | usesi gnature A Boolean Insert Signature in
WebMail messages.

Correction to imbatchextract Argument

In thelnterManager Guide, there is an incomplete description for the —o argument for the
i mbat chextract utility. The correct description is as follows:

-0 Specifies the object type to be dumped. Valid object types are
accounts and classes of service. The parameter used by —o
should be a valid account or class of service name.

For example, -0 premium would produce records for the
premium class of service.

If no object type is specified, then information about all
accounts and classes of service is listed in the output file.

Directory Cache Server Configuration Options

The following configuration key is added to the list of keys in Chapter 4 ¢htédviail
Reference Guide

cacheAut horitati veOnDbFai l Indicates whether or not the information in the
directory cache should be considered authoritative
if the Integrated Services Directory cannot be
reached.

pref_bypassauthentication

All mentions of thepr ef _bypassaut hent i cat i on preference should be deleted from
Chapter Antegrated Services Directory Guide.

sslPop3Port Configuration Key

In thelnterMail Reference Guide, it erroneously says that if you set te Pop3Por t
configuration key te-1, secure POP Server operations are disabled. However, in order to disable
secure POP operations, you must remove the configuration value, asin the following example:

[*Ipopserv/ssiPop3Port: ]
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logNamedPipeMode Configuration Key

ThelnterMail Reference Guide provides an incorrect description for thegNanmedPi peMode
configuration key. The correct description is as follows:

Description: Determines the behavior of the named pipe that transmits log file
information.

If the value is set to zero, a named pipe is not to be created.

If the value is set to 1, a named pipe is created if necessary, and log
entries transmitted to the pipe whether or not there is a reader on the pipe.

If the value is set to 2, the named pipe is blocked until there is a reader.
If you plan to use a named pipe, the recommended value is 1.
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2
Understanding Self Care

SelfCare is a web-based interface for InterMail that allows end users to view and modify selected
information related to their e-mail accounts: passwords, forwarding addresses, vacation messages,
etc.

Access to SelfCare—and individual options within it—can be controlled through the setting of class
of service attributes. The SelfCare interface can also be customized to include site-specific
product information, form text, or user interface presentation.

2.1 Web Server Configuration

The standard InterMail Web Server supports the SelfCare application. Before enabling SelfCare
for end users, certain Web Server configuration options should be noted and modified, if desired.

There are two files that can be directly modified when using SelfCare: the standard InterMalil
configuration database (config.db) and the Web Server configuration database (httpd.conf).

2.1.1 Modifying config.db to Support SelfCare

Thecooki eDomai n configuration key should be modified. It should be set to the top level
domain of all web server hosts.

For instance, if an ISP had hosts namedl. i sp. com ww2. i sp. com etc. you would set the
value toi sp. comso that the cookie would to be readable by all servers in the network.

2.1.2 Modifying httpd.conf to Support SelfCare

Theht t pd. conf file is a text-only configuration file read by the Web Server. You can use any
text editor to make changes to this file. Once changes have been made, restart the Web Server
(via thei nct rI command) to reload the configuration values.

TheSer ver Admi n directive should be modified for SelfCare. It should be changed to an actual
account for a system administrator or network operator who will receive administrative mail. By
default, this directive is set to ‘imail@software.com.”
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2.2 Enabling SelfCare Access

In order to use the SelfCare interface to manage his or her e-mail account, a user's account must
be associated with a class of service that allows SelfCare access. The class of service attribute
that allows SelfCare login access is pref_selfcare.

The default class of service does not allow SelfCare login access, so by default, users cannot
access SelfCare. To add login access to a class of service, usgithent r ol utility with the
Set CosAttri but e option to set the required attribute.

For example, to set SelfCare login access for all accounts associated with the default class of
service, type the following:

i mdbcontrol default pref _selfcare 1
The value 1 for this boolean attribute indicates 'true’ (O indicates 'false’).

Additional class of service attributes determine the options that are available to users within the
SelfCare interface. For example, the permission attrilpetes) f or war di ng and

per m | ocal del i very control whether users will see the form fields related to mail delivery
options. For information on these (and other) class of service attributes, refelrtieghated

Services Directory Reference Guide.

2.3 SelfCare Files

The following files comprise the SelfCare interface, and are installed in thgl/ ht docs/ EU
directory as part of the InterCore installation:

File Description

EU. pm Perl module that defines common form code, such as basic layout.

EU_nsgs. pl File that contains the text displayed on SelfCare web forms. All label|text,
error messages, and result text in the SelfCare interface is defined in this
single file.

account . cgi Authentication (login) form.

aut henticate. cgi | the path(s) and file name(s) where documents will be stored

di splay. cgi (Reserved for use with WebMail.)

i mages/ * Images used in the SelfCare interface.

passwor d. cgi Password options form.

pref_saved.cqi Form that displays confirmation of user changes.

rules.cgi Form used to set auto-replay, mail delivery, and junk mail policies.
saveUser.cgi Script that saves user data to the Integrated Services Directory.
signature.cgi (Reserved for future use with WebMail.)
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The Content of these files is complete as delivered. No customization is required to Use SelfCare
in its standard state.

2.4 Interface Customization

24.1

Customization is the process of modifying the implementation of the SelfCare user interface to
provide a desired look and feel. There are many different levels of modification that are possible,
depending on the amount of development, maintenance and future integration that you are willing
to undertake.

The SelfCare interface is designed to be easily customized. The directions provided in this section
provide general guidelines for customizing the interface, but they are not intended to serve as
detailed instruction sets. Customizing the interface requires expert knowledge of Perl.

Warning! We strongly recommend that you undertake customizing the product only if it is
necessary for the success of the product. You must also plan for maintenance and
integration work with future versions of InterMail.

The general types of customizations that can be performed are:

* Branding

e User interface presentation

* Form text modifications

Each of these customization techniques are described in the following sections.

Branding

Branding of a user interface involves the representation of names and logos of the product and its
provider. A common branding operation is replacing the initial product logo graphics with the
service provider's name and logo. Branding typically does not require editing of the scripts that
define the SelfCare interface forms, and is therefore the easiest type of customization.

Branding is carried out by replacing graphic files in the SelfCare images directory with graphic
files created by the service provider.

Example:

In this example, we want to replace the default background image used by the SelfCare forms
with a site-specific graphic that includes the service provider's logo. To make this change,
execute the following steps:

1. Locate the httpd/htdocs/EU/images directory. This is the directory that contains all SelfCare
interface images.

2. Move (or rename) the graphics file self-background.gif. This is the background image used
for all SelfCare forms. Create your custom graphic, and save it as self-background.gif.

3. Copy your graphic file to the httpd/htdocs/EU/images directory.

After making these changes, all users will see the new background image when viewing SelfCare
forms.
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Note:  When replacing graphics, the new file must have the same name (including case) as the
replaced file. It isalso highly recommended that the new graphic be the identical size
(height and width) as the replaced graphic.

User Interface Presentation

User interface presentation customization involves modifications to the way that information is
presented in the SelfCare web forms, but not the information itself. This type of customization
typically involves changes to the form layout. For example, you may want to change the location
of the execution buttons on a form.

Some form components--such as the width of the tab bar--are very easy to change. Others are
more complicated, such as replacing the tabs with frames. The code that defines the form
presentation is separate from the code used to process input and output, so it is relatively easy to
make presentation-related changes.

To make these types of presentation changes, you must edit a Perl module named EU.pm, which
contains the presentation-related code. By modifying the contents of this file, you can change the
user interface presentation for all SelfCare forms.

Example:

In this example, we want to remove the folder tabs at the top of SelfCare forms and replace them
with navigation buttons on the left side of the screen.

1. Mock up the new layout using the HTML editor of your choice. You should encapsulate the
navigational elements from the rest of the document, which makes the process simpler.

2. Make the appropriate changesstd pm These changes require editing the following
functions:

* print_formatting_top(). Replace the current default background graphics and/or colors
with your own. Make any modifications necessary to the HTML table so that your new
layout will fit in correctly.

e print_navigation(). Replace the contents of this function with your own HTML code
that includes the navigation buttons.

e print_formatting_bottom(). Close up any tables you opened the first two functions, and
generally wrap things up (including the closing </HTML> tag).

If you view the source code to any of the SelfCare web forms (after they have been processed and
returned to your browser), you will see a series of comments that indicate where each of these
functions has begun and ended its work. They look like:
<l-- Begin print_formatting top() -->
<l-- End print _formatting top() -->
etc.

From this, you can get a good idea of how the pages are laid out and you will see how the entire
look of the web pages can be radically changed by the modification of those routines.
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2.4.3 Form Text Modifications

Another common method of interface customization is form text modifications. This type of
customization involves modifying the text that is shown in the SelfCare interface, but not the
structure or layout of the forms themselves. Form text modifications are useful for providing
additional user help, site-specific information, or translating the SelfCare interface into other
languages.

All SelfCare form text--including field labels, error messages, and ALT text shown in place of
images--is defined in a single file (EU_msgs.pl). Changing form text is as simple as editing this
file, which contains separate sections for each form script and message type. Each line in
EU_msgs.pl contains a variable definition like the following:

$nsg_Titl eAccount = "Self Care: Account”;

The first part of each line (in this cagesg_Ti t | eAccount ) specifies the name of a variable
contained in a SelfCare form script. When a script is executed, each variable contained in the

script is replaced by the value defined for iEln nsgs. pl (in this case, “Self Care: Account”).
Example:

In this example, we want to add site-specific technical information to the message shown to users
who enter incorrect login data. To make this change, execute the following steps:

1. Open EU_msgs.pl in a text editor.

2. Locate the section of the file that is preceded by the line
# Ceneral Messages
Locate the variable nam&tisg_Aut hFai | ed in this section.

Modify the value of the variable to include your site-specific information. For example, you
might change the default entry

$msg_AuthFailed = ' Authentication failed; please try again.’;
to

$msg_AuthFailed = 'Authentication failed, please try again. If this
probl em conti nues, contact Mega-1SP Techni cal Support at 805-555-
1234.";

5. Save and close the file.

After these changes have been made, all subsequent SelfCare users who enter incorrect login data
will see the new message.
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Understanding the Web Server

The standard InterMail server set now includes a Web Server. The Web Server operates in
support of new web-based applications, SelfCare and WebMail. This chapter introduces the new
server and provides detailed information on the following topics:

» therole of the Web Server in mail delivery and end user account management
* Web Server configuration, including available configuration options

» server controls for security and event logging

3.1 The Role of the Web Server

The Web Server supports all applications that offer access to InterMail via web browsers. At
present, there are two such applications: SelfCare and WebMail.

SelfCare allows end users to modify selected account attributes such as their password and/or
vacation message. WebMail provides end users with the ability to send and receive mail via a
web browser. WebMail and SelfCare are seamlessly integrated so that WebMail users can access
SelfCare options from within the WebMail framework.

The WebMail and SelfCare applications are implemented as Perl scripts that run within the Web
Server architecture and interact with other InterMail servers to service requests. Figure 2 shows
the relationship between the applications and how they interact with other InterMail components.

Self-Care WebMail
Self-Care WebMail Browser
User User

http

lhttp

Apache Parent SelfCare Scripts WebMail Scripts \ Mail being delivered
Web Process - )
Server InterMail API InterMail API
N
Web Server Child Processes
smtp
RME
RME RME
Directory Mail Y
Cache belgg
Servers rea MTA
A
End Users’
Access to SQL
Directory MSS
A
Integrated Services Directory |
Figure 2. WebMail and SelfCare.
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The additional components referenced in Figure 2 are described as follows:

* The web browser. which communicates with the InterMail Web Server allowing end user
access to InterMail.

* The Web Server which runs the WebMail and SelfCare web applications, communicating
with other InterMail servers as necessary and returning relevant results to the web browser.

e The InterMail APIs that access data maintained by the Integrated Services Directory and
Message Store databases.

* The WebMail scripts executed by the Web Server to run WebMail. These scripts call the
InterMail APls, which in turn, make calls to the Directory Cache Server, the Message
Transport Agent (MTA), and the Message Store Server, to obtain account information,
deliver messages, and retrieve mail, respectively.

» The SelfCare scripts executed by the Web Server to run SelfCare. These scripts call the
InterMail APls, which in turn, make calls to the Directory Cache Server to retrieve and write
account information.

* The MTA that handles the receipt of all incoming messages and delivers them appropriately.
* The Message Store Server (MSS) responsible for persistent storage of messages.
« The Directory Cache Server that responds to requests for account information.

e The Integrated Services Directory, the centralized database where complete account
information is maintained.

Note: Complete descriptions of the operation and architecture of the MTA, the MSS, and the
Directory Cache Server can be found in the InterMail Reference Guidand the InterMail
Operations GuideDetails on the Integrated Services Directory and the InterMail APIs
areinthe Integrated Services Directory Reference Guitae information about
WebMail, please see the WebMail Reference Guide

3.2 How the Web Server Works

The InterMail Web Server is an implementation of the popular APACHE web server. Like all
APACHE web servers, it uses a parent-child process model of execution. A single, simple parent
process handles all network requests. The parent process is responsible for handing requests off to
child processes and, when necessary, stopping and restarting child processes.

Each child process receives the request from the designated port (typically port 80) and executes
the appropriate SelfCare and/or WebMail scripts. These scripts make calls to the underlying
InterMail APIs. The APIs make calls to the Directory Cache Server, the MSS, and the MTA.

The InterMail APl maintains a reusable Directory Cache Server connection and a set of reusable
MSS connections within each Web Server process to avoid initialization with each request. This
speeds up access to the Directory Cache Server and the MSS. Only one Directory Cache Server
connection is needed per child process, but since there may be more than one MSS that the Web
Server needs to contact, the size of the MSS connection pool is configurable. The configuration
keynmssConnPool Si ze specifies the number of connections a single Web Server process should
cache between requests.
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To illustrate the operation of the Web Server in greater detail, the sections that follow outline the
steps required for the tasks of mail delivery and message retrieval, two WebMail functions
facilitated by the work of the Web Server.

Mail Delivery

This section describes the message and communications flow that occurs while delivering mail
via WebMail.

End user

1

Internet

port 80

2 A
¥ . .
Web Parent WebMail Scripts
Server Process 3

Child Processes

smtp
4

MTA

Figure 3. Mail Delivery.

When an end user creates and sends mail using the WebMail client, the following steps are
executed on the Web Server:

1. The end user passesend request to the Web Server via the WebMail client using the
Compose HTML form.

2. Thesend request is received by the Web Server, typically via port 80, and handled by a
single parent process.

3. The parent process hands off the request to a child process, which executes the WebMail
script associated with tl@npose form identified in the URL.

4. The script associated with t®mpose form calls an internal routine that sends mail via
SMTP to the MTA.

Note: The configuration key nt aHost s defines alist of MTA hosts that will deliver mail
sent from the Compose form. Each time mail delivery isrequired, arandomentry is
picked from the list defined in this key.

The MTA signals acceptance of the message.

This signal is relayed to the end user.
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Mail Retrieval

This section describes the message and communications flow that occurs while retrieving mail

via WebMail.
End user
Internet
1
port 80
Y —
Apache Parent i i
WebMail Scripts
Web Process 2 P
Server 3 InterMail API
Child Processes
RME
RME 4 4
v

Directory Cache MSS
Servers

Figure 4. Mail Retrieval.

When an end user attempts to retrieve mail using the WebMail client, the following steps are
executed on the Web Server:

1.
2.
3.

TheWeb Server receives the get request, typically via port 80.
The request is handled by a single parent process that hands off the request to a child process.

The child process executes the WebMail script, which, in turn, makes calls to the underlying
InterMail API.

The InterMail APl makes calls to the Directory Cache Server to retrieve directory
information and to the appropriate MSS to access the user’s mailbox.

The message headers are displayed on the user’s screen. To retrieve an entire message, the
user clicks on the message header.

3.3 Web Server Installation

The Web Server is installed as part of the standard InterMail server set, and all scripts required to
run WebMail and SelfCare are installed during the InterCore installation.

32

As with all the other InterMail servers, the Web Server is installed on each host machine that is
part of the InterMail system and can be run on any host or hosts desired.
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Note:  Although you can run the Web Server on the same host as any other InterMail server, itis
strongly recommended that you not do so. Web Servers require more system resources
than other InterMail servers, and running them on the same machine as other InterMail
servers may negatively impact overall system performance. For information on capacity
planning, see the WebMail Reference Guide

3.3.1 Web Server Directory Structure
After installation, the Web Server’s directory structure will appear as illustrated in Figure 5

The root directory is titletlt t pd. The subdirectories in the tree contain most (though not all) of
the files related to the Web Server and the web-based applications. Other important files can be
found in the$l NTERMAI L/conf i g directory and th&l NTERVAI L/ | og directory.

httpd

WebSessMgr.db

— conf

httpd.conf

mime.types
images
WebMail
] html-help

InterManager EU —| images

— htdocs

access_log

— logs error_log

httpd.pid
] bin

— man

Figure 5. Web Server Directory Structure.
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The root Web Server directoryt t pd, contains the following:

The Web Session Manager database (WebSessMyr . db). All Web Server transactions are
session based. When a user logs in, the Web Session Manager database stores the user’'s
token as well as cached account information from the Integrated Services Directory. When
the user ends the session (by logging out), the stored information is deleted.

Note: A sessionisa series of interactions between a web browser client and the Web
Server. It consists of an initial authentication phase followed by a sequence of
authenticated inter actions between the user and the Web Server.

Theconf directory containing thent t pd. conf andni ne. t ypes configuration files that
control behavior of the Web Server. (See Section 3.4 for instructions on configuring the Web
Server.)

Theht docs directory with WebMail and InterManager subdirectories containing the Perl
scripts and image files for the WebMail and SelfCare applications.

Thel ogs directory containing log files generated by the Web Server to record actions,
errors, and the Web Server’s current procesatiddss_| og, error _I og, and
ht t pd. pi d, respectively).

Thebi n directory containing thent t pd binary and a number of useful utilities. Some of the
utilities are part of the standard APACHE distribution, while Software.com developed others
specifically for use with WebMail and SelfCare.

Note: The exact content of this directory will change from one InterMail release to the next,
as new tools are added or existing tools changed. The function and use of these tools
are documented in their respective man pages.

Theman directory containing the documentation fort pd (the Web Server) and relevant
utilities. The man paget t pd( 8) lists the command line arguments hort pd.

3.4 System Configuration

The Web Server and the applications it supports are independently controlled. The performance
and functionality of the web-based applications is controlled via a series of configuration keys
located in InterMail's standard Configuration databasedtmé i g. db file). The behavior of the

Web Server, however, is controlled by directives stored intthged. conf file.

3.4.1

Configuring Web-based Applications

Changes to the InterMail configuration keys have no direct bearing on the performance of the
Web Server, however they can affect the performance of the SelfCare and WebMail applications.

All configuration keys are contained in the master configuration databasmfife,g. db.

The configuration keys that affect the behavior of web-based applications can be identified by the
wordweb in the path name, as for example’ web/ sessi onExpi r eTi meout Secs: [ 1800]
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Understanding the Web Server

Figure 6 shows the portion obnf i g. db that contains the web-related configuration keys.

/ */ web/ banners:
[i mrages/i mapl.gif, http://ww. software. coni
[i mages/| dap-rev.gif, http://ww. software. con
[i mages/ pop31l.gif, http://ww. soft ware. con
[images/internetl.gif,http://ww.software.coni
[i mages/ nai |l server1.gif, http://ww. software.coni
[i mages/sntp.gif, http://ww. software. con

/ */ web/ cooki eDomai n: []

/ */ web/ cooki eExpi r eTi neout Days: [ 10]

1 */ web/ M5SConnPool Si ze: [0]

/*/ web/ nt aHosts: [l ocal host]

/ */ web/ sessi onDBFi | ePat h: [ httpd/ WbSessMyr . db]

/ */ web/ sessi onExpi reTi meout Secs: [ 1800]

! */ web/ sessi onFl ushl nt erval Secs: [360]

Figure 6. The Configuration Database.

These keys, like all other InterMail configuration keys, can be edited viarttumf edi t utility.
Refer to thdnterMail Operations Guide for a general discussion of system configuration.

Configuring the Web Server

The Web Server configuration fi{eht t pd. conf) contains a number alirectives (server

controls) whose settings can be adjusted in order to manage the performance of the server. These
options allow you to control server-specific tasks, such as setting the maximum number of
requests that eath t pd child process can handle.

Changes to Web Server directives affect the performance of the Web Server itself; however, any
change in the performance of the Web Server may also have an indirect effect on the performance
of web-based applications running on that Web Server. For example, changes that speed the
performance of the Web Server under certain circumstances magorasauence, enhance the
performance of WebMail and/or SelfCare.

The httpd.conf File

Theht t pd. conf file is located in théat t pd/ conf directory, beneath the Web Server’s root,
and can be edited directly using any text editor. Before attempting tat e@idi. conf , it is

crucial that you back up the file. This will give you a record of your original settings, and also
make it easy to restore them should you be unhappy with the results of your changes.

Note: Inmost cases, the default settings for these directives are appropriate and do not require
alteration. Before attempting to change the values for any of the Web Server’s directives,
you should be familiar with APACHE configuration procedures in general. If you have
not already done so, we suggest you consult the APACHE documentation.

No changes madeto ht t pd. conf will take effect until the Web Server isrestarted, or until it
receives a S| GHUP signal.
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Directive Syntax
The syntax for most Web Server directives is
<directiveNanme> <directiveVal ue>
as for example:
maxRequest sPer Chi | d 30

The<di recti veNane> and<di r ect i veVal ue> elements should be separated either by one or
more white spaces, or else by a tab.

Directive names are not case sensitive, so any of the following would be acceptable:

« maxRequest sPer Chil d

e MAXREQUESTSPERCHI LD

e MaXr EqUeSt SpEr Chl | D

However, while thename of the directive is not case sensitive, its values often are. This is
especially true if the value contains a file name or regular expression.

Editing Instructions

The following example illustrates the procedure for changing the value of a Web Server directive.
In this case, theaxRequest sPer Chi | d value will be raised frorg0 to 32.

1. Create a backup copy bft pd. conf by typing the following command:
cp httpd. conf httpd. conf. bak

2. Openhtt pd. conf in any text editor and change the value ofrtheRequest sPer Chi | d
directive to readimaxRequest sPer Chi | d 32.

3. Save the edited configuration file.

Restart the Web Server by invoking the following command:

inmctrl <hostname> restart httpd

Note: You canalsoissuear eset htt pd command.

3.5 Web Server Directives

36

While values for any of the Web Server directives can be changed, it is recommended that you
use only the following directives to enhance Web Server performance.

Note: There are more Web Server directives than those described in this section, however it is
not recommended that you attempt to adjust any of the others. For a description of the
other Web Server directives, consult the APACHE documentation.
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accessConfig

alias

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:

Default Value:

Example:

Understanding the Web Server

Sets the path for theccessConfi g file.

This file is read by the server to obtain additional directives after it reads
ther esour ceConfi g file. The file name is relative to the server root.

This feature can be disabled by setting the value to:
accessConfig /dev/null

This file may contain any server directive allowed in the server config
context.

Note: Theinitial value set for thisdirective is correct. It should neverbe
changed.

resourceConfig

Web Server

server restart required

a valid path and file name
conf/access. conf

none

accessConfi g conf/access. conf

Allows documents to be stored in the local file system rather than under
thedocunent Root . URLs with a §6 decoded) path beginning with
URL-path will be mapped to local files beginning with

<directory-fil ename>.

none
Web Server
server restart required

the path(s) and file name(s) where documents will be stored

alias /icons/ $i mage_dir/

alias /SelfCare/ $install_root/htdocs/InterManager/EU
alias /WebMail/

$install _root/htdocs/ | nter Manager/ WbMai | /

none

alias /image /ftp/pub/imge
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allowOverride

38

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

When the server finds amt access file (as specified by
accessFi | eNane) it needs to know which directives declared in that file
can override earlier access information.

Note For the most part, al | owOver ri de should be left at the default
setting of Al | .

accessFi | enane
Web Server
server restart required

The name of the directive that will override earlier access information.
Al'l orNone can also be used to have all directives or no directives
override earlier access information.

Override can be set tne, in which case the server will not read the
file, Al I in which case the server will allow all the directives, or one or
more of the following:

aut hConfi g:

Allow the use of the authorization directivesu{ hDBMG oupFi | e,
aut hDBMUJser Fi | e, aut hGr oupFi | e, aut hAut hNane, aut hType,
aut hUser Fi | e, etc.).

filelnfo:

Allow the use of the directives controlling document types:
(addEncodi ng, addLanguage, addType, def aul t Type,
error Docunent , | anguagePriority, etc.).

i ndexes:

Allow the use of the directives controlling directory indexing:
(addDescri pti on, addl con, addl conByEncodi ng,

addl conByType, defaul t| con, di rect oryl ndex, f ancyl ndexi ng,
header Nane, i ndex| gnor e, i ndexQpt i ons, r eadmeNane, etc.).

limt:

Allow the use of directives controlling host accesld w, deny, and
order).

options:

Allow the use of directives controlling specific directory features
(opt i ons andxBi t Hack).

Note: The other directives referenced in this section are described in
detail in the Apache documentation.

Al
Al
al | owOverri de None
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documentRoot

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:

Default Value:

Example:

Understanding the Web Server

Sets the directory from whidit t pd will serve files. Unless matched by
a directive likeal i as, the server appends the path from the requested
URL to the document root to make the path to the document.

none
Web Server
server restart required

should be the directory from which the Web Server will serve files
/vol 1/imai |/ httpd/ htdocs

none

docunent Root /usr/web

<directory> ... </directory>

<Directory>and</Direct ory> are used to enclose a group of
directives which will apply only to the named directory and sub-
directories of that directory.

Any directive that is alowed in a directory context may be used.

<di r ect or y> isether the full path to adirectory, or awild-card string.
Inawild-card string, © 2’ matches any single character, and * ** matches
any sequences of characters.

Asof Apache 1.3, youmay alsouse‘ []’ character rangeslikeinthe
shell. Also as of Apache 1.3, none of the wildcards match a“ /°
character, which more closely mimics the behavior of UNIX shells.

none
Web Server
server restart required

agroup of directives which apply only to the named subdirectory

<Directory /imail/inmail/httpd/ htdocs>
Order Deny, Al l ow

Al ow from Al

Opti ons +ExecCd

</Directory>

Note:
others.

Thisisjust one of the initial values, see ht t pd. confi g for

none

<Directory /usr/local/httpd/htdocs>
Opti ons | ndexes Fol | owSynlLi nks
</Directory>
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errorLog

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Sets the name of the file to which the server will log any errors it
encounters. If the filename does not begin with a slash (/) then it is
assumed to be relative to ther ver Root .

Usingsysl og instead of a filename enables logging eigs| ogd( 8) if
the system supports it. If the first character of the argument is a| pipe (
the rest of the argument indicates the program to which you want the
messages piped.

none

Web Server

server restart required

a valid path name to theg r or _I og file.
/vol 1/imail/httpd/logs/error_|og
| ogs/error_I|og

errorLog /vol 1/imail/httpd/logs/error_|og

<location> ... </location>

40

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

The<Locat i on> directive provides for access control by URL. Itis
similar tothe <Di r ect or y> directive, and starts a subsection which is
terminated with a</ Locat i on> directive. <Locat i on> sections are
processed in the order they appear in the configuration file, after the
<Di r ect or y> sectionsand . ht access files are read, and after the
<Fi | es> sections.

Note that URLs do not have to line up with the file system at all, it should
be emphasized that <L ocation> operates completely outside thefile
system.

For al origin (non-proxy) requests, the URL to be matched is of the form
/ pat h/ , and you should not include any ht t p: / / ser ver nane
prefix. For proxy requests, the URL to be matched is of the form
<schene: // ser ver name/ pat h>, and you must include the prefix.

The URL may use wildcards In awild-card string, ¢ ?° matches any
single character, and * ** matches any sequences of characters.

none
Web Server
server restart required

the URL for access control
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Initial Value:

Default Value:

Example:

maxClients

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Understanding the Web Server

<Locati on /server-status>

Set Handl er server - st at us

Order Deny, Al l ow

Deny from Al l

### To enabl e access to the server-status feature,
uncoment the follow ng

### lines and edit the dommin as appropriate:

# Host naneLookups on

# Allow from foo. bar

</ Locati on>

Note: Thisisjust theinitial appearance of a location block. You need to
edit it as appropriate.

none

See Initial Value

Sets a limit on the number of simultaneous requests that can be
supported; not more than this number of child server processes will be
created.

The memory consumed by edatt pd process is proportional to the
number of requests it serves. This parameter should be tuned based on the
amount of memory available on your system.

A value of 32 is recommended.
none

Web Server

server restart required

any positive integer

maxCl i ents 32
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maxRequestsPerChild

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

maxSpareServers

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Sets the limit on the number of requests that an individual child server
process will handle. After theaxRequest sPer Chi | d requests limit is
reached, the child process will dienxRequest sPer Chi | d is set to

0, there is no limit on the number of requests a child process will handle.

Setting a non-zero limit establishes a finite lifetime for each process and
thereby reduces the number of processes when the load on the server
diminishes.

The recommended setting38, however you may wish to experiment
with other settings.

none

Web Server

server restart optional

any non-negative integer (including zero)
30

0

maxRequest sPer Chil d 30

Establishes an upper limit on the number of idle child server processes.
(Anidle process is one that is not handling a request.) If there are more
than maxSpareServers idle, then the parent process will kill off the excess
processes.

A value of 10 is recommended.
none

Web Server

server restart required

any positive integer

maxSpar eServers 10
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minSpareServers

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

passEnv

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Understanding the Web Server

Establishes a lower limit on the number of idle child server processes. If
there are fewer than minSpareServers idle, then the parent process will
create new children at a maximum rate of 1 per second.

A value of 5 is recommended.
none

Web Server

server restart required

any positive integer

m nSpar eServers 5

Specifies one or more environment variables to pass to CGl scripts from
the server's own environment. You may add entries to this list, but do not
remove any existing entries.

none

Web Server

server restart required

one or more environment variables to pass to CGI scripts
| NTERVAI L PERLHOVE NLSPATH LD_LI BRARY_PATH
none

passEnv LD LI BRARY_PATH
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Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

resourceConfig

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Sets the file to which the server records the process id of the daemon. If
the filename does not begin with a slash (/) then it is assumed to be
relative to theser ver Root .

It is often useful to be able to send the server a signal, so that it closes and

then reopens itsr r or Log andt r ansf er Log, and re-reads its
configuration files. This is done by sendinglaGHUP (ki ll -1) signal
to the process id listed in tipé dFi | e.

Note: Theinitial value set for thisdirectiveis correct. It should never be
changed.

server Root

Web Server

server restart required

a valid path tgi dFi | e

/vol 1/imail/httpd/|logs/httpd. pid
| ogs/ httpd. pid

pidFile |ogs/httpd.pid

After reading thént t pd. conf file, the server will read the file specified
in this directive, and use any additional directives found there. Filename
is relative to theser ver Root . This feature can be disabled by entering:

resourceConfig /dev/null
none

Web Server

server restart required

the path and name for the file containing additional configuration
directives.

conf/srm conf
conf/srm conf

resour ceConfig conf/srm conf
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scriptAlias

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

scriptLog

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Understanding the Web Server

Thescri pt Al i as directive has the same behavior asahieas
directive, except that in addition it marks the target directory as
containing CGl scripts. URLs with% decoded path beginning with
<ur | - pat h> will be mapped to scripts beginning with directory-
filename.

none
Web Server

server restart required

the path(s) and file name(s) where documents will be stored
scriptAlias /cgi-bin/ /imail/imil/httpd/cgi-bin/
none

scriptAlias /cgi-bin/ /web/cgi-bin/

Sets a CGl script errdrogf i | e. If noscri pt Log is defined, no CGI
script error log is created. If defined, any CGI errors are logged into the
filename given as the argument. If this is a relative file or path it is taken
relative to the server root.

This log will be opened as the user specified in the nnsem directive.

This means that either the directory the script log is in needs to be
writable by that user, or the file needs to be manually created and set to
be writable by that user. If you place the script log in your rnags
directory,do not change the directory permissions to make it writable by
the user for the child processes.

Note: Script logging is meant to be a debugging feature when writing
CGl scripts, and is not meant to be activated continuously on running
servers. It isnot optimized for speed or efficiency, and may have security
problemsif used in a manner other than that for which it was designed.

scri ptLogLength

Web Server

server restart required

the name of the script error log file

none

none

ScriptLog /imail/imail/httpd/logs/cgi_|og
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scriptLogLength

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

serverAdmin

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Limits the size of the CGl scripbogfi | e. Since the ogfil e may log a
great deal of information per CGl error (all request headers and all script
output) it can grow quite large. This directive can be used to prevent
problems due to unbounded growth of the C&df i | e. If the file

exceeds this size, no more information is written to it.

Values are in bytes.

scri pt Log

Web Server

server restart required

the maximum number of bytes to which theyf i | e may grow.
1000000

1000000

scri pt LogLength 1000000

Sets the e-mail address that the server includes in any error messages it
returns to the client.

This directive should be set to an actual account for a system
administrator, or for a network operator who will receive administrative
mail.

It may be worth setting up a dedicated address just for this purpose.
none

Web Server

server restart required

a valid e-mail address at this domain

none

none

server Adm n j ohndoe@of t ware. com
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serverName

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

setHandler

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Understanding the Web Server

Sets the hostname of the server. This is only used when creating
redirection URLSs. If it is not specified, then the server attempts to deduce
the server name from its own IP address.

none
Web Server

server restart required

the hostname of the Web Server

the value written in InterMail’'sonf i g/ host namne file

none

server Nane | ex-devsun. soft ware. com

When placed into amt access file or a <Directory> or<Location>
section, this directive forces all matching files to be parsed through the
handler given by <handler-name>. For example, if you had a directory
you wanted to be parsed entirely as image map rule files, regardless of
extension, you might put the following into aht access file in that
directory:

set Handl er i map-file,

where

i map-fil e isthe <handler-name>
none

Web Server

server restart required

a handler name

server-status

none

set Handl er server-stat us
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transferLog

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

typesConfig

48

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Adds a log file in the format defined by the most retenfFor mat
directive, or inconmonLogFor mat (see the Apache documentation) if no
other default format has been specified.

This should be a filename relative to e ver Root .

If the first character of the argument is a pipg the rest of the argument
is then the program to which you want to pipe the messages.

Note: the new program will not be started foviar t ual Host if it
inherits thet r ansf er Log from the main server.

none

Web Server

server restart required

the name of the log file to be added

/vol 1/imail/httpd/|logs/access_| og
none

transferLog /vol 1/imail/httpd/l ogs/access_| og

Sets the location of the mime types configuration file. Filename is relative
to theser ver Root . This file sets the default list of mappings from
filename extensions to content types; changing this file is not
recommended. Use theldType directive instead (see the Apache
documentation). The file contains lines in the format of the arguments to
anaddType command:

m me-type extensi on extension

The extensions are lowercased. Blank lines, and lines beginning with a
hash charactet‘ # ) are ignored.

none
Web Server

server restart required

the location of ther ne. t ypes file.

/vol 1/imail/httpd/ conf/m nme.types
conf/ m ne. types

typesConfig /vol 1/imail/httpd/conf/mnm ne.types
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Understanding the Web Server

3.6 Security

The Web Server ensures security for user data by session management. A session is the series of
interactions between a client running a Web browser and the Web Server. It consists of an initial
authentication phase followed by a sequence of authenticated interactions between the user and
the Web Server. Session management is the means of retaining information associated with the
session for the duration of the session. This enhances security by ensuring that unattended
browsers will not normally grant access to a user's mail account.

3.6.1 Managing User Sessions

Session information is stored in the session database file. The path and name of this file should be
specified in thesessi onDBFi | ePat h configuration key. The default value for this key is

$I NTERMAI L/ ht t pd/ WebSessMyr . db. Any path that you enter here is interpreted to be relative

to $I NTERMAI L. For example, to set the name and path of the session database file to

ht t pd/ WebSessi onMgr . db, you would enter the following:

/ */ web/ sessi onDBFi | ePat h: [ httpd/ WebSessi onMyr . db]

If the user does not make any requests to the Web Server for some configurable amount of time,
his/her session data will expire and be deleted from the session database.

Two keys control the expiration of session data:
e sessi onExpireTi meout Secs
e sessionFl ushl nterval Secs

To set the length of inactivity after which the session data will be expunged, use the

sessi onExpi r eTi meout Secs configuration key. The value for this key is expressed in
seconds. For example, to allow 30 minutes (1800 seconds) of inactivity before expiring a user
session, you would enter the following:

/*/ web/ sessi onExpi r eTi meout Secs: [ 1800]

To specify the amount of time between flushes, usedhei onFl ushl nt er val Secs

configuration key. A flush occurs when the system goes through the session database and looks
for inactive sessions. When such sessions are found, they are expired. For example, to set the
flush interval to five minutes, enter the following:

/ */ web/ sessi onFl ushl nt erval Secs: [ 300]

If end users wish to continue use of WebMail or SelfCare after a session has expired, they must
repeat the authentication process to establish a new session. The application attempts to resume
the new session at the same place the user was when his/her previous session expired.
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3.6.2 Security for Password Information

After authenticating successfully for the first time, it is possible for the user to bypass the login
screen and authenticate automatically for subsequent sessions. This feature can be set using the
per m bypassaut hent i cati on class of service attribute. If this feature is set, the Web Server

can instruct the web browser to store the user’'s password as a cookie on the user's machine. The
next time the user logs in to WebMail or SelfCare, the Web Server fetches the user’'s username
and hashed password from the cookie, without requiring the user to log in again.

Note: This feature will not work if the end user’s browser has disabled the acceptance of
cookies.

Security for cookie information can be provided by expiring cookies after a specified amount of
time has elapsed. The cooki eExpi r eTi meout Days specifies the number of days before a
cookie expires. For example, to set the expiration limit to ten days, enter the following:

/*/ web/ cooki eExpi r eTi neout Days: [ 10]

3.7 Logging
Log files aid in debugging by recording the steps that led to an event or problem. Y ou can also
use information in log files to monitor system performance.

Because the Web Server incorporates third-party software, there are two different logging
mechanisms supported:

e Standard logging stored in the $| NTERMAI L/ | og directory that containsthe log files for al
InterMail servers and applications.

*  Web Server logging storedintheaccess_| og, error_l og, and htt pd. pi d filesin
$I NTERMAI L/ ht t pd/ | ogsdirectory.

3.7.1 Standard InterMail Logging

The web-based applications generate standard InterMail log files that keep a running record of
operations and connections to and from InterMail servers. These log filesroll over after a
configurable period of time and anew log file is started.

Thefileweb. | og contains areference to the current log file for the Web Server. Archived logs
are smilarly referenced in files that are identified by the prefix web, a host name, a date/time
stamp, and the log type (for example, web. venus. 199807240000- 0700. | og).

Standard InterMail logging controls apply to these files. Refer to the InterMail Operations Guide
for adiscussion of available logging options.
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3.7.2

Understanding the Web Server

Web Server Logging

Log files generated by the Web Server itself are written to the following two files in the
ht t pd/ | ogs directory:

e access_| og contains log entries for every Web Server action from the time at which the
log file was started. This log file is defined by theansf er Log directive.

* error_|log contains a record of all Web Server errors from the time at which the log file
was started.

These files record entries pertaining to all InterMail web applications that use the Web Server.

The example that follows suggests a possible entry iarther _| og.

[ Thu Jul 23 10:39:06 1998] access to
/ htdocs/ | nter Manager/ EU hel p. html failed for venus.software.com
reason: File does not exi st

Entries in theaccess_| og file use the common log format that is standard across most web
servers. The format is as follows:

renot ehost rfc931 authuser [date] <request> <status> <bytes>

where:
r enot ehost Remote hostname (or IP number if DNS hostname is not available.
rfco3l Remote logname of the user.
aut huser Username of the user.
[ dat e] Date and time of the request.
<request > Request line exactly as issued by the client.
<status> HTTP status code returned to the client.
<byt es> Content-length of the document transferred.

Figure 7 shows an example of a message iadhess_| og file.

Remote HTTP Status
Host Code

\ \
venus.software.com - - [22/Jul/1998:10:35:57 -0700] "GET /WebMail/authenticate.cgi HTTP/1.0" 200 2683

Number of

Date Request Bytes

Figure 7. An entry in the access_log file.
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Resetting Log Files

Log files can grow very quickly. Theccess_|I og file typically grows by 1Mb for each 10,000
requests. Therefore, it is necessary to roll over log files periodically and start a new log file.

The rotatelogs Utility

Ther ot at el ogs program in theSer ver Root / bi n directory is a good filter for pipinigt t pd
messages if you wish to control the length of the log files by “chopping” and saving them
periodically. For details on usingt at el ogs, see the man pages for that program.

Customizing Log Files

Logging operations can be customized to provide additional information, such as the user’s
browser type. Two directives are available for this purposansf er Log creates a log file, and
| ogFor mat specifies a custom format.

Note: Athird directive, cust onlog can be used to define both a log file and format using a
single directive (see the Apache documentation for an explanation of the cust ontLog
directive).

Thet ransf er Log andcust onlLog directives can be used multiple times in each server to cause
each request to be logged to multiple files. By default, log files creatieddogf er Log are in
standard Common Log Format (CLF) unless otherwise specified intffr mat directive.

CGl Script Error Logs

Thescri pt Log directive offers the option of defining a script log file. This file records errors in
the execution of CGI scripts.

While there is no way to pipe these error messages to a filter, you can limit the length of the file
by using thescri pt LogLengt h directive. No further CGI script execution errors will be written
to the script log file after the file length definedsier i pt LogLengt h is reached.
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4
Additional Configuration Keys

This chapter supplements the Configuration Key chapter imtédviail Reference Guide. It

includes updated information for previously documented configuration keys and complete
descriptions for keys not documented in the original manual. The format for full descriptions is
defined in the table that follows.

sampleKeyName

Description: Explains the purpose of the key, describes the format of key entries, and
provides suggested settings where appropriate.
Related Keys: Lists additional configuration keys (if any) that work together with this

key to achieve a specific result.
Servers Affected: Indicates the InterMail servers affected by this key.

Change Impact: Describes the implications of changing the value of a particular
configuration key.

Possible Values:  Describes allowable values for a key, e.gye orf al se, a text string,
an integer, etc.

Initial Value: Defines the “starter” entry that is set for this option when the server is
installed.
Default Value: Specifies the value the system will insert if an explicit value has not been

set for this particular option.
A “null” entry indicates that no default value exists.

Example: Sample syntax for the configuration key, including the complete
configuration hierarchy, the key name, a colon, a space, and the value of
the key enclosed in square brackets. For example:

[ */ web/ Sanpl eKeyNane: [12]

InterMail allows wildcard matching when entering IP address values for a configuration key.
0. 0. 0. 0 will match any IP address singas used as the wildcard value. For example, if

0. 0. 0. 0 is used as the IP address value forrtfleay Sour ceRenot el PLi st configuration

key, anyone is allowed to relay.

Another use of wildcard matching is found in the following example:
10.2.7.0
In this example the trailing O is stripped off, thereby makingz. 7. 0 the same a%0. 2. 7. *.
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4.1 List of New/Modified Keys

The configuration keys documented in this section are listed alphabetically by key name. If you
do not find a listing for the key you seek, please refer tontleeMail Reference Guide for
additional information.

allowedIPs
Description: Provides a list of addresses in CIDR notation [x.x.x.x/x] that are allowed
to connect to the POP Server. Those that cannot connect are instantly
dropped. If the list is empty, or the configuration key is not present, there
are no restrictions on connections.
Related Keys: none

Servers Affected: POP Server

Change Impact: Trivial, no server restart required

Possible Values: list of entries, or null

Initial Value: nul |

Default Value: nul |

Example: / */ popserv/al |l owedl Ps: []

alwaysTryFirst (modified)

Description: Indicates whether or not immediate mail delivery should be attempted for
domains that are already queuing mail.

In standard InterMail operation, if a queue already exists for a particular
domain, subsequent mail that arrives for that domain is automatically
added to the queue, with delivery re-attempted at intervals defined by the
value of theout boundDef er Pr ocessl nver val configuration key.

This behavior can be altered by usingdheaysTr yFi r st and

al waysTryFi rstLi st configuration keys.

There are four possible settings for tevaysTr yFi r st configuration

key. The first twof al se andt r ue, affectall domains that are queuing

mail. The other two settings| | ow i st ed anddenyl i st ed, affect

only a limited set of domains, those listed indhe@aysTr yFi r st Li st
configuration key. The settings and their effect on system behavior are as
follows:

* If the value ofal waysTryFirst is set tdf al se , InterMail will
never attempt immediate delivery of a message destined for any
domain that is already queuing mail. Instead, additional messages for
such domains will be added to the existing queues and held until the
next deferred mail processing interval. Use of this setting conserves
system resources by limiting delivery attempts to domains whose
mail host may be temporarily out of service.
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

alwaysTryFirstList

Description:

Additional Configuration Keys

» If the value ofal waysTryFi rst is setta r ue, InterMail will
always attempt immediate message delivery of all messages. A
message will be added to a queue only after InterMail learns that the
mail host for the desired domain is unavailable.

* If the value ofal waysTryFirst is settoal | ow i st ed, the system
can accommodate immediate delivery to a specified subset of the
domains that are queuing mail. If the domain to which the message is
addressed is listed among the entries irtheaysTr yFi r st Li st
configuration key, delivery will be attempted immediately regardless
of queuing status. However, if mail is already queuing for a domain
and that domain namerst listed among the values for the
al waysTryFirstLi st key, InterMail will simply add the message
to the existing queue without attempting immediate delivery.

* If the value ofal waysTryFi rst is set tadenyl i st ed, the system
can accommodate immediate delivery to most domains while denying
this option to a specified subset of the domains that are already
gueuing mail. If mail is already queued for the domain to which the
message is addressantl the name of that domain appears among the
values for theal waysTryFi r st Li st key, InterMail will simply add
the message to the existing queue without attempting immediate
delivery. For all other messages, delivery will be attempted
immediately.

Note: The alwaysQueue configuration key takes precedence over the
alwaysTryFirst key. If the alwaysQueue configuration key is set to true,
the value in alwaysTryFirst will beignored.

al waysTryFi rstList

MTA

trivial, no server restart required

true, false, allowisted, denylisted
fal se

fal se

[*IntalalwaysTryFirst: [allowisted]

Specifies a list of domains for which the system will allow or disallow
immediate delivery attempts (when mail is already queued for these
domains). Multiple entries are allowed, however each listed domain must
appear on its own line, between its own set of square brackets.

This key works in conjunction with the waysTr yFi r st configuration

key. Ifal waysTryFi rst is settaal | owl i st ed, then InterMail will

always attempt immediate delivery for messages addressed to any domain
in this list, even if mail is already queued for that domain. If

al waysTryFirst is settadenyl i st ed, then InterMail will never

attempt immediate delivery for messages addressed to any domain in this
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

badPasswordDelay

banners

56

list if that domain is already queuing mail. Instead, new messages will
simply be added to the domain's existing queue.

Note: If al waysTryFirst issettoeither t rue or fal se, thenthe
domainslisted in al waysTryFi rst Li st have no bearing on the
behavior specified in al waysTryFi rst.

al waysTryFi rst

MTA

trivial, no server restart required
a list of domains

nul |

nul |

[*/ntalal waysTryFirstList: [software.con
[ har dwar e. con

A value of 0 (zero) means there will be no delay between re-authentication attempts when the
user submits a bad password.

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Defines a list of banners (anonymous advertisements in the form of
banner graphics). Each banner is identified by a separate entry. Multiple
entries are allowed; however, each entry must appear on its own line,
between its own set of square brackets.

Each entry must be in the form:
<i mage>, <l i nk-url >

where:

<i mage> The path to the file containing the banner image.

<l'i nk-url > URL indicating the destination to which the user will be
taken after clicking on the banner image.

Note: Both entries may be set relative to the WebMail directory. If you
need a comma in either URL, use %2C (escaped comma) instead.

none
Web Server
server restart required

One or more entries, each consisting of a valid file path, a comma, and a
valid URL.

nul |
nul |

/*/ web/ banners: [ads/adl.gif, http://ww. software.coni
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bucketizeMtaDefer

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

Additional Configuration Keys

[ads/ad2. gif, http://ww. har dwar e. coni
[ads/ad3.gif, http://ww. wetwar e. or g]
[ads/ ad4.gif, http://ww. adbust ers. org]

Defines whether or not thief er r ed/ MTA directory uses buckets. This
feature is implemented in two places: the MTA and the Queue Server. For
this reason, it is required that you upgrade both the MTA and the Queue
Server to Mx 4.1.2 before enabling the key.

Note: This configuration key isreally meant only for transition from off
to on. Whileit is possible to switch back (on to off), it would require
additional Software.com assistance.

None.

MTA and Queue Server
Server restart required.
true/false

fal se

fal se

/*/ common/ bucketi zeM aDefer: [fal se]

cacheAlwaysReadThru

This key instructs the Directory Cache Server to always read-through to
the Integrated Services Directory when performing lookups, rather than
reading first from the cache.

Note: This key does not supercede cacheDi sabl eReadThr us, nor is
it superceded by cacheDi sabl eReadThr us. If both keys are set to true,
then the Directory Cache Server will always respond with

M5 UNKNOWNUSER, .

CacheDi sabl eReadThr us
Directory Cache Server

When activated, requests to the Directory Cache Server will
automatically read-through to the Integrated Services Directory rather
than first looking at the local cache.

t r ue- Only read through to the Integrated Services Directory.

f al se - Look to the local cache first, before reading through to the
Integrated Services Directory.

fal se
fal se

/*/i mdi rcacheser v/ cacheAl waysReadThru: [fal se]
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cacheAuthoritativeForMTA

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Determines whether or not information in the directory cache file should
be considered authoritative for account queries from the MTA.

If the value of theacheAut hori t ati veFor MTA configuration key is

set tof al se and the Directory Cache Server does not find requested
information in its local cache file, the server will attempt to read through
to the Integrated Services Directory to obtain the necessary information.

If the value of th&acheAut hori t at i veFor MTA configuration key is
set tot r ue, cached information will be considered authoritative aod
attempt will be made to read through to the Integrated Services Directory.

cacheAut horitativeOnDbFai l
Directory Cache Server

trivial, no server restart required
true orfal se

fal se

fal se

/*/i mdi rcacheserv/ cacheAut horitativeFor MTA: [fal se]

cacheDisableReadThrus

58

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Under normal circumstances, the Directory Cache Server reads through to
the Integrated Services Directory if it cannot find a particular user or the
proper password in its local cache. However, if a large amount of users or
passwords cannot be located, CPU resources may be drained, and the
option to disable read-thrus should be considered.

When read-thrus are disabled, the Directory Cache Server is considered
the authoritative source of information.

If this key is set to true, no read-thrus to the Integrated Services Directory
will take place. If set to false, the Directory Cache Server will function as
normal.

This key takes precedence over ¢eheAut hori t ati veFor MTA and
cacheAut horitati veOnDbFai | configuration keys.

cacheAut horitati veOnDbFail, cacheAuthoritativeFor MIA,
cacheDi sabl eWiteThrus

Directory Cache Server

no read-thrus to the directory will take place when set to true.
true, false

fal se

fal se

/*/i mdi rcacheser v/ cacheDi sabl eReadThrus: [fal se]
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Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

checkAuthentication

Additional Configuration Keys

cacheDisableWriteThrus

Under normal circumstances, the Directory Cache Server writes through

to the Integrated Services Directory if it cannot find a particular user or

the proper password in its local cache. However, if a large amount of

users or passwords cannot be located, CPU resources may be drained, and
the option to disable write-thrus should be considered.

When write-thrus are disabled, the Directory Cache Server is considered
the authoritative source of information.

If this key is set to true, no write-thrus to the Integrated Services
Directory will take place. If set to false, the Directory Cache Server will
function as normal.

cacheDi sabl eReadThr us

Directory Cache Server

no write-thrus to the directory will take place when set to true.
true, false

fal se

fal se

/*/imdi rcacheserv/ cacheDi sabl eWiteThrus: [fal se]

In thelnterMail Reference Guide, it states that iEheck Aut hent i cati on is set ta r ue,
authenticated SMTP login is required. In addition, bogus addresses will be denied if
checkAut henti cati on is set ta r ue.

If this is set tdf al se, bogus addressell L FROM andFr om address lines) are allowed and
SMTP authentication is not required for any address.

configRecorderSize

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Adjusts (only upward) the size of the recorder buffer used for recording
the current configuration values being used by InterMail. Since this buffer
is not written to any file, it will grow as needed to accommodate the
key/value pairs.

All servers.

any non-negative integer (zero disables the recorder buffer).
10240
10240

/*/ comon/ confi gRecorder Si ze: [10240]
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cookieDomain

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

60

Specifies the domain suffix to which autologin cookies may be passed.

A cookie is a file on the user’'s computer that contains authentication
information. It allows the user to perform a series of actions without
having to manually authenticate each for each action or subsequent log in.
(However, the cookie does expire automatically if it is not refreshed

within the time period defined by th®oki eExpi r eTi meQut Days
configuration key.)

The value for this key can be specified as the simple domain to which the
Web Server host belongs (e.gpf t war e. com), or it may be specified as
a particular host within that domain (exgenus. sof t war e. com).

If a host name is included in the value for this key, the cookie will only
work for a Web Server referencing that specific host. For example, if the
value is specified agenus. sof t war e. com the cookie will only work

for the hosvenus. sof t war e. com It will not work for

nmercury. sof tware. com

If no host name is included, the cookie will work for any Web Server host
in the domain. For example, if the value is specifieslcdis war e. com

the cookie will work fomer cury. sof t ware. com

venus. sof t war e. com nept une. sof t war e. com etc.

Note: Thereisno default setting for thiskey. If no domainis specified,
then none is sent with the cookie. The recommended setting is the top
level domain.

cooki eExpi r eTi neQut Days

Web Server

server restart required

any valid domain name (with or without a host name pre-pended)
nul |

nul |

[ */ web/ cooki eDonmi n: [ sof tware. conj
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Additional Configuration Keys

cookieExpireTimeoutDays

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Specifies the amount of time before a cookie (used for login bypass)
expires. The browser will expire a cookie if it is not refreshed within the
interval specified by the value of this key.

The value is specified in days. A value of zerndsrecommended.

Note: A cookie isrefreshed whenever a subscriber usesit tologin, or
whenever the subscriber submits the preferences formwith login bypass
enabled.

Cooki eDomai n

Web Server

Server restart required

any integer greater than zero

10

10

[ */ web/ cooki eExpi r eTi neout Days: [ 10]

createMboxes (modified)

Mailboxes can now be created automatically in response to delivery and retrieval attempts
initiated by the Web Server. To take advantage of this optiocr et eMooxes configuration
key should be set as follows:

/*/ web/ cr eat eMboxes: [true]

dbCacheSizelnKb (modified)

The value of thelbCacheSi zel nKb configuration key formerly represented the in-memory size

of an individual cache file. A change in design now allows the content of a single directory cache
to be divided among multiple files. The value of theCacheSi zel nKb configuration key has

been modified accordingly. It now represents the total size of all cache files on a given host (as
opposed to the size of each individual file). This improvement ensures that the memory footprint
stays constant when the number of cache files is changed.

Note: The number of cachefiles per Directory Cache Server is determined by the value of the
nunUser DbFi | es configuration key. See separate entry for details.
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dbReconnectinterval

Description: Period in which a server attempts to restore a lost connection to the
database. A value ofindicates lost connections are not restored until
server restart.

Related Keys: none
Servers Affected: Directory Cache Server
Change Impact: trivial

Possible Values:  any integer 0 and greater

Initial Value: 0
Default Value: 10 seconds
Example: /*/imdi rcacheserv/dbReconnectInterval: [5]

dirCacheUpdateThreshold

Description: Maximum amount of time in seconds a cache update can take before a
CacheUpdat eTi meTooLong notification is logged.

Note: If this configuration key is 0, no CachelUpdat eTi neTooLong
message is |ogged.

Related Keys: None.
Servers Affected: Directory Cache Server
Change Impact: trivial

Possible Values:  any integer 0 and greater

Initial Value: 0
Default Value: 0
Example: /*/'imdi rcacheser v/ di r CacheUpdat eThr eshol d: [ 5]

Error-Actions
Error-Text

62

TheError - Act i ons configuration keys define the system’s response to a given event.
Specifically, they indicate whether or not the event should be logged, and whether the message in
question should returned or held for review.

TheError - Text configuration keys specify the text of the bounce message sent when the value
of the correspondingr r or - Act i ons configuration key indicates that a message should be
returned.

Warning! DefaultEr r or - Text entries arenly provided forEr r or - Act i ons keys whose
default value is set toet ur n. If you set the value of any othérr or - Acti ons
keys tor et ur n, you must also enter the appropriate text value in the corresponding
Error- Text key.
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filterSendMessageCharset

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

hostnameAliasList

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Defines the character set used to by the sieve when sending new
messages.

none

MTA

trivial

us-ascii, any valid MIME character set
us- asci i

us- asci i

[*InmtalfilterSendMessageCharset: [us-ascii]

Describes other domain names or IP addresses for the MTA that appear in
the MX records. Below is an example of what the MX records may look
like if the domain name is “foo.com”:

f oo. com MX 5 foo0.com
f 0o. com MX 10 <MTrA of | SP>

If f oo. comis unavailable, the mail is delivered and stored with the ISP.
However, an ISP may have different names for the MTAs (internal and
external). For example, the external name is “mta.isp.com,” and the
internal name is “logos.isp.com.” When the ISP tries to send mail to
foo.com, and foo.com is not available, it will try to send to

“mta.isp.com,” the secondary location. Since the MTA does not recognize
that name (mta.isp.com) as itself, a mail loop is created.

The/*/ nt a/ host naneAl i asLi st key is used in these situations,
defining a name that the MTA should look for in the MX records if the
actual domain name or IP does not exist.

All records at this MX preference or higher will be removed when
sending mail to the foo.com domain.

Hostnames, IP addresses, or a mixture of the two.

[*/ ntal host naneAl i asList: [nta.isp.coni
[ 10. 2. 6. 98]
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inDeliveryDeferKb

In the manual, it incorrectly states that if the value for this key is gethere are no limits for
mail delivery. However, when inDeliveryDeferKb is sedtdhe key is completely disabled.

journalRollHours
journalRollIMbytes

Thej our nal Rol | Hour s configuration key controls the number of hours of journal information
that may be recorded in a single journal file. Thar nal Rol | Moyt es configuration key

controls the amount of information that may be recorded in a single journal file. If either of these
limits is reached, the current journal file is closed and a new journal file opened.

The limits defined by these keys apphbtuih the message journal files created by the Message
Store Serveand the queue journal files created by the Queue Server.

loginAliases
Description: If set to true, this allows the user to login (authenticate) using an SMTP
alias as a login name.
Related Keys: none

Servers Affected: Directory Cache Server
Change Impact: trivial
Possible Values: true, false

Initial Value: fal se
Default Value: fal se
Example: [ */ common/ | ogi nAl i ases: [fal se]

loginDefaultDomain (modified)

When a login connection is attempted without an explicit domain (@gj.,n user versus

| ogi n user @onai n), and the IP address for the connection is not listed among the values of
thel ogi nDef aul t Domai nTabl e configuration key, then the value of the this key is
automatically appended to the username as the default domain.

Note: Seetheentriesfor the ! ogi nNanmeConvert From | ogi nNameConvert To, and
| ogi nDef aul t Domaj nTabl e configuration keys for additional information.

loginDefaultDomainTable

Description: Provides a list of default domains based on the IP address to which the
POP connection is made.

Multiple entries are allowed; however, each entry must appear on its own
line, between its own set of square brackets and each entry must be in the
form:

<l Paddr ess>: <donai n>
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:
Default Value:
Example:

Additional Configuration Keys

where:
<| Paddr ess> the IP address from which the POP connection is made

<domai n> the default domain associated with users connecting
from that IP address

Thel ogi nDef aul t Domai nTabl e key provides flexibility. If a POP

server machine has multiple IP interfaces or if one of the interfaces has
multiple IP aliases, then clients can connect to different IP addresses and
get different default domains.

For example, if the entries for the key were as follows:

[ 128. 123. 46. 22: sof t war e. con
[ 128. 123. 46. 23: har dwar e. con

A user logging in as “joe” to IP addrek&3. 123. 46. 22 would be
recognized ape@software.corwhile a user logging in as “joe” to
IP addres428. 123. 46. 23 would be recognized gge@hardware.com

Note: Thistableis only consulted if the login name contains no @ sign.
If a match is found among the entries in the table the corresponding
default domain is added to the end of the login name with an @ beforeit.
If none of the P addresses match, then the value of the

I ogi nDef aul t Dormai n key is used. If that valueis not specified, no
default domain is added.

Logi nNameConvert From | ogi nNameConvert To

POP server, IMAP server
trivial, no server restart required

one or more entries, each consisting of an IP address, a colon, and a valid
domain name

null
null
/*/ common/ | ogi nDef aul t Donmai nTabl e: [128. 123. 46. 22]
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loginFilter

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

logRecorderSize

Description:

Related Keys:

Servers Affected:

66

A list of r egex substitution filters that are applied, in sequence, to every
name supplied in a POP authentication query before the name is looked
up in the Directory database.

The value of the loginFilter configuration key may include multiple
entries, but each entry must appear on a separate line contained within its
own set of square brackets.

Entries should be in the form:

s/ pattern/replace/opts
s/ pattern2/repl ace2/opts2 ...

where the “/” can be any single character not used in “pattern” or
“replace”, and “opts” can be empty or a string containing “g” and/or “i”
(similar to Perl).

Values are separated by a white space and/or punctuation.
Examples:
SUXKXX%yyy% , s™ApplerOraclenrgi, s/~(.*)$/zZ-\1/i

The pattern argument is a POSIX regular expression. The replace string
can be simple text, or it can contain expressions of the form “\N”, where
N is a digit. If the pattern contains at least N parenthesized groups, then
the text that matched the Nth group in the input will be substituted for the
corresponding “\N” in the output.

Note: If the IMDIAG environment variable contains "popFilter=3"
before starting the i ndi r cacheser v process, trace output will be
generated that may be useful in researching issues surrounding use of
this configuration key,

none
Directory Cache Server

server restart required

a string with multiple substitution expressions
nul |

nul |

/*/inmdircacheserv/loginFilter: [s%WXxXx%yy% ]

Adjusts (only upward) the size of the recorder buffer used for the log file.
A value of ‘O’'disables the recorder buffer (but still writes to file).

none.

all servers
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Change Impact: trivial, no server restart required

Possible Values:  Any non-negative integer

Initial Value: 100000

Default Value: 100000

Example: /*/ conmon/ | ogRecor der Si ze: [100000]
masterAgentHost

When installing InterMail, the option to turn on SNMP is providedy #s* is the option

selected, thé*/ common/ mast er Agent Host configuration key is set automatically. However,
if SNMP is turned off during installation (selectingo” as the option), and it is later turned on,
the/ */ conmon/ mast er Agent Host configuration key will need to be set manually in the
configuration database. SNMP functionality will not work if this key is not properly configured.

See thdnterMail Reference Guide for more information on this configuration key.

maxAutoReplyMsgLenKb

Description: Server-wide limit on the size of any mailbox “property” that can be
stored in the M_Aut oRepl yMessage table. Size is expressed in
kilobytes.

ThemaxAut oRepl yMsgLenKb configuration key limits the size of the
vacation message used for vacation-mode and auto-reply. In addition, this
key controls the size of the address book and signature text managed by
WebMail for each account.

Related Keys: None.
Servers Affected: MTA
Change Impact: trivial.
Possible Values: 0 to 1024

Initial Value: 100

Default Value: 100

Example: [ */ mt a/ maxAut oRepl yMsgLenKb: [377]
maxBadPassword

Specifies a limit on the number of bad password attempts allowed before a client connection is
dropped. Daot set the value to 0.

maxBadPasswordAddrs

A value of 0 (zero) means the system wdt maintain a list of the IP addresses of clients that
issued incorrect login information.
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maxBadPasswordDelay

A value of 0 (zero) means there is no delay; however you shotittisable this feature by
setting its value to 0. Instead, set the values ofrtlx@adPasswor dAddr s and
maxBadPasswor dUser s configuration keys to 0.

maxBadPasswordUsers

A value of 0 (zero) means the system widt maintain a list accounts for which an incorrect
password was given.

maxCursorsPerConn
Description: Controls maximum size of a cursor pool.
Related Keys: pri mar yDBnunConnect i ons

Servers Affected: Directory Cache Server
Change Impact: trivial

Possible Values: integers greater than 0O

Initial Value: None (not in initial config.db)
Default Value: 8
Example: [ */'imdi rcacheser v/ maxCur sor sPer Conn: [ 8]

maxDirectDelivery

This key sets the maximum number of recipients for messages that may be delivered directly
from memory. The original documentation states that any message with more than the specified
number of recipients gets written to the queue directory, however, this only occurs when the

| ocal Fal | back configuration key is set tior ue. If thel ocal Fal | back configuration key is

set tof al se, messages that exceed the maximum number of recipients are rejected.

maxMSSRetrieveConnectionList

Description: Indicates limits on RME connections used for retrieving mail from the
specified MSS host.
Related Keys: maxMSSRet r i eveConnect i onTi neout

Servers Affected: POP and IMAP Servers
Change Impact: server restart required

Possible Values:

Initial Value: enpty |ist
Default Value: enpty |ist
Example: [ */ conmon/ maxMSSRet ri eveConnecti onLi st: [nssl: 100]

[ mes2: 200]
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maxMSSRetrieveConnectionTimeout

Description: In order to retrieve mail from the MSS, an RME connection has to be
established. This key indicates the amount of time (in seconds) an RME
connection waits if the value in thexMSSRet r i eveConnect i onLi st
configuration key is exceeded.

Related Keys: maxMSSRet ri eveConnect i onLi st
Servers Affected: POP and IMAP Servers
Change Impact: trivial

Possible Values:  any integer greater than zero

Initial Value: 5 seconds
Default Value: 5 seconds
Example: / */ common/ mexMSSRet r i eveConnect i onTi neout: [ 5]

maxQueueTimelnHours

This key replaces theaxQueueTi nel nDays configuration key. Instead of being configured in
days, this key is now set using hours as its possible value. The initial defaults remain the same,
but the entry for days has been mapped to hours. The example below shows the conversion:

minimum allowed value = 12 hours
default = 96 hours
default no entry = 96 hours

Note: It isveryimportant that you update your configuration database when upgrading to 4.1.
If thisis not done, these changes to MaxQueueTi mei nHour s will not take effect.

maxPasswordFailures

Specifies a limit on the number of authentication failures on a given account or from a particular
IP Address before connections are dropped. The recommended minimum setting for this key is 1.
Do not set the value to O.
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maxSessionsPerUser

Description:
Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

maxThreads

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

messageFilesDir

70

There is an error in the documentation concerning the messageFilesDir configuration key. The

Limits the number of concurrent sessions for a single user.
none

Web Server

server restart required

any integer greater than zero

3

3

[ */ web/ maxSessi onsPer User: [ 3]

Limits the number of threads created per process.
Recommended values range fraf® to 10000.

Note: Thiskey isonly significant for installations which run on the IRIX
operation system.

none
all servers

server restart required

all non-negative integers (including zero)
2048

2048

[ */ common/ maxThr eads: [2048]

correct information is provided below:

Servers Affected:

Change Impact:

MSS

server restart required
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messageJournaling (MSS)

Description: Determines whether the MSS and garbage collection utility will generate
journal files while processing. MSS journals are fundamental to the
recovery of deleted messages, and the garbage collector journals are
important when pruning the backup Message File System.

Related Keys: none
Servers Affected: MSS

Change Impact: server restart required

Possible Values: true/false

Initial Value: true
Default Value: true
Example: [ */ mss/ messageJournal i ng: [true]
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messageJournaling (Queue Server)

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

mssConnPoolSize

72

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:

Initial Value:
Default Value:

Example:

Determines whether the Queue Server will generate journal files while
processing. The Queue Server journals are fundamental to the recovery of
deferred and undelivered messages.

none

Queue Server

server restart required
true/false

true

true

[ */i mqueueser v/ messagedournal i ng: [true]

Specifies the number of connections a single web server process should
cache between requests.

A setting of 0 means there is no connection pool. No connections are
cached, and any open connections are closed as soon as they are no
longer in use.

none

Web Server

server restart required

any non-negative integer (including 0)

10
0

[ */ web/ mesConnPool Si ze: [ 0]
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mtaHosts

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:

Initial Value:
Default Value:

Example:

multiJournaling

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:
Example:

Additional Configuration Keys

Defines a list of MTA hosts that will deliver mail sent from the Compose
form (the WebMail interface page that allows users to compose and send
messages).

Each entry must be in the following form :

<host nane>: <port #>
where:

The name of the host on which the MTA runs. The
stringl ocal host is a special value indicating the
current host (that is, the host on which the Web Server
generating the request is installed).

The port number on which to attempt connection. The
port number entry is optional. If no port number is
specified, port 25 is used as the default port.

Multiple entries are supported, as long as each appears on its own line,
between its own set of square brackets. A random entry is picked from
the list for each delivery operation.

none
Web Server

server restart required

<host nane>

<port #>

one or more entries, each consisting of a valid hostname, a colon, and a
port number

| ocal host: 25

| ocal host: 25

[ */ web/ nt aHost s: [ venus: 25]

[ nept une: 25]

Switches between the old, single-file journaling functionality and the
newer, multiple-file journaling functionality.

Because the MSS formerly wrote to a single journal file, more CPU
resources were needed to get desired throughput. By adding multiple
journal files, the MSS has improved its capacity

Affected servers are fully backward compatible when this key is unset or
set tof al se.
numJour nal sPer Server

MSS

server restart required
true orfal se

fal se

fal se

/[*/mes/ mul tiJournaling: [false]
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Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

numDBFiles

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

mutexSerialNumbering

Controls the numbering of mutexes created by the InterMail servers.

Warning! This key should not be modified except at the express
direction of Software.com technical support personnel.

none
all servers

server restart required
true orfal se

fal se

fal se

[ */ common/ mut exSeri al Nunbering: [fal se]

This key controls the number eéssi on. db files that get created. Once
this number is changed, none of the data in the existingi on. db

files is valid. It is recommended that thessi on. db files get recreated
if this value is modified.

This number should be set high if a large amount of records in the
sessi on. db files are expected.

It is suggested that a prime number is used:
(e.g.1,2,3,5,7,11,13,19,23,29...).

none

Web Server

server restart required

any integer greater than zero (prime number is recommended)
11

11

[ */ web/ nunDBFi | es: [13]
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Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

numUserDbFiles

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Additional Configuration Keys

numJournalsPerServer

Allots the given number of journal files to the server for its exclusive use.
Threads within the server process gain access to the journal files on a first
in, first out basis. If this key is omitted, the server uses a single journal

file.

If the mul ti Jour nal i ng configuration key is set toal se, this key is
ignored.

mul ti Journal i ng

MSS

server restart required

any integer greater than zero
1

1

[ */ mss/ numdour nal sPer Server: [1]

Controls the number of directory cache files is use by a single Directory
Cache Server. All required directory data is divided into these files. The
more accounts in the Integrated Services Directory, the larger the number
of files should be.

Note: Asarule of thumb, take the total number of accounts you expect
in the Directory database and divide by 100,000. Round the result to the
nearest even number, and use that number as the value for this key.

DbCacheSi zel nkb

Directory Cache Serverndi r sync andi ncachecont r ol utilities
server restart required

any integer greater than zero

1

1

/*/imdi rcacheserv/ numser DbFi | es: [ 2]

Note: Thiskey CANNOT be specified for individual hosts. For example, the number of database
filesis common to all Directory Cache Server hosts in the system. This is documented for
completeness (in practice, it is highly unlikely that the number of database files changes
from one Directory Cache Server host to another).

partitionRouterData

Description:

Controls whether or not router data in the cache database should be
partitioned. This is finer control over the cache database, and should not

© Software.com, Inc. 1997-1999 75



InterMail Supplemental Manual

Related Keys:

Servers Affected:

Change Impact:

Possible Values:
Initial Value:
Default Value:

Example:

partitionUserData

Description:

Related Keys:

Servers Affected:

Change Impact:

Possible Values:
Initial Value:
Default Value:

Example:

be used unless instructed by Software.Com.

partitionUserDat a
real ns

Directory Cache Server

All router data will be present in each cache if this key is deiltee.
By default, when realms support is enabled (see the realms configuration
key), router data is always partitioned.

Note: The i npat ch utility will not install this key
true, false

true

true

/*/imdircacheserv/partitionRouterData: [false]

Controls whether or not user data in the cache database should be
partitioned. This is finer control over the cache database, and should not
be used unless instructed by Software.Com.

partiti onRouterData
i mdi rcacheserv/real ns

Directory Cache Server

All user data is present in each cache database if this key i s¢t@.
By default, when realms support is enabled (see the realms configuration
key), router data is always partitioned.

Note: The i npat ch utility will not install this key.
true, false

true

true

/*/imdircacheserv/partitionUserData: [false]

gueueServerRetrieveHosts

76

Description:

Related Keys:

Servers Affected:
Change Impact:

Possible Values:

These are used in cases where you want to separate out functionality of
the various Queue Servers. This is a list of the machines that run Queue
Server processes that you want the MTA to pull deferred email from and
try and reprocess it.

queueSer ver St or eHost s
MTA

trivial

(empty list) = none
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[all] = all Queue Servers

[machineA] [machineB] = just machine A and machine B

Initial Value: al |
Default Value: al |
Example: [ */ ntal queueServer Retri eveHosts: [all]

gqueueServerStoreHosts

Description: These are used in cases where you want to separate out functionality of
the various Queue Servers. This is a list of the machines that run Queue
Server processes that you want the MTA to store deferred email on.

Related Keys: queueServer Retri eveHost s
Servers Affected: MTA
Change Impact: trivial
Possible Values:  (empty list) = none
[all] = all Queue Servers

[machineA] [machineB] = just machine A and machine B

Initial Value: al |
Default Value: al |
Example: [ */ ntal queueServer StoreHosts: [all]
realms
Description: Controls the use of partitioning (via realms) of the Directory Cache

Server. Partitioning data into realms reduces the size of the cache
database that each Directory Cache Server maintains. It uses smaller
storage and provides better performance for both lookups and updates.

Realms are configured by supplying a multi-line value. Each line contains

a realm number followed by a colon (:) and a comma-separated list of
hosts on which Directory Cache Server is running. Realm numbers are O-
based, and there can be as many as 32 realms. A host can appear on more
than one list with the understanding that the Directory Cache Server on

that host supports more than one realm. (Each realm is associated with a
subset of the total data that is present in the Directory).

The first host in the comma-separated host list is known as the “primary
host”. This host is responsible for all lookups for that realm. In the event
of a failure, the secondary host assumes that responsibility and so on.

Realms can be configured as the following simple example illustrates:

[*/imdircacheserv/realms: [0: pluto, venus]
[1: mercury, venus]
[2: uranus, venus]

In the above example, there are 3 realmpbut 0” is the primary host for
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rejectinvalidFromAddr

78

Related Keys:

Servers Affected:

Change Impact:

Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

realmo, “mer cury” for realm1 and ‘ur anus” for realm2. “venus” is a
backup server holding all the realm data (a full replica). The host list
behaves much like th# r CacheHost s configuration key and is much
like thedi r CacheHost s list in behavior. The hostyénus,” is not
gueried unless the primary host in that realm fails.

There can be more than 2 hosts listed for each of the realms, and realm
configurations are not required to have one hasir(tis” in the above
example) that acts as a backup with a full replica.

partitionUserDat a
partiti onRout erDat a

Directory Cache Server

If you already have a full copy of the data on each Directory Cache
Server host, you should get rid of database files that no longer belong in
that realm. Rumndi r sync -report Real ns to show you what

database files belong in what realm.

Note: Thei npat ch utility will not install this key
See the Description for more information.
None.

None. Real ns are disabl ed.

[*/imdircacheserv/realms: [0: pluto, venus]
[1: mercury, venus]

Specifies whether or not senders are required to provide a RFC 821
compliantvAl L FROM address.

If the configuration key is set to true, senders must provide a RFC 821
compliant address with thddl L FROM command in order for it to be
accepted. Note that in the case of rejection, the reply code and reply text
returned to the sender are defined by the valuesafk Repl yCode and

bl ockRepl yText , respectively.

If rej ectlnval i dFr omAddr is set to false, senders do not have to
provide an RFC-821 complianl L FROMaddress.

bl ockRepl yCode, bl ockRepl yText

MTA

trivial, no server restart required

true orfal se

fal se

fal se

/*IntalrejectlnvalidFromAddr: [false]
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rejectSenderBadAddress

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

If set to true, the sender address must parse correctly to be accepted (refer
to RFC821 for the definition of invalid). If the message is not validated, it
is rejected with 50 response code and text “Sender address is invalid.”

Below is complete set of anti-spam keys that define rules for rejecting
senders:

/*/ ntalreject Sender BadAddr ess: [fal se]
/*I ntalreject Sender BadDonai n: [fal se]
[*/ ntalreject Sender| PDonei n: [fal se]
[*/ ntalreject Sender NoDornei n: [fal se]

MTA

trivial

fal se/true

fal se

fal se

/*/ ntalreject Sender BadAddr ess: [true]
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relayMaxRCPTs

Chapter 11 of the InterMail Reference Guide, describesehay MaxRCPTs configuration key
incorrectly; see the following description for the correct information.

Description: In Chapter 11 of the InterMail Reference Guide,rthieay Max RCPTs
configuration key is described as a key that "defines the minimum
number of recipients...before relay restrictions are applied to it."
However, the key actually defines thmaximum number of recipients
allowed, not the minimum, before checking the relay restrictions.

For example, if the value of thel ayMaxRCPTS configuration key were

set to 3, then all messages with less than three recipients would be exempt
from established relay restrictions, however all messages with three or
more recipients would be subject to those restrictions.

Related Keys: rel ayLocal Must Exi st, rel ayDest Al |l owLi st
rel ayDest DenyLi st, relaySourcePolicy,
rel aySour ceDomai nLi st, rel ayLocal Domai nsCK,
rel aySour ceRenot el PLi st, rel aySourcelLocal | PLi st, and
rel ayNul | Restricted

Servers Affected: MTA
Change Impact: trivial, no server restart required
Possible Values:  any integer greater than zero

Initial Value: 0
Default Value: 0
Example: [*/ntalrel ayMaxRCPTs: [ 0]

Zero is the default value, and is recommended because it edusessages to go through relay
checks.

relayNullRestricted

The original documentation states that the value of ¢h@yNul | Rest ri ct ed configuration
key applies only if the el aySour cePol i cy configuration key is set tdenyLi st ed; this is not
correct. The value of theel ayNul | Rest ri ct ed configuration key applies if the

r el aySour cePol i cy configuration key is set tether denyLi st ed oral | owLi st ed.

requireSecureAuth

80

The description for theequi r eSecur eAut h configuration key in Chapter 11 of thaterMail
Reference Guide is erroneous; see the following correction:

Description: If this key is set to true, the MTA does not allow #t&H LOG N
command unless the user is connecting via SSL.

If this key is set to false, the MTA allow&JTH LOG N whether or not
SSL is enabled.

This variable does not cause authentication to be required; however, if the
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

retryOnConnectFail

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Additional Configuration Keys

user attempts to authenticate, it is required that they have a secure
connection.

The setting of this variable only appliesrifa/ checkAut henti cati on
is set to true; if it's set to fals&TH LOG Nis never allowed.

checkAut henti cation

MTA

trivial, no server restart required
true or false

fal se

fal se

[ */ ntalrequireSecureAut h: [true]

, Sets the number of times InterMail attempts to reconnect to a remote
host when a connection returBSONNREFUSED.

This is only for host reconnections within the InterMail system (i.e. MTA
talking to an MSS)

none
all servers

trivial.

any non negative integer

0

0

[ */ common/retryOnConnect Fai | : [ 2]
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rmeAccessList

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Indicates IP addresses or hostnames that are allowed to connect to the
RME port of any server. This serves as a protection for the RME port.

none
all servers

trivial

valid IP address or hostname

no restrictions, access allowed by al
no restrictions, access allowed by al

/*/ comon/ rneAccessLi st: [venus] [10.2.6.82]

scanOldMessagesintervallnHours

82

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Scanning for volumes of old mail can be resource intensive since each
piece needs to be inspected. This key allows the user to specify how often
to check the mail that has been in the system for more than the interval
specified by theraxQueueTi el nDays configuration key.

If it were set to 24 hours, then we would check each outbound domain
once a day for mail that was older therxQueueTi nel nDays.

maxQueueTi nel nDays

MTA Queue Server

trivial

integer number of hours

24

24

/*I ntal scand dMessagesl| nterval | nHours: [ 24]
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sessionDBFilePath

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Additional Configuration Keys

Specifies the path to and name of the session database file used by all
web-based applications (SelfCare and WebMail).

Paths may be absolute or relative. Relative paths are interpreted in
relation to thesl NTERMAI L directory.

Note: SelfCare and WebMail transactions are session based. When a user
logs in, the user’s token and selected account information from the
Integrated Services Directory is cached in the session database

sessi onFl ushl nt er val Secs,
maxSessi onsPer User

Web Server
server restart required

sessi onExpi r eTi neout Secs,

avalid path and file name
ht t pd/ WebSessMyr . db
ht t pd/ WebSessMyr . db

[ */ web/ sessi onDBFi | ePat h: [ httpd/ WebSessMyr . db]

sessionExpireTimeoutSecs

Specifies the amount of inactivity after which a session is marked as
eligible for expiration.

Vaues are indicated in seconds.

For example, if the value of the sessi onExpi r eTi meout Secs
configuration key were set to 1800, any session without activity for 1800
seconds (30 minutes) would be marked for expiration and flushed from
the database at the next expiration interval.

Note: Inactive sessions are flushed from the database at intervals defined
by thesessi onFl ushl nt er val Secs configuration key.

sessi onFl ushl nt erval Secs

Web Server

server restart required

any non-negative integer (including zero)
1800

1800

[ */ web/ sessi onExpi reTi meout Secs: [1800]
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sessionFlushintervalSecs

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

sslSmtpPort

Specifies the interval at which the Web Server goes through the session
database, looks for inactive sessions, and expires them.

Values are measured in seconds.
sessi onExpi r eTi meout Secs
Web Server

server restart required

any integer greater than zero

360

360

[ */ web/ sessi onFl ushl nt erval Secs: [ 360]

The following is an addendum to the existing descriptio®sdfSnt pPort in thelnterMail

Reference Guide.

Description:

Related Keys:
Servers Affected:
Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

snmpReconnectNapTi

Description:

Port number (usuallg65) that the MTA listens on for SSL (Secure
Socket Layer) connection requests from other MTAs.

When null, or- 1, it disables the SSL operation.

If the port specified i25, then the secure SMTP operates in the mode
defined by the SMTP Service Extension for Secure SMTP over TLS
(Transport Layer Security). TLS is essentially SSL, but with a negotiation
on the standard SMTP port (25) to indicate at the start of the transaction
that you want to talk securely. By settisig) Snt pPort to 25, any client

that uses the standard SMTP port and is SSL-compliant will negotiate a
secure connection.

none
MTA
server restart required

any valid, unused port number
465

-1

[*Intalssl SntpPort: [465]

me

Determines the length of time a server will wait after detecting that the
SNMP master agent is down, before attempting to reconnect to the master
agent.
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Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

statRecorderSize

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

Additional Configuration Keys

Values are measured in seconds.

Note: Each server retries only once per SNMP event; however, further
connection attempts will be made when additional SNMP subagent events
are generated.

none
all servers

trivial

any integer frond to 300
15

15

[ */ conmon/ snmpReconnect NapTi me: [ 15]

Adjusts the size of the recorder buffer used for the stat file. A valoie of
disables the recorder buffer (but still writes to file).

Possibly all servers

Trivial

Any non-negative integer (includirg.
10240

10240

/*/ common/ st at Recorder Si ze: [10240]
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traceRecorderSize

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

trustedInterfaces

Description:

Related Keys:

Servers Affected:

Change Impact:
Possible Values:
Initial Value:
Default Value:

Example:

verfiyDeferOK

There is an error in tHeterMail Reference Guide regarding the description for the
veri f yDef er K configuration key. The following revised description is correct:

86

Description:

Adjusts the size of the recorder buffer used for the trace file. A value of 0
will disable the recorder buffer (but still writes to file).

All servers.

Trivial

Any non-negative integer (includir®y
10240

10240

/*/ common/ traceRecorder Si ze: [10240]

List of host interfaces specified by IP address which are considered to be
“trusted.” Used in conjunction with the ef _popaccess,

pref popssl access, andpr ef i mapaccess class of service

attributes to limit locations from which users can access their mailboxes.

none

POP Server, IMAP Server
Trivial

List of IP addresses
enpty, no addresses
enpty, no addresses

[*/ comon/trustedl nterfaces: [10.2.7.49]
[10.2.7.50]
[10.2.5.51]

This key controls what happens in cases when the Directory Cache Server
is down and only has any affect whesl ayLocal Must Exi st ,
bl ockLocal NoAcct , veri f yRCPTs, orbl ockPer Account are set.

Whenr el ayLocal Must Exi st orbl ockLocal NoAcct are set, the
MTA will attempt to look upVAl L FROMaddresses in the Directory
Cache Server. Whereri f yRCPTs is true, or wheml ockPer Account
is true and the sender is blocked, the MTA will attempt to loORTRT
TOaddresses in the Directory Cache Server.

If the Directory Cache Server is down, ared i f yDef er Ok is true, the
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message is NOT deferred locally. Instead, the MTA responds to the client
with a 450 response, rejecting the message. The 450 response means that
the client should retry layer. Therefore, the client will defer the message,
not the server.

If theveri f yDef er Gk configuration key is false, the message is
accepted.. If el ayLocal Must Exi st is true, and the Directory Cache
Server is down, the MTA stops enforcingl ayLocal Must Exi st until

the Directory Cache Server comes back up. This same scenario is true for
bl ockLocal NoAcct , veri f yRCPTs, andbl ockPer Account .

Related Keys: rel ayLocal Must Exi st, bl ockLocal NoAcct , veri f yRCPTs, and
bl ockPer Account

vxfsSpaceReservation

Description: Enables an improved algorithm for the allocation of disk space for
InterMail message files.

If this key is set ta r ue, the system makes better use of available disk
space and reduces fragmentation.

This option works on Veritas filesystems only; it should only be used if
each and every file system mounted beneath the Messages directory
(defined by thevessageFi | esDi r configuration key) is a Veritas
filesystem.

Warning! Using this option with non-Veritas filesystems will generate
an Urgenfi oVxf sOpt Fai | ed error in thenss | og and unnecessary
impact on performance for each message created by the MSS.

Related Keys: none
Servers Affected: MSS
Change Impact: trivial

Possible Values: true orfal se

Initial Value: fal se
Default Value: fal se
Example: [ */ mes/ vxf sSpaceReservation: [true]
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Additional Administration Commands

This chapter supplements the Administration Commands chapterlimdtdail Reference
Guide. It includes updated information for previously documented commands and complete
descriptions for commands not documented in the original manual.

Commands are listed in alphabetical order for ease of reference.

iImaccountquery

The documentation farmaccount quer y shows the parameters for the option in both lower
case and mixed case. However, these parameters should only be used as lower case entries. See
the correct usage below:

Where:
-r addr

-r count

iImboxcopy

Although the imboxmove command will be used far more frequently when rel ocating mailboxes,
there are several scenariosin which use of theimboxcopy command may also be appropriate.
Those scenarios are discussed in the sections that follow.

Scenario 1: Using thei mboxcopy command to copy an existing mailbox from one account
to another on the same M SS host.

In this scenario, a subscriber requests a new e-mail name. The service provider provisions a new
account with the new name, then copies the old mailbox contents into the new account. To use
imboxcopy for this purpose, follow these steps:

1. Provision the second (new) account.

2. Create an associated mailbox for this account (using imboxcreate , imboxsync , or some
other mechanism).

3. Runimdirsync  to synchronize the Directory Cache with the updated contents of the
Integrated Services Directory (i.e., the newly created account).

4. Find out the Internal ID of the source (original) and target (second) accounts by running
imdbcontrol listaccounts or imaccountquery

5. Invokeimboxcopy as in the following example (where “555”: is the Internal ID of the
source mailbox and “7777” is the target mailbox):

venus% i mboxcopy ns:/ DB/ 555 ns:/ DB/ 7777
ns:/ DB/ 555 -> ns:/ DB/ 7777. Move succeeded
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Note: Thereare other options that *can* be used with i mboxcopy in this scenario. For
example, using the -force option will create a mailbox if there is no existing target
mailbox. See the InterMail Reference Guide for more information on possible
i mboxcopy options.

Scenario 2: Using thei mboxcopy command to copy a mailbox from HostA to HostB

This scenario assumes thatoxnove was previously executed to move a mailbox (or batch of
mailboxes) associated with an account (or accounts) from HostA to HostB; however, this move
was erroneous because it was discovered that some of the original accounts on HostA contained
mail. In order to use imboxcopy for this scenario, follow these steps:

1. On HostB, find out the Internal ID of the mailbox that you wish to copy.

2. Invoke imboxcopy as in the following example (where “venus” is the source MSS host,
“neptune” is the target MSS host, and “34567” is the Internal ID of the account):

venus% i mboxcopy ns://venus/ DB/ 34567 mns:// neptune/ DB/ 34567
Invokingi mboxcopy in this manner will copy the mailbox enus to the mailbox on

nept une. Please note, that as in Example A, otheroxcopy arguments may be appropriate to
the task you wish to accomplish.

imboxdelete

Thei nboxdel et e command deletes an InterMail message store. An inaccurate usage statement
was documented in tHaterMail Reference Manual. The following description is correct and
replaces the previously documentedhoxdel et e usage.

Note: Deleting an InterMail message store is NOT the same as deleting an account. Please
refer to the InterMail Mx Operations Guide for more information on how to delete an

account.
Syntax
i mboxdel ete [-v] [-a|-m<file>] <host> <Internall D>
Where
-V Verbose operation.
[-a <file>] An input file containing e-mail addresses.
[-m<file>] An input file containing Message Store IDs.
<host > Host upon which the message store resides.
<l nternal | D> Message Store ID.

Note:  You can find the Message Store ID and the name of the MSS host for a given e-mail
address with the i mboxget command.

Example

To delete a message store, ruoxdel et e as in the following example:
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pari s% i nboxdel ete paris 654321

i thoxdel ete: Message store 654321 del et ed!

iImboxmove
In Chapter 12 of thinterMail Reference Guide, the usage statement farboxnove is
incomplete as thed option has been omitted. The correct usage statement is as follows:
imboxmove [-i|-b] [-d <sourceHost>] <dstHost> <file> [<file>...]

imboxmove [-e] <dstHost> <srcHost> [<exclude>]

Where:
-i Runs in “interactive mode,” prompting the user to<itt er >
beforei nboxnmove proceeds to the next step.
-b Runs in “batch” mode where there is no prompting.

-d <sourceHost> Deletes successfully moved mailboxes from the specified source host.

<dst Host > Target MSS host to which all accounts will move.

<file> File containing the list of user accounts to move to the target MSS
host.

-e Moves only empty mailboxes from one host to another.

<srcHost > Source MSS host from which mailboxes will move.

<excl ude> List of mailboxes to exclude from theboxnove process.

Note: Any MTA serversthat are running must stop before running i mboxnove with the - e
option; for thisreason, you rarely use the - e option.

When using thé mboxnmove command on a particular host, verify that dfhve CacheHost s
configuration key (on that host) contains a list of all servers that run a Directory Cache Server
process. If all the servers are not listed in this configuration key, mail will continue to be
delivered on the original MSS host.

iImboxstats (modified)

This command can be operated in verbose mode withflag. A modification to the usage
statement has also been made and the hostname parameter has been removed.

Syntax:
i mhoxstats [-v] {storeld | sntpAddress}

Note: If the e-mail addressis specified, the hostname is not needed.
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imboxsync (modified)

Thei mboxsync command’s new behavior retains backward compatibility for input and output
mechanisms; however, three new options are available as well.

If -c is specified, the user is prompted beforboxsync creates mailboxes, but not prompted
beforei nboxsync deletes mailboxes. If -d is specified, the user is prompted beforexsync
deletes mailboxes, but not prompted before it creates mailboxes. With the -g option (which may
be used along with any one of the other options);, tthexsync does not report each ID

affected, but, instead reports the number of mailboxes to be created.

Mailboxes can be deleted safely under a running MSS, however, when pismgync with

newly created mailboxes, precautions must be taken. The best approach is to use the -y flag. This
option allows the msscal | input to be optionally saved for later execution. When the prompt
appears, asking to add/delete the mailboxes, answer “no.” This will icélusesync to generate

lists of the mailboxes which should be created or deleted. When the site is at an off-peak hour,
runi msscal | to create or delete these mailboxes. Note that any mailbox which is currently
loaded by the MSS will not get deleted. Thes. | og will report errors if the deletion of any

mailbox has failed.

imbroadcast

Thei nbr oadcast command is used to send email to mailboxes on an MSS host, without using
the MTA. Instead of using the SMTP parttbr oadcast uses RME and communicates directly

with the MSS.
Syntax:

i mbroadcast -f <filename> [-m <nssHost>] [-p <nmssPort>] [-a

<adnminlD>] [-t <seconds>] [-h]
Where:

-f <fil ename> Specifies the pathname to the message file. If the filename is
“" text is read fromst di n. This flag is required.

-m <nssHost > Specifies the logical hostname of an MSS; defaults to the
current host.

-p <mssPort> Specifies the MSS port for the broadcast operation. The
default is randomly selected from valid MSS ports if there is
more than one.

-a <adni nl D> Specifies thers Nane of the administration mailbox. The
default isadmi n, which is the default used bymsi ni t to
create the administration mailbox.

-t <seconds> Specifies the timeout in seconds for the broadcast operation.
The default is 8000 seconds (2.2 hours).

-h Prints the usage statement and exits.

It is possible for the broadcast operation to take a very long time, but it is not necessary for the
i mbr oadcast command to actually wait for the results. If the timeout is reachédoadcast
will print a warning and exit gracefully, but the broadcast operation will continue on the MSS.
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imcachecontrol

The imcachecontrol command allows the user to view account information that is currently stored
in the Directory Cache Server, such as aliases and POP and SMTP addresses.

Syntax:
i nrcachecontrol -h
Where:
-list <directory> List all information about all user accounts contained in the
cache. In general, this will be all of the InterMail accounts.
-I'm <directory> Report the “serial number” of the latest directory transaction
which was updated to the cache on this machine.
-h Provides usage statement.

By default,i ncachecont rol accesses the InterMail cache file, specified by the
/ host /i ndi r cacheser v/ dbFi | ePat h configuration variable, wheteost is the logical
hostname of the local host on which you are running.

The Directory Cache Server will periodically compare the latest “serial number” for the directory
with the latest “serial number” for the cache. If these numbers are the same, then the cache is up-
to-date. If the number in the directory is higher than the number in the cache, then the cache must
be updated with the intermediate directory transactionsi fitiier sync utility does this

operation on demand.

Imcachecopy

Thei ncachecopy command is used to copy directory cache files in previous versions of
InterMail; however, it is a reserved command and should only be used in conjunction with
Software.com technical support.

imcacheread (modified)

A new argument-(c) has been added in order to display class of service information for a given
input address. If thencacher ead -f command does not work properly; useith€bcont r ol
utility’s Li st Account For war ds option instead.

imctrl

The correct usage statementifoct r 1 is as follows:

imctrl [-lists] [-verbose] [-dryrun] {<host>[:<host>]]|!| ocal host|
al Il hosts} {start|drain|stop|kill|restart|drainStart|stopStart|

exitStart|killStart} {<server>[:<server>:<server>]|mail servers|
al | servers}

The 4 i st s argument displays a sorted output of servers that are being affected.
See thdnterMail Reference Guide for a complete explanation of the options.
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imdbcontrol

94

This warning was listed in the Release Notes, but bears repeating here.

Warning! TheDel et eCosAttri but e argument to thendbcont r ol utility is extremely
dangerousDo not use this argument!

New Additionsto theimdbcontrol utility

Previously, if there was no data in the table whetbcont r ol gf mwas called, an Oracle error
would result. Thé ndbcont r ol utility now returns the following:

Earliest Log Entry: 0 (Log table enpty)
imdbcontrol CreateAccount

The usage statement fiordbcont r ol Cr eat eAccount is documented incorrectly in the
Integrated Services Directory Guide. For the correct usage statement, see the following:

Usage:

i mdbcontrol ca <pSnt pAddress> <delivery-host> <internal -i d>
[ <PopAddr ess> [ <password> [-convert] (clear | md5-po | uniXx)
[<Domain> [(A| L | D| M| S| P) [(S]| A [<CosNane>]]]]]]

Where:

pSit pAddr ess The local part of the SMTP address for the account
(the part which precedes the “@” symbol in the e-
mail address).

del i very- host The name of the MSS host on which the mailbox for
this account will be located.

internal -id A unique ID shared between the Directory database
and the MSS.

PopAddr ess POP/IMAP login name.

password Password for POP/IMAP access. If a password is

-convert , specified, the hashing scheme (or lack thereof) must

cl ear | nu5- pof uni x be indicated. Note that if the -convert option is
omitted, imdbcontrol does not hash passwords.

Donai n Domain with which the account is associated. If
none is specified, the default domain is assumed.

AlLIDMS|IP Status of the account. The possible values for this
parameter are: A (active), L (locked), D (deleted), M
(maintenance), S (suspended), P (proxy). The
default is A (active).

S| A Account type of the account. The possible values for

this parameter are A (administrative) and S
(standard). The default is S (standard).

CosNane Class of service with which the account is
associated. If none is specified, the default class of
service is assumed.
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imdbcopyarchredo (modified)

Two new arguments,backupkeepcount and eopi edbackupkeepcount have been added.

- backupkeepcount <n> Keeps around enough archived redo logs to roll
forward the las&kn> backups made by
i mdbhot backup in the databases chi ve_dest .
Delete all older archived redo logs.

- copi edbackupkeepcount <n> Like backupkeepcount , except it determines how
much archived redo is kept in theopyt odi sk
directory.

imdbhotbackup

When using thé mdbhot backup command, you must set th&/ conmon/ | ogDi r
configuration key. If this is not specified, the command will not function properly.

imdbindexrecreate

Thei ndbi ndexr ecr eat e command drops and recreates corrupt indexes. Oracle 7.3.4.1 has an
issue where indexes can become partially corrupted. When this occunsibi@dexr eor g

utility cannot successfully compress the index, and using the “ALTER INDEX REBUILD” SQL
command also fails. The only way to repair a corrupted index is to drop it and recreate it from
scratch. Thé ndbi ndexr ecr eat e utility automates this task.

Only runi ndbi ndexr ecr eat e during a maintenance window. The utility breaks all connections
to the database and prevents InterMail software from reconnecting to the database as it runs. Stop
the MSS before running the utility against its database.

Run thei ndbi ndexr ecr eat e utility as the oracle user to ensure that the utility has permission
to stop and start up the database:

% su oracle

Syntax
% i ndbi ndexrecreate -id <user>/<pass> -dbnane <ORACLE S| D>
Where:
<user >/ <pass> The username and password for the Oracle InterMail user
(imai |l /imail by default).
<ORACLE_SI D> The name of the Integrated Services Directory database

instance I(MD1 by default).
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imdbspacequickcheck

Output of thd mdbspacequi ckcheck utility is significant as it warns of an impending
tablespace crisis. Therefore, it is important to note that the output of this comroalyd is
recorded in thé ndbspacequi ckcheck. | og.

InterMail system administrators must monitor im@lbspacequi ckcheck. | og for urgent
messages like the example that follows:

19980806 181659265 nssl i ndbspacequi ckcheck 20601 1 1
Ur gt ; DbTool sSpaceEner gencyCri si s(103/14) | MML POX02PK_| M HDRADDRESSI NDEX

imdirsync

Thei ndi r sync documentation notes that thien'tli r sync utility will bring the directory cache

up to date with the Integrated Services Directory database itself.” However, it should be noted
that if the Directory Cache Server is running wheni tindi r sync utility is executed, the

Directory Cache Server will not use the new cache file until the period defined by the

di r CacheUpdat ePer i od configuration key has expired.

The net effect is a potential delay, as account attributes that are modified in the database are not
immediately propagated to the directory cache in use.

imfilterctrl

Theinfilterctrl is used to set or retrieve per-user filter rules for an individual account.

Syntax:

infilterctrl <option> <address> <domain> {-} {<filter-file>|<filter-
file to stdout>}

Where:
option Specifies the operation to be performed. There are three
choices: get, set, and clear.
get Retrieves per-user filtering information for a specified user.
set Sets a new per-user rule for a specified user.
cl ear Removes all rules for a specified user.
addr ess SMTP address of the specified user.
domai n Domain name of the specified user.
filter-file A text file containing filtering rules.

filter-file to stdout The file to which filter data will be written.
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imfolderlist

Thei nf ol derl i st command retrieves all messages in a message store and prints their headers
to standard output. This command lists the header information for all messages in a specified
message store’s folder.

Syntax

infolderlist { storeNanme | enmunil-address} [-folder <fol derNane>
[-s]] [-€e] [-d] [-all] [Froml [Subject] [Date] [Message-ID] [other

header s]
Where:
<MessageSt oreName>  Internal id of the message store.
<enmi | Addr ess> Account's email address, including the domain name.
-fol der Lists contents of the specified folder (defaults to /INBOX)
<f ol der Nane> Specific folder to list
-S Also list messages in all subfolders of <folderName>
-e Also list contents of .ERROR folder
-d If command fails, -d will give detailed error messages
-all Prints all the header attributes. The default is to print out the
From Subj ect , Message- | D, andDat e attributes.
ot her Headers Lists each header specified (if none, defaults to -all).
Example

To list theTo: , From , Subj ect : , Dat e: , andMessage- | d: lines from the headers of each
message in thel NBOX of the Message Store identified by the internal ID 999, enter the
following.

i nfol derlist 999

To list theFr om andCont ent - Type: lines from the headers of each message in TRASH
folder of the mailbox which corresponds to johnDoe's account, enter the following:

i nfolderlist johnDoe@ryDomai n. com -fol der / TRASH Fr om Cont ent - Type

Note: Inaddition to the standard headers shown with the attribute option, you may include
additional client- and server-specific headers for a given message. The header output for
each header attribute consists of a message index, a colon followed by the header
attribute type (for example, From), a colon and the value of the header attribute. A blank
line separ ates the output for each message.
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immovemsgfiles

Thei nmovensgf i | es command will move a group of message files from the source paths to the
destination paths listed in the buckets file. Theovensgfi | es command will also update the
MSS database information for each message that was moved.

This command is useful if it is necessary to take a message file system offline and move message
files to a new location. It must be executed on the same machine where the MSS is running and
where the message files reside.

While running the command, the MSS may be left running. In this case, udd tileoption to
prevent unnecessary errors in mailboxes that are open. These old links should then be removed
after a 24 hours.

Syntax:
i movensgfiles [-help] [-verbose] [-noop] [source-paths...]
[-src source-path-list] [-dst buckets] [-link] [-renopve]
where:
-hel p Reports usage statement.
-verbose Causes command to report additional informational
messages as it runs.
- hoop In this mode, no operation that would change the

system is allowed to take place. Operations that
would change the system are reporte8TDOUT

(preceded byooP).

sourcePaths... A list of directories or message files which should
be moved. For each directory that is listed, all
message files found beneath that directory will be
moved.

-src sourcePathList Each file specified with the -src option contains a
list of source paths. Each source is treated
identically to the sourcePaths that were listed on the
command line (as explained for the previous
parameter). In order for immovemsgfiles  torun, at
least one source message file or directory must be
specified, either viathe sourcePaths or the
sourcePathList parameters. This option may be
repeated.

-dst buckets Each specified buckets file contains alist of those
directories that the command can use as target
directories. Each directory listed in the buckets file
is assumed to be relative to the messageFilesDir
configuration key, unless the directory is an absolute
path (beginning with slash). If no bucketsfileis
specified, the messageFilesDir/buckets fileis
used. Thisisthe same buckets file which the MSS
usesin order to determine where to store message
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files. This option may be repeated.

-link Once the messages have been copied to their target
locations, the original message source files are
replaced by links to the corresponding target
message files.

-renove Once the messages have been copied to their target
locations, the original message source files are
removed.

Note: The-/ink and - r enbve cannot both be specified. If neither -/ i nk nor - renove
options are specified, then the source message files are left in place, although the MSS
database will no longer refer to them.

immsgfind

Thei nrsgf i nd utility now looks for message-ids in the message header, not the MSS database.
In order to disable this new method, use option, and immsgfind will operate as it previously
did. See thénterMail Reference Guide for more information on thienmsgf i nd utility.

immsgverify

Thei nrsgveri fy command prints a list of all “widows” and “orphans” to standard output.
“Widows” are messages occurring in the database which have no corresponding message files in
the Message File System. “Orphans” are files in the Message File System for which no database
entries can be found. Since thensgveri f y command needs to compose complete lists of
messages in both the database and the Message File System, it usually takes a long time to run.

Thei nrsgveri fy command has no options or parameters and should be runi anitheuser
on a MSS host.
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immsinit

To create the administrative message store, you maywséni t with the- wargument. This
argument allows you to specify a message in a text file. In order to perform this procedure, you
may need to edit the*/ wel coneMsgl d configuration key to a unique value (such as the
combination of “Welcome” and a date/time stamp), as in the following example:

<\l cone. 042899>

Next, format the welcome message witkram , To: , Message- | D: , andSubj ect : header, as
in the following:

From Admn

To: New Users

Message- | D. <Wel cone. 042899>
Subj ect: Wel conme to Everyone!

Wl come to InterMail by Software.com This is your first electronic mail nessage.
May you have nmany nore!

The-a <adminID> flagisused with theimmsinit command to indicate the M essage Store ID
of the Administrative User. By default, the Administrative User is the postmaster. If you want to
designate someone other than the postmaster as the Administrative User, change the default value
using the -a <adminID>  flag. Seethe InterMail Reference Guide for additiona information on
use of theimmsinit  command.

Impopuserstats

Theimpopuserstats  utility parses the popserv.log filesin the $SINTERMAIL/$logDir
directory. The output of thelog file lists the number of POP user activities within each day and
hour. The hour is printed as a single 24-hour number.

Sampl e output appears below. The first number in each row is the number of transactions by
testuser1 within asingle hour. The next number indicates the date (in Y YMMDD format). The
third column indicates GMT time.

venus% i mpopuserstats testuserl

970102 13
970102 15
970102 16
970203 14
970108 11

AR RLRERN

The output indicates that there were 2 user transactions logged by the pop-server on January 2,
between 1:00 pm and 1:59 pm, one transaction that same day between 3:00 pm and 3:59 pm, and
one between 4:00 pm and 4:59 pm. There was one transaction on January 3 between 2:00 pm and
2:59 pm, and four transactions on January 8 between 11:00 am and 11:59 am.
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imqueuesplit

Thei ngueuespl i t command allows the user to split outgoing e-mail queues. During some

service periods, when the system cannot deliver outgoing e-mail because the remote domain is
not available, it must defer the mail and outgoing mail queues can get very large. Deferred mail
messages reside in outgoing queues: there is one queue for each unreachable remote domain.

Periodically, InterMail will scan all out-going queues. For each queue still containing deferred e-
mail messages, InterMail will attempt to connect to the corresponding domain. Once InterMail
successfully connects to the remote domain, it will attempt to deliver all messages in the queue,
one at a time.

In a heavily loaded InterMail system, thousands of messages could accumulate in the deferred
queue while the remote domain is rejecting connections. In this case, once the remote server is
again accepting connections, it could take some time to deliver all the messages, since InterMalil
is only delivering one message at a time for each deferred queue. In order to get InterMail to
deliver several messages to the same remote domain simultaneously, it is necessary to divide the
mail in the deferred queue between several different quiemgseuespl i t will split these

outgoing queues for reprocessing messages.

Syntax
i mqueuesplit [-q] <destdomai n> <newdest> [<newdest> ....]

where:
-q Uses thebqueueDi r directory rather than on tl$TASpool
directory.
<dest domai n> Domain name for outgoing queued mail.
<newdest > Additional domain name(s) for outgoing queued mail.

imspoollistoldfiles (modified)

This command has changed with the introduction of the Queue Server in InterMail 4.0.

Syntax:

i mspool listoldfiles [-help] [-days <nunmber>] [queue|spool]
Where

-hel p Print usage information.

-days <nunber > Find spool files older thatnnunber > days. (Four days by default.)
queue Examine only the queue directory.
spool Examine only the spool directory.

If neitherqueue norspool is specified, both directories will be queried (provided they exist).
The age is configurable from the command line using tlag's option and there are no
limitations on this<nunber > with respect to “today's” date.

© Software.com, Inc. 1997-1999 101



InterMail Supplemental Manual

102 © Software.com, Inc. 1997-1999



Additional API I nformation

This chapter supplements the API information inltitegrated Services Directory Guide. It
includes updated information for previously documented APIs and complete descriptions for
APIs not documented in the original manual.

The APIs are divided into three sections for ease of reference:
* InterMail C-API

* InterMail Perl API

* InterManager Perl API

6.1 InterMail C-API

This chapter supplements the InterMail C-API chapter inritegrated Services Directory
Guide.

6.1.1 InterMail C-API Function Summary

The following is a summary of API functions found in Chapter 5 of tegyrated Services
Directory Guide.

Library
int IMInitLibrary();

int IMInitApplication(const char* appNane, |MError*);
i nt | M Set MSSConnPool Si ze(i nt pool Size, |MError*);

IM_Error
int IMInitError(IMError*);
int IMFreeError(IMError*);
int IMSetError(IMError*, int errNum const char* string);
int | MGetErrorMienonic(const |MError*, char* buf, int bufsize);

int | MErrno2Wnenonic(int errNum char* buf, int bufsize);
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IM_StringArray

int IMInitStringArray(Il M StringArray*);
int IMFreeStringArray(l M StringArray*);
int I MCopyStringArray(l M StringArray* dst, const | MStringArray*
src);
int IMZeroStringArray(l M StringArray*);
IM_Domain
int IMInitDonmain(lMDomain*);
int I MFreeDomain(| M Donmai n*);
int I M CopyDomai n(I M _Domai n* dst, const | M Domai n* src);
int | M ReadDonai n(1 M Donmai n*, |MError*);
int | M _ReadDomai ns(char* from char* till, int max,
IMStringArray* domains, |MError*);
i nt I M ReadSubDomai ns(char* topDomain, char* from char* till,
int max, I M StringArray* domains, |MError*);
int | MCreateDomai n(I M Domai n*, | MError*);
i nt | M Updat eDomai n(I M Dormai n*, | MError*);
int | MDel eteDomai n(I M Dormai n*, | MError*);
IM_Account
int IMInitAccount (I MAccount*);
int I MFreeAccount (I M Account*);
int | M ReadAccount (I M Account*, IMError*);
int | M ReadAccounts(char* topDomain, char* from char* till,
int max, IMStringArray*, IMError*);
int 1| M ReadPOP3(const char* pop3, | MAccount*, |IMError*);
int | MCreateAccount (I M Account*, |IMError*);
i nt | M UpdateAccount (I M Account*, |IMError*);
i nt | M Updat eAccount Addr (I M_Account*, | M Account* newAddress,
I M Error*);
int | MDeleteAccount (I M Account*, |IMError*);
int | MReadAlias(const char* alias, |IMAccount*, |IMError*);
int | M ReadAccount Aliases(IM Account*, IMStringArray*, IMError*);
int IMCreateAlias(lMAccount*, const char* alias, IMError*);
int |MDeleteAlias(const char* alias, IMError*);
int 1 M ReadAccount Forwards(|I M Account*, IMStringArray*, |IMError*);
int | MCreateForward(lM Account*, const char* forwardTo, |MError*);
int | MDeleteForward(lM Account*, const char* forwardTo, |MError*);
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i nt | M Enabl eAccount Forwards(1 M Account*, |IMError*);

i nt | M.Disabl eAccount Forwards(| M Account*, | MError*);

int | MReset AcCos(I M Account*, |IMError*);

i nt | M UpdateAcCos(l M Account*, char* name, char* value, IMError*);
int | MDel eteAcCos(l M Account*, char* name, |MError*);

i nt | M HashPassword(char* password, char* hashPassword, int |en,
I M_PwHashType) ;

nt | M CheckPassword(char* password, char* hashPassword,
| M_PwHashType) ;

IM_Mbox
int I MInitMox(lMMox*);
int I MFreeMox(l M Mox*);
int | M ReadMyox(l M Miox*, | MError*);

int | MCreateMox(lMAccount*, const char* wel comeMsgld,
I M Moox*, |IMError*);

int | MDel eteMiox(lM Mox*, |IMError*);

IM_Folder

nt | M.InitFol der (I M Fol der*);

nt | M FreeFol der (I M _Fol der*);

i nt | M ReadFol der (1 M Moox*, | M Folder*, |MError*);
int | MCreateFol der (I M Moox*, | MFolder*, IMError*);

i nt | M RenaneFol der (I M Moox*, | M Fol der*, const char* dstnaneg,
I M Error*);

int | MDel eteFol der (I M _Moox*, | M Folder*, |IMError*);

i nt | M ScanFol der Msgs(| M _Mox*, | M Folder*, int numVsgs, |MMg**
I M Error*);

int | MDel eteFol der Msgs(1 M Miox*, | M Fol der*,
i nt numvsgRefs, int* nsgRefs, IMError*);

int I M MveMsgs(lMMox*, |MFolder* src, |MFolder* dst,
int numvsgRefs, int* msgRefs, IMError*);

int | MCopyMsgs(l M Mox*, |IMFolder* src, | MFolder* dst,
i nt numvsgRefs, int* nsgRefs, IMError*);
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IM_Msg

int IMInitMg(lMMg*);

int | MFreeMsg(l M Msg*);

int | M ReadMsg(l M Moox*, | M Folder*, |IMMg*, |IMError*);

int | M ReadMsgHeader (1 M Moox*, | M Folder*, |IMMg*,
const char* hdrLabel, char** hdrValue, |IMError*);

int | M ReadMsgBody(| M Miox*, | M Folder*, IMMsg*, int offset,
int size, char** text, IMError*);

int | MCreateMsg(l M Mox*, |IMFolder*, const char* from
const char* rfc822nessage, | M Msg*, IMError*);

i nt | M UpdateMsgFl ags(| M Moox*, | M Folder*, | MMsg*,
const char* flags, IMError*);

int | MDel eteMsg(l M Mox*, |MFolder*, |IMMg*, |IMError*);

IM_Mimelnfo

i nt
i nt
i nt
I M E

IM_Rep

i nt

i nt

i nt

i nt

i nt

i nt
IM_Cos

i nt

i nt

i nt

i nt

i nt

i nt

i nt

i nt

IMInitMmelnfo(l MM nelnfo*);
I M FreeM nel nfo(l M M nel nf o*);

| M ReadMsgM nel nfo(l M Miox*, | M Fol der*, | M Mg*,
I M M nel nfo* parent, int index, | MM nelnfo* output,
rror*);

ly

I M I nitReply(l MReply*);

I M FreeRepl y(I M Repl y*);

I M ReadRepl y(I M Account*, |IMReply*, IMError*);

I M CreateRepl y(I M Account*, I MReply*, IMError*);
I M_Updat eRepl y(I M_Account*, | MReply*, IMError*);
| M Del et eRepl y(I M_Account*, | MError¥*);

I M_I ni t Cos(1 M Cos*);

I M FreeCos(1 M Cos*);

I M ReadCos(1 M Cos*, IMError*);

| M_ReadCosNanes(I M StringArray*, I MError*);

I M CreateCos(I M Cos*, IMError*);

I M Set CosAttribute(l M Cos*, char* name, char* value, IMError*);
I M Unset CosAttribute(l M Cos*, char* name, |MError*);

I M Del eteCos(I M Cos*, IMError*);
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IM_CosAttrDef

int IMInitCosAttrDef (I M CosAttrDef*);
int | MFreeCosAttrDef (I MCosAttrDef*);
int |MCreateCosAttribute(lMCosAttrDef*, IMError*);
int | MUpdateCosAttribute(lM CosAttrDef*, IMError*);
int | MDeleteCosAttribute(lMCosAttrDef*, IMError*);

IM_CosAttrDefArray

int IMInitCosAttrDefArray(l M CosAttrDef Array*);
int | MFreeCosAttrDef Array(l M CosAttrDef Array*);
int | M ReadCosAttributes(lM CosAttrDefArray*, | MError*);

IM_Config
int IMInitConfig(lMConfig*);
int I MFreeConfig(lMConfig*);
int | MReadConfig(lMConfig*, IMError*);

IM_LogContext

int I MInitLogContext(lMLogContext*);

int 1 MFreeLogContext (| M LogContext*);

int | M ReadLogContext (I M LogContext*, IMError*);

i nt | M Updat eLogContext (1l M LogContext*, |MError*);

IM_LogMsg
int IMInitLogMsg(lM LogMsg*);
int | MFreeLogMsg(l M LogMsg*);
int | M ReadLogMsgText (I M LogMsg*, | M Error*);
int IMWitelLogMsg(lM LogMsg*, |IMError*);
int |MCreatelLogFile(lMLogMsg*, |IMError*);
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6.1.2 Additional InterMail C-API Information

The information presented in this section provides clarification of discussions that were
previously incomplete and acknowledges errors iritegrated Services Directory Guide.

IM_DeleteAccount vs. IM_DeleteMsg

IM_DeleteAccount only deletes the account information from the database. This is not the same
as removing a mailbox. In order to delete a mailbox, you must use the IM_DeleteMbox API.

IM_CreateAccount

Thel M _Cr eat eAccount function returns an error when an account is created VAtHasH
value ofl M_PWHASH_NO_CHANGE. Thel M_PWHASH NO_CHANGE constant is only valid when
used withl M_Updat eAccount () .

Case corrections

In thelntegrated Services Directory Guide, there are several errors regarding case-sensitive
commands. These commands appear in mixed-case throughout the manual when they are actually
all lower-case. The correct case appears below:

iminit ()

i mversion ()

imerrnum ()

imerstr ()

i merrmenonic ()

All mentions ofvoi d in the InterMail C-API documentation should be changechta

6.2 InterMail Perl API

The information presented in this section provides clarification of discussions that were
previously incomplete and acknowledges errors in Chapter 6 &itdgeated Services Directory
Guide.

Refer to the InterMail Perl APl chapter for introductory information on InterMail Perl APIs.
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DeleteAlias ( addr)

An incorrect description dbel et eAl i as was documented in thategrated Services Directory
Guide. The following description is correct and replaces the old definition.

Prerequisites

Theaddr argument must refer to an existing alias for this account.
Implementation

CallsI M Del eteAl i as(); .

Return Values

Returns “1” on success, “0” on failure.

Note: The Account Del et eAl i as method is not a member function. Itisa class method.

Therefore, it is not called with an Account object, but as in the following example:
Account : : Del et eAl i as(%alias);

6.3 InterManager Perl API

The information presented in this section provides clarification of discussions that were

previously incomplete and acknowledges errors in Chapter 7 trtdgeated Services Directory
Guide.

Refer to the InterMail Perl API chapter for introductory information on InterMail and
InterManager Perl APls.

Provider::Create ()

In the InterManager Perl API, ti$&Com : | ngr: : Provi der:: Create () class does not take
any arguments.

MailCos::Add ()Class of service attributes cannot be modified using AddAttributes. Use
SetAttributes instead of AddAttributes to change a class of service.
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Additional Event Logging

This chapter supplements the event logging information ihnteeMail Reference Guide. It

includes updated information for previously documented events and complete descriptions for

events not documented in the original manual.

Note: Occasionally, a message with the type “dead” is appears in the log. This is usually an
error that happens when you try to retrieve a message from the MSS that is already
deleted. Before the new POP session lock was put in place, this used to be a normal
occurrence. Now it can happen if you use your own API's to retrieve messages that don't

exists and allow more than one session at a time.

Log entries are listed in aphabetical order for ease of reference.

AcctForwardInfolnvalid

Description:

Parameters:

Cause:

Effect:

Action(s):

An account has forwarding turned on, but one or forwarding addresses are
unparseable.

<addr > The primary SMTP address for the account.
<f wda> Thereturned (invalid) forwarding information.

Misconfigured forwarding information for account.

This error is of major severity (Error), but only affects the account in question.
It means no mail will be delivered to that account until thisisfixed.

Analyze and correct the forwarding information for the account in question.

AcctForwardInfoMissing

Description:
Parameters:
Cause:

Effect:

Action(s):
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An account has forwarding turned on but no forwarding info.
<addr > The primary SMTP address for the account.
Misconfigured account information.

This severity of thisevent is Error. This only affects the account in question. It
means no mail will be delivered to that account until thisis fixed.

Analyze and fix the account.
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AcctForwardTo

Description:
Parameters:

Cause:

Effect:
Action(s):

A request for forwarding information failed.
none.

The Directory Cache Server was not able to obtain information from the
authoritative directory service, because of a cache lookup error.

This severity of this event is an error.
Rebuild the directory cache usingdi r sync.

AcctNotTrustedLogin

Description:

Parameters:
Cause:

Effect:
Action(s):

CacheBadConfig

Description:

Parameters:
Cause:

Effect:

Action(s):

112

The user is not allowed to connect to the server via the specified interface
address.

addr: The address of the interface to which the client is connected.

The user's class of service attribut@sef _popaccess,

pref _popssl access, orpref _i mapaccess) do not allow access the

service through the specified interface. If the class of service attributes are set
to “trusted” and the interface is not listed in the

/*/ common/ t r ust edl nt er f aces configuration key, the user will be denied
access.

This message is of informational severity.

Verify that the user is authorized to use the server in question and that the
host'st r ust edl nt er f aces configuration key is correctly setup.

While trying to load the cache files, the Directory Cache Server encountered
an error. It found the configuration information in the cache file but the
information was not correct. This information tells it how many cache files
there are and other details.

None.
The most likely cause of this error is corruption of the cache file.

This is a major error. The Directory Cache Server will not be able to start up
till this error is rectified. No authentication will be provided by this server.

Runi ndi r sync to synchronize the cache with the Directory database. Or, if
another cache is determined to be healthyj rarachecopy on that machine,
and copy the cache over to this machine.
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CacheConfigDbFilesMismatch

Description:  There is a mismatch between the number of files that the cache is configured
to use, and the number of files specified byNheiser DoFi | es
configuration key.

Parameters:  <nunber > Number of files in Cache Configuration.

Cause: Most likely, the number of files is incorrectly specified in the Configuration
databaseclonfi g. db).
Effect: This is a major error. The Directory Cache Server will not start, and hence will

not provide any authentication.

Action(s): 1. If you wish to use the cache as it is, set the configuration key
NunUser DbFi | es to the number printed as event parameter.

2. If you wish to change the number of files used by the cache, run
i ndi r sync to create a new cache with the same number of files as
specified by the configuration key.

CacheConfigHashAlgUnknown

Description:  The Cache configuration has a hash algorithm that is not known by the
software.

Parameters:  <Nunmber > Hash Algorithm Number from the Cache Configuration.
Cause: The most likely reasons for this are either:

1. The cache is corrupted, or

2. This software is running on an installation that it is not a part of.

Effect: This is a major error. The software accessing the cache will not run. If it is the
Directory Cache Server, it will not be able to start up.

Action(s): Runi ndi r sync or copy the cache from a different machine.

CacheConfiginfoMismatch

Description:  There is a mismatch between the information configured in the cache and the
information specified bgonfi g. db. The cache configuration is encoded in
theconmon001. db cache file.

Parameters: Information in the cache configuration.

Cause: The number of files is incorrectly specifiedcionf i g. db or the number of
files was changed andrdi r sync needs to be run. Since this information is
used in partitioning data, it is a serious error.

Effect: This error is of major severity. The Directory Cache Server will not start.
Action(s): If you wish to change the number of files used by the caché nmirr sync
to create a new cache with the same number of files as specified by
confi g. db.
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CacheConfigNotFound

Description:

Parameters:
Cause:

Effect:

Action(s):

The Directory Cache Server in trying to load the cache files encountered an
error. It could not find the configuration information in the cache file. This
information tells it how many cache files there are and other details.

None.
The most likely cause of this error is corruption of the cache file.

This is a major error. The Directory Cache server will not be able to start up
till this error is rectified. No authentication will be provided by this server.

Runi ndi r sync to synchronize the cache with the Integrated Services
Directory database. Or, if another cache is determined to be healthy, run
i ntachecopy on that machine, and copy the cache over to this machine.

CacheConfigVersionMismatch

CacheCopyFailed

CacheGenericMsg

114

Description:

Parameters:
Cause:
Effect:
Action(s):

Description:

Parameters:

Cause:

Effect:
Action(s):

Description:

Parameters:

Cause:

There is a mismatch between the cache's version number and the version
number that the software expects.
Version in cache configuration and the version that software expects.

The cache is old andrdi r sync needs to be run.
This error is of major severity. The Directory Cache Server will not start.

Runi ndi r sync to solve the problem.

While attempting to copy the cache files to the specified directory, the
Directory Cache Server encountered an error.

<sour ceFi | e> Source file for the copy operation.
<dest Fi | e> Destination file for the copy operation.
<er r or Nunber > Reason for failure.

The most likely cause for this failure is related to the file-system. Either the
copy failed because of permissions or lack of storage resources.

This is a minor error. The Directory Cache Server is unaffected by this failure.

Remedy the file-system permissions/storage situation, and try to run
i ntachecopy again.

A generic notification of informational messages that could be used for
debugging the server.

message: informational Message about the state of the server.
Multiple causes, all trivial.
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Effect:
Action(s):

CacheOpenFail

Description:
Parameters:

Cause:

Effect:

Action(s):

Additional Event Logging

None. This error is of informational severity.

None. This is a notification of expected behavior.

Unable to open Directory cache file pathname.
<pat hnanme> The pathname of the Directory cache file.

1. The Directory cache or its directory does not exist, or the permissions are
wrong.

2. The value for thé®BFi | ePat h configuration key is incorrect.

This error can be either minor or critical. The Directory Cache server will exit
immediately, which may cause incoming mail to be deferred and POP access
to be suspended. If othiendi r cacheser v processes are still running, and if

the configuration on the current host is set up to fall back to these servers, then
the effect will be minor. If no othemdi r cacheser v processes are running,

or if fallback behavior has not been specified, the effect will be critical, since

all Directory access will fail.

Check the existence and permissions on the Directory cache file. Verify the
configuration value fobBFi | ePat h.

CacheRealmConfig

Description:
Parameters:

Cause:

Effect:
Action(s):

There was an error in the realm specificationdnf i g. db. The Event
Parameter indicates the line and the nature of the error.
Line inconfi g. db which has the error.

The specification of the key</ i ndi r cacheser v/ real ms inconfi g. db
is incorrect.

This error is of major severity. The Directory Cache Server will not start.

Correct the realm specification éonf i g. db.

CacheRealmDataDeleteFailed

Description:

Parameters:

Cause:

Effect:

Action(s):

There was an error deleting the data from the master server of the indicated
realm.

The DB name where that data resided.
The DB file number.
The key of the data.

The remote server does not have the data, most likely because its cache is not
in sync with the database.

This error is of minor severity. The Directory Cache Server ignores the error
and updates on the remote server will catch up.

Check the cache in the indicated realm to see if it is in sync with the database.
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CacheRealmDataFetchFailed

Description:

Parameters:

Cause:

Effect:

Action(s):

There was an error retrieving the data from the master server of the indicated
realm.

The DB name where that data resided.
The DB file number.
The key of the data.

The remote server does not have the data, most likely because its cache is not
in sync with the database.

This error is of minor severity. The Directory Cache Server will read-through
to Oracle.

Check the cache in the indicated realm to see if it is in sync with the database.

CacheRealmDataStoreFailed

Description:

Parameters:

Cause:

Effect:
Action(s):

There was an error storing the data into the master server of the indicated
realm.

The DB name where that data resided.
The DB file number.
The key of the data.

The remote server already has the data or there was a storage error in the
remote server's cache.

This error is of minor severity. The Directory Cache Server ignores the error.

Check the cache in the indicated realm to see if it has any storage problems. If
there are storage problems, all write operations should fail.

CacheRealmServerDown
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Description:

Parameters:

Cause:

Effect:

Action(s):

The directory cache server is not operational.
realm-number: realm number of the downed server
hostname: name of host that is down

The Directory Cache Server on a particular hostname is not responding. The
process could have terminated unexpectedly or configured incorrectly.

This error is of critical severity. The directory cache server needs to be running
for customers to be authenticated to retrieve their mail.

Verify the Directory Cache Server is NOT running. Investigate the log file for
this process to determine the cause of this failure. If the Directory Cache
Server is running, verify that its port configurations are correct.
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CacheRealmServerUp

Description:  The Directory Cache Server is running on a particular hostname. This is not an
error but an informational event.

Parameters: realm-number: realm number of the downed server

hostname: name of host that is down

Cause: Not applicable
Effect: None. This message is of informational severity.
Action(s): None.

CacheReopenCloseError

Description:  The Directory Cache Server, detecting that the cache was overwritten,
attempted to close the old cache and reopen the new one. It encountered an
error while closing the file.

Parameters: None.

Cause: This error is rare and should not happen. Likely cause is a possible file-system
problem.

Effect: This is a major error. The Directory Cache Server will not be able to service
any requests from its cache. It will have to go to the Directory database to
authenticate.

Action(s): Check the file-system for problems. Restart the Directory Cache server.

CacheReopenError

Description:  The Directory Cache Server, detecting that the cache was overwritten,
attempted to close the old cache and reopen the new one. It encountered an
error while reopening the new cache.

Parameters: None.

Cause: This error is rare and should not happen. Likely cause is a possible file-system
problem.
Effect: This is a major error. The Directory Cache Server will not be able to service

any requests from its cache. It will have to go to the Integrated Services
Directory database to authenticate.

Action(s): Check the file-system for problems. Restart the Directory Cache server.
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CacheUpdateCompleted

Description:

Parameters:

Cause:

Effect:
Action(s):

Cache is updated to the log id (cache update id). It counts update log entries
that are processed in time seconds.

cache update id - The id of the most recent update log entry processed by
Directory Cache Server.

count - The number of update log entries that were processed.
time - The time needed to process the entries in seconds.

The Directory Cache Server process has finished processing a set of updates
from the master Oracle Directory.

This message is of informational severity.
None.

CacheUpdateOutOfRange
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Description:

Parameters:

Cause:

Effect:

Action(s):

The log entry ids are out of rangache=cache log it! dest =oldest log id
newest =newest log id.

Thecache id is the most recent log entry processed by Directory Cache
Server.

Theol dest log id is the oldest log entry still available from the master
directory.

Thenewest log id is the most recent log entry in the master directory.

The Integrated Services Directory cache file is out of sync with the master,
most likely because it has fallen too far behind in processing log entries. The
Directory Cache Server can no longer be automatically synchronized with the
master directory.

Urgent

Directory queries will return some outdated information. For example,
accounts and entries that have been updated will continue to use old
information and entries that have been deleted or disabled will still be
accessible. Newly created accounts and updates to account passwords, will
generally be recognized due to read-thru. This problem can become more
critical as updates accumulate in the InterMail directory.

There should be at least one other Directory Cache Server process to act as a
backup for this one. Stop the Directory Cache Server on the machine with the
error. Replace the current directory cache with an updated cache, either by
copying one from another server using:achecopy, or by running

i ndi r sync. Restart the Directory Cache Server.
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CacheUpdateStarted

Description:  Cache update started with the log idsche, ol dest , ornewest .

Parameters: cachelogid - The id of the most recent log entry processed by Directory
Cache Server.

oldest log id - The oldest log entry still available from the master directory.

newest logid - The most recent log entry in the master directory.

Cause: The Directory Cache Server is starting to process a set of updates from the
master Oracle Directory.

Effect: This message is of informational severity.

Action(s): None.

CacheUpdateTimeToolLong

Description:  The cache update took an unusually long time to complete (update time is in
seconds).

Parameters:  The time it took to update the cache.

Cause: Something is making the Directory Cache Server take more than the
configured time to process a set of updates from the master, as defined by the
di r CacheUpdat ePer i od configuration key. This could be due to a very
large number of changes to the database in a short amount of time.

Effect: WARNING

There is no direct effect on service, but there could be secondary effects. If
there was a large amount of new updates to the master oracle directory, then
the next update may take even longer than the previous update, then the next
update will take even longer, ad infinitum. Therefore, it is important to find

this log event early, as this problem has the potential to become more critical.

Action(s): Verify that the connection between the master Oracle Directory and Directory
Cache Server is working properly. Also make sure the
di r CacheUpdat ePer i od configuration key is not set too low.
ConfNoDomainName (modified)

This event previously had a severity ratindJofent . Now, when this event is reported, it has a
Fat al severity level. If this event occurs, the MTA will exit and will not run.
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ConfParmError

Description:

Parameters:

Cause:

Effect:

Action(s):

DbDatabaseNote

Description:

Parameters:

Cause:
Effect:
Action(s):

A bad key was found in the configuration file.
badKey: the bad key found in the configuration file.
error: the actual problem with the bad key.

This indicates that a bad key was found in the configuration file and it was not
specified in the format required. Refer to the manual for the proper
specification of the key in question.

The configuration key may not be producing the desired effect. It is possible
that InterMail is ignoring the key.

Fix the configuration key using theconf edi t utility.

The database operatienl op was requested by the InterMail Directory
server, the Message Store servei,mati r sync performed the operation

sglop - The database operation that was in progress when the event occurred.
event - The event that the database server wanted to report.

The event is a normal event that is being logged for notification purposes only.
None.

None.

DbFeatureUnavailWithoutSchemaPatch

120

Description:

Parameters:

Cause:

Effect:

Action(s):

The InterMail MSS is designed to adapt to several different versions of the
MSS database schema. However, if the schema is not the latest version, some
features of the MSS might not be available.

Note: Schema patching instructions can be found in the release notes.
string: a sentence that briefly describes the unsupported feature.

There was an attempt to use a feature that is not available without a schema
patch.

This error is of minor severity. Whatever actions are associated with the
feature do not occur, but all other processing takes place. Sometimes the
consequence is merely decreased performance.

Determine what feature is involved, and if it is really needed or not. If the
feature is needed, then the schema must be patched.
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DbRemovingConnection

Description:  The server is unable to restore a connection it previously had to the database. It
is therefore removing the connection from its internal pool of database
connections and is now running with reduced database access.

Parameters: None.

Cause: A database connection was lost anddbReconnect | nt er val key is set to
prevent automatic reconnection. See als®tenpbi sconnect HTML
page.

Effect: The server runs with reduced database access.

Action(s): Choose one of the following:

« Continue running with reduced database access.
» Restart the server to re-initialize the database connection pool.

e SetthadbReconnect I nt erval key to a non-zero value. This will enable
periodic server reconnection attempts in the future.

* Restart the server after setting the key.

DbTempDisconnect

Description:  The server temporarily lost a connection with the database, causing a failure of
the attempted operation.

Parameters:  None.

Cause: High CPU load.
Interruption of the Oracle listener process.
Interruption of an Oracle client process.
Interruption of an Oracle server process.

Effect: A single operation fails.

Action(s): Monitor system CPU load. RWORACLE_HOVE/ bi n/ | snrct| status to
verify the integrity of the Oracle listener. Examine the Oracle alert log for
recent database failures.

DbTnsAdminUndefined

Description: A definition of TNS_ADM N could not be found in either the configuration
database or the user’s runtime environment. Witlioigt ADM N defined in
the runtime environment, a connection to Oracle cannot be established.

Parameters:  Description of failed operation.

Cause: t nsAdni n is not defined in the configuration database Bx&l ADM N is
NOT defined in the users environment.
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Effect:
Action(s):

FATAL

Verify that tnsAdmin is defined in the configuration databaseNsr ADM N is
defined in the user environment.

DbOracleHomeUndefined

Description:

Parameters:
Cause:

Effect:

Action(s):

A definition of ORACLE_HQOVE could not be found in either the configuration
database or the user runtime environment.

<expl anat i on> Description of failed operation.

Theor acl eHone key is not defined in the configuration database and
ORACLE_HOVE is NOT defined in the user's environment.

The severity of this event is fatal. WithddRACLE_HOVE defined in the
runtime environment, a connection to Oracle cannot be established.

Ensure that ther acl eHone key is defined in the configuration database or
ORACLE_HOME is defined in the user environment.

DbTnsAdminUndefined

Description:

Parameters:

Cause:

Effect:

Action(s):

DbWritesBlocked

Description:

Parameters:
Cause:

Effect:

122

A definition of TNS_ADM N could not be found in either the configuration
database or the user's runtime environment.

<expl anat i on> Description of failed operation.

Thet nsAdni n key is not defined in the configuration database and
TNS_ADM Nis not defined in the user's environment.

The severity of this event is fatal. WithdIiNS_ADM N defined in the runtime
environment, a connection to Oracle can not be established.

Ensure that thensAdni n key is defined in the configuration database or
TNS_ADM Nis defined in the user environment.

Writes to the directory cache file have been temporarily blocked, presumably
so that the directory cache file(s) can be copied usimgchecopy without
getting a corrupted result. Corruption could occur if the source was written to
while it was being copied, so that the target only contained part of the write.
This is a normal event when usingcachecopy. Wheni ncachecopy

finishes, it will automatically re-enable writes antaW i t esUnbl ocked
message will be indicated in the log file.

This is the name of the directory cache file or directory.
Writes to the directory cache file have been temporarily blocked.

Writes are blocked, but directory cache file access and read-through ability is
unaffected. Writes will automatically be re-enabled winewmachecopy
completes, at which point the Directory Cache Server will catch-up on the
missed updates via the periodic update sync mechanism.
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Action(s): Perform a ps(1) and verify thatrcachecopy is running. If it is not running,
something is very wrong, and writes can be re-enableidnwachecopy -on,
but this should only be never be required, and only exists for emergencies. If
this option is used during normal operation, it will most likely corrupt the
i ntachecopy operation.

DbWritesUnblocked

Description:  Writes to the directory cache file have been unblocked, presumably because
i ntachecopy finished copying the directory cache file(s) and automatically
re-enabled write activity. Any writes that were missed by the Directory Cache
Server will be performed by the periodic update sync mechanism. This is a
normal event when usirigrcachecopy.

Parameters:  This is the name of the directory cache file or directory.

Cause: Thei ntachecopy utility finished copying the directory cache file(s).
Effect: None.
Action(s): None.

FiltActionRewriteHeader

Description: A mail filter has processed a message and caused it to rewrite it's header.
Parameters: filterName: the name of the filter being executed.
attributes: a list of the changed header attributes.

Cause: The “write-header” or “forward header” action was used in the filter.
Effect: This message is of informational severity.
Action(s): none required.

FiltActionSendMessage

Description: A malil filter has processed a message that has triggered a sendmessage action.
This action will initiate and deliver a new message specified by the source
filter. This action is a side effect and will not prevent the triggering message
from being delivered.

Parameters: filterName — The name of the filter being executed.

Cause: The “sendmessage” action was used in the filter.
Effect: This message is of informational severity.
Action(s): None.
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FiltHeaderRewriteFailed

Description:

Parameters:

Cause:

Effect:
Action(s):

FioWriteFail

An attempt to change the header of a message failed.
filterName: the name of the filter being executed.
attributes: a list of the changed header attributes.
The machine is running out of memory or disk space.

The current message will be placed in the deferred queue until system
resources become available

none

The description for the FioWriteFail log event should read, “The file system is full,” not “The
system file is full.” For a complete description of the FioWriteFail log event, sdaténilail
Reference Guide.

ImapNoProxyLogin

Description:

Parameters:
Cause:
Effect:
Action(s):

The IMAP server does not support proxy mode. Accounts that are in proxy
mode are not accessible via the IMAP server.

none.

An IMAP client tried to log into an account which is in proxy mode.
The severity of this event is Informational.

None.

JrnBadNumJournalsParm

Description:

Parameters:
Cause:
Effect:
Action(s):

The configuration file specifies to run the MSS witi» journal files, which is
an illegal value.

numJournalfiles - Specified number of journal files.
Number of journal files specified is invalid.

MsDeliverFolderNotFound

Description:

Parameters:

Cause:

124

The attempt to deliver a message to the message store failed because it the
destination folder did not exist.

none

The folder did not exist. The mailbox’'s quota might be full, or system
resources might not be available.
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Action(s):

Additional Event Logging

This error is of minor severity. Affects a single message store only: the
message will be delivered to the inbox folder.

none.

MsFolderNotRemovable

Description:

Parameters:
Cause:
Effect:
Action(s):

MsinitFailure

Description:

Parameters:
Cause:

Effect:

Action(s):

MsNoSuchObject

Description:

Parameters:

Cause:
Effect:

Action(s):

A client of the message store server attempted to remove a folder that cannot
be removed. This folder is probably the trash folder.

folderName: the name of the folder.
An attempt to remove the trash folder by a Message Store Server client.
This error is of informational severity; it affects a single message store only.

This is a user error.

The MSS constructor failed to initialize successfully.

None.
See previous Error events in the MSS log file.

The severity of this event is an error. This affects a single mailbox. This
mailbox will have no access.

Check the MSS logs for the immediately preceding Error event, correct the
problem indicated, and restart the MSS.

The specified object no longer exists in this mailbox. This can happen if an
MSS client attempts an operation on a folder or message which has been
totally expunged from the database and/or the MSS.

MsName: the mailbox in which the object exists.

objRef: the reference number of the object.

real TypeName: the real type name of the object.

RmeOp: the most recent operation performed in this thread.

Caused by a client-server timing issue or a synchronization issue between
separate MSS sessions.

This event should have no effect beyond the failure of the operation regarding
the specified object.

Ignore this error unless it occurs in mass quantities. If there are numerous
MsNoSuchChj ect errors, verify the integrity of the database, restart the MSS
and contact Software.com support.
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MsObjTypeMismatch

Description: A handle to a MSS object was resolved but produced an object of the wrong
type. The object name consists of
nmessageSt or eNane: r ef Nunber : t ypeNane.

Parameters:  msName: the mailbox in which the object exists.
objRef: the reference number of the object.
real TypeName: the real type name of the object.
RmeOp: the most recent operation performed in this thread.

Cause: Memory corruption. This is a programming error.

Effect: This error is of critical severity. It affects all message stores served by this
MSS.

Action(s): The continued viability of the MSS is seriously in question. It is recommended

that you restart the MSS's. Check for other InterMail and system errors. If the
error continues, contact Software.com customer support.

MsgTrace (modified)
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Some changes have occurred to this message as it is reported & hag. Previously, when
an undeliverable message was moved to the systemis s directory, a log message like the
following would appear in the MTA log file:
19980406 143557723-0400 venus mta 20333 9 26 Note; MsgTrace( 65/ 26)
noved to error directory:frone<:size=454: nsgfil e=/ nfs/sandbox/ \
granoff/insrc/ mai n/ mercury/testing/spool/mail/errors/ \
19980406182655. AAH20333@ enus. sof t ware. com Cont r ol
nmsgi d=19980406182645. AAG20333@enus. sof t war e. com
gueuehost =venus

However, in 4.0, the MTA typically runs in stateless mode and messages are moved to a different
errors directory on a Queue Server host (noted here lguiweehost = argument).

Therefore, the “moved to error directory” log entry now has the following form:
19980406 171752369-0400 venus nmta 18012 9 27 Note; MsgTrace( 65/ 26)
noved to error directory:frone<:size=449: nsgfil e=/ nfs/sandbox/
granoff/inmsrc/ mai n/ mercury/testing/spool/nmail/errors/
19980406211635. AAF18012@enus. sof t war e. com Cont r ol
nmsgi d=19980406211614. AAE18012@enus. sof t war e. com

This message is logged when the messagen@tanoved to a Queue Servarr or directory.

Note the absence of tigeieuehost = argument as well as full path to the control file.

In addition, the following, slightly different log entry has been added in the event that the
message was moved to a Queue Server's errors directory:

19980406 165841713-0400 venus nta 18012 9 21 Note; MsgTrace( 65/ 26)
noved to queue/errors directory:fronmr<:size=453:
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nsgfil e=19980406205240. AACL8012@enus. sof t war e. com Cont r ol
nmsgi d=19980406205232. AAB18012@enus. sof t war e. com
gueuehost =venus
Note thatjueuehost = is present and is an important clue to finding the control file. Also,

megf i | e= only indicates the base name of the control file. But with that, angitheshost
name as well as the clue that the file was moveniéme/ err or s, the file can be located.

MsStaleRef

Description:

Parameters:

Cause:
Effect:

Action(s):

The specified object has been deleted in the MSS and is no longer available to
MSS clients. This can happen if a MSS client attempts an operation on a folder
or message which has recently been deleted in a separate MSS session.

msName: the mailbox in which the object exists.

objRef: the reference number of the object.

real TypeName: the real type name of the object.

RmeOp: the most recent operation performed in this thread.

A client-server timing issue or a synchronization issue between separate MSS
sessions.

This event should have no effect beyond the failure of the operation regarding
the specified object.

Ignore this error unless it occurs in mass quantities. If there are numerous
MsSt al eRef errors, verify the integrity of the database, restart the MSS and
contact Software.com support.

MtaHeaderNotTerminated

Description:

Parameters:
Cause:
Effect:

Action(s):

One or more lines of theHeader file are not properly terminated with end of
line characters.

None.
The-Header file was possibly corrupted while on disk.
The message cannot be delivered and is placed in the errors  directory.

Check the disk that the message was stored on (queueserver  or mtaSpool
directories) for disk errors or other problems.
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MtaHeaderRewriteFailed

Description:  An attempt to change the header of a message failed.
Parameters: none
Cause: The machine is running out of memory or disk space.

Effect: The current message will be placed in the deferred queue until system
resources become available.

Action(s): none

MtaQueueServerlterationMismatch

Description:  The MTA maintains consistency with the Queue Server through the use of
iteration numbers. Any time the MTA disconnects from the Queue Server and
reconnects (for instance, the Queue Server was rebooted), then the iteration
number for the Queue Server is incremented. Each message that the MTA is
currently manipulating on the Queue Server is also tagged with that same
iteration number. It should always be the case that the iteration number of the
message matches the MTAs iteration number for the Queue Server. If the
iteration number does not match, then the
M aQueueSer ver | terationM smat ch event is logged.

Note: Theiteration number is not maintained with the file, so a deferred
piece of email does not maintain the iteration number it had while the MTA
was processing it. When the MTA reprocesses that deferred e-mail message, it
will get assigned a new iteration number that matches the current iteration
number of the Queue Server connection. The iteration number isonly
maintained for messages that are currently being processed by the MTA and
are secured on the Queue Server.

Parameters: filename: the file that the MTA attempted to use.
operation: The operation attempted by the MTA
Queue Server iteration number: the MTA's Queue Server connection number
MTA iteration number: the message's Queue Server connection number.

Cause: Unclear. This should not happen during normal operation.

Effect: The MTA will stop handling that message. It may re-process it later, or it may
have already been processed and needs to be removed.

Action(s): Inspect thert a. | og to see if the message was delivered; if so, simply remove
it. Otherwise make sure that the message Control file is in
queue/ def er r ed/ MTA and that the corresponding Header and Body parts
exist under qgueue/messages. Report this error to Software.com.

NioConnNotAllowed

Description:  An attempted connection was dropped because the IP address was not listed in
the access list for that port. The access list is stored wctesst ype
configuration key.
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Parameters: ipaddress. the IP address of the machine that was rejected.
keyname: the configuration key that controls this type of access.
Cause: The access control list does not allow connections from the IP address given.

Effect: None. This might be a warning of an attempted intrusion to the machine. The
IP address listed should be investigated to determine why it was attempting to
connect. It might also be possible that if the access control lists for this port are
incorrect, a host that should be able to connect is being denied service.

Action(s): Verify the access control list, and determine the identity of the remote host is
that is attempting access if the message is frequent or concerning.

NioConnectionLimitTableBadEntry

Description:  An entry for the limit on number of connections for an IP address is invalid.
Each entry must be of the form:

i p_address /significant bits] : num.connections
This event occurs if the entry is not in this form.

Parameters: None.

Cause: An invalid entry in theconf i g. db for the configuration key

client Connecti onLi m t Tabl e.
Effect: This affects the MTA. If this event occurs, the table entry is ignored.
Action(s): Change the invalid entry of i ent Connect i onLi mi t Tabl e in the

confi g. db usingi nconfedit.

NioGetHostNameFail

Description:  An attempt was made to lookup a hostname, typically with the call to
get host nane, which failed with error reason.

Parameters:  hostname: the hostname we were trying to lookup.
operation: the method we were using to lookup the hostname.
reason: the reason that it failed.

Cause: The machine could be misconfigured in DNS or NIS or the hostname could be
invalid.

Effect: The effect on service depends on what hostname lookup is actually failing.

Action(s): Using the error information reason determine which condition caused this

error. Fix DNS, NIS as appropriate, the configuration database or other source
of the non-existent hostname. If none of these troubleshooting tactics work,
contact Software.com.
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Parameters:

Cause:

Effect:
Action(s):

NioFcntlFail

Description:

Parameters:

Cause:

Effect:
Action(s):

NioRecvFail

Description:

Parameters:

Cause:
Effect:
Action(s):

InterMail Supplemental Manual

NioGetSockNamekFail

Description:

When trying to get the name (address) of the socket a client connected to, the
system callget socknane() , failed with asyst enEr r or St ri ng system
error.

systemError String — The string the system reported as being the cause of the
error.

« Insufficient memory.
+ Insufficient streams resources.

e Programming Error.

Use thesyst enError St ri ng system error to determine the cause of the
event. If it is determined to be a programming error, contact Software.com.

The call tof cnt | () failed with errorsyst enerrstring..
systemerrstring — The system error string.

It could be one of several causes. §het enerr st i ng should indicate the
reason.

The severity of this error is major.

The system call to recv failed. This is due to either a system error or a network
connection problem.

None.
System error or network connection problem.
The severity of this event is MAJOR in the context of one of the servers.

Look in the logs for events that would indicate either a system error or network
connection problem.

NioServerGoneDown

In the manual, it incorrectly states that this log event only applies to errors with the Message
Store database. Howevef,oSer ver GoneDown reports errors foall servers, not just the
Message Store database.
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PopConnectionNotAllowed

Description:  This warning message is reported to the popserv.log file when a connection is
attempted to the POP Server from an IP address that is not allowed, as defined
by the/ */ popser v/ al | owed! Ps configuration key.

Parameters: IP Address that was trying to connect.

Cause: A connection is attempted to the POP Server from an IP address that is not
allowed, as defined by thie / popser v/ al | owedl Ps configuration key.

Effect: The connection is dropped.

Action(s):

PopDomainTableEntryError

Description: At least one of the values in thegi nDef aul t Domai nTabl e (found in the
configuration database) contains an entry which does not follow this format:

<i paddr >:; <def aul t Dormai n>
Thei paddr should be in the form, XXX.XX.XX.XX, NOt XXX:XX:XX:XX.
Parameters:  popdomaintable — The table entry which caused the problem.

Cause: An entry in the ogi nDef aul t Domai nTabl e was incorrectly entered in the
configuration database.

Effect: Thel ogi nDef aul t Donai nTabl e entry mentioned in the log message, as
well as any entries which follow it (within theagi nDef aul t Domai nTabl e
table), will be ineffective.

Action(s): Make the appropriate corrections to thmyi nDef aul t Domai nTabl e, using
i nrconf edi t . Services will not need to be restarted.

PopMaxSessions

Description:  This warning message is reported to popserv.log file when the maximum
number of POP sessions is reached, as defined by the
I */ popser v/ maxSessi ons configuration key.

Parameters: None.

Cause: The maximum number of POP sessions is reached., as defined by the

/ */ popser v/ maxSessi ons configuration key.
Effect: Until a pop session ends, any additional pop sessions will hang, waiting.
Action(s): Increase th@opser v/ maxSessi ons configuration variable value or add

more POP Server machines.
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ProcChownFalil

Description:

Parameters:

Cause:

Effect:

Action(s):

ProcCloseFail

Description:

Parameters:

Cause:

Effect:

Action(s):

ProcDupFailed

Description:

Parameters:

Cause:

Effect:

Action(s):

InterMail Supplemental Manual

An attempt to change the ownership of a file with chown(2) failed.
filename - The name of the file.

userld - The (numeric) value of the user id.

groupld - The (numeric) value of the group id.

systemErrorSTring - The system error string

Refer to the system error for the exact cause. Most likely the error will be the
result of a permissions problem.

The effect on service currently is minimal. The only files whickcta@an()
are our log files.

Check that user and group ids are correct for the configuration parameter
namedcomonUser .

The file<fi | eDescri pt or > failed to close and reported a system error
<systenerrstring> This happens when trying to close a message file.

<fil eDescri pt or > The file descriptor that failed to close.

<systenerrstring> The system error string.

Messages from third-party libraries (specifically SNMP) could be sent to
standard error.

A call to dup(2) return an unexpected fd.
<f dExpect ed> The fd expected from the call of dup(2).
<f dRet ur ned> The fd returned from the call of dup(2).

Messages from third-party libraries (specifically SNMP) could be sent to
standard error.
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ProcDupSurprise

Additional Event Logging

This event is the same as WreocDupFai | ed event previously documented.

ProcNoRunDir

Description:  The server has not changed its directory toutsDi r
Parameters:  None.
Cause: If norunDi r was specified in the configuration database for this server, then
the message will be of severityér ni ng” to indicate this fact.
Effect: Depends on the severity, because-it‘al ", the server will not run.
Action(s): Check for existence, ownership, and permissions of the directories.
ProcObjBadRefCnt
Description: A code object had a reference count which was invalid for the place in the
code where it was detected. This is an internal error.
Parameters:  Object Name
Reference Count
Source File
Source Line
Additional Data
Cause: Invalid reference count in a code object.
Effect: Indeterminate.
Action(s): Contact Software.com support.

ProcPipeCreateFailed

Description:
Parameters:
Cause:

Effect:

Action(s):

A call to pipe(2) failed.

<syst enError> The system error after the failed call to pipe(2).

Messages from third-party libraries (specifically SNMP) could be sent to
standard error.

Analyze reasons for failure.

ProcReExecingProg

Description:

Records re-execution of a program.
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ProcSetuidSucceed

Description:

Indicates the successful setting of the unique ID.

ProcUncaughtCPIlusPlusException

Description:

Parameters:
Cause:
Effect:
Action(s):

ProcWriteToStderr

Description:

Parameters:
Cause:
Effect:
Action(s):

QsrvNotLocked

Description:

Parameters:

Cause:

Effect:

Action(s):

134

A C++ exception was raised that was not caught in the code. InterMail does
not raise or catch C++ exceptions.

exceptionName: The name of the exception.

Either a system library or third-party library has raised a C++ exception.
This is a major or critical error, and may cause a disruption of service.
Contact Software.com Customer Support.

A non-InterMail library has written a line to standard error. Normally,
InterMail servers do not write to standard error unless explicitly instructed to
with the- war nToConsol e option, or while tracing in debuggable code.

<message> The message that was written to standard error.
lll-behaved third-party libraries.

Unexpected behavior from third-party libraries.

Contact Software.com Technical Support

In response to a client request, the Queue Server attempted to perform an
operation on a file that should have been previously locked by the client, but
wasn't.

filename: the file that the MTA attempted to use.
operation: the operation that the MTA attempted to do with the file.
Unclear. This should not happen in normal operation.

This event should not affect mail delivery, but it should be reported to
Software.com.

Report the error to Software.com.
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RmeConnectionUnavailable

Description:  The RME connections for retrieving mail from an MSS are limited (see the
maxMSSRet ri eveConnect i onLi st configuration key) and an RME
connection could not be obtained within the timeout specified by the
maxMSSRet ri eveConnect i onTi meout configuration key.

Parameters: mssHost: The MSS host we were trying to connect to.

Cause: The MSS specified is very busy, running slowly, or the limit for that host in
themaxMsSRet ri eveConnect i onLi st configuration key is too low.

Effect: The client trying to retrieve mail thinks that the mail services are currently
unavailable. This affects just that single client.

Action(s): Look at the performance of the MSS and the number of connections to it.
Check the value of theaxMSSRet ri eveConnect i onLi st configuration
key.

RmelnvalidCOSAttribute

Description:  The current server requested an undefined or invalid class of service attribute.

Parameters: None.

Cause: If a server (MTA, POP Server or IMAP Server) requests the value of an
undefined or invalid class of service attribute, this error is returned. This can
happen if the Directory Cache Server’s primary directory database is missing
this requested class of service attribute.

Effect: The server that received the error will gracefully shutdown and print this error
message.
Action(s): Upgrade the schema on the primary directory database.

RmtDupFailed (modified)

Description: A call to dup(2) failed.

Parameters: <syst enError> The system error after the failed call to dup(2).

Cause:
Effect: The actions requested of the Manager Server may not have been carried out.
Action(s): Analyze reasons for failure.
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RmtDupSurprise

Description: A call to dup(2) return an unexpected fd.

Parameters:  <f dExpect ed> The fd expected from the call of dup(2).

Cause:

Effect: The actions requested of the Manager Server may not have been carried out.

Action(s): Analyze reasons for failure.

RunMssQuotaMaxMsgs

Description: A message was rejected because the destination mailbox already contained the
maximum number of messages, as dictated by the class of service for this
mailbox’s account.

Parameters:  None.

Cause: Too many messages in the destination mailbox.

Effect: Mail for the destination mailbox will continue to be rejected until the class of
service is changed or messages are deleted out of the mailbox.

Action(s): Change the class of service or delete messages, whichever is desired.

SidelineFailure (modified)

Now reports that “The message (id=%s) was sidelined in the deferred directory,” where %s is a

Message ID.

SmtpBadRelayPolicy

Description:

Parameters:

Cause:

Effect:
Action(s):

The anti-spam relay policy is misconfigured. Tuaf i g. db entry is not
recognized as a valid mode and the default policy of “allow all” is used
instead.

An incorrect mode was used in the anti-spam relay policy.

User error. Theonfi g. db file has an invalid entry for the
rel aySour cePol i cy configuration key.

The relaySourcePolicy configuration key will default to “allow all.”
Fix the entry in theonfi g. db file.

SmtpSenderAddrinvalid

136

Description:

Parameters:

Cause:

An incoming message was rejected because the sender's address was invalid
(e.g. improperly formatted).

Invalid address.
An invalid MAI L FROM address was entered.
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Effect:

Action(s):

Additional Event Logging

Mail coming from theVAl L FROM address will be blocked.
Verify that theMAl L FROM address is correct and resend the mail.

SnmpCantConnectToMasterAgent

Description:

Parameters:

Cause:
Effect:
Action(s):

SnmplnitFailed

Description:

Parameters:

Cause:
Effect:
Action(s):

The Emanate library code cannot connect to the master SNMP agent.

The server will not be able to report SNMP traps or handle requests.

If the SNMP server has crashed or not been started, doing that will eliminate
the problem. If it is not your intention not to use SNMP at your site, you

should have answered the appropriate questions to that effect in the installation
process. This would have set the _opt configuration parameters to “-nosnmp,”
in addition to any other appropriate options. If this has been subsequently
undermined, you may need to restore these configuration parameters to their
original post-install values, or at least-t@osnnp.

The call to InitSubAgent() in the Emanate library failed.

The particular server will run, but will not be SNMP-enabled.
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Additional Class of Service Attributes

This chapter supplements the class of service attribute informationlintetyeated Services
Directory Guide. It includes updated information for previously documented attributes and
complete descriptions for attributes not documented in the original manual.

8.1 Preferences

The following table provides a list of the available class of service preference attributes. You can
also add custom attributes to this list if you need to extend the available class of service options.
Note that the Rule column uses the following for precedence rules:

e C- Class of service value used
* A-Account value used

e L -Lesservalue used

e G- Greater value used

For further information setting class of service attribute permissions, skedtrated Services

Directory Guide.

pref _webnai | usesi gnature A Boolean Insert Signature in
WebMail messages.

pref popaccess A String Defines access restrictiorjs
for standard POP retrieval.

pref popssl access A String Defines access restrictions
for POP retrieval with SSIL

pref i mapaccess A String Defines access restrictions
for IMAP.

pref_ntaFilterPerUser A Boolean | Turns on/off per-user
filtering

8.2 Permissions

The following table defines the account permissions associated with a class of service. In all
cases, permissions are numeric data types, with a valumdicatingt r ue (access allowed),
and a value of indicatingf al se (access denied).

For further information on setting class of service permissions, séetébeated Services
Directory Guide.

© Software.com, Inc. 1997-1999 139



InterMail Supplemental Manual

Attribute Rule Type Description

perm.nt aFi | t er Per User L Numeric | Controls end user's ability to set
pref ntaFilterPerUser
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Server Statistics

The list of statistics reported by the Directory Cache Server has changed. The accurate listing
appears in the table that follows.

e e

Stat Start Up Directory Cache Server startup time

St at Queri esProcessed Total number of queries processed

St at Queri esSucceeded Total number of queries that succeeded

St at Queri esFai | ed Total number of queries that failed

St at UnknownUser Ret ur ns Number of user validation requests that returned
UNKNOWN USER

St at BadPasswor dRet ur ns Number of validation requests that returned BAD
PASSWORD

St at OKPasswor dRet ur ns Number of validation requests that returned
PASSWORD OK

St at Connect i ons Total number of current connections

St at Fai | edConnect i ons Number of failed connections (connections fail wher

an attempt to create a socket for the client fails,
typically because the maximum number of connectipns
has been reached.)

St at Accunul at edReadThr us Number of total read-throughs to the directory

St at Accunul at edConnecti ons Number of total connections accumulated

St at Updat eTi ne Number of seconds spent in processing
(i mdi r cacheser v) cache updates

St at Recent Updat es Number of updates from the Integrated Services
Directory

Stat Wi tesProcessed Total number of write-through commands processed

Stat Wi tesSucceeded Total number of write-through commands that
succeeded

Stat Wi tesFail ed Total number of write-through commands that failed

Stat Wi t esUnknownUser Total number of write-through commands that returned
UNKNOWN USER

StatlnactiveUserReturns Total number of write-through commands that returned

INACTIVE USER because the account’s status was
del et ed, suspended, | ocked, ormai nt enance
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St at ReadThr usFai | ed Total number of read-throughs that failed

St at Aut hReadThr us Number of read-throughs for queries which included a
non-NULL password parameter

St at BackupDbReadThr us Total number of read-throughs to the backup database

St at AvgCacheHi t Per cent The percentage of requests for directory informatior

that we satisfied by information already in memory.
Events are tracked since the last time the server was
started. (This statistic is calculated on each update
interval, but reported on each “stat” interval.)

St at Cur CacheHi t Per cent The percentage of requests for directory information
that we satisfied by information already in memory.

(This statistic is calculated on each update interval, put
reported on each “stat” interval.)
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