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SunScreen Secure Net 3.1

SunScreen 3.1 is a versatile firewall used for access control, authentication, and network data encryption.
Each physical interface can operate in one of two modes: routing or stealth. Virtual interfaces are supported
only in routing mode.| Platform Editions as well as SKIP clients for Windows 95 and Windows NT, and
Solaris SPARC and Intel Platform Editions.

SunScreen consists of a rules-based, dynamic packet-filtering engine for network-access control, and an
encryption and authentication engine that allows you to create secure Virtual Private Network (VPN)
gateways by integrating public-key encryption technology. It is the first firewall to address high availability
(HA) for standards-based encryption. Secure administration is provided through an easy-to-use
administration graphical user interface (GUI) through a Web browser.

An interface in stealth mode does not have an IP address, nor does it have a TCP/IP stack. This makes the
stealth configuration excellent for perimeter defense.

Requires:

e Solaris 2.6, Solaris 7 or Solaris 8.

Description Order Number

SunScreen Secure Net 3.1

SunScreen Secure Net 3.1 Comprises: 1 unlim user Serv&SNM9-310W9999
RTU SunScreen 3.1, 250 client RTUs of SunScreen
SKIP for Windows 95, Windows 98, NT, or Solaris.
Product includes 56 bit encryption.

SunScreen Secure Net 3.1 for Workgr Comprises: 1 100 SSNM9-310WW999
user Server RTU of SunScreen 3.1, 100 client RTUs of
SunScreen SKIP 3.0.7 for Windows 95,98,NT and
SunScreen SKIP 1.5.1 for Solaris. This product
provides 56 bit level of encryption.

SunScreen Secure Net 3.1 Packs

SunScreen Secure Net 3.1 10 pack Comprises: 10 unlim SSNX9-310W9999
user Svr RTUs SunScreen 3.1, 250 client RTUs of
SunScreen SKIP 3.0.7 for Windows 95, 98 & NT, or
SKIP 1.5.1 for Solaris. Product includes 56 bit
encryption.
SunScreen SecureNet 3.1, (Unlimited 3 pack) for SSN39-310A9999
SPARC/Intel, CD-ROM, 3 Server RTU License, Hard
Copy and On-line Documentation. Each pack includes
250 RTUs of SKIP 3.0.7 for Windows 95, 98 & NT or
SKIP 1.5.1 for Solaris. Product has 56 bit encryption.

SunScreen Secure Net 3.1 Corporate Enterprise License

SunScreen Secure Net 3.1 Site Lic Comprises: Org.Svr  SSNS9-310W9999
RTUs (20K users) SunScreen 3.1, 250 client RTUs of
SunScreen SKIP 3.0.7 for Windows 95, 98 & NT, or
SKIP 1.5.1 for Solaris. This product has 56 bit
encryption.

SunScreen Secure Net 3.1 Evaluation Kit
SunScreen Secure Net Eval Kit Comprises: 1 unlim user SSNM9-310W9D99
Server RTU SunScreen 3.1, 250 client RTUs of
SunScreen SKIP 3.0.7 for Windows 95, 98 & NT or
SKIP 1.5.1 for Solaris. Product has 56 bit encryption.
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SunScreen Secure Net 3.1 Upgrades

Description Order Number

SunScreen Secure Net 3.1

Upgrade: SunScreen Secure Net 3.1 Unlimited (from prir SSNM9-310W99U9
releases of SunScreen EFS or SPF)

SunScreen Secure Net Comp. upgrade. Comprises: 1 unliSsSNM9-310W99C9
users SVR RTU of SunScreen 3.1, 250 client RTUs of
SunScreen SKIP 3.0.7 for Windows 95, 98 & NT and
SKIP 1.5.1 for Solaris. This product includes 56 bit
encryption

Upgrade: SunScreen Secure Net 3.1 Workgroup to SSNM9-310W99T9
unlimited node level. Comprises: 1 100 user Server
RTU of SunScreen SKIP 3.0.7 for Windows 95, 98 &
NT and SKIP 1.5.1 for Solaris. Product includes 56 bit
encryption.

Upgrade: SunScreen 3.1 Workgroup from prior releases d8SNM9-310WW9U9
EFS or SPF
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IPlanet Secure Net 3.0 Localized Versions

Description Order Number

Unlimited License

SunScreen SecureNet (unlim.) 3.0, 40 Bit Encryption, SSNI9-300A999C
Japanese

SunScreen SecureNet (unlim.) 3.0, 40 Bit Encryption, ~ SSNI9-300A999D
Chinese (Simplified)

SunScreen SecureNet (unlim.) 3.0, 40 Bit Encryption,  SSNI9-300A999J
Chinese (Traditional)

SunScreen SecureNet (unlim.) 3.0, 40 Bit Encryption, ~ SSNI9-300A999A
French

Unlimited Workgroup License

SunScreen SecureNet (Workgroup) 3.0 40 Bit Encryption SSNI9-300AW99C
Japanese

SunScreen SecureNet (Workgroup) 3.0 40 Bit Encryption SSNI9-300AW99D
Chinese (Simplified)

SunScreen SecureNet (Workgroup) 3.0 40 Bit Encryption SSNI9-300AW99J
Chinese (Traditional)

SunScreen SecureNet (Workgroup) 3.0 40 Bit Encryption SSNI9-300AW99A
French

Unlimited 3 Pack

SunScreen SecureNet 3.0.0, (Unlimited 3 pack)for SSN39-300A999C
SPARC/Intel, CD-ROM, 3 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Japanese

SunScreen SecureNet 3.0.0, (Unlimited 3 pack)for SSN39-300A999D
SPARC!/Intel, CD-ROM, 3 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Chinese Simplified

SunScreen SecureNet 3.0.0, (Unlimited 3 pack)for SSN39-300A999J
SPARC/Intel, CD-ROM, 3 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Chinese Traditional

SunScreen SecureNet 3.0.0, (Unlimited 3 pack)for SSN39-300A999A
SPARC/Intel, CD-ROM, 3 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
French

Unlimited 10 Pack

SunScreen SecureNet 3.0, Unlimited 10 pack, 40 bit SSNX9-300A999C
encryption, Japanese

SunScreen SecureNet 3.0, Unlimited 10 pack, 40 bit SSNX9-300A999D
encryption, Chinese Simplified

SunScreen SecureNet 3.0, Unlimited 10 pack, 40 bit SSNX9-300A999J
encryption, Chinese Traditional

SunScreen SecureNet 3.0, Unlimited 10 pack, 40 bit SSNX9-300A999A
encryption, French
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IPlanet Secure Net 3.0 Localized Versions  (continued)

Description Order Number

Evaluation Kit

SunScreen SecureNet 3.0.0, (30 day evaluation)for SSNM9-300A9DNC
SPARC/Intel CD-ROM, 10 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Japanese

SunScreen SecureNet 3.0.0, (30 day evaluation)for SSNM9-300A9DND
SPARC!/Intel CD-ROM, 10 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Chinese Simplified

SunScreen SecureNet 3.0.0, (30 day evaluation)for SSNM9-300A9DNJ
SPARC/Intel CD-ROM, 10 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
Chinese Traditional

SunScreen SecureNet 3.0.0, (30 day evaluation)for SSNM9-300A9DNA
SPARC/Intel CD-ROM, 10 Server RTU License, Hard
Copy and On-line Documentation, 40 Bit Encryption,
French

Corporate Enterprise License

SunScreen SecureNet 3.0, Enterprise License, 40 bit SSNS9-300A999C
encryption, Japanese

SunScreen SecureNet 3.0, Enterprise License, 40 bit SSNS9-300A999D
encryption, Chinese S

SunScreen SecureNet 3.0, Enterprise License, 40 bit SSNS9-300A999J
encryption, Chinese Traditional

SunScreen SecureNet 3.0, Enterprise License, 40 bit SSNS9-300A999A
encryption, French
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IPlanet Secure Net 3.0 Localized Versions Upgrades

Description Order Number

Workgoup to Unlimited Upgrade

SunScreen SecureNet 3.0, Workgroup to Unlimited SSNI9-300AW9TC
Upgrade, 40 bit encryption, Japanese

SunScreen SecureNet 3.0, Workgroup to Unlimited SSNI9-300AW9TD
Upgrade, 40 bit encryption, Chinese (Simplified)

SunScreen SecureNet 3.0, Workgroup to Unlimited SSNI9-300AW9TJ
Upgrade, 40 bit encryption, Chinese (Traditional)

SunScreen SecureNet 3.0, Workgroup to Unlimited SSNI9-300AW9ITA

Upgrade, 40 bit encryption, French
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SunScreen SKIP 1.5.1

SunScreen SKIP 1.5.1 (Simple Key-management for Internet Protocols) is an IP-layer encryption and
authentication software module that creates secure virtual private networks on Solaris Operating
Environment software. SunScreen SKIP 1.5.1 is available as a standalone product as well as a bundled
product in SunScreen Secure Net 3.1, its primary delivery channel.

Description Order Number
SunScreen SKIP 1.5.1, 56 bit SKPIS-151ED999
SunScreen SKIP 1.5.1, 128 bit SKPIS-151ND999

Ordering Notes
e The 56 bit SKIP 1.5.1 product contain 1024-bit Diffie-Hellman base encryption, RC2, RC4, and DES
encryption algorithms. The 128 bit version contains 2048-bit and 4096-bit Diffie-Hellman base
encryption (RC2, RC4, DES, 3DES, and SAFER).

e Sun can export the 56 bit SKIP to all worldwide end-users, worldwide, except those in embargoed
nations Afghanistan, Cuba, Iran, Iraq, Libya, North Korea, Serbia/Montenegro (Yugoslavia), Sudan and
Syria, plus all the parties listed on the Denied Parties List.

e Sun can export the 128-bit SKIP to all NON-government end-users, worldwide, except enbargoed
nations Afghanistan, Cuba, Iran, Iraq, Libya, North Korea, Serbia/Montenegro (Yugoslavia), Sudan and
Syria, plus all the parties listed on the Denied Parties List. Sun can NOT sell 128 bit encryption products
to foreign governments.

Government, as defined in the Export Administration Regulations:

» Government End-User (as applied to encryption items). A government end-user is any foreign
central, regional or local government department, agency, or other entity performing governmental
functions; including governmental research institutions, governmental corporations or their separate
business units (as defined in part 772 of the EAR) which are engaged in the manufacture or
distribution of items or services controlled on the Wassenaar Munitions List, and international
governmental organizations.

» This term does NOT include: utilities (including telecommunications companies and Internet service
providers); banks and financial institutions; transportation; broadcast or entertainment; educational
organizations; civil health and medical organizations; retail or wholesale firms; and manufacturing
orindustrial entities not engaged in the manufacture or distribution of items or services controlled on
the Wassenaar Munitions List.
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SunScreen SKIP 3.0.7 for Windows 95/Windows NT

The SunScreen SKIP 3.0.7 encryption client is a software package that enables encryption of all
communications from one SKIP loaded client-server to another. A key solution for todays Virtual Private
Networking demands. It is one of the strongest and fastest encryption software packages available on the
market today. SKIP 3.0.7 now interoperates with Microsoft NT, Microsoft Windows 95, and Microsoft
Windows 3.1.1, making it an essential part of your network security solution.

Description Order Number

Media, Documentation and RTU License - Domestic Version - US & Canada Only

Sunscreen Skip 3.0.7, Media and Documentation for SKPIW-307C9999
Windows NT (hard copy and on-line documention)
Domestic (128 bit)

Media, Documentation and RTU License -  Export Controlled Version

Sunscreen Skip 3.0.7, Media and Documentation for SKPIW-307B9999
Windows NT (hard copy and on-line documention)
Global (56 bit)

Media, Documentation and RTU License -  Global Version

Sunscreen Skip 3.0.7, Media and Documentation for SKPIW-307A9999
Windows NT (hard copy and on-line documention)
Global (40 bit)
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